Introduction

to PHP

servers running the Apache HTTP server software. While

P HP is a scripting language used primarily on Web

uses for PHP are many, the core functionality is to
provide a language and framework for the development of Web
applications. As of November 2004, the reported usage of PHP
was at nearly 18 million domains. Combined with Linux, the
Apache HTTP server, and the MySQL database system, PHP
provides functionality to the great portion of the servers on the

World Wide Web.

PHP/FI

The name PHP is a recursive acronym meaning
"PHP: Hypertext Preprocessor." The roots of PHP
are in the Perl language, most notably in a set of
Perl scripts created by Rasmus Lerdorf in 1995
for use in developing his own personal Web site.
The toolset he created was called PHP/FI, or
"Personal Home Page/Forms Interpreter,” and
allowed users to easily manage submitted forms
and perform logging and tracking functions. The
initial version of PHP was an interpreted scripting
language that could be embedded into HTML
pages and a parser that processed the embedded
scripts on each page request. By adhering to the
standard HTTP request-response cycle the
scripts could be easily developed, debugged,
deployed, and maintained.

PHP 3

The popularity of the PHP module and the enthusiasm of the Open Source
community lead to PHP being rewritten as an Apache module with robust
capabilities and enhancements. The first version of PHP written as an Apache
module and resembling the language we use today was PHP 3. The PHP 3
project was created by Andi Gutmans and Zeev Suraski in 1997. The most
important change to the PHP effort in version 3 was an architecture that allowed
developers to easily contribute to and extend PHP.

PHP 3 continued the notion of using embedded scripts, or scriptlets, in an HTML
document. By passing documents with a . php extension through the PHP
preprocessor before allowing Apache to serve them, each embedded scriptlet
could be parsed and executed and any relevant output substituted in its place.
Simple tasks such as variable substitution or more complex actions such as
database connectivity were suddenly available to users with a knowledge of
HTML and access to the PHP documentation. Because of the interpreted nature
of PHP, compiling scripts was not a requirement. Much like the way that
browsers render HTML each time a page is viewed, the PHP module for Apache
would render server-side scripts. The change-and-refresh development cycle was
familiar to HTML developers, and PHP quickly developed a following among
programmers and markup specialists alike. At its peak, it is estimated that PHP 3
was installed on 10 percent of the Web servers on the Internet.




History (continued)

PHP 4

Each version of PHP seems to not only add functionality but also optimize
the existing code base. Much like the development of PHP 3, the next
version, PHP 4, was in large part rewritten to take into account new
features and optimizations.

The central goals in the PHP 4 project were to optimize the code base to
allow for more efficiency in large and complex applications and to facilitate
modularity and portability in both the underlying language implementation
and the interpreted scripting language used by Web developers. An important
addition to PHP 4 was limited support for object-oriented programming
(OOP) using classes. Though incomplete in comparison to other languages,
the support for 00OP in PHP 4 allowed developers with little experience in
other languages to begin to understand the importance and power of OOP.

PHP 5

Object-oriented programming is a central
feature in the newest version of PHP, which

is PHP 5. Though still in its early releases,
PHP 5 has been praised as a mature language
for Web programming, comparable in many
ways to Java and the Microsoft C# language.
Though different from both in many ways,
PHP 5 has already proven to be an excellent
object-oriented language for Web development
whose benefits in many ways outshine those
of the aforementioned languages.

1 193dey)

.
.

(]
(0]
o=t
=%
=
¢Q
9]
ot
<)
-
o=t
o
Qu
z
=x
.
n
a~ |

Cross-Platform

The licensing of PHP is undoubtedly one of the core
attractions. PHP is open source and free software,
which means that there is no cost for installation or
usage and that any skilled developer can contribute to
the project. Because the source code from which PHP is
compiled is open, a community of peers comprised of
people from all over the world can review the source,
helping to identify inefficiencies, stability issues, and
security risks. Along with locating these problems, any
developer may help repair the code base.

Database Interaction

PHP is a cross-platform language, meaning that both
the engine and the code can be used on nearly every
major operating system. The majority of the code
written in PHP is portable from Unix to Windows to
Mac OS X, for example. The cross-platform nature
makes it easy for developers working on different
operating systems and server configurations to share
their code, creating a rich code base available by way
of open-source projects and community Web sites.

Development Tools

Another great strength of PHP is the ease with

which a developer can create scripts that interact

with databases. Database-driven Web sites are in high
demand and the robust database libraries available
for PHP allow developers to create sites quickly and
efficiently, giving them the luxury of concentrating not
on database connectivity implementation, but on the
ways in which databases can be used with their sites.

Aside from a Web server with a build of PHP, the only
additional tool you need to develop PHP applications

is a text editor. There are no special integrated
development environments (IDES) or compilers
required, though there are many available. Anyone can
open a standard text file and begin writing PHP code.
The low overhead and accessible learning curve are big
attractions for developers looking for the path of least
resistance in generating dynamic, server-side content.




Install Apache

on Windows

installed and configured to use PHP. The most popular

Web server software is the Apache HTTPD server.
Check the Apache Web site, www.apache.org, for the most
recent stable release.

The Apache HTTPD Web server is extremely reliable and
robust. Apache is the most popular Web server on the
Internet and is used on small, low-traffic sites as well as on
extremely large, load-balanced commercial sites.

The Apache Web server for Windows installation process is
fairly simple. Like most Windows installers, the Apache
Web server installer is an executable "wizard" installer that
takes you through the license acceptance and installation
process. The Apache Web server can be installed on
computers running any version of Windows, from
Windows 95 through 98, 2000, Me, and XP.

I n order to use PHP, you must have Web server software

Install Apache on Windows

The first screen of the installation wizard gives an overview of
the software to be installed. The second screen is a standard
End User License Agreement (EULA) stating the rights and
restrictions for the software. You must consent to the license
in order to proceed to the next step of the installation process.

After agreeing to the EULA, you are presented with a
screen asking you to specify your Network Domain, Server
Name, and the e-mail address of the administrator for the
computer. The administrator will most likely be yourself,
and you can use your own e-mail address. For development
on a local computer, this is not as important as when
hosting a production server. This dialog box will also
present the option to install Apache for all users or only for
your account. Generally it is best to install for all users,
especially if you are the sole user of the computer.

You can choose the type of installation you want to perform
during the install process, allowing for a custom
configuration. You can always modify the configuration of
Apache after installation, if need be.

@ Begin the installation process by
double-clicking the icon for the Apache
Web server installation program.

The Installation Wizard appears.

9 Click Next to continue on to the first step
of the installer.

9 When presented with the license
agreement, read the license and select the
| accept option to accept the terms.

@ Click Next to continue.

6 View the contents of the Read This First
window and then click Next to continue.

0

i Apache HTTP Server 2.0 - Installation Wizard -3'.=. =]

Welcome to the Installation Wizard for
Apache HTTP Server 2.0.52

The Installation Wizard wil install Apache HTTP Server 2.0.52
on your computer. Ta cortinue, dick Mesdt,

WARMING: This program is probecked by copyright lawe and
International treaties,

i@ Apache HTTP Server 2.0 - Installation Wizard

License Agreement

Please read the Following licenss agreement carefully.

Apache License il
Version 2.0, January 2004
http:livawewe.apache.orglicenses/
TERMS AMD COMDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definifions.

"License" shall mean the tarms and condibons for use, reproduction, and
distribufion a5 defined by Sections 1 through 8 of this document.

e—»f: 1 accepk the kerms in the license agresment e

1 do nok accept the terms In the licerse agresment

< Back. mrﬂ Cancel

Inrstallahield




e In the Server Information window, type i Apache HTTP Server 2.0 - Installation Wizard
your network domain. Server Information

Please enter your server's information.

Note: You can use the default, localhost, if no Network Domain (e.g. somenet.cam)

other is available. focahost 4—9
—0
—0
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Server Mame (2.9, wew,somenst, com):

0 Type the name of your server here. fiocahas:

.
.

@ Type an administrator e-mail address, SRR L B b

w [acministrator@localhos]
such as administrator@localhost.
Install Apache HTTF Server 2.0 programs and shorkouks For:
Leave the recommended installation > for &l sers, on Port 80, 5 a Service - Recommended. Q
Option Selected " orky For the Curvent User, on Pork S080, when started Manudly.
© Click Next to continue. Lol

< Back m @ Cancel I

@ When the Setup Type window appears, 7& Apache HTTP Server 2.0 - Installation %izard
select the default Typical installation. Setup Type
hoose the setup bype that best suits vour nesds.
@ Click Next to continue.
Flease select a setup bype,

®—-> & Typical
5 Typical program features will be instaled, (Headers and Libraries

@ For compiing modules wil not be installed.)

dHd ynm pariels Sunieo

" Custom

Choose which program Features you want installed and where they
will be installed. Recommended for advanced users,

D

Inrstallahield

< Back | Mexk = 5 I Cancel

When installing Apache on Windows, you can choose one of two standard installation
options. The Typical option is the recommended option and installs the most standard
extensions and configuration options. The Custom option allows advanced system
administrators and developers to select which modules they want to install.

Because Apache is an open-source project, there are no telephone hotlines or commercial
support Web sites to which you can go for customer or technical support. There are a number
of community sites on the Web whose members can provide assistance, but discretion should
be used when communicating potentially sensitive information or taking advice. Most members
of the open-source community are extremely helpful and kind, but all advice should be checked
against manuals and documentation before committing changes to your server software.

continued 9




Install Apache on

Windows (continued)

he default destination for the installation is C:\Program

Files\Apache Group\Apache2. You can specify another

destination during the installation process, but it is
recommended that you accept the default value for ease of
maintenance and future updates to the Apache software.
When browsing the Apache installation directory, you will find
documentation as well as several standard modules that are
used to add functionality to Apache.

The installation wizard displays a screen stating the default
installation location of the Apache Web server software. You
can choose to leave the default location as your target
location, or change the location to another directory on your
computer. Typically, it is best to install in the default
location so that there is consistency across similar machines
on which Apache is installed. You can change the
installation directory by clicking Browse in the dialog box.

After choosing the location in which you want to install the
Apache Web server, the wizard presents a final confirmation

Install Apache on Windows (continued)

screen that allows you to go back and change any settings
of which you are unsure. When you are confident in your
choices for installation parameters, you can click Install to
begin the automated installation process. If you decide
against installing the Apache Web server at this point, you
can click Cancel to abandon the process.

After the installation process is complete the wizard
displays a screen noting that a successful installation
operation has occurred. You can click Finish to end the
wizard and resume normal computing.

To confirm that the Apache Web server has been installed
and that it is running properly, you can use your Web
browser to view a page. By default, Apache installs a
welcome page in the main Web directory from which it
serves files. You can view this page using the local loopback
address http://127.0.0.1/. The loopback address is a special
address each computer uses to identify itself to local
applications. If the Apache installation process was
successful, the default Apache welcome page appears.

The Destination Folder window appears.

It is recommended that you use the
default folder for the installation
directory.

® Alternately, you can click Change and
browse to another folder.

(® Click Next to continue.

The Ready to Install the Program window
appears.

@ View the information and click Install to
continue.

i@ Apache HTTP Server 2.0 - Installation Wizard
Destination Folder
Click Thange tainstall ko a different folder

it Install Apache HTTP Server 2,0 ta the Folder:
—=
CiiProgram Fles\Apache Grouph

InrstallEhield

< Back

{& Apache HT TP Server 2.0 - Installation Wizard

Ready to Install the Program

The wizard is ready to begin installation,

Click Instal ba begin the installation,

IF you wank ko review or change any of your installation settings, dick Back, Cick Cancel to
exit the wizard,

®

InrstallEhield

< Back | Install |-, I Cancel




The installer sets up the Apache files.

@ Click Finish to conclude the installation
process.

@ You can test the installation by opening a
Web browser and going to the location:
http://127.0.0.1/.

If your browser does not load the page, try
the installation again.

15 Apache HTTF Server 2.0 - Installation Wizard

Installation Wizard Completed

The Trskalation Wizerd has successfully instdled Apsche HTTP
Server 2,0,52, Cick Finish bo exit the wizard,

2 Test Page for Apache Installation - Microsoft Internet Explorer
] Fie Edt “iw Favoites Too:  Help

| &Back - = - @[ & QS@ [l Favoite: @Meda (B |B- S S - I H 2l 8 @

| Badiess [E] b 2127001 =] @io [[Links
E

[Eyou can see thes, it means that the mstallabon of the Apache web server software on this system
was successtul, ¥ou may now add content to this directory and replace ths page.

Seeing this instead of the website you expected?
This page 15 here because the site administrator has changed the configuration of this web server.
DPleaze contact the person responsible for maintaining this server with questions. The

Apache Software Foundation, which wrote the web server software this site admmistrator 1 using,
nas notidng to do with maintaming this ste and cannot help resolve confipuration 1ssues.

[
The Apache documentation has been mcluded wath thes distnbubion, o

You are free to use the mmage below on an Apache-powered web server. Thanks for using Apachel =

(] [ [ [ [ mnteme

this file.

You can start and stop Apache using the command prompt. In the command prompt window,
change to the directory in which Apache was installed, usually C:\Program Files\Apache Group\
Apache2. Type apache to start the Web server. You can use the same command to stop Apache by
passing arguments. To stop Apache, type apache -k shutdown.

When installing Apache Web server on a computer running a Windows operating system, a folder
containing shortcut commands for the Apache Web server is typically added to the Programs folder
on the Start menu. This folder allows quick access to common Apache tools and commands.

The installation program installs a README file in the Apache installation folder that contains
information specific to the release of Apache you installed. The README file is an important part of
the application package because it provides succinct notes about changes in the software as well as
any special configuration advice or compatibility notes. While not required, it is a good idea to read
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Install Internet Information

Services on Windows

server software that allows you to host multiple Web

sites on the Internet or on a network such as a
corporate Intranet using a standard Windows computer.
With the IIS and accompanying tools, you can host and
manage even the busiest Web sites. Though PHP is used
more often with the Apache Web server than with Internet
Information Services, IIS can be used with PHP quite well in
both development and production.

You can install 1IS from the Windows XP CD-ROM with
which you installed Windows. First, use the Start menu to
begin adding the program. Click Start, Control Panel, and
then Add or Remove Programs. From the Add or Remove

T he Microsoft Internet Information Server (IIS) is Web

Install Internet Information Services on Windows

Programs menu, click Add/Remove Windows Components.
Find the option for Internet Information Services (IIS),
select it, and then click Details.

In the Internet Information Services (IIS) window that
appears, check the boxes for SMTP Service and World Wide
Web Service, and then click OK. In the Windows Component
selection, make sure that the Internet Information Services
(1IS) box is checked and then click OK. The components
you selected will be installed.

After 1IS is installed, it is a good idea to restart your
computer. The Internet Information Services automatically
starts each time you restart your computer. When IIS is
installed and running, you can install PHP.

@ nsert the Windows CD-ROM.

@ In the Control Panel, select Add/Remove
Programs.

9 Click Add/Remove Windows Components
to display the Windows Components
Wizard.

e Click Internet Information Services (I1S)
(] changes to [v]).

6 Click Details to display the 1S window.

e Click beside each IIS component you want
to install ([_] changes to [v]).

0 Click OK to confirm your configuration.

vl @ Documentation 35ME

1 (3File Transfer Protocal [FTF) Server 01 ME
e—l> [wi Q?antPage 2000 Server Extensions 41 ME

[l ‘ﬁ Internst Information Services Snap-In 1.3ME

[ -:ch(smd\»\l'cb Manager 1.4 ME

vl [0 SMTP Service soMe =

Windows Components Wizard

Windows Components
“fou can add or temave components of Windows 2000

To add or remove a component, chick the checkbox. A shaded box means that anly
part of the component will be instaled. To see what's incleded in & component. click

Dietails.

Componerts:

[¥] EPIndesing Service 00ME =
v (& Intemet Explarer 0.0 HE

® ¥ Internet Information Services (IIS)
[l g:]Managcmcnt and Manitaring Tools
W] e M essane Duriinn Serdres

0.9 ME

2R MR LI

Description: IS services [web and FTP support] along with support for FrontPage,
transactions, ASPs, database connections, and receiving of posts.
5

0.2 Me
ZB770.9 MB

Tatal dizk space required:
Space available on disk:

< Back | Mext > | Cancel |

To add or remove a component, click the check box. A shaded box means that only part
of the companent will be installed. To see what's included in & companent, click Details.

Subcomponents of Internst Information Services [IIS)

™ 4 Common Files

Descripion:  Reguired 1S program filez. Theze files are requined by many of the
components, buk should not be installed independantly.
0.2 He Detaie..
28771.8 MB —I

Cocel_|

Total disk space requied:

Space availlable on disk:




@ In the Windows Components Wizard, click
Next to install the IIS package you have
configured.

© When the completion dialog box appears,
click Finish.

The Internet Information Services is installed.

‘Windows Components

Windows Components Wizard

‘'ou can add or remove components of Windows 2000

To add oo remove a component, click the checkbox, A shaded box means that onl
part of the companent wil be installed Tao zee what's included in a component, click

Dietails.
Companerits:

v S ndesing Service
] {8 Intemet Explorer

W1 = Messaan Musioa

Deszcription: 1S sanvices [Web and FTP suppart] along with sup)
transactions. A5Ps, database connections, and recer

Total disk space required:
Space avalable on disk:

?s Intemnet Information 5 z (IS
| i;Management and Monitorng Toalz
Services hnn =

0.2 MB
28770.9 MB

Windows Components Wizard

Completing the Windows
Components Wizard

“fou have successhully completed the Windows
Components Wizad

To close this wizard, click Firich. 9

< Back

Before attempting to install 1IS, you should log on to the computer with an Administrator
account, because a standard user account is restricted from making machine-wide changes such
as installing a Web server. This restriction is in large part in order to enforce security on the
machine, but also helps ensure that applications are not accidentally installed or uninstalled.
Logging on with an Administrator account ensures that you have proper permissions for
executing installers. Take care when acting as an Administrator, because damage can be done
to settings or questionable software can be installed.

After IIS is installed, the Internet Information Services window provides tools that allow you to
administer your 1IS Web sites. You can select the Administrative Tools option in the Control
Panel to reveal the Internet Information Services window.

1 19adey)
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Add a Virtual Directory to

Internet Information Services

Services (IIS) creates a number of directories

that can be used to serve Web pages, including
PHP scripts. These directories are stored in the
C:\Inetpub\wwwroot folder. Only pages stored in this
directory, or a subdirectory, can be served by IIS. This is
a security feature that allows a computer to act as a Web
server without compromising all files on the server.
You can create a virtual directory to serve pages that are
not contained within the document root as if they are.

You can use the Virtual Directory Creation Wizard to create
and properly configure a virtual directory from which PHP
pages can be served. You must give the virtual directory an
alias, which is a name by which users will access pages in
the directory.

T he default installation of Internet Information

Add a Virtual Directory to Internet Information Services

@ Use the Start menu to access the Control
Panel, and then choose Administrative
Tools.

@ Double-click Internet Services Manager to
display the IIS window.

9 Click the plus sign (+) to display a list of
Web sites currently running on the Web
server.

@ Click the Web site to which you want to
add a virtual directory.

Click Action.
Click New.

o

Click Virtual Directory.

From the Start menu, navigate to the Programs directory,
select Administrative Tools, and then click Internet Services
Manager. Expand the server name. Right-click the Default
Web Site entry, point to New, and click Virtual Directory.
Type the name of the alias you want to use in the Virtual
Directory Creation Wizard. Click Browse to locate the
directory you want to use as the directory for your alias. On
the last screen, click Finish to complete the wizard.

Virtual directories allow IIS to serve files from directories in
locations other than the main Web root. For example, a
folder that stores XML data for your site might be used as
the location for a virtual directory with the alias 'xml.' This
allows users to access the XML data using the path /xml/
relative to the Web root.

[ 5 I e e o S T

2k Intemnet Information Services =I5 |
I 2eion wiew || &= > D@ FRDE 2| 2] > = o

Tree | [ Fath =
o inslpubhasiots

CRWIHNT \epatem32\nataryizadmin

Inteinzt Infammalian Sendces
B3 * adwinist=Fede
Defzull FTP Sie 1155 amples. e netpubbizsamales
% MSADT e \pingram lezeomman fieshsystemmssds
i Defzut SMTP Witud Server @ lI5Hzl o heiirrlshelohishelp
Cmespubhaepol
L5Program Files\Common Fles\Microsofi Sharediweb Se

3] heip.gif

T=TE] |

¥ Internet Information Services

1 Esplae

[ Fath -
Open

o inslpubhasiots
CAINNT apstam 32 natsryizadmin
e netpubbizsamales

El  Stat
Gten 1155 amples
Fausz

MSADE e\groepaga Flesheormman Heshspstemimsads
e 7 liselp
Al Task: 1T copub
AN O e e CAProgiam Filsssammen Fles\icrmacét Sharedieh Se
Rafrazh Sarver Extenzions Admink by
Esport List,. 3 Lo IMH T ekt arintzrs
Piopertios

Hel

|—"| locaklalasn
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The Virtual Directory Creation Wizard
appears.

Viitual Directory Creation Wizard E x|

Welcome to the Virﬁjal

) ) Directory Creation Wizard
@ Click Next to continue.

This wizard wall help pou create a new vitual dirsctony on
this web site,

1 19adey)
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Click Next to continue.

< Back et Cancel |

The Virtual Directory Alias window

appears. Virtual Directory Alias <
“You must give the vitual directon a short name, o sias, for quick refersnce. J

Q Type an alias for the new virtual directory.

dHd M pajiels Sunjen

Type the alias you want to use to gain access to this \web virtual directory, Use the

5 q zame naming conventions that pou would for naming a directory.
() Click Next to continue. o & R
s

IF'HF.'VB| 4_9

< Back Mest é I Cancel

You can also use Windows Explorer to add a virtual directory to the Internet Information
Services. The first step is to select the directory you want to use as the target of your virtual
directory. Click the File menu and choose Properties. In the Properties dialog box, click the Web
Sharing tab and select the "Share this folder" option. In the Edit Alias dialog box that appears
next, specify the alias you want to use for your virtual directory. Select the access and application
permissions to use for the virtual directory and click OK. Click OK in the Properties dialog box,
and the virtual directory is added to IIS.

To remove a virtual directory from IIS, open the Internet Information Services window and select
the virtual directory you want to remove. Click the Delete button ([%]) and choose Yes in the
confirmation dialog box that appears. Removing a virtual directory immediately prevents users
from accessing the content in the target directory.

continued 9




Add a Virtual Directory to Internet

_'
.ﬁl )
()

Information Services (continued)

want to add as a virtual directory. The access

permissions for the directory must also be specified.
The access permissions determine how the pages in the
directory — whether plain HTML or dynamic pages like
PHP — can be utilized.

The Read permission allows users viewing your site to
access the Web pages with their Web browsers. This access
permission must be set for a directory from which you want
to serve Web content. Without the Read permission, no
content in the directory will be accessible.

The Run scripts permission allows scripts to run in the
directory. Execution of PHP and other dynamic content is
dependent upon this access permission being set. By
default, the Run scripts permission is turned on.

The Execute permission allows scripts and applications
to be executed. This option should be set for any special
executable applications installed on your Web server.

You must specify the location of the directory you

The Write permission allows files to be dynamically created
in the directory targeted by your virtual directory. If you
have scripts that need to create files dynamically, such as
image-generation scripts, this permission must be turned on.

The Browse permission allows users to view a listing of
files in the directory targeted by your virtual directory.
When turned on, a user has access to all files and
subdirectories in the directory. When a user specifies the
path to the virtual directory but not a specific file, a listing
of all contents of the directory is presented.

Because virtual directories function to provide access to files
in various locations on your Web server, you should be
careful to remove any sensitive content from the target
directory before setting permissions allowing for the virtual
directory to be used. Security through obscurity is a poor
security policy and hoping that users will not find content
in directories is not sufficient.

Add a Virtual Directory to Internet Information Services (continued)

The Web Site Content Directory window
appears.

m Type the path to the directory you want to
add as a virtual directory.

Alternately, you can click Browse to
locate your target folder.

(D Click Next to continue.

The Access Permissions window appears.

@ Select the access permissions you want to
allow ([] changes to [v]).

(@ Click Next to continue.

Web Site Content Directory
‘whete is the content you want to publish an the \Web site?

|

Enter the path to the directory that contains the content,

Directary:
m——»lﬁ:\wabpaged

12)

< Back I Nact>i| Cancel |

Viitual Directory Creation Wizard

Access Permissions
‘what access pesrissians do pou want ta set for this vittual ditectany?

Allow the following:

Click Next to complete the wizard.

14)

< Back Cancel




A message appears alerting you that you
have successfully created a Virtual
Directory.

Virtual Ditectory Creation Wizard E
You have successfully
completed the Virtual
Directory Creation Wizard.

@ Click Finish to close the installer.

1 19adey)
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Click Finizh to continue.

3 Bach Finish ence|

® The virtual directory, with the alias you ¥E Inteme! InfomationiSErites
specified in Step 9, is added to IS and | acion Vew || = (@@ X F B[22 r 50
appears in the directory listing. Trez | Naire Paih I
m Irtemet Information Serdces
=2 * advinist-eTede
i Default FTP Site
=l Defaultweb Sie
g Sciipts

=
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I _vli_zerpt
BHE _vii_t4
[ Diefzull SMTF Yinual §erver

You can change the execute permissions for a virtual directory in IIS after the
directory has been created. To change the execute permissions, repeat Steps
1 and 2 from this task to open the Internet Information Services window.
Select the virtual directory you want to change. Click the Properties button
() to open the Properties dialog box. Select the option in the Execute
Permissions area that you want to use. The Scripts and Executables option
allows files in the directory to be accessed and executed. The Scripts only
option allows only scripts to be run. The None option allows access to static
files, such as HTML files and images, but no access to scripts or executables.




restrict access to files by certain users or groups of

users. The Internet Information Services application
serves files and executes scripts according to these
permissions. The types of permissions that can be set for
files and folders depend on the operating system and file
system installed on the Web server. For example, setting
permissions on a Linux server is much different than
performing the same operations on a Windows XP server.

When IIS is installed on your Windows server, a user
account is created called [USR_(computername), where
(computername) is the name of the computer on which the
user account is installed. For example, a computer called
WEBDEV would have an account named I[USR_WEBDEV.
This account is part of the Everyone group. If you deny the
Everyone group access to resources such as files and

You can set file and folder permissions to allow or

Set File and Folder Permissions on Windows

folders, you can use the IUSR account to allow users you
specify to access information in the restricted resource.

You can set permissions for single users or groups to
specify how either can access files and folders. Full Control
allows users to modify, add, move and delete files.
Additionally, these users can change permissions. The
Modify option allows users to modify, add, move, and delete
files. Read & Execute allows users to run applications and
scripts, such as PHP scripts. Read allows users to display
files, and Write allows users to modify files.

Windows file and folder permissions work with the access
permissions set in Internet Information Services. Access
permissions set for a folder in IIS apply to all users who access
the folder. Windows folder permissions apply only to users and
groups you specify. When Windows file and folder permissions
and 1IS access permissions differ for the same resource, the
Web server uses the most restrictive permissions.

o Click the file or folder for which you want
to change permissions.

@ Click File.

9 Click Properties to display the Properties
dialog box.

@ Click the Security tab.

The users who have permission to the
file or folder you chose in Step 1
appear here.

® Their current level of permission
appears here.

@ Click Add.

=

T Fle g Enplorers, sice by sic
428 Open Dher .

I File: Operation:
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The Select Users or Groups dialog box appears.

21x]
@ Click a user or group to which you want to e d
grant access to the file or folder. Fp—— AOMINIST-ESIEDE
Guestz ST-EME
, (N Ao £51E0E
a Click Add. e—) éﬂepicalor ADMINISTESEDE
Users ADMINIST-EEDE J
Repeat Steps 6 and 7 for each user or Y MM £o12DE 7
group to which you want to grant access. 7 IS re—
e C“Ck OK DIINIST-ESIEDENReplicator

8 Cancel

2|

: 7

Q In the Properties dialog box, click a user or

group to view their permissions. Garal Secuty | S|
Mame Add...
. . H @L\'u ne
(® Click an option to allow or deny a given (9 [

permission.

(D Click OK to confirm your changes.

Permissians Alow  Dery

Windows sets the permissions. Ful Corna

Modily
@ el Fizad & Exscute
>

Read
Wiite

Achvarced..

= Al inteitable pemissions from paent o popagale o this
abject

oEEOO
ooooo

oK |, Cancel Apely

Take great care when setting file and folder permissions on a Web server. This is true on both
Internet and intranet sites. To gain a full understanding of file and folder permissions and the
implications of any changes you are considering, you should refer to the operating system and Web
server documentation. Incorrectly setting permissions on a Web server can leave the server open to
serious security problems as well as data fidelity problems such as corrupted or deleted data.

When moving PHP scripts and associated files between Web servers, you must be careful to ensure
that the permissions on the final server match those on the initial server. The permissions are not
transferred, and are often reset when files are uploaded through FTP or similar protocols.

If you want to revoke access to a file for a given user or group you can remove the user or group.
Repeat Steps 1 to 4 of this task to display the Security tab of the Properties dialog box. Click the
user or group that you no longer want to be able to access the file or folder and then click Remove.
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Install PHP

on Windows

Windows computer, you must install PHP. You can use
the recent Windows versions of PHP on all modern
Windows operating systems.

You can download a recent version of PHP for Windows
from the PHP Web site at www.php.net.

The PHP installer is a standard Windows installation
program that guides you through the installation process,
including analyzing the current status of your system to
determine the presence of required applications.

The computer on which you install PHP does not need to be
connected to the Internet. You can use a standalone
computer running Web server software such as the Apache
HTTPD server or Internet Information Services to develop

Install PHP on Windows

I n order to create and process PHP scripts on your

your PHP pages. In fact, local development is often required
as errors and vulnerabilities are never exposed to the
outside world. Because of the portable, cross-platform
nature of the majority of the PHP language, you will most
likely be able to simply copy the files to your Web server for
deployment.

Like most Windows installation programs, the PHP installer
provides you with a copy of the license under which you
can use the software. After accepting the license, you can
choose the type of installation you want to perform. The
Standard option is recommended for most users, but the
Advanced option allows experienced users to specify
options when performing the installation.

@ Double-click the icon for the PHP
installation program to start installing the
program.

A welcome dialog box appears.

Click Next to continue.

®0

In the next window, read the license
agreement and click | Agree to continue
the installation.

The Installation Type window appears.

Q Select the type of installation you want to
perform (O changes to (®)).

@ Click Next to continue.

4= Welcome x|

é F—a
“Y'ou may need Lo stop pour web server before installation 1S
and P'w'S do not need ta be stopped.

Welcome to PHP 5.0.3 Setup program. This
program will install PHF 5.0.3 on your computer,

Click, Cancel to quit Setup and then stop your web server if
necessary. Click Mext to continue with the Setup program .

WARMING: Thes program is protected by copyright law and
international treaties.

Installes vession number 2.0.5 9

HYPERTEXT
PREPROCESSOR

Mewt > & I Cancel |
42 Installation Type X|
Flease zlect the type of installation you requies.
& Standard
 Advanced
Cancel

< Back l ﬂexb;l

)




The Choose Destination Location window L Choose Destination Location |
appears.

Setup will install PHP 5.0.3 in the folawing folder

Toinstall into & different folder, click Browse, and select

It is recommended that you use the Lokl e,

default folder.

@ Alternately, you can click Browse to
locate another folder.

@ Click Next to continue.

“Y'ou can choose not to ingtall PHP 5.0.3 by clicking Cancel to
exit Selup.

1 19adey)
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Destination Foldes
HYPERTEXT IVC:\PHP<_ 6 M_—.

PREPROCES

<gack [ ue@ Cencel |

%

0 Type the name of the outgoing mail £Z Mail Configuration
(SMTP) server.

Flease enter the address of your SMTF server.

(]
(0]
o=t
=%
=
¢Q
9]
ot
&
-
o=t
o
Qu
<
=x
)
s
a)

Note: You can use the default, localhost, if no
other is available.

Please enter the ‘from’ address for the mad function.

=
|Iocalhost 4|_o
SV )

|me@|0calhost.mm

@ Type the e-mail address you want
displayed in outgoing mail messages.

© Click Next to continue.

HYPERTEXT 0

PrREPROC

< Back I ﬂext)él Cancel

The most recent release of PHP is always available from the PHP Web site at www.php.net. Older
versions of PHP are also available from the official site. Installing versions of PHP other than the
newest release is helpful because many Web hosts do not immediately upgrade to new releases for
fear of causing interruptions or introducing bugs into the sites they host for their clients. When
working on a project that runs on an older version of PHP, you should develop the site using the
same version.

While the differences in minor versions, such as PHP 4.3.2 and PHP 4.3.3, can be mild, it is
best practice to develop your applications on a local development machine that matches the
production server or servers in all respects. For PHP development, matching hardware is not
important, though the local and production server should be roughly equivalent so that effects
of load and heavy memory use can be taken into consideration. More important is that all
software and permissions are matched. Ideally, the process of making a development version
of your application available on the Internet should consist of nothing more than uploading
files to your Web server.

continued =)




Install PHP on

Windows (continued)

you want to install PHP. The default installation is the system administrator or for the Web developer in charge
c:\pHP. You can specify a different location, but the of the server.

default option is recommended. The installer application can automatically set certain

When installing PHP you can specify the name of the mail configuration options for a given Web server. When

server the computer will use to send e-mail messages. This ~ prompted to choose the Web server with which you intend

The installer will prompt you for the location in which ~ headers are used. Most often, this address is an alias for

setting is important if you want to include the option of to use PHP, choose the version of IS or Apache you have
sending e-mail from your PHP scripts. You can specify any  installed and configured.

server running the Simple Mail Transfer Protocol (SMTP). After specifying all configuration options, you can finalize
Generally, the default value of "localhost" will suffice. the installation by clicking Finish. When the installation is

You should specify the e-mail address from which you want ~ complete, you can configure PHP using the PHP
to send outgoing e-mail addresses when no additional mail ~ configuration file as well as the Apache configuration file.

Install PHP on Windows (continued)

@ Select the type of Web server you want to
be configured to use with PHP.

42 Server Type E x|

Flease zlect the type of hitp zerver you wizh bo configure o

i php.

" Microzaft P\WS on ‘Windows 3x or ME

™ Microsolt F'S on MT 'Workstation

" Microsoft 115 3 or lover

" Microzoft 115 4 or highsr

& Microzoft 15 6 or higher

" Apache

" Witami

™ Nare [or other server)- | will configure the web server manually

If your Web server does not appear in the
list, you can select None to configure the
server manually.

@ Click Next to continue.

HYPERTEXT m

PREPROCESSOR

< Back I ﬂexw Cancel |

L2

A dialog box appears indicating that you
are ready to install PHP.

42 Start Installation i |

“'ou are now ready to install PHP 5.0.3.

@ Click Next to install PHP on your
computer.

Fress the Mext button to begin the instalation or the Back
buitton ko resnter the installation informatiar.

®

< Back l ﬂext),: I Cancel

L&




@ A dialog box appears telling you to Apache Configuration =l

(@)
Config ure ApaCheIS httpdconf file. Click Sy, the software bo automatically configure =y PHPE.0.3 has been successhully installed =
. @ the &pache hittpd.conf file has not yet been 1 S . &
O K to continue. wiritten, v'ou will have to configure Apache Fress the OF. button to et this instalation. ao]
manually. See the install bt file for more details. R o=t
MT users maf_l,l nt;ed to set aphprt:!?nahe : 2
o the various iles an
Note: Follow Steps 15 to 18 to configure = EEQ":BTEQUWgy |u5H_nfa§aTeName (o ~
5 i wall nized
Apache's httpd.conf file. o er AR e .
the uploadimp and seesinn_dirsctoriss, and
(@ Click OK to close the next dialog box. ol it e
o 14
PHP is installed.
CONFIGURE APACHE'S HTTPD.CONF FILE & httpd conf - Notepad e NI

File Edit Fomat Help

@ Open your httpd.conf file in a text editor.
The httpd.conf is located in the conf
directory of your Apache install directory.

machine you can setup Virtualdost containers for them. Most configurations =
use only name-based virtual hosts so the server doesn't need to worry about
IP addrasses. This is indicated by the asterisks in the directives balow.

Please see the documentation at
<URL:httﬁ://ht‘tpd‘apache‘org/docs—l0/vh05ts/>
. . . i i for further details before you try to setup wirtual hosts.
(O Addascriptalias directive mapping

your PHP directory to the PHP interpreter

atc:/php/.

¥ou may use the command 1ine option '-5' to verify your wirtual host
configuration.

Use name-hased wirtual hosting.

(]
(¢
o=t
=%
=
¢Q
9]
ot
<y
-
o=t
o
Qu
<
=x
)
n
a)

() Use an adaType directive to map the type
application/x-httpd-php to the file ; ;
: # virt Host H
extensions you want PHP to parse. * Ajlr;o;‘? aﬁ; Aﬁﬁiﬂg sirective may go into a virtualHost container.

# The first wvirtualdost section s used for requasts without a known
@ Add an Action directive mapping the

# server name.
application/x-httpd-php
application type to the PHP executable.

MamevirtualHost “:380

F EERE FREREEREEF

#

#<virtualHost *:80>

#* serveradmin webmaster@dummy-host. example. com
DocumentRoOoT waédocs;’dumm;{—host,examp'l 2. com
Servername dummy-host. example. com

ErrorLog Togs/dummy-host. example. com-error_1o

customLog 1ogs/dummy-host, example. con-access_Tog common

Save the file and restart your computer to < /virtualHost>
scriptalias Jphps "o

Johps"
see the Changes take effect. addType apﬁu"l"lcation/x—ﬁt‘gpd— hp .html .php . phtm] 4—@@ = |

action application/x-httpd-php "/php/php-cgi. exe”|
4| | »

FEEE

PHP should be installed only on the hard drive of the Web server machine. You should
not install PHP on a network drive or on removable media such as an external FireWire
drive. While it is technically possible to perform such an installation, the performance
of the Web server will often be less than ideal and may become unavailable.

When specifying the e-mail address you want to display on outgoing e-mail messages,
you may want to use an e-mail address set up for only this purpose. This is especially
true on servers that send a lot of mail as bounced messages and can quickly fill the
space allocated to a typical e-mail address.

If the computer stops responding before the installation of PHP is complete, there may
be a problem with the system hardware, network connection, or the PHP installer itself.
In such cases, you should close all open programs and restart the computer before
attempting to reinstall the program.




Install Apache

on OS X

ac OS X comes configured with proven versions
M of Apache and PHP installed by default. Both

applications are configured with safety and
efficiency in mind, and you will most likely want to update

the version or enable additional options for each before
beginning development.

Because Mac OS X is a Unix-based operating system, you
can install software much the same as on other Unix and
Linux systems, using the a shell session and the configure,
make, make install sequence.

The first step in installing Apache is to download the most
recent production version of Apache from the Apache Group
Web site. Currently, the most recent major version is
Apache 2. Unzip the archive containing the Apache source
to a folder on your computer.

Install Apache on OS X

You will need to have administrative permissions to install
software on the machine. If you are currently logged into
the machine with a restricted user account, you can log off
and back on as an administrator using the commands
under the Apple menu.

Open the Terminal application in your Applications/Utilities
folder. Use the cd command to change to the directory in
which you unzipped the Apache source.

You can configure Apache using the configure script in the
source folder. To configure Apache 2 for PHP 5 support,
you can use the - -enable-mods-shared=ALL configure
directive. After the configure command runs, you can type
make and press Enter to make the installable application.

If make executes successfully, type make install to install
Apache 2 to your system.

8eoce6e

0 Change directories to the location
of your install using the cd
command.

[ti-ibook:~] tobvbouds

@ Unarchive the Apache source
archive using the tar -xzf
filename command.

[ti-ibook:/src] tobyboudi
[ti-ibook:/sre] tobybouds |

T inal — tcsh — 102x30
—0 ~—0 )

9 Set installation options using the en0e6e

Terminal — tesh — 102x30

configure script in the Apache
source directory.

Pass any options, or flags, to
the configure script according
to your anticipated PHP use
and the server on which it is
being installed.

[ti-ibook:/src] tobyboud¥ cd httpd-Z2.8.527
[ti-ibook:/zroshttpd-2.8.62] tobvbouds

—-enable-nods-shared=ALL ] <€——— -~




P

@ Type maxe to make the e0o0 Tefinal — tcsh — 102x30
mSta”er' [ti-ibook:/erc/shttpd-2.08.62] tobwboudi ——=ilent
[ti-ibook:/sro/htbpd-2.6.62] tobyboudi ——zilent

@ After the installer is made, type | [t3-ibook:/sre/hbtd-2.8.52] tobyboud |

make install to install
Apache on your server.

@ Change direc

tories to the bin 806 Terminal — tcsh — 102x30

directory of the install location. [t3-ibook : fsrc/httpd-2.8.62] tobybouds ) 6
Type apachectl start tO [ti-ibook:localfapachesbin] tobyboudi
start Apache.

You can choose to install either Apache 1.3 or Apache 2 on your OS X machine. Either will
work with PHP 5 and Apache 1.3 comes preinstalled. The choice between Apache 1.3 and
Apache 2 depends primarily on which version of Apache is running on your production server
as well as any special constraints or parameters in your project specifications.

Generally, it is a good idea to install both versions of Apache on your development machine
and switch versions according to your current development needs. You can switch versions
by stopping the current version and starting the alternate version. To stop Apache, the
apachectl command is used. Because each installed version has its own apachectl
command, you should be careful to specify the full path to the apachect1l version you want
to use. For example, you might have Apache 1.3 installed in /usr/local/apache, in which
case you could start the server using /usr/local/apache/bin/apachectl start.

For an Apache 2 install located at /usr/local/apache2 you can use the /usr/local/
apache2/bin/apachectl start command.
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Install PHP

on OS X

ac OS X ships with PHP 4 installed alongside the
M Apache Web server. You can install PHP 5 using

the typical Unix configure, make, make install
compile process.

The first step in installing PHP is to download the most
recent production version of PHP from the PHP Web site. At
the time of this writing, the most recent version of PHP is
version 5.0.3. Unzip the archive containing the PHP source
to a folder on your computer.

You must have administrative permissions to install software
on the machine. If you are currently logged on with a
restricted user account, log out and back on as an
administrator using the commands under the Apple menu.

Open the Terminal application in your Applications/Utilities
folder. Use the cd command to change to the directory in
which you unzipped the PHP source.

Install PHP on OS X

You can configure PHP with any number of configuration
options. To configure PHP before compiling, you can use the
configure script in the source folder. After the configure
command runs, you can type make to make the installable
application.

The make command compiles PHP for use on the server.
When using the make command, you will see a number of
messages scroll past in the Terminal window. If any errors
are reported, take note and check your configuration
options to ensure that libraries on which your configuration
depends are installed properly.

If make executes successfully, type make install to install
PHP on your system. You will need to restart Apache before
using PHP.

806

0 Change directories to the location of your
install using the cd command.

@ Unarchive the PHP download archive
using the tar -xzvf filename
command.

[ti-ibook:~] tobybouds
[ti-ibook:/sre] tobybouds
[ti-ibook:/sre] tobyboudy ||

) [

Teﬂ'nal — tesh — 102x30

9 Set installation options using the ene

Terminal — tcsh — 102x30

configure script in the PHP source
directory.

Pass any options, or flags, to the
configure Script according to your
anticipated PHP use and the server
on which it is being installed.

[ti-ibook:/sre] tobyboudk cd php-5.8.3/
[ti-ibook:/sro/php-5.8.3] tobybouds

) [

-—O




4]

(@)

5“

e Type make to make the installer. 000 | —————— E
A A [ti-ibook:/zrc/php-5.8.3] tobwbouds ——=1lent =] (¢°)

e Aﬂer the mSta”er 1S made’ type [ti-iback:/src/php-5.0.3] tobyboudi ——=1lent — -
make install toinstall PHP | [ti-ibook:/sre/php-5.8.3] tobybouds || p—

.
.

0N your Server.

@ Restart your Web server to load [ ©® O O Terminal — tcsh — 102x30
the PHP processor. [ti-ibook:/src/php-5.8.3] tobybouds 4—6 =]

Justdshindopochect | graceful: httpd groceful ly restorted —
[ti-ibook :/srcdphp-5.8.3] tobvbouds I

dHd M pajiels Sunjen

OS X comes with a version of PHP pre-installed. At the time of this writing, the
version of PHP included on the OS X client install is PHP 4. You can install both
versions of PHP as long as the location of the install is different. For example,
you can install PHP 5 into the /usr/local/php5 directory. Note that you can
have both PHP 4 and PHP 5 installed on your machine, but only one may be
run per instance of Apache at a given time. In fact, you can have as many
versions of PHP installed on your computer as you want as long as there are no
library conflicts. Often, a development machine will have at least two or three
minor versions of the latest major version release to accommodate any number
of projects that may be in development. You can specify which version of PHP is
loaded by the Apache Web server using the Apache configuration file, usually
found at /usr/local/apache/conf/httpd.conf.




ou can use the Terminal to set file and folder

permissions on OS X. You can also use the Get Info

option in the Finder to view and modify permission
information about files and folders.

Because OS X is a Unix-based operating system, you can
set folder and file permissions using the chmod, chown, and
chgrp commands. In order to change the permissions of a
file or folder, you must have user or group ownership
permissions. If your account does not have permissions to
modify a file, you can use the su command to switch to a
user account with adequate permissions. For example, you
might switch to a user named 'admin' using the command
su admin. When prompted for a password, you must type
the password of the account to which you are switching.
You can perform a quick action as another user using the
sudo command. For example, to change ownership of

Set File and Folder Permissions on OS X

the file 'test.php' to the user 'toby' you might use a
command such as sudo chown toby test.php.

Another method of altering file and folder permissions is to
use the OS X Finder. You can use the Finder to change
permissions by opening the Get Info palette for a given file
or folder. Right-click the target file or folder in the Finder
and choose Get Info from the menu. Alternately, you can
press the Apple key and the I key in combination to open
the Get Info palette.

When the Get Info palette is open, you see a section

called Ownership & Permissions. There are select boxes in
this section. If you have permission to modify the ownership
and permissions properties of the currently selected file,
you can use the select boxes to change these properties.
Otherwise, the menu is dimmed and unusable.

0 Open the Terminal application from the

866

[ utilities =
1 of 31 selected, 7.82 GB available

Applications/Utilities folder.

—
4 Photorescue
W& Preview
[~ Quicken 2004 for Mac
@ QuickTirme Player

% Colarsync Utility ~

B Console
& DigitalColor Meter
il Directory Access

[F Remote D... Connection » & Disk Utility

@ safari |7 Earthlink ...ccess 2004 » L

[ Serial Box s P@" Grab N

&y sherlock 3 Installer

7 sound Studio » %y IntelliPoint Uninstaller

L N

Stickies = iPod Software Updater
& SubEthaEdit e iSight Updater 1.0.2 L Mame: Terminal
& System Preferences L2 Java s Kind: Application
1 Keychain Access Size: 3.1 MB on disk

S Towrtis ;J! NetInfo Manager (2,603,332 bytes)

B Tory Haw...ro Skater 4 » - . Created: Friday, March 5,

& Transmit @ Hetwork Utility 2004 &:54 PM

= ODBC Administrator Modified: Friday, December

- Ur?'_afaﬂ( ) ; 10,2004 5:42 PM

[ Urilities &= Printer Setup Utility

i A Wersion: Terminal 1.4.4

B vLC &) Software Restore

[0 Windows Media Player  » _Eg{. Stuflt Expar?der il

@ ‘World Boo... 004 folder |4 _ce System Profiler a 1

W XERD = [ Terminal
I Fl YoursoL i1 [x] %11 1 f
{ = - RISV
eno6

@ Change directories to the directory in
which your file exists using the cd
command.

Terminal csh — 102x30
4—6 5

[ti-ibook:~] tobybouds
[ti-ibook :~/phpSboak ] tobybouds l

@)




9 Type 1s -1a to see the current eoe Terminal — tcsh — 102x30

ermission information for [ti-ibook:~] tobybouds cd ~/phpSbook, =]
p R [ti-ibook :~/phpEbook ] tobyboudi 4—9
your file. ol £

drwxr-xr-x 3 tobyboud tobwboud 182 27 Jon 21:52 .
drwsr-xr-x 45 tobyboud tobwboud 1538 27 Jon 21:52 ..
-rw-r—-r—- 1 tobyboud tobwboud B 27 Jan 21:52 testfile.txt
[ti-ibook :~/phpEbook ] tobyboudi l

1 19adey)
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file using the chmod command. = | [ti-iboak:~/phpShaok] tobybauds
[ti-ibook i~/phpEbook] tobyboudk L= -la —
total @

drwxr-xr-x 3 tobyboud tobyboud 182 27 Jon 21:52 .

drwsr-xr-x 45 tobyboud tobyboud 1538 27 Jon 21:62 ..

—rwxrwxrw: 1 tobyboud  tobyboud B 27 Jan 21:52 testfile.txt

[ti-ibook :~/phpBbook] tobybouds l

@ Change the permissions of the ® 0o Terminal — tcsh — mziiﬁ
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You can recursively set ownership and permission privileges for a directory by
specifying a special flag for the chmod command. The -R flag tells the chmod
command to apply the changes not only to the directory in question but to move
through the directory setting the same permissions on each file therein. Because this
option is recursive, the permissions of items in subfolders will be set as well as those
in the main folder.

The Details section of the Get Info palette gives detailed permissions information
for a given file. You can set your own permissions level, the owner of the file, access
level of the owner, the group ownership and accompanying group access, and the
level of permissions applicable to other users.




Configure

PHP

HP configuration is managed by modifying the

contents of a configuration file, usually named

php.ini. The configuration file is a plain text file
that controls how PHP processes scripts and is read by the
Web server when PHP is started.

You can edit the php. ini file using a standard text editor,
such as Notepad on a Windows system, and vi or emacs on
a Unix or Linux system. The Mac OS X application TextEdit
is a useful text editor when developing on your Apple.

The format of the php. ini file is a standard configuration
style in which each new line represents a directive.
Comments are delimited using a semicolon (;) and entire
lines can be commented out by placing a semicolon at the
beginning of each line.

Directives are set using the name of the directive, followed
by an equals sign (=) with the directive value. Most often,
possible values are listed in comments in the php. ini file.

Configure PHP

To set a directive, simply change the value to a recognized
value other than the current setting and save the file. The
next request to PHP is processed according to the changed
configuration.

The most common changes made to a new installation of
PHP is to set the appropriate level of error reporting for the
server, based on its use and availability. For local
development servers, you generally want very verbose error
reporting. You can change the error reporting values using
the error reporting directive. For example, you can turn
on all error reporting using the lines:

error reporting = E ALL
display errors = On

Or, for a production server, where you want no errors
displayed, you can set the error reporting level with the line:

display errors = Off

@ Locate and open your php. ini filein a
text editor.

Q Find the Error handling and logging
section.

e Locate the error reporting directive.
Uncomment the line error reporting
= E_ALL if it is currently commented.
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On computers running a version of the Windows operating system, the php . ini file is
typically located in the main Windows directory, such as C: \WINNT or C: \WINDOWS.
On Unix systems, the location of the php. ini file can vary, but the file is often found
in the /usr/local/lib directory. You can locate the file on a Unix system using the
command-line locate tool. To locate all files whose path contains the string php . ini
you can type locate php.ini and press Enter.

The php. ini configuration file can be used to manage which modules are enabled for
your PHP installation. You can also use the configuration file to manage module-specific
settings, such as the default host for MySQL connections, or session management
options such as the location of session files and the name of the session identifier to be
used in tracking user sessions.

You can read about all of the configuration options available in the php.ini file on the
PHP Web site at www.php.net/manual/en/configuration.php.




Verify

Installation

are installed and the Web server is configured to

process PHP files, you can verify the status of the
installation and check the current configuration settings
using a PHP script.

The phpinfo function is a globally accessible function that
is a useful utility when learning about the configuration

of a given PHP installation. The phpinfo function accepts
no arguments and returns no result, acting instead as a
utility function that gathers information about the current
configuration of your Web server and displays it as an
easy-to-understand HTML page.

You can use the phpinfo function by creating a new PHP
script in your Web server document root. You can open a

Verify Installation

A fter the Web server software and a version of PHP

block of PHP code by typing the <?php opening PHP
processing instruction delimiter. On a new line, call the
phpinfo function by typing phpinfo () ;.

You can close the PHP processing block by typing the
closing processing instruction delimiter, 2.

After you save the PHP script to your Web server, you can
connect to the server using a standard Web browser. In the
location bar, type the path to your server followed by the
name of the phpinfo script you created.

When the page loads, you see a screen presenting detailed
information not only about PHP but also about your Web
server software and configuration.

@ Create a new PHP script using a (S

# phpinfo.php<—o C)J

text editor.

RS O
@

Q Create a PHP processing block
using the PHP processing
instruction delimiters <?php
and ?>.

@ Inside the PHP processing block, ®e06

# phpinfo.php Cﬂ

type phpinfo() ;. 1| <php

4 R N

T

phpinfof 3| 4—9




G Save or upload the file to your Web Save: BBEdit

Server.
Save As: phpinfo.php 4—9 B

Where: [ [ TEST s

1 19adey)

.
.

[_] Save as Stationery
o)
)

@ View the script in your Web browser. 806 © phpinfo0
. o . < ® @ = =
Detailed configuration information about Back  Foruard  Stop  Refresh  Home © AutoFil Print il

your installation of PHP is displayed. =@ http://127.0.0.1 :900Z /ch01 /task1 1 /Code /phpinfa.php
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System Darwin ti-iBook local 7.7.0 Danwin Kernel Wersion 7.7.0: Sun Moy 7 16:06:51
FST 2004; rootxnufxnu-517.9.5 abj~1/RELEASE_FFPC Power Macintosh

Build Date Dec 4 2004 13:38:594

Configure Command “eanfigure' --enahle-xslt' —-with-xsl-=sablot' --with-apxs=fusiishinfapxs' --with-
gd' --with-zlib' =-with-rrysgl=iLikrarg by SaL"

Server APl Apache

Virtual Directory Support || disabled

Configuration File fusrilocalilibfphp.ini
(php.ini) Path
PHP API 20031224 M
| [PHP Extension 20040412 Y
@ Internet zone A

If the Web server and PHP information is not displayed when you view the phpinfo script in your Web
browser, the Web server may have a configuration error. You can review the topics in this book related to
the installation and configuration of not only PHP but of your Web server to help determine the error.
You can also review the manual and various README files that were included in the distributions of PHP
and of your Web server software to determine if there are special considerations, options, or steps that
you may have missed when installing and configuring your software.

It is considered a security risk to host a phpinfo script on your Web server for any longer than
absolutely necessary. This is mostly due to the level of detailed information provided by the script. While
"security through obscurity" is not in and of itself an acceptable security model, taking steps to obscure
details from outsiders is a helpful part of a larger security model.

If you want to limit the information the phpinfo script displays, you can pass one of the following PHP
constant values to the phpinfo function: INFO_GENERAL, INFO CREDITS, INFO CONFIGURATION,
INFO_ENVIRONMENT, INFO_MODULES, INFO_VARTABLES, or INFO_LICENSE. These options are useful
if you want to provide only a specific group of configuration settings to other developers without making
available all of the information about your server.




Upload Pages

to a Web Server

than the local server on which you develop. In most

cases, the final production server on which you
deploy your sites is hosted and maintained by a hosting
company. You can use the File Transfer Protocol (FTP) to
transfer your files to your external server.

Before you can transfer files to your remote Web server, you
need to install an FTP client application. Due to the ubiquity of
the File Transfer Protocol there are many available FTP client
applications for every major operating system. When you
choose an FTP client, install it according to the instructions
provided by the software publisher.

The first step in transferring files or folders to your remote
server is to create a connection to the server. You can use
an FTP program to transfer files from a machine running
one operating system to a machine running a different
operating system. For example, you can transfer files from

Upload Pages to a Web Server

Y ou can upload your scripts to a Web server different

your Mac OS X computer to a Red Hat Linux Web server
running your production site.

To create a connection with a remote FTP server, you must
have certain information. The address of the server, either
as a legitimate domain name or an IP address, allows

your client application to locate the server on the Internet
or intranet. You must also have a valid username and
password for an account set up on the remote server in
order to successfully establish a connection. Most FTP
programs will allow you to save connection information
for ease of reuse when connecting in the future. You should
be aware that saving account information to a computer
accessible by people other than yourself poses a significant
security risk. If you use a computer accessible by others,
be sure not to save connection information but instead
type the address, username, and password each time a
connection is necessary.

@ Open your FTP client application.

Most FTP applications will open a
display showing saved connections
when first started.

9 Create a new connection by specifying the
address of your server, your username,
and your password.

9 Click Connect to open a connection.
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® When your connection is established, @066 tobyjoe.com =
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@ Using the local view of your files, navigate 006 tbgeeom — 2
to the directory on your local machine in . i’fid & o f’l Pf( F{ o B : . ] ;
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your stuff. (1 item) their stuff. (16 items)

File: —
Status: Idle

Web hosting companies manage the hardware and software required to serve Web pages to
people on the Internet. While it is possible to serve Web sites from machines on your own
home Internet connection, for anything beyond the most trivial applications it is best to use a
hosting company. Web hosts often provide nearly 100 percent uptime and help keep checks
on security. You can also access support services if you need software installed or have
questions about configuration options.

There are many available FTP applications for most popular operating systems. For Mac OS X,
the Transmit client is a popular choice. For Windows, the CuteFTP program is a light and
reliable FTP client. For Linux running the X Windows windowing system, you can use the AxY
FTP program.

continued 9




Upload Pages to a

Web Server (continued)

server, you can read, write, and delete information

from the server. You can transfer entire directories,
single files, or file archives. Most FTP clients also allow you
to select any number of individual files and directories and
upload them in one operation.

You must browse to the location on the remote server to
which you want to transfer your files. When you initially
connect to the FTP server, the working directory is set to
the default directory associated with your account. If you
upload files without changing to the proper location on the
remote server, the files may not be visible to your Web
server software. The directory to which you should upload
your files changes on a server-by-server basis. You can ask
the server administrator for the location of the Web server
document root, which is the directory from which files are
served to Web browsers. In some cases, your host may
have a configuration that restricts the location from which

Upload Pages to a Web Server (continued)

A fter you establish a connection to your remote Web

PHP files may be served. You can check with your host for
any specific rules for the particular server.

In some cases, FTP servers are configured to terminate a
connection if no activity occurs for a given interval. This
helps free unused resources for other users who may need
to connect to the FTP server to manage their sites or files.
If your session is dropped after an idle connection, you can
simply reconnect.

A connection to an FTP server is temporary and volatile.
That is, it is not a permanent and persistent connection. If
you change files on your local development machine after
uploading files to the remote server, you must connect and
upload the new versions to the Web server to see changes
take effect. Most FTP applications present a dialog box
when an attempt to overwrite a file is made. You can choose
to overwrite or cancel the upload. This safety mechanism
helps prevent unwanted file overwrites.

0 Drag a file from the local view to the
remote view to upload it.

The progress is indicated in most FTP
client applications.

o Upload a directory by clicking the
directory in your local view and dragging
it to the remote view.

The progress is indicated in most FTP
client applications.
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© View your uploaded files in your Web [666 e _
server by typing the path to the newly 0 X A Tl

=
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uploaded file into a Web browser. | naores=: @ n-.-.»:e.u.ujmmzmimp1—9 9o |
0

If the file is not displayed or if there is an
error, check the location of the file on the
remote server.
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An important consideration when uploading files to a server is that any file in the document root

of the server is most likely accessible to anyone with the ability to send HTTP requests to your server.
Because the Web root is the directory from which files are meant to be served to your visitors, you
should always keep sensitive information in a location outside of the Web root. PHP and similar
languages can almost always access necessary files from locations outside of the Web root, but

Web servers such as the Apache HTTPD server will never serve files protected in this manner.

T

PHP best practice where sensitive information is concerned is to keep files containing information
such as database usernames and passwords in a special directory outside of the Web root. You can
use the require, require once, include, and include_once functions to access files located
in any directory on your computer to which PHP and Apache have the appropriate permissions.

$dbfile = $_SERVER['DOCUMENT_ROOT'] The file located in a directory called

LN db.php'; . .
: /secure/ php . 'secure' outside of the Web root is
require once ($dbfile) or die('Error

accessing required files.'); included into the script.




