
Chapter 1
Introductory Readings

This chapter includes the papers intended to introduce the reader inexperienced
in the field of cache coherence maintenance in shared-memory multiprocessors
to the topic. Also, the chapter contains the main contributions to the surveying
and the classifying efforts within the field.

The first short paper, "How to Make a Multiprocessor Computer that Correctly
Executes Multiprocess Programs," written by Lamport and widely cited in the
literature, introduces the notion of "sequential consistency"—a conservative
model of memory access ordering that guarantees the correctness of a multiproc-
ess program on a multiprocessor. This paper defines the requirements that must
be satisfied by a multiprocessor to be sequentially consistent.

The second paper, "Synchronization, Coherence, and Event Ordering in Multi-
processors," written by Dubois, Scheurich, and Briggs, presents three closely re-
lated topics in the multiprocessor world. This paper gives a broad overview of
hardware-level and software-level synchronization mechanisms, presents a
number of techniques for coherence maintenance, and discusses two major cate-
gories of logical behavior of shared-memory multiprocessors based on the strong
or weak ordering of events.

The third paper, "Cache Coherence in Large-Scale Shared-Memory Multiproces-
sors: Issues and Comparisons," written by Lilja, addresses some issues of interest
for deeper understanding of the cache coherence maintenance problem. Such is-
sues as coherence detection strategy or coherence enforcement strategy are crucial
for any coherence maintenance mechanism (snooping, directory-based, compiler-
directed) and may significantly affect the performance of a multiprocessor.

The fourth paper, originally developed by the editors of this book, "A Survey of
Software Solutions for Maintenance of Cache Consistency in Shared-Memory
Multiprocessors," concentrates exclusively on software schemes. Although the
survey is, in our opinion, broad enough to include most relevant software solu-
tions, we expect that the presentation is sufficiently detailed for proper under-
standing of the mechanisms and characteristics of the approaches surveyed. We
also propose a flexible classification of software solutions to the problem, apply
the classification criteria on the existing software schemes, and attempt to gen-
eralize the classification.
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How to Make a Multiprocessor Computer That
Correctly Executes Multiprocess Programs

Leslie Lamport

Abstract—Many large sequential computers execute operations in
a different order than is specified by the program. A correct execution
is achieved if the results produced are the same as would be produced
by executing the program steps in order. For a multiprocessor
computer, such a correct execution by each processor does not
guarantee the correct execution of the entire program. Additional
conditions are given which do guarantee that a computer correctly
executes multiprocess programs.

Index Terms—Computer design, concurrent computing, hardware
correctness, multiprocessing, parallel processing.

A high-speed processor may execute operations in a different
order than is specified by the program. The correctness of the
execution is guaranteed if the processor satisfies the following
condition: the result of an execution is the same as if the opera-
tions had been executed in the order specified by the program. A
processor satisfying this condition will be called sequential. Con-
sider a computer composed of several such processors accessing a
common memory. The customary approach to designing and
proving the correctness of multiprocess algorithms [l]-[3] for
such a computer assumes that the following condition is satisfied:
the result of any execution is the same as if the operations of all
the processors were executed in some sequential order, and the
operations of each individual processor appear in this sequence in
the order specified by its program. A multiprocessor satisfying this
condition will be called sequentially consistent. The sequentiality

Manuscript received September 28, 1977; revised May 8, 1979.
The author is with the Computer Science Laboratory, SRI International, Merls

Park, CA 94025.

of each individual processor does not guarantee that the multi-
processor computer is sequentially consistent. In this brief note,
we describe a method of interconnecting sequential processors
with memory modules that insures the sequential consistency of
the resulting multiprocessor.

We assume that the computer consists of a collection of proces-
sors and memory modules, and that the processors communicate
with one another only through the memory modules. (Any special
communication registers may be regarded as separate memory
modules.) The only processor operations that concern us are the
operations of sending fetch and store requests to memory mod-
ules. We assume that each processor issues a sequence of such
requests. (It must sometimes wait for requests to be executed, but
that does not concern us.)

We illustrate the problem by considering a simple two-process
mutual exclusion protocol. Each process contains a critical
section, and the purpose of the protocol is to insure that only one
process may be executing its critical section at any time. The
protocol is as follows.

process 1

a«l;

jf b = 0 then critical section;

a ! =0

else ••• fi

Reprinted from IEEE Trans. Computers, Vol. C-28, No. 9, Sept. 1979, pp. 690-691. Copyright © 1979
by The Institute of Electrical and Electronics Engineers, Inc. All rights reserved.
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b — 1;

if a = 0 then critical section;

b»=0

else fi
The else clauses contain some mechanism for guaranteeing even-
tual access to the critical section, but that is irrelevant to the
discussion. It is easy to prove that this protocol guarantees mu-
tually exclusive access to the critical sections. (Devising a proof
provides a nice exercise in using the assertional techniques of [2]
and [3], and is left to the reader.) Hence, when this two-process
program is executed by a sequentially consistent multiprocessor
computer, the two processors cannot both be executing their criti-
cal sections at the same time.

We first observe that a sequential processor could execute the
"b != 1M and "fetch b" operations of process 1 in either order.
(When process l's program is considered by itself, it does not
matter in which order these two operations are performed.)
However, it is easy to see that executing the "fetch b" operation
first can lead to an error—both processes could then execute their
critical sections at the same time. This immediately suggests our
first requirement for a multiprocessor computer.

Requirement Rl: Each processor issues memory requests in the
order specified by its program.

Satisfying Requirement Rl is complicated by the fact that stor-
ing a value is possible only after the value has been computed. A
processor will often be ready to issue a memory fetch request
before it knows the value to be stored by a preceding store
request. To minimize watting, the processor can issue the store
request to the memory module without specifying the value to be
stored. Of course, the store request cannot actually be executed by
the memory module until it receives the value to be stored.

Requirement Rl is not sufficient to guarantee correct execution.
To see this, suppose that each memory module has several ports,
and each port services one processor (or I/O channel). Let the
values of "a" and "b" be stored in separate memory modules, and
consider the following sequence of events.

1) Processor 1 sends the "aJ=s 1" request to its port in memory
module 1. The module is currently busy executing an opera-
tion for some other processor (or I/O channel).

2) Processor 1 sends the "fetch b" request to its port in memory
module 2. The module is free, and execution is begun.

3) Processor 2 sends its "b != 1" request to memory module 2.
This request will be executed after processor l's "fetch b"
request is completed.

4) Processor 2 sends its "fetch a" request to its port in memory
module 1. The module is still busy.

There are now two operations waiting to be performed by
memory module 1. If processor 2's "fetch a" operation is per-
formed first, then both processes can enter their critical sections at
the same time, and the protocol fails. This could happen if the
memory module uses a round robin scheduling discipline in ser-
vicing its ports.

In this situation, an error occurs only if the two requests to
memory module 1 are not executed in the same order in which
they were received. This suggests the following requirement.

Requirement R2: Memory requests from all processors issued to
an individual memory module are serviced from a single FIFO
queue. Issuing a memory request consists of entering the request
on this queue.

Condition Rl implies that a processor may not issue any fur-
ther memory requests until after its current request has been
entered on the queue. Hence, it must wait if the queue is full. If two
or more processors are trying to enter requests in the queue at the
same time, then it does not matter in which order they are
serviced.

Note. If a fetch requests the contents of a memory location for
which there is already a write request on the queue, then the fetch
need not be entered on the queue. It may simply return the value
from the last such write request on the queue. •

Requirements Rl and R2 insure that if the individual proces-
sors are sequential, then the entire multiprocessor computer is
sequentially consistent. To demonstrate this, one first introduces a
relation -> on memory requests as follows. Define A -+ B if and
only if 1) A and B are issued by the same processor and A is issued
before B, or 2) A and B are issued to the same memory module,
and A is entered in the queue before B (and is thus executed before
B). It is easy to see that Rl and R2 imply that -> is a partial
ordering on the set of memory requests. Using the sequentiality of
each processor, one can then prove the following result: each fetch
and store operation fetches or stores the same value as if all the
operations were executed sequentially in any order such that
A -+ B implies that A is executed before B. This in turn proves the
sequential consistency of the multiprocessor computer.

Requirement R2 states that a memory module's request queue
must be serviced in a FIFO order. This implies that the memory
module must remain idle if the request at the head of its queue is a
store request for which the value to be stored has not yet been
received. Condition R2 can be weakened to allow the memory
module to service other requests in this situation. We need only
require that all requests to the same memory cell be serviced in the
order that they appear in the queue. Requests to different memory
cells may be serviced out of order. Sequential consistency is
preserved because such a service policy is logically equivalent to
considering each memory cell to be a separate memory module
with its own request queue. (The fact that these modules may
share some hardware affects the rate at which they service re-
quests and the capacity of their queues, but it does not affect the
logical property of sequential consistency.)

The requirements needed to guarantee sequential consistency
rule out some techniques which can be used to speed up indivi-
dual sequential processors. For some applications, achieving se-
quential consistency may not be worth the price of slowing down
the processors. In this case, one must be aware that conventional
methods for designing multiprocess algorithms cannot be relied
upon to produce correctly executing programs. Protocols for
synchronizing the processors must be designed at the lowest level
of the machine instruction code, and verifying their correctness
becomes a monumental task.
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M ultiprocessors, especially
those constructed of rela-
tively low-cost microproces-

sors, offer a cost-effective solution to the
continually increasing need for computing
power and speed. These systems can be
designed either to maximize the through-
put of many jobs or to speed up the exe-
cution of a single job; they are respectively
called throughput-oriented and speedup-
oriented multiprocessors. In the first type
of system, jobs are distinct from each
other and execute as if they were running
on different uniprocessors. In the second
type an application is partitioned into a set
of cooperating processes, and these
processes interact while executing concur-
rently on different processors. The parti-
tioning of a job into cooperating processes
is called multitasking1 * or multithread-
ing. In both systems global resources must
be managed correctly and efficiently by the
operating system. The problems addressed
in this article apply to both throughput-

•Mukiiasking is not restricted to multiprocessor sys-
tems; in this article, however, we confine our discus-
sion, with no loss of generality, to multitasking
multiprocessors.

Efficient
multiprocessing

depends on a
harmonious blend of

synchronization,
coherence, and event
ordering in a system

that provides the user
with a simple logical

model of concurrency
behavior.

and speedup-oriented multiprocessor sys-
tems, either at the user level or the
operating-system level.

Multitasked multiprocessors are capa-
ble of efficiently executing the many

cooperating numerical or nonnumerical
tasks that comprise a large application. In
general, the speedup provided by multi-
tasking reduces the turnaround time of
a job and therefore ultimately improves
the user's productivity. For applications
such as real-time processing, CAD/CAM,
and simulations, multitasking is crucial
because the multiprocessor structure
improves the execution speed of a given
algorithm within a time constraint that is
ordinarily impossible to meet on a single
processor employing available technology.

Designing and programming multipro-
cessor systems correctly and efficiently
pose complex problems. Synchronizing
processes, maintaining data coherence,
and ordering events in a multiprocessor are
issues that must be addressed from the
hardware design level up to the program-
ming language level. The goal of this arti-
cle is not only to review these problems in
some depth but also to show that in the
design of multiprocessors these problems
are intricately related. The definitions and
concepts presented here provide a solid
foundation on which to reason about the
logical properties of a specific multiproces-

Reprinted from Computer, Vol. 21, No. 2, Feb. 1988, pp. 9-21. Copyright © 1988
by The Institute of Electrical and Electronics Engineers, Inc. All rights reserved.

9



Main
memory

Optional
caches

Figure 1. A shared-memory multiprocessor with optional private caches. The inter-
connection network may be either a simple bus or a complex network.

sor and to demonstrate that the hardware
adheres to the logical model expected by
the programmer. This foundation aids in
understanding complex but useful
architectures such as multiprocessors with
private caches or with recombining inter-
connection networks (Figure I).2 Other
important issues, such as scheduling and
partitioning, have been addressed in a
previous survey article.3 Readers who are
not familiar with the concept of cache
memory should consult the survey by
Smith.4

Basic definitions
The instruction set of a multiprocessor

usually contains basic instructions that are
used to implement synchronization and
communication between cooperating
processes. These instructions are usually
supported by special-purpose hardware.
Some primary hardware functions are
necessary to guarantee correct interprocess
communication and synchronization,
while other, secondary hardware functions
simplify the design of parallel applications
and operating systems. The notions of syn-
chronization and communication are dif-
ficult to separate because communication

primitives can be used to implement syn-
chronization protocols, and vice versa. In
general, communication refers to the
exchange of data between different
processes. Usually, one or several sender
processes transmit data to one or several
receiver processes. Interprocess communi-
cation is mostly the result of explicit direc-
tives in the program. For example,
parameters passed to a coroutine and
results returned by such a coroutine con-
stitute interprocess communications. Syn-
chronization is a special form of
communication, in which the data are con-
trol information. Synchronization serves
the dual purpose of enforcing the correct
sequencing of processes and ensuring the
mutually exclusive access to certain shared
writable data. For example, synchroniza-
tion primitives can be used to

(1) Control a producer process and a
consumer process such that the consumer
process never reads stale data and the pro-
ducer process never overwrites data that
have not yet been read by the consumer
process.

(2) Protect the data in a database such
that concurrent write accesses to the same
record in the database are not allowed.
(Such accesses can lead to the loss of one
or more updates if two processes first read
the data in sequence and then write the

updated data back to memory in
sequence.)

In shared-memory multiprocessor sys-
tems, communication and synchroniza-
tion are usually implemented through the
controlled sharing of data in memory.

A second issue addressed in this article
is memory coherence, a system's ability to
execute memory operations correctly.
Censier and Feautrier define a coherent
memory scheme as follows: "A memory
scheme is coherent if the value returned on
a Load instruction is always the value
given by the latest Store instruction with
the same address."5 This definition has
been useful in the design of cache coher-
ence mechanisms.4 As it stands, however,
the definition is difficult to interpret in the
context of a multiprocessor, in which data
accesses may be buffered and may not be
atomic. Accesses are buffered if multiple
accesses can be queued before reaching
their destination, such as main memory or
caches. An access by processor i on a var-
iable X is atomic if no other processor is
allowed to access any copy of A'while the
access by processor / is in progress. It has
been shown that memory accesses need not
be atomic at the hardware level for correct
execution of concurrent programs.67

Correctness of execution depends on the
expected behavior of the machine. Two
major classes of logical machine behavior
have been identified because they are com-
mon in existing multiprocessor systems:
the strongly ordered and the weakly
ordered models of behavior.7 The hard-
ware of the machine must enforce these
models by proper ordering of storage
accesses and execution of synchronization
and communication primitives. This leads
to the third issue, the ordering of events.

The strictest logical model for the order-
ing of events is called sequential con-
sistency, defined by Lamport. In a
multiprocessor sequential consistency
refers to the allowable sequence of execu-
tion of instructions within the same pro-
cess and among different concurrent
processes. Lamport defines the term more
rigorously: "[A system is sequentially con-
sistent if] the result of any execution is the
same as if the operations of all the proces-
sors were executed in some sequential
order, and the operations of each individ-
ual processor appear in this sequence in the
order specified by its program."8

Since the only way that two concurrent
processors can affect each other's execu-
tion is through the sharing of writable data
and the sending of interrupt signals, it is
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the order of these events that really mat-
ters. In systems that are sequentially con-
sistent we say that events are strongly
ordered.

However, if we look at many systems
(transaction systems, for example), it
becomes clear that sequential consistency
is often violated in favor of a weaker con-
dition. In many machines it is often
implicitly assumed that the programmer
should make no assumption about the
order in which the events that a process
generates are observed by other processes
between two explicit synchronization
points. Accesses to shared writable data
should be executed in a mutually exclusive
manner, controlled by synchronizing var-
iables. Accesses to synchronizing variables
can be detected by the machine hardware
at execution time. Strong ordering of
accesses to these synchronizing variables
and restoration of coherence at synchro-
nization points are therefore the only re-
strictions that must be upheld. In such
systems we say that events are weakly
ordered. Weak ordering may result in
more efficient systems, but the implemen-
tation problems remain the same as for
strong ordering: strong ordering must still
be enforced for synchronizing variables
(rather than for all shared writable data).

We can infer from this discussion that
synchronization, coherence, and ordering
of events are closely related issues in the
design of multiprocessors.

Communication and
synchronization

Communication and synchronization
are two facets of the same basic problem:
how to design concurrent software that is
correct and reliable, especially when the
processes interact by exchanging control
and data information. Multiprocessor sys-
tems usually include various mechanisms
to deal with the various granules of syn-
chronizable resources. Usually, low-level
and simple primitives are implemented
directly by the hardware. These primitives
are the basic mechanisms that enforce
mutual exclusion for more complex
mechanisms implemented in microcode or
software.

Hard* elsyi nization mech-

{Processor 1:}

4:=1
LAB1: lf(0=1)gotoLAB1

<critlcal section >

{Processor 2:}
B:=0

S:=1

LAB2: ff (4=1) goto LAB2
<critical section >
B:=0

/• event S1(A) •/
/• event L1(B) •/

/* event S2(B) •/

/* event L2(A) •/

Figure 2. Synchronization protocol using two shared variables, A and B.

s. All multiprocessors include hard-
ware mechanisms to enforce atomic op-
erations. The most primitive memory
operations in a machine are Loads and

Stores. With atomic Loads and Stores
complex synchronization protocols can be
built. Figure 2 depicts a simple protocol.
Before a processor can enter its critical sec-
tion, it sets its control variable (A for
processor 1 and B for processor 2) to 1.
Hence, for both processors to be in their
critical sections concurrently, both/I and
B must equal 1. But this is not possible,
since a processor cannot enter its critical
section if the other processor's control var-
iable equals 1. Therefore, the two proces-
sors cannot execute their respective critical
sections concurrently. This simple pro-
tocol can be deadlocked, but the problem
can be remedied.8 Such protocols are
hard to design, understand, and prove cor-
rect, and in many cases they are inefficient.

More sophisticated synchronization
primitives are usually implemented in
hardware. If the primitive is simple
enough, the controller of the memory
bank can execute the primitive at the mem-
ory in the same way it executes a Load or
a Store, at the added cost of a more com-
plex memory controller. This is typically
the case for the Test&Set and the
Full/Empty bit primitives described
below. Interprocessor interrupts are also
possible hardware mechanisms for syn-
chronization and communication. To send
a message to another process currently

running on a different processor, a process
can send an interrupt to that processor to
notify the destination process.

A common set of synchronization
primitives consists of Test&Set(lock) and
Reset(lock). The semantics of Test&Set
and Reset are

TEST&SET(lock)
{ temp *- lock; lock «- 1;

return temp; }
RESET(lock)

{lock«-0; }

The microcode or software will usually
repeat the Test&Set until the returned
value is 0. Synchronization at this level
implies some form of busy waiting, which
ties up a processor in an idle loop and
increases the memory bus traffic and con-
tention. The type of lock that relies on
busy waiting is called a spin-lock.

To avoid spinning, interprocessor inter-
rupts are used. A lock that relies on inter-
rupts instead of spinning is called a
suspend-lock (also called sleep-lock in the
C.mmp1). This lock is similar to the spin-
lock in the sense that a process does not
relinquish the processor while it is waiting
on a suspend-lock. However, whenever it
fails to obtain the lock, it records its sta-
tus in one field of the lock and disables all
interrupts except interprocessor inter-
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rupts. When a process frees the lock, it sig-
nals all waiting processors through an
interprocessor interrupt. This mechanism
prevents the excessive interconnection
traffic caused by busy waiting but still
consumes processor cycles. Spin-locks
and suspend-locks can be based on primi-
tives similar to Test&Set, such as
Compare&Swap.

The Compare&Swap(rl,r2,w) primitive
is a synchronization primitive in the IBM
370 architecture; rl and r2 are two
machine registers, and w points to a mem-
ory location. The success of the
Compare&Swap is indicated by the flag z.
The semantics of the Compare&Swap
instruction are

COM PARE&SWAP(rl ,r2, w)
{ temp «- w; if (temp = r 1)

then {w«-r2;z«- 1;}
else{rl «-temp\ z<-0;}

}

Test&Set and Compare&Swap are also
called read-modify-write (RMW) primi-
tives. A common performance problem
associated with these basic synchroniza-
tion primitives is the complexity of lock-
ing protocols. If N processes attempt to
access a critical section at the same time,
the memory system must execute N basic
lock operations, one after the other, even
if at most one process is successful. The
NYU Ultracomputer2 and the RP3
multiprocessor9 use the Fetch&Addfotf)
primitive, where x is a shared-memory
word and a is an increment. When a sin-
gle processor executes the Fetch&Add on
xt the semantics are

FETCH&ADD(x,fl)
{ temp *- x; x *- temp + a\

return temp; }

The implementation of the Fetch&Add
primitive on the Ultracomputer is such
that the complexity of an AMvay synchro-
nization on the same memory word is
independent of N. The execution of this
primitive is distributed in the interconnec-
tion network between the processors and
the memory module. If N processes
attempt to Fetch&Add the same memory
word simultaneously, the memory is
updated only once, by adding the sum of
the N increments, and a unique value is
returned to each of the N processes. The
returned values correspond to an arbitrary
serialization of the N requests. From the
processor and memory point of view, the
result is similar to a sequential execution
of/VFetch&Adds, but it is performed in
one operation. Consequently, the

Fetch&Add primitive is extremely effec-
tive in accessing sequentially allocated
queue structures and in the forking of
processes with identical code that operate
on different data segments. For example,
the following high-level parallel Fortran
statement10 can be executed in parallel by
P processors if there is no dependency
between iterations of the loop:

DO ALL N =1 to 100
<code using N>

ENDDO

Each processor executes a Fetch&Add
on TV before working on a specific iteration
of the loop. Each processor will return a
unique value of N, which can be used in the
code segment. The code for each proces-
sor is as follows (/Vis initially loaded with
the value 1):

n*~ FETCH&ADD (N,l)
while (n <; 100) do

{ < code using N>
w - FETCH&ADD (7V,1);

}
In the HEP (Heterogeneous Element

Processor) system, shared-memory words
are tagged as empty or full. Loads of such
words succeed only after the word is
updated and tagged as full. After a suc-
cessful Load, the tag can be reset to empty.
Similarly, the Store on a full memory word
can be prevented until the word has been
read and the tag cleared. These mechan-
isms can be used to synchronize processes,
since a process can be made to wait on an
empty memory word until some other
process fills it. This system also relies on
busy waiting, and memory cycles are
wasted on each trial. Each processor in the
HEP is a multistream pipeline, and several
process contexts are present in each
processor at any time. A different process
can immediately be activated when an
attempt to synchronize fails. Very few
processor cycles are wasted on synchroni-
zation. However, the burden of managing
the tags is left to the programmer or the
compiler. A more complex tagging scheme
is advocated for the Cedar machine.3

Software-level synchronization mech-
anisms. Two approaches to synchroniza-
tion are popular in multiprocessor
operating systems: semaphores and mes-
sage passing. We will discuss message pass-
ing in the next section. Operations on
semaphores are P and V. A binary sema-
phore has the values 0 or 1, which signal
acquisition and blocking, respectively. A
counting semaphore can take any integer

value greater than or equal to 0. The
semantics of the P and V operations are

P(s)
{ if (s > 0) then

* « - ( * - 1);
else

{ Block the process and append it
to the waiting list for 5;
Resume the highest priority pro-
cess in the READY LIST;}

}

V(s)
{ if (waiting list for s empty) then

* - ( f + 1);
else

{ Remove the highest priority pro-
cess blocked for s;
Append it to the READY LIST;}

}

In these two algorithms shared lists are
consulted and modified (namely, the
Ready List* and the waiting list for 5).
These accesses as well as the test and mod-
ification of s have to be protected by spin-
locks, suspend-locks, or Fetch&Adds
associated with semaphore s and with the
lists. In practice, P and Kare processor
instructions or microcoded routines, or
they are operating system calls to the pro-
cess manager. The process manager is the
part of the system kernel controlling pro-
cess creation, activation, and deletion, as
well as management of the locks. Because
the process manager can be called from
different processors at the same time, its
associated data structures must be pro-
tected. Semaphores are particularly well
adapted for synchronization. Unlike spin-
locks and suspend-locks, semaphores are
not wasteful of processor cycles while a
process is waiting, but their invocations
require more overhead. Note that locks are
still necessary to implement semaphores.

Another synchronization primitive
implemented in software or microcode is
Barrier, used to "join" a number of par-
allel processes. All processes synchroniz-
ing at a barrier must reach the barrier
before any one of them can continue. Bar-
riers can be defined as follows after the
task counter Count has been initialized to
zero:

BARRIER(AO
{ count:= count +1 ;

if (count 2> N) then
{ Resume all processes on barrier

queue;

The Ready List is a data structure containing the
descriptors of processes that are runable.
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Table 1, Synchronization, communication, and coherence in various multiprocessors.

Multiprocessor

IBM 3081

Synapse N + l*

Denelcor HEP*

IBMRP3t

NYU Ultracomputert

Encore Multimax

Sequent Balance 8000

Number of
processors

<32

100s

100s

100s

<S2O

<12

CPU architecture

IBM 370

Motorola 68000

Custom

IBM ROMP

National Semiconductor
32032

National Semiconductor
32032

Hardware
primitives

Compare&Swap
(CS, CDS),
Test&Set (TS)

Compare&Swap
(CAS),
Test&Set (TAS)

Full /empty bit

Fetch&Op
(e.g. ,Fetch&Add)

Fetch&Add

Test&Set
("interlocked"
instructions)

Test&Set
(spin-lock using lock
cache and bus
watching)

Cache

Write-back

Write-back

No cache

Write-back

Write-back

Write-through
(two processors
share each cache)

Write-through

Coherence
scheme

Central table

Distributed table/
bus watching

No shared
writable
data in cache

No shared
writable
data in cache

Bus watching

Bus watching

'"Commercial machines no longer in production.
fExperimental prototype.

}

Reset count; }
else

Block task and place in barrier
queue;

The first AM tasks to execute Barrier
would be blocked. Upon execution of Bar-
rier by the M h task, all N tasks are ready
to resume. In the H E P each task that is
blocked spin-locks on a Full /Empty bit.
The M h task that crosses the barrier writes
into the tagged memory location and
thereby wakes up all the blocked tasks.
This technique is very efficient for execut-
ing parallel, iterative algorithms common
in numerical applications.

Interprocess communication. In a
shared-memory multiprocessor, inter-
process communication can be as simple
as one processor writing to a particular
memory location and another processor
reading that memory location. However,
since these activities occur asyn-
chronously, communication is in most
cases implemented by synchronization
mechanisms. The reading process must be
informed at what time the message to be

read is valid, and the writing process must
know at what time it is allowed to write to
a particular memory location without de-
stroying a message yet to be read by
another process. Therefore, communica-
tion is often implemented by mutually
exclusive accesses to mailboxes. Mailboxes
are configured and maintained in shared
memory by software or microcode.

Message-based communication can be
synchronous or asynchronous. In a syn-
chronous system the sender transmits a
message to a receiving process and waits
until the receiving process responds with
an acknowledgment that the message has
been received. Symmetrically, the receiver
waits for a message and then sends an
acknowledgment. The sender resumes exe-
cution only when it is confirmed that the
message has been received. In asyn-
chronous systems the sending process does
not wait for the receiving process to receive
the message. If the receiver is not ready to
receive the message at its time of arrival,
the message may be buffered or simply
lost. Buffering can be provided in hard-
ware or, more appropriately, in mailboxes
in shared memory.

A summary of synchronization and
communication primitives for different
processors is given in Table 1.

Coherence in
multiprocessors

Coherence problems exist at various
levels of multiprocessors. Inconsistencies
(i.e., contradictory information) can occur
between adjacent levels or within the same
level of a memory hierarchy. For example,
in a cache-based system with write-back
caches, cache and main memory may con-
tain inconsistent copies of data.4 Multiple
caches conceivably could possess different
copies of the same memory block because
one of the processors has modified its
copy. Generally, this condition is not
allowable.

In some cases data inconsistencies do
not affect the correct execution of a pro-
gram (for example, inconsistencies
between memory and write-back caches
may be tolerated). In the following para-
graphs we identify the cases for which data
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Figure 3. Cache configuration after a Load on X by processors 0 and 1. Copies in
both caches are consistent.

Figure 4. Cache configuration after a Store on X by processor 0 (write-through
cache). The copies are inconsistent.

inconsistencies pose a problem and discuss
various solutions.

Conditions for coherence. Data coher-
ence problems do not exist in multiproces-
sors that maintain only a single copy of
data. For example, consider a shared-

memory multiprocessor in which each
CPU does not have a private memory or
cache (Figure 1 without optional caches).
If Loads, Stores, and RMW cycles are
atomic, then data elements are accessed
and modified in indivisible operations.
Each access to an element applies to the

latest copy. Simultaneous accesses to the
same element of data are serialized by the
hardware.

Cache coherence problems exist in mul-
tiprocessors with private caches (Figure 1
with optional caches) and are caused by
three factors: sharing of writable data,
process migration, and I/O activity. To
illustrate the effects of these three factors,
we use a two-processor architecture with
private caches (Figures 3-5). We assume
that an element X is referenced by the
CPUs. Let Lj{X) and Sj{X) denote a Load
and a Store by processor j for element X
in memory, respectively. If the caches do
not contain copies of A* initially, a Load of
X by the two CPUs results in consistent
copies of AT, as shown in Figure 3. Next, if
one of the processors performs a Store to
X, then the copies of X in the caches
become inconsistent. A Load by the other
processor will not return the latest value.
Depending on the memory update policy
used in the cache, the cache level may also
be inconsistent with respect to main mem-
ory. A write-through policy maintains
consistency between main memory and
cache. However, a write-back policy does
not maintain such consistency at the time
of the Store; memory is updated eventu-
ally when the modified data in the cache
are replaced or invalidated. Figures 4 and
5 depict the states of the caches and mem-
ory for write-through and write-back poli-
cies, respectively.

Consistency problems also occur
because of the I/O configuration in a sys-
tem with caches. In Figure 6 the I/O
processor (IOP) is attached to the bus, as
is most commonly done. If the current
state of the system is reached by an L0(X)
and SoW sequence, a modified copy of A"
in cache 0 and main memory will not have
been updated in the case of write-back
caches. A subsequent I/O Load of A' by
the IOP returns a "stale" value of X as
contained in memory. To solve the con-
sistency problem in this configuration, the
I/O processor must participate in the
cache coherence protocol on the bus. The
configuration in Figure 7 shows the IOPs
sharing the caches with the CPUs. In this
case I/O consistency is maintained if
cache-to-cache consistency is also main-
tained; an obvious disadvantage of this
scheme is the likely increase of cache per-
turbations and poor locality of I/O data,
which will result in high miss ratios.

Some systems allow processes to
migrate—i.e., to be scheduled in different
processors during their lifetime—in order
to balance the work load among the
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processors. If this feature is used in con
junction with private caches, data incon
sistencies can result. For example, process
A, which runs on CPU0, may alter data
contained in its cache by executing S0(X)
before it is suspended. If process A
migrates to CPUi before memory has
been updated with the most recent value of
X, process A may subsequently Load the
stale value of X contained in memory.

It is obvious that a mere write-through
policy will not maintain consistency in the
system, since the write does not automat-
ically update the possible copies of the data
contained in the other caches. In fact,
write-through is neither necessary nor
sufficient for coherence.

Solutions to the cache coherence prob-
lem. Approaches to maintaining coher-
ence in multiprocessors range from simple
architectural principles that make incoher-
ence impossible to complex memory
coherence schemes that maintain coher-
ence "on the fly" only when necessary.
Here we list these approaches from least to
most complex:

(1) A simple architectural technique is
to disallow private caches and have only
shared caches that are associated with the
main memory modules. Every data access
is made to the shared cache. A network
interconnects the processors to the shared
cache modules.

Figure 5. Same as Figure 4 but with write-back cache. The copies are inconsistent.

(2) For performance considerations it is
desirable to attach a private cache to each
CPU. Data inconsistency can be prevented
by not caching shared writable data; such
data are called noncachable. Examples of
shared writable data are locks, shared data
structures such as process queues, and any

other data protected by critical sections.
Instructions and other data can be copied
into caches as usual. Such items are
referred to as cachable. The compiler must
tag data as either cachable or noncachable.
The hardware must adhere to the meaning
of the tags. This technique, apparently

9 9Processors

mi a Caches

3 Bus C
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Figure 6. IOPs are attached to the bus and bypass the cache. Figure 7. IOPs are attached to the caches.
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W(;) = Write to block by processor /.
R(/) = Read block by processor /.
Z(/) - Displace block by cache /.

W(/) = Write to block by processor / ( / * /) .
R(/) = Read block by processor j (/ * /) .
2(/) = Displace block by cache/ ' ( / * /).

Figure 8. State diagram for a given block in cache i for a write-through coherence
protocol.

«D —Wfl)

W(/) « Write to block by processor /.
R(/) = Read block by processor /.
2(0 e Displace block by cache /.

W{/) s Write to block by processor/</ * /)
R(/) a Read block by processor / (/ * i).
Z(j) - Displace block by c a c h e / ( / * / ) .

Figure 9. State diagram for a given block in cache / for a write-back coherence
protocol.

simple in principle, must rely on the detec-
tion within each CPU that a block is each-
able or not. Such a detection can be made
in a virtual memory environment by tag-
ging each page. The tag is stored in entries
in the CPU's translation buffers. Transla-
tion buffers (TBs) are similar to caches,
but they store virtual-to-physical address
translations.

(3) If all shared writable data are
declared non each able, the performance
may be degraded appreciably. If accesses
to shared writable data always occur in
critical sections, then such data can be

cached. Only the locks that protect the crit-
ical sections must remain noncachable.
However, to maintain data consistency, all
data modified in the critical section must
be invalidated in the cache when the criti-
cal section is exited. This operation is often
referred to as a cache flush. The flushing
operation ensures that no stale data remain
in the cache at the next access to the criti-
cal section. If another cache accesses the
data via the acquisition of the lock, con-
sistency is maintained. This scheme is ade-
quate for transaction-processing systems
in which a shared record is acquired,

updated in a critical section, and subse-
quently released. It works for write-
through caches; for write-back caches, the
design is more complex.

(4) A scheme allowing shared writable
data to exist in multiple caches employs a
centralized global table3 and is used in
many mainframe multiprocessor systems,
such as the IBM 3O8x. The table stores the
status of memory blocks so that coherence
enforcement signals, called cache cross-
interrogates (XI), can be generated on the
basis of the block status. To maintain con-
sistency, XI signals with the associated
block address are propagated to the other
caches either to invalidate or to change the
state of the copies of the referenced block.
An arbitrary number of caches can contain
a copy of a block, provided that all the
copies are identical. We refer to such a
copy as a read-only copy (RO). To modify
a block present in its cache, the processor
must own the block with read and write
access. When a block is copied from mem-
ory into cache, the block is tagged as exclu-
sive (EX) if the cache is the only cache that
has a copy of the block. A block is owned
exclusively with read and write (RW)
access when it has been modified. Only
one processor can own an RW copy of a
block at any time. The state IN (invalid)
signals that the block has been invalidated.

The centralized table is usually located
in the storage control element, which may
also incorporate a crossbar switch that
connects the CPUs to the main memory.
To limit the accesses to the global table,
local status flags can be provided in the
cache directories for the blocks that reside
in the cache. Depending on the status of
the local flags and the type of request, the
processor is allowed to proceed or is
required to consult the global table.

(5) In bus-oriented multiprocessors the
table that records the status of each block
can be efficiently distributed among
processors. The distributed-table scheme
takes advantage of the broadcasting capa-
bility of the bus. Typically, consistency
between the caches is maintained by a bus-
watching mechanism, often called a
snoopy cache controller, which imple-
ments a cache coherence protocol on the
bus. In a simple scheme for write-through
caches, all the snoopy controllers watch
the bus for Stores. If a Store is made to a
location cached in remote caches, then the
copies of the block in remote caches are
either invalidated or updated. This scheme
also maintains coherence with I/O
activity. Figure 8 depicts a state diagram
of the block state changes depending on
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the access type and the previous state of the
block. A similar scheme was applied in the
Sequent Balance 8000 multiprocessor,
which can be configured with up to 12
processors.

The efficiency of the hardware that
maintains coherence on the fly is vital.
Recognizing that the Store traffic may
contribute to bus congestion in a write-
through system, Goodman proposed a
scheme called write-once, in which the ini-
tial Store to a block copy in the cache also
updates memory.u This Store also invali-
dates matching entries in remote caches,
thereby ensuring that the writing proces-
sor has the only cached copy. Further-
more, Stores can be performed in the
cache at the cache speed. Subsequent
updates of the modified block are made in
the cache only. A CPU or IOP Load is
serviced by the unit (a cache or the mem-
ory) that has the latest copy of the block.

Multiprocessors with write-back caches
rely on an ownership protocol. When the
memory owns a block, caches can contain
only RO copies of the block. Before a
block is modified, ownership for exclusive
access must first be obtained by a read-
private bus transaction, which is broadcast
to the caches and memory. If a modified
block copy exists in another cache, mem-
ory must first be updated, the copy invali-
dated, and ownership transferred to the
requesting cache. Figure 9 diagrams mem-
ory block state transitions brought about
by processor actions. The first commercial
multiprocessor with write-back caches was
the Synapse N + 1.

Variants of the cache coherence bus pro-
tocols have been proposed. One scheme,
proposed for the Spur project at the Uni-
versity of California, Berkeley, combines
compile-time tagging of shared and private
data and the ownership protocol. In
another system, the Xerox Dragon multi-
processor, a write is always broadcast to
other caches and main memory is updated
only on replacement. These bus protocols
are described and their performances com-
pared in an article by Archibald and
Baer."

Advantages and disadvantages.
Although scheme 1 provides coherence
while being transparent to the user and the
operating system, it does not reduce mem-
ory conflicts but only the memory access
latency. Shared caches, by necessity, con-
tradict the rule that processors and caches
should be as close together as possible. I/O
accesses must be serviced via the shared
caches to maintain coherence.

Tagging shared
writable data fails to

alleviate the coherence
problem caused by

I/O accesses.

There are a number of disadvantages
associated with scheme 2, which tags data
as cachable or noncachable. The major
one is the nontransparency of the multi-
processor architecture to the user or the
compiler. The user must declare data ele-
ments as shared or nonshared if a concur-
rent language such as Ada, Modula-2, or
Concurrent Pascal is used.13 Alterna-
tively, a multiprocessing compiler, such as
Parafrase,'0 can classify data as shared or
nonshared automatically. The efficiency
of these approaches depends respectively
on the ability of the language to specify
data structures (or parts thereof) that are
shared and writable and of the compiler to
detect the subset of shared writable data.
Since in practical implementations a whole
page must be declared as cachable or not,
internal fragmentation may result, or
more data than the shared writable data
may become noncachable.

Tagging shared writable data also fails
to alleviate the coherence problem caused
by I/O accesses. Either caches must be
flushed before I/O is allowed to proceed,
or all data subject to I/O must be tagged
as noncachable as well. Depending on the
frequency of I/O operations, both
approaches reduce the overall hit rate of
the caches and hence the speedup obtained
by using caches.

Another common drawback of tagging
shared writable data rather than maintain-
ing coherence on the fly is the inefficiency
caused by process migration. Caches must
be flushed before each migration or pro-
cess migration must be disallowed at the
cost of limiting scheduling flexibility.

Scheme 3—flushing caches only when
synchronization variables are accessed—
has performance problems. In practice the
whole cache has to be flushed, or else the
data accessed in a critical section must be
tagged in the cache. I/O must also be
preceded by cache flushing. Note that the
programmer must be aware that coherence
is restored only at synchronization points.

Scheme 3 appears to be attractive only for
small caches.

Scheme 4 solves the problems caused by
I/O accesses and process migration. How-
ever, a global table that must be accessed
by all cache controllers can become a bot-
tleneck, even when XIs are filtered by
hardware. But the main problem of this
coherence scheme is the distance between
the processors and the global table. As
processors become faster, the access
latency of the table becomes a limiting fac-
tor of system performance; in particular,
when cache access times are very fast, the
time penalty for a miss (misspenalty) must
be minimized.

By distributing the table among the
caches, the last scheme partly solves the
problems of table access contention and
latency. However, the complexity of the
bus interface unit is increased because it
has to "watch" the bus. Furthermore,
since the scheme relies on a broadcast bus,
the number of processors that can be inter-
connected is limited by the bus bandwidth.

Ping-pong effect. In systems with
caches employing scheme 4 or 5, the exe-
cution of synchronization primitives, such
as atomic read-modify-write memory
cycles, can create additional access penal-
ties. If two or more processors are spinning
on a lock, RMW cycles that cause the lock
variable to bounce repeatedly from one
cache to another are generated. This can
be aggravated by clustering different locks
into a given block of memory. However,
if RMW operations are implemented care-
fully, spin-locks can be efficient.

Let us illustrate the ping-pong problem
by an example and discuss techniques for
reducing system performance degrada-
tions. In this example we will assume the
use of the Test&Set(lock) instruction;
however, the problem can occur with other
primitives. The traditional segment of
code executed to acquire access to a criti-
cal section via a spin-lock is the following:

while (TEST&SET(lock) - 1) do nothing;
/ • spin-lock with RMW cycles •/

< execute critical section >
RESET(lock);

/ • exit critical section */

Assume that each processor has a private
write-back cache and that three or more
processors attempt to access the critical
section concurrently. If processor Po suc-
ceeds in acquiring the lock, the other
processors (Pj and P2) will spin-lock and
cause the modified lock variable to be
invalidated in the other processors' caches
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for each access to the lock. As a result of
the invalidation of the modified lock var-
iable, the block is transferred to the
requesting cache—a significant penalty.
The modification is a result of the writing
in the last part of the RM W memory cycle.

One technique for avoiding the ping-
pong effect is to use the following segment
of code in place of the while statement in
the previous code segment:

repeat
while (LOAD(lock) = 1) do nothing;

/ • spin without modification */
until (TEST&SET(lock)=0);

In this segment of code the lock is first
loaded to test its status. If available, a
Test&Set is used to attempt acquisition.
However, while a processor is attempting
to acquire the lock, it "spins" locally in its
cache, repeating the execution of a tight
loop made of a Load followed by a Test.
This spinning causes no invalidation traf-
fic on the bus. On a subsequent release of
the lock, the processors contend for the
lock, and only one of them will succeed.
The ping-pong problem is solved; spin-
locks can therefore be implemented effi-
ciently in cache-based systems.

Ping-ponging also occurs for shared
writable variables. A typical example is the
index N in the Doall loop described
earlier, in the section on hardware-level
synchronization mechanisms. Unless the
implementation of Fetch&Add is carefully
designed, accesses to the index N create a
"hot spot,"9 which in a cache-based sys-
tem results in intense ping-ponging
between the caches. The careful imple-
mentation of synchronization primitives
and the creation of hot spots in cache-
based systems are research topics that
deserve more attention.

Strong and weak
ordering of events

The mapping of an algorithm as con-
ceived and understood by a human pro-
grammer into a list of machine instructions
that correctly implement that algorithm is
a complex process. Once the translation
has been accomplished, however, it is rela-
tively easy in the case of a uniprocessor to
understand what modifications of the
machine code can be made without alter-
ing the outcome of the execution. A com-
piler, for example, can resequence
instructions to boost performance, or the
processor itself can execute instructions

Local dependency
checking is necessary,

but it may not
preserve the intended

outcome of a
concurrent execution.

out of order if it is pipelined. This is allow-
able in uniprocessors, provided that hard-
ware mechanisms (interlocks) exist to
check data and control dependencies
between instructions to be executed con-
currently or out of program order.

If a processor is a part of a multiproces-
sor that executes a concurrent program,
then such local dependency checking is still
necessary but may not be sufficient to pre-
serve the intended outcome of a concur-
rent execution. Maintaining correctness
and predictability of the execution of con-
current programs is more complex for
three reasons:

(l)The order in which instructions
belonging to different instruction streams
are executed is not fixed in a concurrent
program. If no synchronization among
instruction streams exists, then a very large
number of different instruction interleav-
ings is possible.

(2) If for performance reasons the order
of execution of instructions belonging to
the same instruction stream is different
from the order implied by the program,
then an even larger number of instruction
interleavings is possible.

(3) I f accesses are not atomic (for exam-
ple, if multiple copies of the same data
exist), as is the case in a cache-based sys-
tem, and if not all copies are updated at the
same time, then different processors can
individually observe different interleav-
ings during the same execution. In this case
the total number of possible execution
instantiations of a program becomes still
larger.

To illustrate the possible types of inter-
leavings, we examine the following three
program segments to be executed concur-
rently by three processors (initially
,4 « £ * C « 0, and we assume that a Print
statement reads both variables indivisibly
during the same cycle):

PI P2 P3

a:/l*-l ciB+-\ e:C*~l
b: Print BC d: Print AC f: Print AB

If the outputs of the processors are con-
catenated in the order P1, P2, and P3, then
the output forms a six-tuple. There are 64
possible output combinations. For exam-
ple, if processors execute instructions in
program order, then the execution inter-
leaving a,b,c,d,etf is possible and would
yield the output 001011. Likewise, the
interleaving a,c,e,b,d,f is possible and
would yield the output 111111. If proces-
sors are allowed to execute instructions out
of program order, assuming that no data
dependencies exist among reordered
instructions, then the interleaving
btdj,e,a,c\s possible and would yield the
output 000000. Note that this outcome is
not possible if processors execute instruc-
tions in program order only.

Of the 720 (6!) possible execution inter-
leavings, 90 preserve the individual pro-
gram order. We have already pointed out
that of the 90 program-order interleavings
not all six-tuple combinations can result
(i.e., 000000 is not possible). The question
remains whether out of the 720 non-
program-order interleavings all six-tuple
combinations can result. So far we have
assumed that the memory system of the
example multiprocessor is access atomic;
this means that memory updates affect all
processors at the same time. In a cache-
based system such as depicted in Figure 1,
this may not be the case; such a system can
be nonatomic if an invalidation does not
reach all caches at the same time.

In an atomic system it is easy to show
that, indeed, not all six-tuple combinations
are possible, even if processors need not
adhere to program order. For example, the
outcome 011001 implies the following:
Processor PI observes that C has been
updated and B has not been updated yet.
This implies that P3 must have executed
statement e before P2 executed statement
c. Processor P2 observes that A has been
updated before Chas been updated. This
implies that PI must have executed state-
ment a before P3 executed statement e.
Processor P3 observes that B has been
updated butyl has not been updated. This
implies that P2 must have executed state-
ment c before PI executed statement a.
Hence, e occurred before c, a occurred
before et and c occurred before a. Since
this ordering is plainly impossible, we can
conclude that in an atomic system, the out-
come 011001 cannot occur.

The above conclusion does not hold true
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in a nonatomic multiprocessor. Let us
assume that the actual execution interleav-
ing of instructions is a,c,e,b,dj. Let us
further assume the following sequence of
events: When PI executes b, Pi's own
copy of B has not been updated, but Pi's
own copy of C has been updated. Hence,
PI prints the tuple 01. When P2 executes
</, P2's own copy of A has been updated,
but P2*s own copy of C has not been
updated. Hence, P2 prints the tuple 10.
When P3 executes/, P3's own copy of A
has not been updated, but P3's own copy
of B has been updated. Hence, P3 prints
the tuple 01. The resulting six-tuple is
indeed 011001. Note that all instructions
were executed in program order, but other
processors did not observe them in pro-
gram order.

We might ask ourselves whether a multi-
processor functions incorrectly if it is capa-
ble of generating any or all of the
above-mentioned six-tuple outputs. This
question does not have a definitive answer;
rather the answer depends on the expecta-
tions of the programmer. A programmer
who expects a system to behave in a
sequentially consistent manner will per-
ceive the system to behave incorrectly if it
allows its processors to execute accesses
out of program order. The programmer
will likely find that synchronization pro-
tocols using shared variables will not func-
tion. The difficulty of concurrent
programming and parallel architectures
stems from the effort to disallow all inter-
leavings that will result in incorrect out-
comes while not being overly restrictive.

Systems with atomic accesses. We have
shown in an earlier work14 that a neces-
sary and sufficient condition for a system
with atomic memory accesses to be
sequentially consistent (the strongest con-
dition for logical behavior) is that memory
accesses must be performed in the order
intended by the programmer—i.e., in pro-
gram order. (A Load is considered per-
formed at a point in time when the issuing
of a Store from any processor to the same
address cannot affect the value returned by
the Load. Similarly, a Store on X by
processor / is considered performed at a
point in time when an issued Load from
any processor to the same address cannot
return a value of X preceding the Store.)
In a system where such a condition holds,
we say that storage accesses are strongly
ordered*

In a system without caches a memory
access is performed when it reaches the
memory system or at any point in time

Processor 1 Processor 2 Processor 3

SM) L*{A)
S2{B)

L,(B)
UA)

Figure 10. Concurrent program for three processors accessing shared variables.

when the order of all preceding accesses to
memory has become fixed. For example,
if accesses are queued in a FIFO (first in,
first out) buffer at the memory, then an
access is performed once it is latched in the
buffer. When a private cache is added to
each processor, Stores can also be atomic
in the case of a bus system because of the
simultaneous broadcast capability of the
buses; in such systems the invalidations
generated by a Store and the Load requests
broadcast by a processor are latched simul-
taneously by all the controllers (including
possibly the memory controllers). As soon
as each controller has taken the proper
action on the invalidation, the access can
be considered performed.

Buffering of access requests and invali-
dations also become possible if the rules
governing sequential consistency are care-
fully observed. With extensive buffering at
all levels, and provided that the intercon-
nection and the memory system have suffi-
cient bandwidth, the efficiency of all
processors may be very high, even if the
memory access latency is large compared
to the processor cycle time. Two articles
present more detailed discussions of the
buffering of accesses and invalidations in
cache-based multiprocessors.715

In a weakly ordered system the condi-
tion of strong ordering is relaxed to include
accesses to synchronization variables only.
Synchronization variables must be
hardware-recognizable to enforce the spe-
cific conditions of strong ordering on
them. Moreover, before a lock access can
proceed, all previous accesses to nonsyn-
chronization data must be allowed to "set-
tle." This means that all shared memory
accesses made before the lock operation
was encountered must be completed
before the lock operation can proceed. In
systems that synchronize very infre-
quently, the relaxation of strong ordering

to weak ordering of data accesses can
result in greater efficiency. For example,
if the interconnection network is buffered
and packet-switched, the interface
between the processor and the network can
send global memory requests only one at
a time to the memory if strong ordering is
to be enforced. The reason for this is that
in such a network the access time is vari-
able and unpredictable because of con-
flicts; in many cases waiting for an
acknowledgment from the memory con-
troller is the only way to ensure that global
accesses are performed in program order.
In the case of weak ordering the interface
can send the next global access directly
after the current global access has been
latched in the first stage of the interconnec-
tion network, resulting in better processor
efficiency. However, the frequency of lock
operations will be higher in a program
designed for a weakly ordered system.

Systems with nonatomic accesses. In a
multiprocessor system with nonatomic
accesses, it has been shown that the previ-
ous condition for strong ordering of stor-
age accesses (and sequential consistency)
is not sufficient.14

Example L In a system with a recombin-
ing network2 the network can provide for
access short-circuiting, which combines
Loads and Stores to the same address
within the network, before the Store
reaches its destination memory module.
For the parallel program in Figure
10—S&X) and Lt(X) represent global
accesses "Store into location A'by proces-
sor /" and "Load from location X by
processor i," respectively—such short-
circuiting can result in the following
sequence of events:

(1) Processor 1 issues a command to
store a value at memory location A.
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(2) Processor 2 reads the value written
by processor 1 "on the fly" before A is
updated.

(3) Because of the successful read of A
in step 2, processor 2 issues a command to
write a value at memory location B.

(4) Processor 3 reads the value written
by processor 2; it reflects the updated B.

(5) Processor 3 reads memory location
A and an old value for A is returned
because the write to A by processor 1 has
not propagated to A yet.

Each processor performs instructions in
the order specified by the programmer, but
sequential consistency is violated. Proces-
sor 2 implies that step 1 has been com-
pleted by processor 1 when it initiates step
3. In step 4 processor 3 recognizes that
implication by successfully reading B. But
when processor 3 then reads A, it does not
find the implied new value but rather the
old value. Consequently, processor 3
observes an effect of step 1 before it is
capable of observing step 1 itself.

Example 2. In a cache-based system
where memory accesses and invalidations
are propagated one by one through a
packet-switched (but not recombining)
network, the same problem as in the previ-
ous example may occur. Initially, all
processors have an RO copy of A in their
cache.

(1) Processor 1 issues a command to
store a value at memory location A. Invali-
dations are sent to each processor with a
copy of A in its cache. (For simplicity we
assume that the size of a cache block is one
word.)

(2) Processor 2 reads the value of A as
updated by processor 1, because the invali-
dation has reached its cache; processor 1
writes the data back to main memory and
forwards a copy to processor 2.

(3) Because of the successful read of A
in step 2, processor 2 issues a command to
write a value at memory location Bt send-
ing invalidations for copies of J3.

(4) Processor 3 reads the value written
by processor 2; it reflects the updated B,
because the associated invalidations have
propagated to processor 3.

(5) Processor 3 reads memory location
A and an old value for A is returned
because the invalidation for A caused by
processor 1 has not yet propagated to the
third processor's cache.

Again each processor executes all
instructions in program order. Further-
more, a processor does not proceed to
issue memory accesses before all previous

invalidations broadcast by the processor
have been acknowledged. Yet the same
problem occurs as in the previous example;
sequential consistency is violated. This is
the case because invalidations are essen-
tially memory accesses. Because invalida-
tions are not atomic, the system is not
strongly ordered.

User interface

The discussion in this article shows that
the issues of synchronization, communi-
cation, coherence, and ordering of events
in multiprocessors are intricately related
and that design decisions must be based on
the environment for which the machine is
destined. Coherence depends on synchro-
nization in some coherence protocols
because the user has to be aware that syn-
chronization points are the only points in
time at which coherence is restored. Strict
ordering of events may be enforced all the
time (strong ordering) or at synchroniza-
tion points only (weak ordering).

At the user level most features of the
physical (hardware) architecture are not
visible. The instruction set of each proces-
sor and the virtual memory are the most
important system features visible to the
programs. Depending on the features of
the physical architecture that are visible to
the programmer, the task of programming
the machine may be more difficult, and it
may be more difficult to share the machine
among different users.

Nontransparent coherence or ordering
schemes. A sophisticated compiler may
succeed in efficiently detecting and tagging
the shared writable data to avoid the
coherence problem. Such a compiler may
also be able to make efficient use of syn-
chronization primitives provided at differ-
ent levels. The compiler may be aware of
access ordering on a specific machine and
generate code accordingly. It is not clear
that compiler technology will improve to
a point where efficient code can be gener-
ated for these different options.

If a program is written in a high-level
concurrent language, the facility to specify
shared writable data may not exist in the
language, in which case we must still rely
on the compiler for detecting the minimum
set of data to tag as noncachable. It should
be emphasized that perfectly legal pro-
grams in concurrent languages that allow
the sharing of data, generally will not exe-
cute correctly in a system where events are
weakly ordered.

User access to synchronization primi-
tives. Programmers of concurrent applica-
tions may have in their repertoires
different hardware- or software-controlled
synchronization primitives. For perfor-
mance reasons it may be advisable to let
basic hardware-level synchronization
instructions be directly accessible to users,
who know their applications and can tai-
lor the synchronization algorithm to their
own needs. The basic drawback of such a
policy is the increased possibility of dead-
locks, resulting from programming errors
or processor failure. Spin-locks and
suspend-locks consume processor cycles
and bus cycles. Therefore, such locks
should never be held for a long time.
Ideally, a processor should not be inter-
ruptible during the time that it owns a lock;
for example, one or several processors may
spin forever on a lock if the process that
' 'owns'' the lock has to be aborted because
of an exception. In a virtual-machine envi-
ronment the user process does not have
any control over the interruptibility of the
processor, and thus a process can be
preempted while it is owning a lock. This
will result in unnecessary, resource-
consuming spinning from all other
processes attempting to obtain the lock.

A solution to this problem is the task-
force scheduling strategy, in which all
active processes of a multitask are always
scheduled and preempted together.
Another solution is the implementation of
some kind of time-out on spinning. The
drastic solution to all these problems is to
involve the operating system in every syn-
chronization or communication, so that it
can include these mechanisms in its
scheduling policy to maximize per-
formance.

M aking a multiprocessor func-
tion correctly can be a simple
or an extremely difficult

task. Basic synchronization mechanisms
can be primitive or complex, wasteful of
processor cycles or highly efficient. In any
case the underlying hardware must sup-
port the basic assumptions of the logical
model expected by the user. In a strongly
ordered system such an assumption
usually is that the system behaves in a
sequentially consistent manner.

Increased transparency comes at the
cost of efficiency and increased hardware
complexity. But traditional and significant
advantages such as the ability to protect
users against themselves and other users,
ease of programming, portability of pro-
grams, and efficient management of
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shared resources by multiple users are
strong arguments for the designers of
general-purpose computers to accept the
hardware complexity and the negative
effect on performance. The designers of
general-purpose machines will probably
prefer coherence enforcement on the fly in
hardware, strong ordering of memory
accesses, and restricted access to synchro-
nization primitives by the user.

On the other hand, for machines with
limited access by sophisticated users, such
as supercomputers and experimental
multiprocessor systems, the performance
of each individual task may be of prime
importance, and the increased cost of
transparency may not be justified.

The challenge of the future lies in the
ability to control interprocess communi-
cation and synchronization in systems
without rigid structures. Efficient multi-
processing will be provided by systems
in which synchronization, coherence, and
logical ordering of events are carefully
analyzed and blended together harmoni-
ously in the context of efficient hardware
implementations. It is necessary, however,
to provide the programmer with a simple
logical model of concurrency behavior.
When multiprocessors do not conform to
the concept of a single logical model, but
rather must be viewed as a dynamic pool
of processing, storage, and connection
resources, the control in software over
communication and synchronization
becomes a truly formidable task. The con-
cepts of strong and weak ordering as
defined in this article correspond to two
widely accepted models of multiprocessor
behavior, and we believe that future
designs will conform to one of the two
models. •
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Cache Coherence in Large-Scale Shared-Memory Multiprocessors:
Issues and Comparisons

DAVID J. LILJA
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Due to data spreading among processors and due to the cache coherence problem,.
private data caches have not been as effective in reducing the average memory delay in
multiprocessors as in uniprocessors. A wide variety of mechanisms have been proposed
for maintaining cache coherence in large-scale shared-memory multiprocessors, making
it difficult to compare their performance and implementation implications. To help the
computer architect understand some of the trade-offs involved, this paper surveys
current cache coherence mechanisms and identifies several issues critical to their
design. These design issues include: (1) the coherence detection strategy, through which
possibly incoherent memory accesses are detected either statically at compile-time, or
dynamically at run-time; (2) the coherence enforcement strategy, such as updating or
invalidating, used to ensure that stale cache entries are never referenced by a processor;
(3) how the precision of block-sharing information can be changed to trade-off the
implementation cost and performance of the coherence mechanism; and (4) how the
cache block size affects the performance of the memory system. Trace-driven simulations
are used to compare the performance and implementation impacts of these different
issues. Additionally, hybrid strategies are presented that can enhance the performance
of the multiprocessor memory system by combining several different coherence
mechanisms into a single system.

Categories and Subject Descriptors: B.3.2 [Memory Structures]: Design
Styles—Cache Memories', C.I.2 [Computer Systems Organization]: Multiple Data
Stream Architectures: M1MD\ C.5.1 [Computer System Implementation]: Large
and Medium Computers

Additional Key Words and Phrases: Adaptive, block size, cache coherence, comparison,
consistency, directory, memory disambiguation, shared memory, tagged directory,
version control

1. INTRODUCTION ^ e n e a r future. Spatial locality means
that the addresses referenced by a pro-

The sequence of memory addresses gen- gram in a short period of time are likely
erated by a program typically exhibits to span a relatively small portion of the
the properties of temporal and spatial entire address space. For example, some
locality [Smith 1982]. Temporal locality, programs frequently operate on large
or locality in time, means that memory data structures in which the consecutive
addresses recently referenced by a pro- elements of the structure are located in
gram are likely to be referenced again in sequential memory locations. Thus, the
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memory addresses generated by a pro-
gram to access such structures are likely
to be clustered into a small range of the
address space. Private data caches, which
are small, fast memories physically lo-
cated near a processor, exploit these
memory-referencing properties to reduce
the average time required to access the
larger main memory. By temporarily
storing in the cache a copy of a value
from the main memory that is being ac-
tively referenced by a program, caches
amortize the time required to copy the
memory location from the slower main
memory into the faster cache over sev-
eral references to the same (temporal lo-
cality) and nearby (spatial locality) mem-
ory locations.

In a shared-memory multiprocessor
such as that shown in Figure 1, private
data caches have been shown to be quite
effective in reducing the average delay to
access the shared memory [Gottlieb et al.

INTERCONNECTION

M M

P = processor C = private data cache M = memory module

Figure 1. Shared-memory multiprocessor archi-
tecture.

1982; Pfister et al. 1985]. Caches have
not provided the same level of memory
performance improvement in multipro-
cessors as in uniprocessors, however,
since the data referenced by a program
in a multiprocessor is distributed among
the processors. This data spreading re-
duces the processors' locality of refer-
ence, thus reducing the effectiveness of
the caches. Additionally, since multiple
copies of a shared-memory location can
be resident in several different caches
simultaneously, the private data caches
introduce a coherence problem in which
it is possible for the different cached
copies to have different values at the
same time. It is the responsibility of the
cache coherence mechanism to ensure
that whenever a processor reads a mem-
ory location, it receives the correct value.

This paper examines mechanisms for
maintaining cache coherence in large-
scale shared-memory multiprocessors,
such as the New York University Ultra-
computer [Gottlieb et al. 1982], the Uni-
versity of Illinois Cedar [Kuck et al.
1986], the IBM RP3 [Pfister et al. 1985],
the Alliant FX-series [Perron and Mundie
1986], and the Stanford DASH [Lenoski
et al. 1992]. The remainder of this section
defines the cache coherence problem and
presents an overview of three different
types of mechanisms proposed to solve
this problem. Additionally, a new frame-
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work is presented that identifies the pri-
mary factors affecting the implementa-
tion cost and the performance of
the cache coherence mechanisms. Section
2 describes a trace-driven simulation
methodology that is used to illustrate the
performance effects of these different fac-
tors. Since large-scale parallel machines
frequently are used to execute numerical
application programs, the simulation
comparisons presented in Section 3 use
memory traces produced by a multipro-
cessor emulator executing several differ-
ent numerical programs. While the use of
these applications may bias the simula-
tion results, the issues presented are im-
portant to any shared-memory multipro-
cessor system, regardless of the applica-
tion programs executed by the system.

1.1 Problem Definition

There are two important, related aspects
to the cache coherence problem. The first,
which is briefly discussed next, is the
model of the memory system presented
to the programmer. The second impor-
tant aspect, and the primary focus of the
remainder of this survey, is the mecha-
nism used by the system to maintain
coherence among the caches and the main
memory.

1.1.1 Consistency Models

One definition of a system with coherent
caches is a system that guarantees that
"the value returned on a Load instruc-
tion is always the value given by the
latest Store instruction with the same
address" [Censier and Feautrier 1978].
The difficulty with this definition is that
the meaning of "latest" is not precisely
defined when the loads and stores occur
on different processors that are running
asynchronously with respect to each
other. Due to delays and buffering in
different portions of the processor-
memory interconnection network, and
within the processors and memories
themselves, each processor and each
memory module can observe a different
ordering of events. The consistency model
of a multiprocessor defines the program-

mer's view of the time ordering of events
that occur on different processors. These
events include memory read and write
operations, and synchronization opera-
tions. As fewer assurances are made by
the system to the programmer regarding
the order of events, there is a greater
potential to overlap operations from dif-
ferent processors with each other, and
with other operations within the same
processor, and thereby increase the sys-
tem performance. However, the cost of
this greater performance is the added
burden on the programmer (or on the
compiler) to ensure that any depen-
dences between operations are not vio-
lated.

From the programmer's view of the
memory system, the sequential consis-
tency model defines a strict ordering of
the execution sequence of memory opera-
tions allowed within a processor and
among processors. Specifically, a multi-
processor system is said to be sequen-
tially consistent if "the result of any exe-
cution [of the program] is the same as if
the operations of all the processors were
executed in some sequential order, and
the operations of each individual proces-
sor appear in this sequence in the order
specified by its program" [Lamport 1979].
With this consistency model, each access
to the shared memory must complete be-
fore the next shared-memory access can
begin. Also, all memory operations are
executed in the order defined by the pro-
gram. This strong ordering of memory
accesses imposes a severe performance
penalty by greatly limiting the allowable
overlap between memory operations is-
sued by an individual processor, and by
other processors.

The weak-ordering consistency model
[Dubois et al. 1988] relaxes the guaran-
teed ordering of events of the sequential
consistency model to allow for greater
overlap of memory reads and writes. With
the weak model, only memory accesses to
programmer-defined synchronization
variables are guaranteed to occur in a
"sequentially consistent" order. All mem-
ory references by different processors to
shared data variables between accesses
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to synchronization variables (i.e., be-
tween synchronization points) can occur
in any arbitrary order. Thus, in a system
with a weak-ordering model, the pro-
grammer can make no assumptions about
the ordering of events between synchro-
nization points. To prevent nondetermin-
istic operation, each processor must
guarantee that all of its outstanding
shared-memory accesses are completed
before issuing a synchronization opera-
tion. Similarly, the synchroniza-
tion operation must be completed before
any subsequent shared-memory opera-
tions can be issued.

In addition to relaxing the ordering
constraints on data references, the re-
lease consistency model [Gharachorloo
et al. 1990] weakens the ordering con-
straints on synchronization variables by
splitting the synchronization operation
into separate acquire and release opera-
tions. The acquire operation is issued by
a processor when it wishes to obtain ex-
clusive access to some shared-memory
object. To prevent interference with an-
other processor that may currently have
exclusive access to the shared object, the
processor must wait for the acquire oper-
ation to complete before initiating any
references to the shared memory. The
release operation, on the other hand, is
used to give up exclusive access to a
shared-memory object. To ensure than
any changes made by the processor to
the shared object are actually performed
in the shared memory before exclusive
access is surrendered, the processor must
wait for all of its shared-memory ac-
cesses to complete before issuing the re-
lease operation. This splitting of the syn-
chronization operation into two separate
phases allows this consistency model to
achieve a greater overlap of the memory
operations issued by all of the processors
than either the weak or sequentially con-
sistent models. To quantify the effect of
this additional overlap, several studies
have examined the performance improve-
ment that can be obtained by using these
relaxed consistency models [Ghara-
chorloo et al. 1991; Gupta et al. 1991;
Torrellas and Hennessy 1990; Zucker and
Baer 1992].

1.1.2 Cache Coherence

A related problem to the memory consis-
tency model, and the primary focus of
this survey, is the mechanism used by
the system to ensure that processors do
not access stale data. In a shared-memory
multiprocessor, each of the processors can
directly access any location in the com-
mon memory address space using a sin-
gle read (load) or write (store) instruc-
tion. Since each processor has a private
data cache, a copy of the same shared-
memory location may be present in one
or more of the caches at the same time.
When a shared-memory location is writ-
ten by any processor, the fact that the
value in that location has been changed
must be propagated to all of the proces-
sors with a cached copy of the location to
ensure that none of them uses a stale
version.

For example, consider a system with
three processors, each with a private data
cache, in which the sequence of reads
and writes shown in Figure 2(a) are per-
formed. After the first two reads have
been completed at t2, the caches of both
processors Po and Pj will contain the
value of 12 for the variable stored at
memory location X, as shown in Figure
2(b). At time t3, processor Po writes to
this memory location changing its value
to 16. In a system without a cache coher-
ence mechanism, this value will be up-
dated only in P0's cache so that when Px
rereads X at time t4, it will read the old
value 12 from its cache, as shown in
Figure 2(c). Similarly, processor P2 also
will read the old value since the main
memory has not been updated with the
latest value written by Po. The cache
coherence mechanism is necessary to en-
sure that the stale values of X in the
other processors* caches and in the main
memory (i.e., the value 12) will not be
propagated to future read operations.

1.1.3 Relationship between Consistency Models
and Coherence

A useful way of viewing the relationship
between the memory consistency model
and the cache coherence mechanism is
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Figure 2. An example of the cache coherence prob-
lem.

that the coherence mechanism ensures
that all of the caches see all of the writes
to a specific block in the same logical
order. The consistency model, on the
other hand, defines for the programmer
the order of writes to different blocks as
perceived by each of the processors. That
is, if the programmer follows the rules of
the consistency model for the system be-
ing used, the coherence mechanism forces
the value returned by any load operation
to be the value guaranteed by the consis-
tency model.

In a system that guarantees sequential
consistency, for instance, the coherence
mechanism ensures that the effects of

each write operation to a shared-memory
location are propagated to all of the
caches before the next write to that same
location by any processor can proceed.
These accesses are said to be strongly
ordered [Dubois et al. 1988]. In a system
with a weakly ordered consistency model,
on the other hand, only accesses to pre-
defined synchronization variables are
strongly ordered. The ordering of ac-
cesses to shared-data memory locations
by different processors can occur in any
order. The processors must then ensure
that they do not proceed across a syn-
chronization point until all of the mem-
ory accesses they have issued have been
acknowledged by the coherence mecha-
nism. Thus, this weak-ordering consis-
tency model ensures that the data values
in the caches are coherent only at syn-
chronization points. Examples of the re-
lationship between different consistency
models and different coherence mecha-
nisms are presented next.

1.2 Overview of Cache Coherence
Mechanisms

A variety of mechanisms have been pro-
posed for solving the cache coherence
problem. The optimal solution for a given
multiprocessor system depends on sev-
eral factors, such as the size of the sys-
tem (i.e., the number of processors), the
anticipated usage of the system, and the
desired system cost. The following three
subsections present an overview of the
operation of the three main types of co-
herence mechanisms.

7.2.1 Snooping Coherence

Snooping coherence mechanisms rely on
a low-latency, shared interconnection
among the processors and the memory
modules, such as a common bus, that
allows each processor to monitor all
transactions to the shared memory. As a
processor "snoops" on the other proces-
sors' memory references, it can detect
when a block that it has cached has been
changed by another processor. It then
invalidates [Goodman 1983; Katz et al.
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1985; Papamarcos and Patel 1984] its
cached copy so that its next reference to
the block will force a cache miss, and
thus the current value will be obtained
from memory, or from another cache. Al-
ternatively, it can directly update [Mc-
Creight 1984; Thacker et al. 1988] its
cached copy with the new value available
on the bus. Since the shared bus typically
broadcasts the effects of each write oper-
ation to a shared-memory location to all
of the caches in the same cycle as the
write itself, these snooping coherence
mechanisms typically implement a
strongly ordered consistency model.

While these snooping mechanisms are
relatively simple to implement,
the shared bus can become a severe per-
formance bottleneck. To reduce the
contention on a single bus, the Wisconsin
Multicube [Goodman and Woest 1988]
proposed an n-dimensional grid of buses
with the processors located at the cross-
points of the buses and the memory mod-
ules at the ends. The additional buses
provide greater memory bandwidth at the
expense of a more complicated coherence
protocol. Another approach [Archibald
1988; Wilson 1987] clusters the proces-
sors on smaller, separate buses, and
maintains coherence among processors
within each cluster. An additional hierar-
chy of buses is introduced to maintain
intercluster coherence. Yet another ap-
proach adds a special coherence bus
[Bhuyan et al. 1989; Marquardt and Al
Khatib 1989] to remove the coherence-
updating data traffic from the normal
data read operations on the primary
memory bus.

Since all of these schemes use addi-
tional buses to increase the bandwidth
between the processors and the shared
memory, their performance ultimately
will be limited by the bus contention
when there are too many processors, and
by the difficulty of physically construct-
ing these long, high-speed buses. Conse-
quently, it appears that the snooping co-
herence schemes are limited to use in
relatively small-scale multiprocessor sys-
tems. Since the focus of this survey is
primarily on large-scale multiprocessors,

the snooping coherence schemes are not
considered further.

Another method of avoiding the bus
saturation problem is to replace the bus
with an interconnection network, such as
a multistage Omega network, a mesh, a
fat tree, or a hypercube. These networks
provide higher bandwidth between the
processors and the memory modules than
a shared bus, but they also increase the
delay to access memory. This longer de-
lay intensifies the need for the private
caches, but by eliminating the mecha-
nism through which processors monitor
the shared-memory transactions, the
networks compound the coherence prob-
lem. Both hardware directory mecha-
nisms and compiler-directed approaches
have been suggested for maintaining co-
herence in these systems.

1.2.2 Directory Coherence

With a directory-based coherence scheme;
[Tang 1976; Yen et al. 1985], a processor
must communicate with a common direc-
tory whenever the processor's action may
cause an inconsistency between its cache
and the other caches and memory. The
directory maintains information about
which processors have a copy of which
blocks since several processors may have
a copy of the same block cached at the
same time. Before a processor can write
to a block, it must request exclusive ac-
cess to the block from the directory. Be-
fore the directory grants this exclusive
access, it sends a message to all proces-
sors with a cached copy of the block forc-
ing each processor to invalidate its copy.
After receiving acknowledgments from all
of these processors, the directory grants
exclusive access to the writing processor.
When a processor tries to read a block
that is exclusive in a different processor,
it will send a miss service request to the
directory. The directory then will send a
message to the processor with the exclu-
sive copy telling it to write the new value
back to memory. After receiving this new
value, the directory sends a copy of the
block to the requesting processor. Direc-
tory schemes differ in how much infor-
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mation they maintain about shared
blocks, where that information is stored,
and whether invalidating or updating is
used to ensure coherence, resulting in
differences in memory requirements and
performance. These trade-offs are dis-
cussed further in Section 3.

By waiting for the invalidation and
write-back acknowledgments for
all writes to a shared-memory location
before letting a processor proceed with a
write, the directory implements a
strongly ordered consistency model. A
weakly ordered consistency model can be
implemented with a directory by having
the directory delay the writing processor
only when it is accessing a synchroniza-
tion variable. This approach then puts
the burden on the processor to ensure
that before it proceeds across a synchro-
nization point it has received acknowl-
edgments from the directory for all of the
writes it has issued to shared-data mem-
ory locations. Since this weakened con-
sistency model delays processor writes
only to synchronization variables, it will
produce higher performance than the
strongly ordered model.

1.2.3 Compiler-Directed Coherence

Compiler-directed coherence mechanisms
determine at compile-time which cache
blocks may become stale. Special in-
structions then are inserted into the gen-
erated code to be executed by each of the
processors to prevent them from using
this possibly stale data. One of the sim-
plest of these compiler-directed coher-
ence mechanisms [Veidenbaum 1986]
uses indiscriminate invalidation of the
data caches to enforce coherence with a
weakly ordered consistency model. This
coherence mechanism assumes a doall
parallel loop model of execution [Poly-
chronopoulos 1988] in which there are no
dependences among the iterations of the
loop. Thus, all of the iterations can be
executed simultaneously on multiple in-
dependent processors. The parallel loop
terminates when all of the iterations have
completed executing. Processors may be
reassigned to iterations at the entry and

exit points of the parallel loop. These
points are called the loop boundaries.

At the start of each parallel loop, each
processor first executes a cache-
invalidate instruction to begin the execu-
tion of the loop with an empty cache.
Each processor also executes a cache-on
instruction to allow all references to
shared-writable variables to be cached
during the execution of the loop. The
caches are write-through so that all
writes to shared-memory locations are
propagated directly to the global shared
memory. At the end of the parallel loop,
each processor again invalidates its en-
tire cache to prevent stale entries from
propagating into the next section of the
program. Incoherent accesses are thereby
prevented since the weakly ordered con-
sistency model used with this coherence
mechanism guarantees coherent caches
only at loop boundaries. Since the caches
are invalidated at the loop boundaries,
and since the current value is only in the
main memory, coherence is assured. Sim-
ilar schemes have been suggested for the
RP3 machine [Brantley et al. 1985] and
the Ultracomputer [Edler et al. 1985].
These simple approaches tend to invali-
date more cache entries than are neces-
sary to maintain coherence, and thus they
may reduce the memory system perfor-
mance when compared to a directory
mechanism. More sophisticated compiler-
directed mechanisms with better perfor-
mance than this simple mechanism are
described in Section 3.1.2.

1.3 Factors Affecting Coherence
Mechanisms

The most important consideration in
choosing a cache coherence mechanism
for a multiprocessor usually is its perfor-
mance, or how effective it allows the
caches to be in reducing the average de-
lay when fetching data from memory.
Another important consideration is the
implementation cost, typically measured
by how much memory is required to store
the cache block sharing information, and
by the complexity of the control logic.
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The different coherence schemes have
significantly different trade-offs in cost
and performance, making it difficult to
evaluate the alternatives. The primary
issues affecting the cache coherence
mechanisms can be summarized as:

(1) The coherence detection strategy, that
is, the strategy by which the coher-
ence mechanism detects a possibly
incoherent memory access, which can
be done either dynamically at run-
time, or statically at compile time.

(2) The coherence enforcement strategy,
such as updating or invalidating, that
is used to ensure that stale cache
entries are never referenced by a pro-
cessor.

(3) How the precision of block-sharing
information can be changed to trade-
off the implementation cost and the
performance of the coherence
mechanism.

(4) How the cache block size affects the
performance of the memory system.

This paper surveys the state of the art in
cache coherence mechanisms in the con-
text of the above issues. Trace-driven
simulations are used to compare how
these different issues affect the perfor-
mance and implementation costs of the
different coherence mechanisms. Addi-
tionally, hybrid strategies are discussed
that combine several different coherence
mechanisms into a single system to im-
prove the memory-referencing perfor-
mance. These comparisons should help
the computer architect understand some
of the trade-offs involved in the various
coherence alternatives.

2. COST AND PERFORMANCE MODELING

The most accurate method of determin-
ing the performance of a specific com-
puter design, or for proving the validity
of a new architectural approach, is to
build it. Unfortunately, actually building
a complete computer system is very time
consuming and expensive. It also re-
quires the designer to select specific val-
ues for architectural parameters, such as

the data cache size and the cache block
size, without knowing what reasonable
values of the parameters may be for the
new system. Therefore, before actually
committing an idea to hardware, it is
desirable to explore the limits of the de-
sign space using mathematical analysis
or simulation. A large number of poten-
tial design options can be quickly exam-
ined by analytically modeling the system
and varying the desired parameters. An-
alytic models are of limited usefulness
when comparing cache coherence mecha-
nisms, however, due to the assumptions
that must be made concerning memory-
referencing patterns and data sharing.
To provide more realistic results while
still maintaining flexibility in choosing
system parameters, the performance
evaluations presented in this survey use
trace-driven simulations.

2.1 Trace-Driven Simulation

An address trace for a multiprocessor is
a record of the sequence of memory ad-
dresses generated by the processors as
they execute a program. There are sev-
eral different methods of generating these
traces [Stunkel et al. 1991]. For example,
it is possible to instrument an actual
computer system to record the memory
references as they are generated by the
program. This approach has the advan-
tages of being very accurate, very fast,
and able to monitor operating system ex-
ecution as well as a user program. Its
main disadvantages are the cost and dif-
ficulty of building the hardware monitor,
and the complexity of instrumenting all
of the processors in a multiprocessor sys-
tem. It also limits the simulation to using
traces from a specific implementation of
a computer system, which may be sub-
stantially different from the system to be
studied.

Another method that has many of the
advantages of hardware monitoring to
generate traces is to alter the microcode
of a processor to generate traces as it
executes the instructions. This approach
also can trace operating system activity,
and it is relatively fast; but it requires a
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substantial effort to rewrite the mi-
crocode. Also, it is not applicable to pro-
cessors without microcode, or to those
that have their microcode in read-only
memory. As more parallel computer sys-
tems use hardwired processors, this tech-
nique will become less useful.

Software-based techniques have been
suggested to avoid some of the difficul-
ties of the hardware-monitoring and
microcode-based approaches. In some
processors, it is possible to generate an
interrupt after the execution of every in-
struction. The interrupt routine then pro-
duces the trace information for the cur-
rent instruction. Another approach is to
modify a program's source code or exe-
cutable object code to produce a trace as
the program executes. Both of these
methods can generate traces without sig-
nificantly slowing down the traced sys-
tem, but they can introduce significant
timing distortions into the trace due to
the interrupts and due to the additional
trace generation instructions. They also
are limited to the instruction set of the
specific processor used to execute the
program.

The most flexible method of generating
traces, and the one used in this survey, is
to simulate the execution of the entire
multiprocessor system. The primary dis-
advantage of this approach is that it is
quite slow since the simulator must
model all of the operations of all of the
hardware elements of the processors. This
explicit modeling of all operations, how-
ever, produces accurate traces, and it al-
lows the simulation of any architectural
feature, especially those that may not
exist in a real machine.

Starting with application programs
written in Fortran (described in Section
2.3), the Alliant compiler [Perron and
Mundie 1986] is used to automatically
find the parallel loops and to generate
parallel assembly code. This assembly
code then is executed by a multiprocessor
emulator to produce a trace of the mem-
ory addresses generated by each of the p
processors. This multiprocessor system
uses an execution model in which each
parallel loop is followed by a sequential

section of the program so that execution
alternates between p processors execut-
ing a parallel section of the program and
a single processor executing a sequential
section. The memory traces from the p
processors are completely interleaved
into a single trace such that during the
execution of a parallel section of the pro-
gram, an address generated by processor
i is followed by an address generated by
processor i -f 1, and so on, modulo p.
During the execution of sequential sec-
tions of the program, processor 0 gener-
ates all of the memory references. In an
actual system, timing differences be-
tween the processors due to cache misses,
network and memory contention, and
synchronization delays may produce a
different ordering of the references, but
this interleaving, which represents a
valid ordering, highlights the effects of
data sharing in the cache coherence
mechanisms used in these simulations.
Thus, this ordering provides a rigorous
test of the different coherence mecha-
nisms.

Since the simulation is very time con-
suming, it is limited to executing rela-
tively short programs compared to those
that could be executed on actual hard-
ware. Additionally, these simulations are
for one program running at a time, thus
ignoring the effects of multiple programs
sharing the system and the effects of the
operating system. The simulations also
prohibit task migration. In spite of these
limitations, this trace-driven methodol-
ogy provides an adequate means of com-
paring the performance of the different
coherence mechanisms.

2.2 Machine Model

The interleaved memory trace drives a
multicache simulator to determine the
miss ratio and the cache-memory net-
work traffic. A fully associative data
cache with a random replacement policy
is used in each processor to eliminate the
confounding effects of set associativity
conflicts. The long execution time re-
quired to perform the simulations limited
the size of the application programs' data
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sets. To maintain a realistic relationship
between the size of the data set and the
size of the data cache, a data cache of 8
KB is used in each of the 32 processors,
unless otherwise noted.

Since this system assumes that all in-
structions are only read, they can never
cause coherence problems. Consequently,
all instruction references are ignored.
This multiprocessor architecture uses a
separate synchronization bus for dis-
tributing the next available iteration val-
ues when scheduling loop iterations and
for performing the barrier synchroniza-
tion at the end of the parallel loops. With
this architecture, synchronization vari-
ables are never cached with the data,
and, since this study is concerned pri-
marily with the effect of the cache coher-
ence mechanism on data references, ac-
cesses to synchronization variables are
not considered in these simulations. It
should be noted, however, that synchro-
nization variables stored in memory can
be heavily shared. Heavy sharing of a
single memory location by many differ-
ent processors can cause memory hot
spots [Pfister et al. 1985], which may
make it undesirable to cache synchro-
nization variables [Dubois et al. 1988].
Special hardware or software can be
added to the system to improve access to
synchronization variables [Anderson
1990; Goodman et al. 1989; Kruskal et al.
1986], but the analysis of these tech-
niques is beyond the scope of this survey.

The p = 32 processors are connected
to the shared memory via a packet-
switched multistage interconnection net-
work. Network traffic from a processor to
the memory, such as a miss service re-
quest or write-back data, uses the for-
ward network, while traffic from the
memory to a processor, such as an invali-
dation command or fetched data, uses
the separate reverse network. Both the
forward and reverse networks use 32-bit
data paths. Each packet between the
memory modules and the processors re-
quires a minimum of two words (eight
bytes). The first word contains the source
and destination module numbers plus a
code for the operation type, and the sec-

ond word contains the actual memory
address. Additional words are needed for
the actual data values fetched and writ-
ten. Table 1 details the actions required
for each type of memory reference, along
with the generated network traffic, when
using the p + 1-bit full directory [Censier
and Feautrier 1978]. This directory
structure is described more fully in Sec-
tion 3.3.1.

2.3 Test Programs

Six numerical application programs writ-
ten in Fortran were used to generate the
parallel memory traces for these simula-
tions. Arc3d and flo52 both analyze fluid
flows. The trfd program uses a series of
matrix multiplications to simulate a
quantum mechanical two-electron inte-
gral transformation. Sirnple24 is a
hydrodynamics and heat flow problem
using a 24-by-24-element grid. The pic
program uses a particle-in-cell technique
to model the movement of charged parti-
cles in an electrodynamics application.
The Unl25 program is the Linpack
benchmark using a 125-by-125-element
matrix. The problem sizes and outer loop
counts were reduced in these programs
so that the entire program could be simu-
lated in a reasonable period of time.

The memory-referencing characteris-
tics of the test programs are summarized
in Table 2 for p = 32 processors, and a
cache block size of b = 1 word. The blocks
were classified by examining the traces
and determining how many processors
accessed each block. The private blocks
are those that are referenced by the same
processor throughout the program's exe-
cution with no references by any other
processor. The shared-writable blocks are
referenced by two or more different pro-
cessors, at least one of which writes the
block. Finally, the shared read-only
blocks are blocks that are referenced by
more than one processor, but are never
written. The percentages do not sum to
100 since the table does not show the
statistics for the shared read-only blocks.

As shown in this table, fewer than 40%
of the unique blocks referenced by arc3d,
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Table 1 . Memory Operations and Resulting Network Traffic (b •
Word Size = 4 Bytes)

Number of Words per Block.

Memory
Operation

I Forward traffic
I (bytes)

Reverse traffic
(bytes)

Read hit.

(none) I
Read miss, block shared in one or more caches, or only in memory.
miss service I 8 8+4*;
Read miss, block exclusive in another cache.
miss service
write-back I 8 844/7

8
Write hit, block shared in one or more caches.
processor requests exclusive access from directory
directory sends invalidation messages
processors acknowledge invalidations
directory acknowledges writing processor

8

8 * #cached
8 * #cached

8
Write hit, block exclusive in this cache.

(none) I -
Write miss, block only in memory.
miss service I 8 S+4b

Write miss, block shared in one or more caches.
processor requests exclusive access from directory
directory sends invalidation messages
processors acknowledge invalidations
directory acknowledges writing processor

8

8 * #cached
8 * #cached

8
Write miss, block exclusive in another cache.
miss service
write-back

i 8
844/?

844/?
8

Table 2. Memory-Referencing Characteristics of the Test Programs (Blocks = Number of
Unique Single-Word Data Blocks Referenced by the Program. Refs = Number of

Memory References Made to the Blocks)

Prog

arc3d
pic
simple24
trfd
flo52
Iinl25

Total

blocks refs
53733

100087
10759

1478
115331
21041

6603772
8765261
4251420
5877557

10000000
10000000

Private

%blks %refs
55.6
77.0
10.7
11.2

82.3
21.7

48.9
57.0
56.5
14.9
77.1

1.2

Shared-
writable

%blks %refs
38.1
22.9
88.8
88.8
17.7
78.3

48.9
34.8
43.1
70.5
22.5
94.4

flo52y and pic are shared-writable, and
fewer than half of their total references
are made to these blocks. Most of their
references are to private and read-only
blocks, and thus do not cause any coher-
ence actions. In contrast, more than 78%

of the blocks referenced by simple24,
Unl25, and trfd are shared-writable, al-
though only trfd and Unl25 have more
than half of their references to these
blocks. These different sharing charac-
teristics provide for a broad range of
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memory performance in the simulations
to highlight the strengths and weak-
nesses of the different coherence
mechanisms.

2.4 Performance Metrics

The two most important measures of per-
formance for a memory system are the
latency and the bandwidth. The average
memory latency is the time from when a
processor issues a memory read opera-
tion until the data requested is available
to the processor, averaged over all mem-
ory references. If the requested data is
resident in the cache, the latency is sim-
ply the cache access time, which typically
is one cycle. If the data is not in the
cache, however, a miss service request is
generated and sent to the memory sys-
tem. The average memory delay can be
approximated as Tfl|1|t = (1 - m)Tcachi, +
mTmlNS where m is the cache miss ratio
(0 < m < 1); Tcache is the time required
to access the cache on a hit; and Tmiss is
the time required by the memory system
to service the miss. The value of this
miss service time is a function
of the intrinsic delay in the memory mod-
ules, the time required to propa-
gate the request through the network,
and the additional time required to per-
form any necessary coherence operations.
The network delay is a function of the
total traffic in the network. High net-
work traffic increases the probability that
there will be collisions in the network,
which then can increase the miss service
time. Because of the dependence of the
miss service time on specific parameters
of the system, such as the memory access
delay, this survey uses the miss ratio as
a first-order indication of the expected
memory performance.

The bandwidth of the interconnection
network determines how many data bytes
per unit time can be transferred between
the memories and the processors. To pre-
vent the network from becoming a per-
formance bottleneck, it is important to
provide sufficient bandwidth, but it can
be expensive to provide the wide data
paths and the fast components needed

for a high-bandwidth network. Maintain-
ing coherence in this type of system can
require many messages for each memory
request, which can put a significant load
on the network. As a result, the cache
coherence protocol should try to minimize
the network traffic by maintaining a low
miss rate and by reducing the number of
messages required to maintain coher-
ence. The simulations presented in this
survey use the average number of bytes
transferred per memory request as an
indication of the network bandwidth re-
quirements for the different coherence
mechanisms.

The total execution time of a program
takes into account the trade-offs between
the miss ratio and the network traffic,
and it is the performance measure that is
most interesting to the user of a multi-
processor system. To understand the im-
pact of architectural decisions on the per-
formance of the different coherence
mechanisms, however, it is useful to sep-
arate the overall performance into the
individual factors that contribute to this
performance. As a result, the miss ratio
and the average network traffic are the
metrics used in this survey to compare
the different design factors that comprise
a cache coherence mechanism. This au-
thor feels that examining these two met-
rics directly provides greater insight into
the trade-offs in the coherence mecha-
nisms than by simply comparing total
execution times.

3. PERFORMANCE IMPACTS

This section uses the trace-driven simu-
lation model described in the previous
section to examine the impact on perfor-
mance and on implementation cost of the
primary design factors affecting cache co-
herence mechanisms. Descriptions of the
different coherence mechanisms are also
provided.

3.1 Coherence Detection Strategy

There are several interrelated factors
that determine the performance of a
cache coherence mechanism. One of the
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most important factors is when the
mechanism performs coherence detection
—either dynamically at run-time, or
statically at compile-time. The dynamic
coherence detection strategies solve the
coherence problem by examining the ac-
tual memory addresses generated by a
program at run-time and by dynamically
keeping track of which processors have a
copy of which blocks. In contrast, the
static coherence schemes try to predict
which memory addresses may become
stale by analyzing the program's refer-
encing behavior when it is compiled.

It is important to distinguish the im-
plementation of a coherence mechanism
from its method of determining when a
shared-memory location is stale. While
the statically detected coherence mecha-
nisms necessarily are software based
since they rely on a compiler, they also
need some hardware support to maintain
the current state information about the
memory locations. Thus, it is not pre-
cisely correct to refer to these mecha-
nisms as "software-only" coherence
mechanisms. Similarly, mechanisms that
dynamically detect the need for coher-
ence actions use hardware to monitor the
actual memory addresses, but they also
can be augmented with compilers and
other software to produce hybrid
schemes, as described in Section 4. This
survey distinguishes the two major
classes of coherence mechanisms as dy-
namically detected and statically de-
tected instead of as hardware and soft-
ware mechanisms.

3.1.1 Memory Disambiguation

The ability to disambiguate memory ref-
erences, that is, the ability to determine
if two different memory accesses actually
refer to the same physical location in
memory, is critical to providing a high-
performance cache scheme. The primary
advantage of the dynamic detection
schemes is that by examining the actual
memory addresses being referenced, they
are able to perfectly disambiguate these
accesses. Statically detected coherence
schemes, however, must rely on the im-

precise disambiguation performed by the
compiler. For example, consider the fol-
lowing sequence of references to the ar-
ray A( ):

Sj. Pj read: ... -A(f(.))

5 2 . P2 write: A(g(.)) = ...

53. Pj read: ... = A(h(.))

In this sequence of memory references,
the read in statement Sx loads an ele-
ment of array A( ) into processor P/s
cache. The particular element read is de-
termined by the value of function fU,
which may be anything that produces a
valid index into the array. Typically it is
some function of the loop count. If func-
tions f[.) and g(.) map into the same
memory location, the write in statement
S2 causes the corresponding element in
Pj's cache to become stale since it no
longer contains a copy of the current
value. If function h(.) in statement S3
also maps to the same memory location,
P{ will attempt to read this stale value,
unless it is first invalidated or updated.
Determining whether or not some action
is required in this case is the crux of the
cache coherence problem [Cheong 1988b].

For static coherence detection, a data
dependence test [Banerjee 1988; Lich-
newsky 1988; Li 1990] can be used to
determine if the three functions never
refer to the same element, in which case
no coherence action is necessary, or to
determine if the same element is always
referenced by the three statements so
that some coherence action must be
taken. Unfortunately, the data depen-
dence tests often are too imprecise to
determine whether the elements are al-
ways the same or always different. In
this case, static coherence mechanisms
must err on the conservative side by as-
suming that they are the same element
and then inserting the appropriate coher-
ence actions into the generated code.

A related memory disambiguation
problem for static coherence detection
mechanisms occurs with procedure calls,
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functions, and subroutines. The name of
a variable inside of a procedure most
likely will be different than the name of
the variable passed to the procedure. To
provide precise dependence analysis, the
compiler must perform interprocedural
analysis to track variable names across
procedure boundaries and thereby deter-
mine if a particular memory reference
may cause a coherence problem. In many
programming languages, this interproce-
dural analysis can be very difficult to
perform, in which case the coherence
mechanism may have to take an ex-
tremely pessimistic approach and invali-
date the entire data cache at the entry
and exit points of each procedure [Cheong
and Veidenbaum 1988a; 1989]. Proce-
dure calls provide no problem for the
dynamic coherence detection schemes
since they examine the actual memory
addresses at run-time and have no indi-
cation that a procedure call has even
occurred.

3.1.2 Static (Compile-Time) Coherence
Detection Mechanisms

The indiscriminate invalidation schemes
discussed in Section 1.2.3 [Veidenbaum
1986; Brantley et al. 1985, Edler et al.
1985] are more conservative than is nec-
essary to ensure coherence in that they
invalidate cache entries that are not ac-
tually stale. This overinvalidation then
produces unnecessarily high miss ratios.
More complex schemes determine at
com pile-time which particular cache
blocks may become stale, and when they
may be stale, and then invalidate these
specific entries before they are accessed.
Subject to the memory disambiguation
limitations of the compiler, these schemes
are able to preserve at least some tempo-
ral locality between parallel loops.

For example, the fast, selective invali-
dation scheme [Cheong and Veidenbaum
1988a] associates a change bit with each
cache block. This bit is set true by the
cache-invalidate instruction inserted by
the compiler at each parallel loop bound-
ary to indicate that the block may have
been changed during the current loop.
The memory-read instruction forces a

cache miss when it references a block
with its change bit set to true. This miss
ensures that the current copy of the block
is fetched from the main memory. The
change bit then is reset to false when the
data block is loaded into the cache. Sub-
sequent memory-read references to the
same block will see this reset change bit
and will generate a cache hit since the
cached copy is now assured of being up to
date.

Another memory-referencing instruc-
tion, called the cache-read instruction,
ignores the change bit when it accesses a
memory location. It is used to reference a
shared-writable location that is guaran-
teed by the compiler to be up to date in
the cache in the current parallel loop,
and therefore can be treated as a cache
hit. In addition to the change bit, this
coherence mechanism requires a valid
bit for each cache block, but no dirty bit
is required since it uses a write-through
strategy. Because each processor
is responsible for maintaining coherence

in its own cache, no state information is
required in the main memory.

Improvements to this fast, selective in-
validation scheme use version numbers
[Cheong and Veidenbaum 1989] or times-
tamps [Min and Baer 1989] to determine
whether or not a cache entry is up to
date when it is referenced. In the version
control mechanism [Cheong and Veiden-
baum 1989], for instance, each processor
maintains a current version number
(CVN) in a separate local memory within
the processor for each variable used in a
program. For each parallel loop, the com-
piler predetermines which variables may
have been written by any processor dur-
ing the loop. It then generates instruc-
tions that are executed by each processor
at the end of a parallel loop to increment
the CVN values for these variables. This
change in the CVN value indicates to
subsequent memory references that a
new version of this variable may have
been created.

In addition to maintaining one CVN
entry per program variable, each cache
entry has an associated birth version
number (BVN). The BVN value is set
equal to the corresponding CVN value
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when the referenced variable is first
loaded into the cache from the shared
memory. When a variable is written, its
BVN is set to the new version number,
CVN + 1. Because of this defined rela-
tionship between the BVN and CVN val-
ues, a read reference to a memory loca-
tion will be a cache hit if and only if
BVN > CVN. If BVN < CVN, however,
the cached copy may be stale, and the
current value must be loaded from the
main memory.

3.1.3 Dynamic (Run-Time) Coherence
Detection Mechanisms

With dynamic coherence detection, the
memory addresses actually generated by
the program are examined at run-time to
provide perfect memory disambiguation.
An example of a coherence mechanism
with dynamic detection is the p + 1-bit
full directory (Censier and Feautrier
1978]. (Other directory configurations are
discussed in Section 3.3.) With this direc-
tory, two bits per cache block encode one
of three states for each of the blocks in
the caches. The invalid state means that
the block is empty and will cause a cache
miss when it is referenced. When a block
is shared by several processors, it must
be in the shared read-only state in each
processor to prevent any processor from
modifying the block without first re-
questing exclusive access from the direc-
tory. A processor is free to update a block
in the exclusive state since it is assured
of having the only copy of the block. The
directory in each memory module main-
tains p valid bits and a single exclusive
bit for each block in the module. If the
exclusive bit is reset, up to p valid bits
may be set to indicate which processors
have a copy of the block in the shared
read-only state. If the exclusive bit is set
for a block, a single valid bit will be set
to point to the processor that has the
only copy of the block, which must be in
the exclusive state.

3.1.4 Performance Comparisons

The trace-driven simulation methodology
described in Section 2 is used to quantify

the effect of the coherence detection
strategy on the memory system perfor-
mance. Specifically, the performance of
the p + 1-bit full directory [Censier and
Feautrier 1978] is compared to the com-
piler-directed version control coherence
mechanism [Cheong and Veidenbaum
1989]. The range of performance of the
version control scheme is estimated us-
ing three different levels of compiler
technology, as summarized in Table 3.
The simple compiler has imprecise mem-
ory disambiguation in that it maintains
one version number (i.e., one CVN entry)
for an entire array. With this compiler, a
write to any element of an array creates
a new version of the entire array. Fur-
thermore, this compiler cannot track
variable names across subroutine bound-
aries so that the entire data cache is
invalidated at the entry and exit points
of each subroutine.

The other extreme of compiler perfor-
mance for the version control mechanism
assumes an ideal compiler with perfect
memory disambiguation and perfect in-
terprocedural analysis. This compiler
maintains a unique CVN entry for each
element of every array, and it never in-
validates the caches at subroutine
boundaries. It models the best possible
performance of the version control
scheme, but it is probably impossible to
implement this perfect memory disam-
biguation in an actual compiler. The re-
alistic compiler compromises between
these two extremes with imprecise mem-
ory disambiguation, but perfect interpro-
cedural analysis. It should be pointed out
that at the end of every parallel loop, the
CVN values of every variable that may
have had a new version created in that
loop must be incremented. The ideal com-
piler may perform significantly more
CVN updates at the end of each parallel
loop than the other two compilers since it
has to update a CVN value for every
array element that was written, instead
of a single CVN update per array. The
time required to perform this updating
adds directly to the average memory de-
lay, which may be significant for large
arrays.

Because of the imprecise nature of
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Table 3. Compilers Used for the Version Control Simulations

Compiler
simple
realistic
ideal

Action at subroutine boundaries
clear caches
ignore subroutine boundaries
ignore subroutine boundaries

Number of CVN entries
one per array
one per array
one per array element

Table 4. Miss Ratio (Percent) for Static and Dynamic Detection Strategies

Program

arc3d
pic
simple24
trfd
flo52
Iinl25

Directory

read
15.0

8.8
9.4

10.9
1.1

5.7

write
8.0
8.9
3.1
1.5

L 0.8
4.2

overall
23.0
17.7
12.5
12.4

1.9
9.9

Version Control

simple
overall
41.6
32.9
63.5
42.0
44.2
9.5

realistic
overall

30.2
25.9
56.0
18.0
44.1

9.4

read
19.3
8.0

12.6
13.9
2.7
5.9

ideal
write
8.3

8.1
3.2
4.1
1.1
0.2

overall
27.6
16.1
15.8
18.0
3.8
6.1

compile-time data dependence tests, and
because of the information hiding in pro-
cedures, coherence mechanisms that rely
exclusively on the compiler to disam-
biguate memory references tend to inval-
idate more cache entries than are actu-
ally necessary to maintain coherence. By
tracking the actual memory addresses,
dynamic directory mechanisms can inval-
idate only those blocks that are actually
stale, which, as shown in Table 4, can
cause the directory mechanism to have a
lower overall miss ratio than the ideal
compiler-directed version control mecha-
nism for the arc3dy simple24, trfd, and
flo52 programs. The directory has
slightly higher miss ratios than the ideal
implementation of version control for pic
and Hnl25 primarily due to the high
number of write misses produced with
the directory.

These extra write misses occur because
in these two programs, a large, shared
array is repeatedly written by different
processors during different portions of the
programs' execution. When the array is
written for the first time, it is marked as
exclusive in the writing processor's cache.
When another processor tries to over-

write this same location, it misses and
must request exclusive access from the
directory. These misses can be prevented
by allocating a new array so as not to
overwrite the same array multiple times,
but this approach will require additional
memory space. With the version control
mechanism, the compiler detects that
these write references will not cause co-
herence violations, and thereby reduces
the number of write misses. The perfor-
mance of the simple compiler tends to be
poor compared to the other compilers and
compared to the directory since it invali-
dates all of the caches at every subrou-
tine boundary. The realistic compiler has
slightly better performance than the sim-
ple compiler because it can look beyond
subroutine boundaries, but its miss ratio
generally still is higher than that of the
ideal compiler due to its imprecise mem-
ory disambiguation.

A major advantage of the static coher-
ence detection mechanisms is that by
making each processor responsible for
maintaining coherence in its own cache
using self-invalidation, interprocessor
communication is limited to that re-
quired to service the cache misses. The
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Table 5. Network Traffic for Static and Dynamic Detection Strategies (Bytes Per Reference)

Program

arc3d
pic
simple24
trfd
flo52
Iinl25

miss
4.59
3.53
2.43
2.48
0.39
1.99

Directory
invalidate

5.40
4.47
2.44
2.27
0.40
1.99

total
9.98
8.00
4.87
4.75
0.79
3.98

Version Control
simple realistic ideal

8.32
6.58

12.7
8.40
8.83
1.90

6.04
5.18

11.2
3.61
8.81
1.87

5.52
3.23
3.17
3.61
0.76
1.22

dynamic mechanism, on the other hand,
sends many messages between the direc-
tory and the processors which increases
the congestion in the interconnection
network compared to the static mecha-
nism and thereby may increase the mem-
ory latency. As shown in Table 5, the
total network traffic for the ideal com-
piler in the version control mechanism is
approximately the same as the network
traffic required to service only the misses
with the directory. These similar traffic
requirements are expected since these
two approaches have similar miss ratios.
However, this table also shows that the
network traffic required by the directory
for the invalidation messages approxi-
mately doubles the total network traffic
over that required for servicing only the
misses. The simple and realistic compil-
ers in the version control approach pro-
duce higher network traffic than the ideal
compiler since they have significantly
higher miss ratios. Even with these
higher miss ratios, though, the network
traffic they produce can be less than the
total network traffic produced by the di-
rectory since they generate no invalida-
tion messages.

In summary, the primary advantage of
dynamic coherence detection is its per-
fect memory disambiguation. By knowing
precisely those addresses being refer-
enced, the dynamic mechanism invali-
dates only those cache blocks that are
actually stale. This exact invalidation
generally produces lower miss ratios than
a mechanism that statically detects co-
herence violations. Additionally, the dy-
namic detection mechanism is completely

transparent to procedure boundaries,
while the static coherence detection
mechanism requires good interprocedu-
ral analysis to match the performance of
the dynamic mechanism. The primary
advantage of static detection mecha-
nisms is that they produce lower network
traffic than the dynamic mechan-
isms since they do not require any invali-
dation messages. Similar results to the
simulations presented here have been re-
ported in other studies comparing com-
piler-directed and directory-based coher-
ence mechanisms [Adve et al. 1991; Lilja
1991; Min and Baer 1990].

3.2 Coherence Enforcement Strategy

Another factor affecting the performance
of a multiprocessor memory system is the
actual method used by the coherence
scheme to ensure that no processor ac-
cesses a stale-memory location. The sim-
plest approach is to make all shared-wri-
table memory locations noncacheable so
that there can never by multiple copies
[Lilja et al. 1989]. However, since refer-
ences to shared-writable variables can
constitute a large fraction of the refer-
ences made by a program (see Table 2),
bypassing the cache for all references to
these memory locations can significantly
reduce performance. Two other coherence
enforcement strategies always allow
shared-writable memory locations to be
cached, but either update or invalidate
stale-cache entries before they are refer-
enced again. With an update approach,
the new value of the shared location is
distributed to all processors with a copy
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of the block whenever it is written by any
processor. The advantage of this ap-
proach is that it prevents an additional
miss if the cache block is reused by a
processor with a cached copy after it has
been written by another processor. A sig-
nificant disadvantage is the additional
network traffic produced by the poten-
tially large number of update messages.

Instead of updating cached copies when
they are changed, the invalidation strat-
egy marks all cached copies as invalid
within the cache to force the processor to
miss the next time it references that
block. This approach reduces the net-
work traffic compared to the update
strategy, but it does introduce the extra
delay of another miss if the block is
reused. Invalidation schemes can be clas-
sified as either self-invalidation or di-
rected-invalidation. With self-invalida-
tion, the compiler inserts extra instruc-
tions into the generated code to force the
processor to invalidate some or all of its
data cache before it accesses a stale en-
try. With directed-invalidation, some out-
side agent, such as a directory, forces a
processor to invalidate a specific block in
its cache at a specified time.

3.2.1 Performance Comparisons

In a system in which all of the processors
are connected with a shared bus, an up-
date protocol is implemented by having
each write to a shared-memory location
write-through to the bus to broadcast the
new value to all of the processors [Mc-
Creight 1984; Thacker et al. 1988]. In
the system used in this survey, however,
the bus is replaced by a multistage inter-
connection network. Since this type of
network does not support broadcasting,
coherence updates are implemented us-
ing individual messages. For example,
when a processor writes to a shared-
memory location, a message containing
the new value is sent to the directory.
The directory then sends a message con-
taining the new value to each processor
with a cached copy of the block instruct-
ing the processors to update their copies.
The processors respond with an acknowl-

edgment to the directory, which then ac-
knowledges the processor that performed
the initial write. With this approach, up-
dates of written blocks are sent only to
processors that actually have a cached
copy instead of being broadcast to all of
the processors. The invalidation-based
directory coherence simulator described
in Section 2.2 is modified to use this
update-based protocol.

Table 6 compares the miss ratios pro-
duced by a directory coherence scheme
using either updating or invalidating for
three different cache sizes. In the infinite
cache, blocks are never replaced due to
lack of cache space. Consequently, with
an update strategy in an infinite cache,
once a block is moved into the cache, it is
never removed. The number of misses in
this configuration then is simply the
number of misses required to bring each
block into the cache the first time. That
is, the number of misses is the same as
the number of unique blocks referenced,
and it is the minimum number of misses
that can be produced for the given pro-
grams. Comparing the invalidation strat-
egy in the infinite cache with the update
strategy shows how the invalidations re-
quired to maintain coherence increase the
miss ratio due to the sharing of cache
blocks by different processors. In particu-
lar, it demonstrates the performance ef-
fect of requiring exclusive access to a
block in order to write to the block. Since
updating allows writes to blocks that are
shared, updating typically produces a
lower miss ratio than invalidating. As
the cache size is reduced, the miss ratio
increases for both updating and invali-
dating since there is no longer enough
space in the caches to store all of the
referenced blocks.

The network traffic statistics in Table
7 show that the cost of the lower miss
ratio with updating is the considerably
higher network traffic it produces com-
pared to the traffic produced by invali-
dating. This table separates the network
traffic into that required to move the
data into a cache on a miss, and into that
required to maintain coherence, which is
either the update traffic or the invalidate
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Table 6. Miss Ratio (Percent) for Updating and Invalidating Coherence
Enforcement Strategies

Program

arc3d
pic
simple24
trfd
flo52
Hnl25

Cache size (bytes)
4K

inv up
26.8
28.6
13.5
12.4
2.1

10.0

16.0
26.9
6.4
0.39
1.7
1.7

16K
inv up
19.9
8.4

11.2
12.4
1.9

10.0

6.73
6.8
3.6
0.38
1.4
1.6

CO

inv up
18.0
7.8
9.3

12.4
1.8

10.0

1.7
1.4
0.73
0.38
1.4
1.6

Table 7. Network Traffic (Bytes Per Reference) Due to Cache Misses and
Due to Coherence Enforcement for Updating and Invalidating

Program

arc3d

pic

simplc24

trfd

flo52

Iinl25

Strategy

invalidate
update
invalidate
update
invalidate
update
invalidate
update
invalidate
update
invalidate
update

Cache size (bytes)
4K

miss coh
5.36
3.21
5.72
5.39
2.69
1.27
2.49
0.08
0.43
0.35
1.99
0.34

5,56
12.6
3.35
7.69
2.39
7.37
2.27

52.3
0.45
5.23
1.88

27.1

16K
miss coh
3.97
1.34
1.68
1.36
2.23
0.71
2.49
0.08
0.37
0.29
1.99
0.32

5.17
15.0
2.26
8.87
2.49
7.54
2.27

52.3
0.42
5.40
1.88

27.3

oo

miss coh
3.61
0.34
1.56
0.29
1.86
0.15
2.49
0.08
0.36
0.27
1.99
0.32

5.13
16.2
2.78

10.1
2.68
7.96
2.27

52.3
0.31
6.39
1.89

27.4

traffic. The miss traffic for updating is
always less than that generated by inval-
idating since its miss ratio is lower than
the miss ratio with invalidating. How-
ever, the component of the network traf-
fic due to coherence actions is roughly 2
to 25 times greater for updating that
invalidating since updating produces
some network traffic on every write to a
shared-memory location. The invalida-
tion strategy, on the other hand, pro-
duces coherence traffic only when a pro-
cessor first requests exclusive access to a
block, or when a write-back is required.
Subsequent writes to the same block by
the same processor generate no addi-
tional traffic.

How the differences in network traffic
and miss ratios translate to overall mem-
ory delay depends on the implementation

details of each individual system. For in-
stance, given a high-bandwidth network,
an updating strategy probably will pro-
duce lower average memory delays than
invalidating since updating has the low-
est miss ratio. The high traffic produced
by updating may be easily handled by
the network without increasing the
memory delay. However, if the intercon-
nection network is the system bottleneck,
as it is likely to be in many systems, then
invalidating may produce the best over-
all performance in spite of its relatively
higher miss ratio since it produces the
lowest network traffic.

3.2.2 Adaptive Coherence Enforcement

In addition to the effect these implemen-
tation details have on performance, the
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sharing characteristics of a program also
can affect the relative performance of up-
dating and invalidating. In some pro-
grams, an invalidation strategy may pro-
duce the best performance, while in other
programs, an updating strategy may be
best [Eggers and Katz 1989b; Karline et
al. 1986]. For instance, if a shared block
tends to be written by only a single pro-
cessor, but read by many processors, dis-
tributing the new values of the block pro-
duced by each write using an updating
strategy will reduce the miss ratio when
compared to an invalidating strategy. If a
block is written many times by a single
processor between reads by other proces-
sors, however, an invalidating strategy
will tend to reduce the unnecessary net-
work traffic that would be produced by
an updating strategy. Furthermore, the
sharing characteristics of a single block
may change over the course of a
program's execution making updating the
best choice for some references to the
block, while other references to the same
block may produce better performance
using invalidating. To adjust the coher-
ence enforcement strategy to the poten-
tially changing sharing patterns of each
block, several adaptive coherence
schemes have been proposed.

The competitive snoopy cache [Karline
et al. 1986] initially updates all shared
copies of a block by broadcasting writes
to these blocks over the shared bus. If a
processor has not referenced its copy of
the block after a specified number of
writes, it invalidates its cached copy so
that it no longer requires the block up-
dates. Similarly, the EDWP coherence
scheme [Archibald 1988] dynamically
switches from an updating strategy to an
invalidating strategy by keeping track of
the number of writes made to each block.
After three writes are made to a block by
the same processor with no intervening
reads by other processors, the block is
assumed to be no longer actively shared,
and all of the cached copies are invali-
dated. These two approaches thus at-
tempt to dynamically adjust the coher-
ence enforcement strategy based on the
program's run-time behavior.

The Munin system [Bennett et al. 1990]

implements a coherence mechanism that
uses the compiler to categorize each ob-
ject referenced by the program into a
coherence type, and it then adjusts the
coherence enforcement strategy to each
particular type. For example, a data ob-
ject that is determined to be mostly read
is copied to each processors' cache as it is
referenced, but an object that is alter-
nately read and written may have a sin-
gle copy moved among the processors in-
stead of being copied. Another adaptive
coherence strategy [Mounes-Toussi 1993]
examines the program at compile-time to
estimate the cost of using updating or
invalidating for each write reference
to a shared memory block. Each refer-
ence then is tagged with the lowest-cost
coherence enforcement strategy to be
used at run-time. Simulation studies of
this approach indicate that by switching
enforcement strategies for each shared
block, it can obtain the low miss ratios of
an updating coherence strategy while
generating the low network traffic of an
invalidating strategy, thereby achieving
the best of both enforcement strategies.
Additionally, since the compiler can look
ahead in a program to predict future
memory-shariijg patterns, this compiler-
assisted adaptive scheme tends to pro-
duce lower miss ratios and lower net-
work traffic than the adaptive schemes
that switch enforcement strategies using
only run-time information.

3.3 Precision of Block-Sharing information

Coherence schemes that dynamically de-
termine which memory references need
coherence actions have access to the
memory addresses only as the program
generates them. Since it is impossible for
the hardware to predict how the blocks
will be shared, the coherence mechanism
must track the state and sharing charac-
teristics of every memory block refer-
enced by the program. The number
of memory bits needed to store this
information can be enormous. Exact
mechanisms, such as the p + 1-bit full
directory [Censier and Feautrier 1978],
maintain enough state information about
the sharing of blocks to know exactly
which processors have a copy of which
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blocks. When a block needs to be invali-
dated, these exact mechanisms send in-
validation messages only to those proces-
sors that actually have a cached copy of
the block. Imprecise mechanisms, such
as the n-pointer plus broadcast directory
[Agarwal et al. 1988], reduce the amount
of stored information, but occasionally
must resort to broadcasting invalidation
messages to all processors, even those
without a cached copy of the affected
block. These broadcasts can significantly
increase the memory traffic in the inter-
connection network. Some recently pro-
posed tagged directories further reduce
the directory memory requirements by
maintaining sharing information only for
blocks that are actually cached. The fol-
lowing subsections describe the various
directories, and present current models
[Lilja 1991] for comparing the number of
memory bits needed by each directory to
maintain the cache-block-sharing infor-
mation.

3.3.1 Traditional Directories

In the traditional directories, memory
bits are associated with each block in the
memory modules to maintain the current
state of the block and to store informa-
tion about which processors have a
cached copy of each block. The p + 1-bit
full directory [Censier and Feautrier
1978], for example, encodes three states
for each cached block using two state bits
per cache block. In the invalid state, the
block is empty or not up to date. In the
shared, read-only state, the block is
shared and can only be read by all pro-
cessors. A processor with a block in the
exclusive state is assured of having the
only copy. Thus, it can both read and
write the block. The directory maintains
an additional p valid bits and a single
exclusive bit for each block in the mem-
ory, where p is the number of processors.
The total number of bits dedicated to
storing coherence information in this
scheme is p\m(p -f 1) + 2c], where m is
the total number of blocks in the memory
modules, and c is the total number of
blocks in the caches.

The broadcast directory [Archibald and

Baer 1984] maintains only the valid and
exclusive state bits for each block in the
memories and the caches, for a total of
2p(m + c) bits. Because it maintains
only this limited information, this direc-
tory must broadcast all of its invalidation
messages to all of the processors. These
broadcasts can be very time consuming
in a system with a complex interconnec-
tion network, such as a multistage net-
work, since these networks typically do
not support broadcasting. Additionally,
these broadcasts increase the average
memory delay compared to the full direc-
tory due to the increased network con-
gestion. The primary advantage of this
directory structure is its low memory re-
quirements for storing the block-sharing
information.

The rc-pointers plus broadcast scheme
[Agarwal et al. 1988] reduces the need
for broadcasting by maintaining n point-
ers with each memory block to point to
the first n processors that request a copy
of the block. When a block needs to be
invalidated, invalidation messages can be
sent only to the processors with a cached
copy of the block. If more than n proces-
sors attempt to simultaneously share the
same block, the directory sets a broad-
cast bit to indicate that invalidations
must be broadcast to all of the proces-
sors. This approach thereby trades-off
memory requirements with the need to
broadcast. Each of the n pointers in each
of the entries in this directory requires
'°&2 P bits to point to any processor, plus
a bit for each pointer to indicate if it
contains a valid processor number. Addi-
tionally, each entry requires the single
broadcast bit plus an exclusive bit. Fi-
nally, each block in the data caches re-
quires two state bits, making a total of
p[2c + m(2 + n + n log2 p)] bits dedi-
cated to maintaining coherence for this
directory structure.

The linked'list directory [James et al.
1990] reduces the size of the directory
compared to the full-directory structure
without requiring broadcasts by main-
taining a linked list from the directory to
each of the processors having a cached
copy of a block. A doubly linked list typi-
cally is used so that normal cache block

42



replacements may be performed within a
processor without communicating with
other processors. When a block is invali-
dated due to a coherence operation, the
invalidation command is propagated from
one end of the list to every processor that
has a copy of the block. This single-ended
propagation eliminates the potential race
condition that exists if invalidations were
propagated simultaneously from both
ends. The total number of coherence bits
required in this linked list directory is
p[3c + 2m + 2(c 4- m)log2 p] since each
pointer in each memory block and in each
cache block requires log2 p bits to point
to a processor, plus an extra bit to point
back to memory. Additionally, two state
bits are used in each cache block, and an
exclusive bit is needed for each memory
block.

3.3.2 Tagged Directories

In the traditional directories described in
the previous section, memory bits for
pointing to a processor with a cached
copy of a block are statically associated
with each block in the main memory.
Thus, the total number of coherence bits
is proportional to the size of the memory.
The tagged directories take advantage of
the observation that only blocks actually
cached in one or more processors need to
be allocated pointers. In these directo-
ries, pointers are dynamically associated
with memory blocks using an address tag
field only as the blocks are moved from
the memory to a cache. With this ap-
proach, the number of coherence pointers
is proportional to the size of the data
caches, which are significantly smaller
than the main memory. A variety of dif-
ferent configurations can be used to
maintain the coherence pointers them-
selves, such as those used in the full
p + 1-bit directory, the n-pointers direc-
tory, or the linked-list directory dis-
cussed in the previous section. Addi-
tionally, several other possible tagged-
directory structures are described below.

The pointer cache tagged directory
[Lilja 1991] maintains one pointer of
log2 p bits with each address tag of
log2 m bits. This structure allows multi-

ple entries in the directory to have the
same address tag. When n processors
share the same block, n distinct pointer
entries will be allocated in the directory
with the same address tag, but pointing
to different processors. The maximum
number of processors that can share a
block with this scheme is limited by the
associativity, a, of the pointer cache it-
self. When more than a processors try to
share a block, or when the entire pointer
cache overflows, a free pointer is created
by randomly choosing an active pointer
and invalidating the selected block in the
indicated processor.

The total number of bits needed to store
sharing information with this pointer
cache is [r(log2 m + log2 p + 2) + 2c]p,
where r is the number of entries in each
pointer cache. Typical values of r re-
quired for good performance are dis-
cussed in the next section. This bit count
includes the log2 m address tag bits, the
log2 p processor pointer bits, the pointer
valid bit, and the exclusive state bit
needed for each pointer, plus the two
state bits needed for each block in the
data cache. No additional coherence bits
are needed in the shared memory since
the tagged directories store this sharing
information only when a block is actually
cached.

The tag cache directory [O'Krafka and
Newton 1990] is a variation of the pointer
cache idea that uses two levels of caches
in the directory. The first level of the tag
cache associates n pointers with each
address tag. When a block is shared by
more than n processors, the correspond-
ing entry in the tag cache is overflowed
to the second-level tag cache. This sec-
ond-level cache uses the p + 1-bit struc-
ture of the full directory for each address
tag. Overflows of this second-level tag
cache are handled by invalidating a ran-
domly selected entry to be reused by an-
other block. The number of bits dedicated
to maintaining coherence with this direc-
tory structure is p[r }(\og2 m + n log2 p
+ 2) + r2dog2 m + p + 2) + 2c] where
r1 and r2 are the number of entries in
the two levels of the tag cache.

The coarse vector tagged directory
[Gupta et al. 1990] incorporates a mode

43



bit into each pointer entry to force the
directory controller to interpret
the pointer in one of two different ways.
If the mode bit is reset, then the v
pointer bits are interpreted as n direct
pointers to processors. Since log2 p bits
are required to uniquely identify a pro-
cessor, each entry can point to n =
U'/log2 pi unique processors. If more
than n processors attempt to simultane-
ously share the same block, the mode bit
is set to indicate that the pointer bits
should be interpreted as pointing to one
of the p/g clusters, where there are g
processors per cluster. That is, when the
mode bit is set, the ith bit of the v pointer
bits will be turned on to indicate that at
least one of the processors in the i'th
cluster has a copy of the shared block.
Invalidation messages then will be sent
to all of the processors in each cluster
that has its corresponding bit set in the
tag cache entry. The total number of bits
needed for coherence with this directory
structure is r(1|.p[log2 m + max(p/g9
I°g2 p) + 3] + 2cp, where rvv is the
number of entries in the tag cache. The
max function is needed to ensure that at
least one complete processor number of
log2p bits can be stored in the v bits.

The LimitLESS directory, which was
proposed as part of the Alewife project
[Chaiken et al. 1991], uses hardware and
software to implement a combination of
the /z-pointers per address tag structure
of the previously discussed tag cache, plus
the p + 1-bit full directory. Specifically,
when more than n processors attempt to
share a block, an interrupt service rou-
tine is invoked to emulate the complete
sharing information of the full directory.
Since it is assumed that more than n
processors will attempt to share
the same block infrequently, the perfor-
mance of this combined hardware/
software approach should be comparable
to that of the other tagged directories.

3.3.3 Cost and Performance Comparisons

There are two primary components of the
hardware implementation cost of a cache
coherence mechanism: (1) the control
logic required to implement the mecha-

nism and (2) the number of memory bits
needed to store the cache-block-sharing
information. It is difficult to quantify the
control logic cost of the different coher-
ence mechanisms without detailed circuit
designs since the complexity of this logic
can vary considerably. With detailed de-
signs, the implementation cost can be
measured as the VLSI chip area needed
to implement the control logic, for in-
stance, but this comparison is beyond the
scope of this survey. Instead, the amount
of memory used to store coherence infor-
mation is used for an approximate com-
parison of the implementation cost since
it can be a significant portion of the total
cost of implementing the mechanism.

To compare the memory requirements
of the different coherence mechanisms,
the memory overhead is defined to be the
ratio of the total number of bits dedi-
cated to coherence functions divided by
the total number of data bits in both the
main memories and the data caches [Lilja
1991]. The total number of data bits in
the system is D = pbw(m + c), where p
is the number of processors; 6 is the
number of words in each block; w is the
number of bits per word; m is the num-
ber of blocks in each of the p memory
modules; and c is the number of blocks
in each of the p caches. If Nx is the
number of bits dedicated to coherence
functions for a particular coherence
scheme, the corresponding overhead is
Ox = Nx/D.

Table 8 shows the memory overhead
for several different directories that
maintain different amounts of block-
sharing information. In this table, the
memory overhead is normalized to the
number of blocks in the data cache, c.
The ratio of the number of pointer cache
entries in each memory module, r, to the
number of blocks in each data cache is
s = r/cy and k = m/c is the ratio of the
number of blocks in memory, m, to the
number of blocks in the data caches.

A 4-way set associate pointer cache is
used to provide a fair comparison of a
realistic pointer cache implementation.
An invalidation on overflow policy is used
to create free pointers when the pointer
cache overflows. A random replacement
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Table 8. Normalized Memory Overhead for the Directory Mechanisms

Scheme

1. (p+l)-bit full directory

2. 2-bit broadcast directory

3. n-pointer +broadcast directory

4. Linked list directory

5. Pointer cache directory

Overhead, Ox

k(p+l)+2
bw{k+\)

2
bw

*(2+n+rtlog2p)+2

bw(k+\)

2(*+l)log2/?+2*+3

bw(k+\)

s[log2(fcc)+log2/>+3]+2

bw(k+l)

policy is used in both the pointer caches
and in the fully associative data caches.
The word size is w = 32 bits with p = 32
processors, and the data cache block size
is b = 1 word. Typical cache memory
sizes are in the range of 64 KB (216)
words to 256 KB (218) words, and a typi-
cal memory module may contain from 2
MB (221) words to 16 MB (224) words.
Thus, typical values of k = m/c, which is
the ratio of the number of blocks in each
memory module to the number of blocks
in each data cache, are in the range of 8
to 256. The following simulations use k
= 256. The data cache again is c = 8 KB
in each of the p = 32 processors.

The network traffic generated by the
different directories is shown in Figure
3(a-f) plotted against their respective
overheads. The number of pointer entries
available in the pointer cache tagged di-
rectory, r, relative to the number of
blocks in the data cache, c, is varied from
s = r/c = 1/32 to s = 2/1 , doubling
with each data point. When s is small,
there are not enough pointers available
to point to all of the processors that try to
share cache blocks. As a result, pointers
frequently must be reused by randomly

choosing an active pointer and invalidat-
ing the block in the processor to which it
points. These frequent pointer invalida-
tions produce a large number of invalida-
tion messages, which then generate a
large amount of network traffic. In all of
the programs tested, a pointer is usually
available when one is needed when the
number of pointers available in the
pointer cache is the same as the number
of blocks in the data caches (i.e., s = 1).
This one-to-one ratio usually is adequate
because the memory references tend to
be uniformly distributed among all of the
memory modules. Thus, requests for
pointers also tend to be uniformly dis-
tributed.

Even with this pointer cache size of
s = 1, the memory overhead of the
pointer cache directory is significantly
smaller than the overhead of the other
directories. The 2-bit broadcast directory
has the next lowest memory overhead
since it stores only 2 bits for each block
in the memory. However, it does not
maintain precise information about
which processors have cached copies of
blocks, forcing it to broadcast all of its
invalidation messages. These broadcasts
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Figure 3. The effect of the precision of block-sharing information (memory overhead)
on network traffic.
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produce extremely high network traffic
compared to the other directories. The
overhead of the n-pointer directory in-
creases in direct proportion to n, the
number of pointers it has available per
block. It produces very high network traf-
fic when n = 1 since it must resort to
broadcasting whenever more than one
processor attempts to share the same
block. Since fewer than four processors
typically attempt to share the same block
at the same time in most of these traces
(and in many other programs [Agarwal
et al. 1988; Eggers and Katz 1988; Weber
and Gupta 1989]), n = 4 pointers often is
sufficient to reduce the network traffic of
this mechanism to be approximately the
same as that of the full directory. The
network traffic of the linked-list direc-
tory is the same as that for the full direc-
tory since both send invalidations only to
those processors that actually have a
cached copy of the block. Its memory
overhead is less than that of the full
directory, however, since it maintains
fewer total pointers.

The miss ratio of the pointer cache
tagged directory follows a curve similar
to its network traffic. With a small
pointer cache, many active blocks are in-
validated to obtain free pointers. When
these active blocks are again referenced,
they force the processor to miss. When
the size of the pointer cache increases to
s = 1, the data cache miss ratio improves
to be the same as the full directory. The
other directories all produce identical
data cache miss ratios since they all al-
low up to p processors to simultaneously
cache the same block. The precision of
block-sharing information each main-
tains (i.e., the memory overhead) affects
only the number of invalidation mes-
sages they need to generate, and thus
affects only the total network traffic and
not the miss ratio.

While the network traffic and the miss
ratio produced by the linked-list scheme
is the same as that produced by the full
directory, the average memory latency of
the linked-list scheme is expected to be
higher than that of the directory. This
longer delay occurs because the entire

linked list for a shared block must be
traversed when the block is invalidated.
This list traversal time adds directly to
the delay for the write that triggered
the invalidation when a strongly ordered
consistency model is used. With
a weakly ordered model, however, much
of this delay may be hidden. With a full-
directory scheme, on the other hand, the
generation and sending of all of the in-
validation messages can be pipelined to
further reduce the memory delay.

These simulations demonstrate that
the memory overhead of the direc-
tory mechanisms is directly related to
the precision of the block-sharing
information they maintain and is in-
versely related to the corresponding
memory traffic. That is, more informa-
tion must be stored in order to reduce the
network traffic. However, a tagged cache
directory can provide the low network
traffic of a full directory while using very
little memory since it maintains the
sharing information only for blocks that
are actually cached. The additional cost
of the tagged directory compared to a
traditional directory is the relatively
more complex control logic it requires.

3.4 Cache Block Size

The cache block size, also called the line
size, is the number of consecutive mem-
ory words updated or invalidated as a
single unit. The fetch size, on the other
hand, is the number of words moved from
the main memory to the cache on a miss.
While these two parameters do not have
to be the same, the following discussion
assumes that a single block is fetched per
miss. Increasing the number of words in
a cache block can reduce the miss ratio
because of the high probability that
memory locations physically near re-
cently referenced locations will be refer-
enced in the near future (i.e., spatial lo-
cality). When the block size becomes too
large, the miss ratio increases since the
probability of using the additional fetched
data becomes smaller than the probabil-
ity of reusing the data replaced. The block
size that minimizes the average memory
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delay generally is smaller than the block
size that minimizes the miss ratio be-
cause the additional time required to
transfer the larger blocks can overwhelm
the latency to receive the first word
[Przybylski et al. 1988; Smith 1987].

In addition to allowing a cache to ex-
ploit spatial locality, another advantage
of blocks larger than a single word is
that they reduce the memory overhead of
the directory coherence mechanisms.
Since pointer information is maintained
only for blocks and not for individual
words, Table 8 shows that the cache co-
herence memory overhead is inversely
related to the block size. For example,
doubling the block size will cut the over-
head in half. This relationship is not true
for the compiler-directed coherence
mechanisms, such as version control,
however, since they still need a dirty bit
per word, independent of the block size.

Unfortunately, cache blocks larger than
a single word can introduce false sharing
in which two nonshared words end up
occupying the same block. For instance,
when a loop scans through an array, the
stride is the array subscript increment
from one iteration to the next. If the
stride is one, consecutive elements of the
array will be accessed by consecutive it-
erations of the loop. If the iterations are
distributed sequentially across the pro-
cessors, consecutive array elements will
be referenced by different processors.
When the cache block size is greater than
one array element, and the array ele-
ments are arranged linearly in memory,
many processors will need a copy of the
same block, causing a large amount of
sharing. This type of sharing is referred
to as false sharing since the processors
are not actually sharing data, but are
sharing memory blocks due to the place-
ment of the array elements in memory.
As long as the processors only read the
array, this sharing is not harmful, but
when a processor attempts to write to an
element when using an invalidation pro-
tocol, all the copies of the written block
will be invalidated, even though not all of
the elements are changed. In the worse
case, every write to the shared block will

cause an invalidation, and every read
will be a cache miss, so that blocks will
ping-pong between caches. As a result,
the processor miss ratios and'the mem-
ory network traffic increase compared to
a system with a block size of one word,
thereby increasing the average memory
delay.

To eliminate the false-sharing prob-
lem, many dynamic coherence schemes
use small blocks, in which case they lose
the potential benefits of exploiting spa-
tial locality [Agarwal and Gupta 1988;
Eggers and Katz 1989a; Goodman 1983;
Lee et al. 1987]. The statically detected
coherence schemes also tend to favor
small block sizes. With block sizes larger
than one word, the compiler must know
the block size, and it must control the
placement of the data in the memory. If
the compiler ignores the block size, false
sharing can introduce dependences be-
tween otherwise independent program
statements. These hidden dependences
then can cause incorrect program execu-
tion since coherence will not be correctly
maintained. The solution to this problem
is to use one-word blocks or to restrict
data placement so that each block
containsonly one unique variable name.
For arrays, this restriction has little ef-
fect beyond some fragmentation in the
last block allocated to the array, but if
large blocks are used, a substantial
amount of memory space may be wasted
on scalar variables since only one vari-
able can be assigned to a block.

3.4.1 Performance Effects

Figure 4 demonstrates how the cache
block size affects the network traffic and
miss ratio for the p -f 1-bit full directory.
The other directory schemes are not
shown since they have similar behavior,
and the version control scheme is not
simulated with block sizes larger than
one word due to compiler limitations.
Each word is four bytes, and the block
size is varied from 1 to 16 words (4 to 64
bytes). The fetch size is set to one block,
so that one complete block is fetched on a
miss. The parallel loop iterations are
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Figure 4. Effect of cache block size on miss, ratio and network traffic (bytes/reference).

scheduled with iteration 1 executing on
processor 0, iteration 2 on processor 1,
and so on. (The effects of different
scheduling strategies have been dis-
cussed elsewhere [Lilja 1992].)

The lowest miss ratios for arc3d and
simple24 occur with a block size of four
words, indicating that there is some spa-
tial locality that can be exploited in these
programs when using this scheduling
strategy. As the block size is increased,
however, the larger blocks begin to evict

blocks that are still in use, which then
increases the miss ratio. For the other
programs tested, the lowest miss ratios
are produced with single-word blocks due
to significant amounts of false sharing
with blocks larger than a single word.

Figure 4 also shows that the total net-
work traffic increases as the block size
increases. Figure 5 separates this net-
work traffic into the component required
to move the blocks into the caches on a
miss and into the component required to
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Figure 5. Components of total network traffic due to cache misses and due to
invalidations from data sharing.

send the invalidation messages from the
directory to the individual processors. For
the arc3d and simple24 programs, the
network traffic due to misses is relatively
flat as the block size increases from 4 to
16 bytes. Since in these two programs
the miss ratio decreases as the block size
increases to 16 bytes, there are fewer
blocks fetched, but each block is larger.
The result is that the miss traffic re-
mains approximately constant until the

miss ratio begins to increase when the
block size is greater than 16 bytes. The
invalidation traffic produced by these two
programs decreases slightly as the block
size increases from 4 to 16 bytes indicat-
ing that there is little false sharing until
the block size is larger than 16 bytes.
This reduction in invalidation traffic
shows that the caches are exploiting the
available spatial locality, which also is
reflected in the reduced miss ratios.
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In the other programs, the miss traffic
increases significantly as the block size is
increased due to the combination of
higher miss ratios and the fetching of
larger blocks. The increases in the invali-
dation traffic with the larger blocks for
these programs shows that the increases
in the miss ratios are due, at least in
part, to the false-sharing effect. That is,
as the block size is increased there is
more false sharing, which then requires
more invalidations to maintain cache co-
herence. It is interesting to note that the
invalidation traffic generally contributes
about half as much to the total traffic as
does the miss traffic. Thus, the larger
blocks tend to cause more network traffic
than the traffic produced by the addi-
tional invalidation messages from the
false-sharing effect.

4. HYBRID TECHNIQUES

The use of the different cache coherence
mechanisms is not mutually exclusive in
that several of the different mechanisms
can be combined into a single system.
This section presents several such hybrid
mechanisms.

4.1 Compiler Assistance for Reducing the
Directory Size

By allocating pointers to blocks only as
they are referenced, the tagged directo-
ries can significantly reduce the memory
requirements of a directory-based cache
coherence scheme. They still waste some
directory resources, however, by allocat-
ing pointers to blocks that cannot cause
coherence problems, such as blocks that
are never written or are never shared. To
reduce the number of pointers allocated,
it is possible to use the compiler to mark
all private and read-only blocks as not
needing coherence enforcement. Several
studies [Agarwal and Gupta 1988; Eg-
gers and Katz 1988; Lilja et al. 1989;
Weber and Gupta 1989] have shown that
a substantial fraction of all blocks refer-
enced by a program may be private or
read-only, and thus they could be marked
as not needing coherence enforcement.

When used with a tagged directory,
this compiler marking can significantly
reduce the number of pointers needed in
a given program and can thereby sub-
stantially reduce the required directory
size [Lilja and Yew 1991]. More complex
compile-time analysis techniques can
mark each individual memory reference
as needing a pointer allocated or not
[Nguyen et al. 1993]. This more precise
marking can reduce the time a pointer is
needed for a specific shared-memory lo-
cation, thereby allowing pointers to be
reused more frequently than with no
marking. This frequent reuse further re-
duces the size of the directory needed to
maintain a given level of memory perfor-
mance.

4.2 Combining Multiple Coherence
Mechanisms

The DASH distributed shared-memory
multiprocessor prototype developed
at Stanford University [Lenoski et al.
1990; 1992] incorporates two differ-
ent dynamic coherence mechanisms, a
snooping bus and a directory, and
two different coherence enforcement
mechanisms, invalidating and updating,
into a single system. The processors in
this system are divided into groups, or
clusters, with four high-performance
MIPS R3000 processors in each cluster.
Cache coherence within each cluster is
maintained using a bus-based snooping
protocol [Papamarcos and Patel 1984].
Coherence among clusters, in contrast, is
maintained using a directory-based in-
validation protocol where the directory
appears to be another processor on the
snooping bus in each cluster.

An interesting feature of this directory
is that, in addition to the standard inval-
idation protocol, it also supports two dif-
ferent update mechanisms. The first is
an update-write operation in which the
new data produced by the write is di-
rectly distributed to all processors with a
cached copy of the block being written.
The sharing information stored in the
directory is used to determine which pro-
cessors need to be updated. The second
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update mechanism is called the deliver
operation. With this operation, the pro-
cessor writing to a block writes into the
cache using the invalidate protocol. When
it has completed its sequence of writes, it
issues a deliver instruction specifying
which clusters should receive a copy of
the block. The directory then sends a
copy to each of the specified clusters, and
the directory is updated appropriately.
This write mechanism is useful when the
desired destination clusters are unlikely
to have a copy of the block already cached,
thereby making the update-write inade-
quate.

4.3 Compiler-Plus-Directory Coherence
Mechanism

While the version control [Cheong and
Veidenbaum 1989] and timestamp [Min
and Baer 1989] coherence mechanisms
keep extra state information in each
cache to help preserve temporal locality
between parallel tasks, another mecha-
nism that combines static and dynamic
coherence detection [Chen and Veiden-
baum 1991] keeps this extra state infor-
mation in a directory in the memory
modules. The directory monitors the
memory references generated by the pro-
gram and dynamically updates its state
to precisely determine which caches con-
tain which memory blocks, and whether
the blocks have been modified. At the
parallel task boundary, each processor
sequentially scans through its cache and
invalidates the cache entries that the
stored directory information specifies
should be invalidated. Of course, this se-
quential scan could significantly increase
the execution time of the program, but
this coherence mechanism may be able to
reduce the network traffic compared to a
conventional directory. Unlike a conven-
tional directory-based coherence mecha-
nism, this approach uses the directory
only to ensure that all cached blocks are
updated with the correct state at the par-
allel-task boundary, and not to perform
dynamic invalidations. Consequently, it
implicitly implements a weakly ordered
consistency model.

4.4 Extending the Memory Hierarchy into the
Network

Instead of using the interconnection net-
work for only moving data between the
memory modules and the caches, it is
possible to extend the memory hierarchy
into the network itself. It may be possible
to simplify the cache coherence mecha-
nism and to simultaneously improve per-
formance by caching data within the
switches of the network. For example,
the Memory Hierarchy Network (Mizrahi
et al. 1989] adds a local memory to each
switch in the network to cache the data
being referenced by the processors that
are connected to the switch. Additionally,
the switches maintain a distributed di-
rectory of where data is stored in the
system. To simplify the coherence mecha-
nism, only a single copy of a block is
allowed in the system. This single copy
then migrates through the network as it
is referenced by the different processors.

One of the critical parameters in this
type of system is the block migration
policy. This policy determines when a
shared block should migrate and how far
up the network it should move. Simula-
tions of this network with different mi-
gration policies have indicated that dis-
tributing the directory throughout the
network can significantly improve the
performance of the memory system, while
storing data at intermediate levels of the
network has much less of an impact on
performance. Additional research is
needed to fully evaluate this idea of ex-
tending the memory system into the in-
terconnection network, but early results
suggest that it is an approach that may
be able to significantly improve multipro-
cessor memory performance.

5. CONCLUSIONS

Using private data caches in a shared-
memory multiprocessor can significantly
reduce the average time required to ac-
cess memory, but these private caches
introduce the complexity of the cache
coherence problem. This survey has iden-
tified several important architectural is-
sues that affect the performance and im-

52



plementation cost of a cache coherence
mechanism. Trace-driven simulations
have been used to quantify the perfor-
mance impact of these different issues.
These architectural issues affecting the
cache coherence mechanism are the co-
herence detection strategy, the coherence
enforcement strategy, the precision of
block-sharing information, and the cache
block size.

5.1 Coherence Detection Strategy

The coherence detection strategy deter-
mines when and how memory references
are disambiguated to detect that a possi-
ble incoherence exists among the data
caches and the main memory. The dy-
namic coherence detection mechanisms
examine the actual memory addresses
generated at run-time. The resulting per-
fect memory disambiguation produces
low miss ratios, but the dynamic mecha-
nisms tend to have relatively high net-
work traffic due to the messages required
to maintain coherence. The static co-
herence detection schemes, in contrast,
examine memory references at compile-
time. Since these techniques rely on im-
precise compiler-based data dependence
tests to disambiguate memory refer-
ences, they tend to invalidate more cache
entries than are necessary to maintain
coherence, and thus produce miss ratios
that are higher than the dynamic mecha-
nisms. The self-invalidation used by the
static mechanisms tends to compensate
for their lower miss ratios by reducing
the network traffic compared to that pro-
duced by dynamic coherence detection
strategies.

5.2 Coherence Enforcement Strategy

After detecting a possibly incoherent
memory access, the cache coherence
mechanism must prevent the stale data
value from being referenced by a proces-
sor. The invalidation coherence enforce-
ment strategy forces processors to invali-
date blocks within their caches. If the

block is referenced again, a miss will be
generated which will cause the processor
to fetch the current value of the block
either from the main memory or from
another processor. With an update en-
forcement strategy, the new value of a
block created by a write operation is au-
tomatically distributed to all processors
with a cached copy of the block. When
these processors reference the block
again, they do not generate another miss
service request. As a result, the update
strategy tends to produce lower miss ra-
tios than the invalidate strategy. The
lower miss ratio of updating comes at the
expense of its significantly higher net-
work traffic when compared to invalidat-
ing, however.

5.3 Precision of Block-Sharing information

The amount of block-sharing information
that is maintained by the coherence
mechanism has a direct impact on the
implementation cost of the mechanism,
as measured by the number of memory
bits required to store the sharing in-
formation, and a direct impact on the
performance of the memory system. To
reduce the memory requirements, the co-
herence mechanism, such as the n-
pointer plus broadcast directory, can
store a relatively small amount of infor-
mation about which processors have a
copy of a cached block. The mechanism
then must resort to broadcasting of the
invalidation messages when the number
of processors sharing a block overflows
the available resources. This approach
trades-off lower memory overhead with
higher network traffic when compared to
a directory that stores complete shar-
ing information. However, recently pro-
posed tagged-directory schemes can
achieve very low memory overhead by
storing sharing information only for those
blocks that are actually cached. These
directories still can maintain low net-
work traffic since they are able to store
sufficient sharing information for each
cached block.

53



5.4 Cache Block Size

An important factor affecting the perfor-
mance of the memory system is the cache
block size, which is the number of words
stored in the cache as a single unit. The
use of cache blocks larger than a single
word may allow the processors to exploit
the spatial locality typical of memory-ref-
erencing behavior. However, memory ref-
erences in a multiprocessor system tend
to be spread out among the processors
which reduces the available spatial local-
ity compared to a uniprocessor system.
Additionally, blocks larger than a single
word introduce the false-sharing problem
which tends to make multiprocessor sys-
tems favor small cache block sizes. In
some application programs, it may be
possible to reduce the miss ratio by using
multiword blocks, but simulation studies
suggest that single-word blocks minimize
the network traffic by reducing both the
miss service traffic and the invalidation
traffic.

5.5 Summary

Finally, it is important to point out that
it is possible to incorporate several differ-
ent cache coherence mechanisms into a
single system. For instance, the DASH
prototype has demonstrated a coherence
mechanism that incorporates both a
bus-based snooping coherence mecha-
nism and a directory-based coherence
mechanism, and it gives the programmer
a choice of both updating and invalidat-
ing coherence enforcement strategies.
Additionally, it is possible to use
compile-time information to augment the
performance of a coherence mechanism,
for instance, to reduce the size of the
directory by reducing the number of co-
herence pointers that need to be allo-
cated and by reducing the time they need
to be active. Since each of the factors
affecting the cache coherence mechanism
produce different trade-offs in terms of
miss ratios and network traffic, it is likely
that these hybrid approaches will pro-
vide the best opportunity for increasing
the performance and reducing the imple-

mentation cost of the cache coherence
mechanism in large-scale shared-mem-
ory multiprocessors.
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Abstract

This paper represents a comprehensive survey of software solutions for mainte-
nance of cache consistency in shared-memory multiprocessor systems. The lack of
widely known, acceptably systematic, and flexible classification in this research
field has been our basic motivation for this work. We have proposed here a classi-
fication based on a set of ten carefully selected criteria that we considered most
relevant. Existing solutions have been described and decomposed on the basis of
this classification. Different solutions correspond to various points of an abstract
multidimensional criterion-space. Such a generalized approach enables the points
corresponding to nonexistent, but potentially useful solutions to be noticed and
selected for exploration. Finally, an overview of papers dealing with performance
evaluation of software solutions has been given. Different evaluation techniques
have been presented and compared, using representative examples.

1. Introduction

Shared-memory multiprocessor systems represent an efficient architectural sup-
port for applications characterized by significant data sharing among parallel
processes. The efficiency of these systems can be significantly improved if cache
memories are used. The presence of cache memories is important for two rea-
sons: first, because of the speed difference between the processor and the main
memory; second, because of the access contention for both the interconnection
network and the memory modules. A shared cache [YEH83] overcomes the speed
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gap, but not the access contention. Private caches enable most of the memory
references to be satisfied locally, thereby reducing the contention both on the in-
terconnection network and the memory modules.

One problem inherent to the use of private cache memories is potential inconsis-
tency of the memory system. If several processes on several processors access the
shared data, several copies of shared data will exist in private cache memories. If
these data are changeable, a change made by one processor renders the other
copies out of date. These stale copies should either be invalidated or modified
before some other processor uses them. This problem has been studied for at
least two decades. Consequently, a variety of possible solutions to the problem
have been proposed. Two major approaches are the hardware and the software
maintenance of the consistency of private caches.

Hardware approaches make consistency maintenance fully transparent for all
levels of software, thereby simplifying the programming model of the multiproc-
essor system with private cache memories but increasing the hardware complex-
ity of the system. One recent survey of hardware approaches is given in
[TOMA94a, TOMA94b]; most of the related papers are classified and reprinted
in the IEEE Computer Society Press book {TOMA&93}.

Software approaches [WULF72, GOTTL82, PFIST85, BRANT85, EDLER85,
SMITH85, CHERI86, VEIDE86, MCAUL86, LEE87b, CHEON88, CYTRO88,
CHEON89, MIN89, BENN90b, TARTA92, CHEON92, LOURI92, CHIUE93,
DARNE93] lift the transparency of the problem above the operating system level
or the compiler level. This complicates the programming model to some extent,
but decreases the complexity of the hardware support. Also, software approaches
tend to be more efficient than hardware approaches in a class of nonnumeric
applications characterized by predominantly migratory data [ADVE91]. This
survey of software approaches can be treated as the continuation of the effort
that started with the above-mentioned survey of hardware approaches
[TOMA94a, TOMA94b].

The motivation to do the classification and the survey presented in this paper
comes from the lack of a wide, systematic, and flexible classification and a corre-
sponding survey of software solutions. Existing survey papers in the field of
cache consistency focus mostly on hardware solutions. For example, papers
[ARCHI861 and [EGGER88] present and compare (using simulation methodolo-
gies) hardware schemes based on snooping. Paper [AGARW88] gives a survey
and an evaluation of hardware schemes based on directories. Papers [TOMA94a,
TOMA94b] contain the most comprehensive survey of hardware solutions. Paper
[STENS90] contains both hardware and software solutions, but the solutions in-
cluded are not detailed and many recent software solutions are missing. A simi-
lar statement applies to paper [LILJA93]. Paper [CHEON90] gives a
comparative analysis of three software schemes based on compiler assistance—
all three were developed by Cheong and Veidenbaum. Paper [MIN92] contains
an overview of software solutions and proposes one relatively narrow classifica-
tion of software solutions.

In this paper we propose a set of criteria for the classification of software solu-
tions. Existing software solutions are presented in the context of these criteria.
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After that, the proposed classification is generalized through the introduction of
an abstract space of relevant criteria. Each specific software solution is associ-
ated with one specific point (specified with multiple coordinates) of the multidi-
mensional criterion space. This type of generalization marks the points with no
known associated solution. Some of these points correspond to solutions that are
potentially useful under the circumstances.

In addition, this paper contains a survey of representative efforts in the domain
of performance evaluation of software solutions [MIN90, TARTA92, OWICK89,
ADVE91]. The efforts presented include both analytical (using mathematical
models) and empirical (using simulation models) analyses, as well as compari-
sons of software and hardware solutions.

The paper is organized as follows. The second section defines the cache consis-
tency problem in the context of software solutions. The third part proposes a set
of classification criteria, defines the basic classes of software solutions, and
mentions typical examples for each class. The fourth part contains a broad sur-
vey of existing solutions based on the above mentioned classification. The fifth
part introduces a generalization of the above classification and points to some
potentially useful solutions not yet found in the open literature. The sixth part
contains a survey of efforts related to performance evaluation and comparison of
software solutions.

2. Approaches to Classification of Cache Consistency Schemes

One of the most widely cited definitions of memory system consistency
(coherency) is the Censier-Feautrier definition from [CENSI78]. It states that "a
memory scheme is coherent if the value returned on a load instruction is always
the value given by the latest store instruction with the same address." This
definition allows copies of shared data to contain different values temporarily. It
is only important that the value is updated before it is read. The ability to delay
consistency maintenance activities to the moment when they are necessary
decreases the frequency of consistency maintenance activities and consequently
the system overhead. Most software solutions exploit this possibility.

The most common criterion used for classification is the placement of the consis-
tency maintenance mechanism—either in the hardware or in the software.
Hardware solutions make the consistency problem completely transparent to the
user and to all software levels. Software solutions make the consistency problem
visible either to the operating system or the compiler. The virtual machine acces-
sible to the programmer that uses the compiler or the operating system primitive
operations must be consistent. This classification has a drawback because some
solutions are hybrid by nature, and not always easy to classify according to the
hardware/software division line. The consistency maintenance algorithms in
software are implemented more or less with hardware support. On the other
hand, some authors [SKEPP95, DAHLG95] offer compiler-level optimizations for
hardware solutions. Still, this paper starts from the hardware/software division,
primarily in conformance with the widely adopted basic classification of
[STENS90] and [TOMA94a, TOMA94b].
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Instead of the hardware/software criterion, other criteria could serve as well for
the classification of cache consistency maintenance solutions in shared-memory
multiprocessor systems. These include, but are not limited to, the following:

1. Dynamic versus static. If consistency maintenance activities are
planned at the execution time, the solution is dynamic. All hardware
solutions, as well as the solutions predominantly implemented on the
operating system level, belong to this group. If the consistency main-
tenance activities are planned at the compile time, the solution is
static. All compiler solutions belong to this group.

2. Centralized versus distributed. If the consistency maintenance
data (such as directories in some hardware solutions) are kept at a
centralized site, the solution is centralized. If the consistency mainte-
nance data (such as descriptions of cache line states in some solutions
with snooping) are kept in a distributed fashion, the solution is dis-
tributed.

3. With communications versus without communications. If the
consistency maintenance activities imply communications among
processors, as is typically the case with hardware solutions, the solu-
tion is "with communications." If the consistency maintenance activi-
ties are performed without any communications among processors, as
is typically the case with software solutions, the solution is "without
communications." On a related issue, Min and Baer [MIN90] classify
the existing schemes to those (a) without invalidation (such as the
write-update snoopy schemes), (b) with induced invalidation (such as
write-invalidate snoopy schemes or directory-based schemes), and (c)
with self-invalidation (such as software schemes based on compiler
assistance).

4. Scalable versus nonscalable. All software schemes that we are
aware of, as well as some directory-based hardware schemes, are
characterized by good scalability. Snoopy schemes are characterized
by poor scalability and are applicable only in multiprocessors with a
relatively small number of processors.

3. A Proposal for the Classification of Software Schemes

Of the papers that treat, among other issues, the classification of software solu-
tions, the most complete is that by Min and Baer [MIN90]. Their classification is
based on several criteria (some of which we have accepted and reproduced in this
paper) and encompasses a relatively small number of existing solutions. It will
be referred to here as the Min-Baer classification. This paper proposes a set of
10 criteria which are believed to be broad enough to create clear distinctions
among most of the existing software solutions. Given criteria are not fully orthogo-
nal, that is, some criteria are derived from another ones. The classification
method is flexible enough to permit widening of the criterion set by adding new
criteria if and when so required by a newly generated solution. For each crite-
rion, we define a set of corresponding classes. Each class is illustrated with ex-
amples from the open literature (a reference to the original paper is included).
Also, a "wild card" class is introduced, referred to as (*), which can be associated
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with any criterion. If a given criterion is irrelevant for some solution, it will be
assumed that the solution is marked as (*) in relation to that criterion.

Criterion #1: Dynamism (D). Decisions about what consistency maintenance
activities to take can be made at compile time (statically) or at
run time (dynamically).

Classes: Static schemes (s), as in [WULF72, VEIDE86, CHEON89], or
dynamic schemes (d), as in [SMITH85, BENN90b, TARTA92].

Comment: In this work, only the schemes that require absolutely no compile
time analysis are designated as dynamic schemes. Consequently,
some of the schemes that make invalidation-related decisions at
run time, but also perform some compile time analysis are
classified as static schemes.

Criterion #2: Selectivity (S). Explicit consistency maintenance activities (such
as invalidation) can be done on the entire cache memory (that is,
without any spatial discrimination) or on only a portion of the
cache memory (that is, selectively).

Classes: Indiscriminative schemes (i), as in [VEIDE86], or selective
schemes (s), as in [CHEON88, CYTRO88, TARTA92].

Comment: The schemes referred to as selective are characterized by a wide
range of granularity of data which can be the subject of the con-
sistency maintenance activities. For example, in the case of the
IBM RP3 [BRANT85], a wide plethora of objects, all of them of
different sizes, can be the subject of the invalidation actions. The
granularity differences are not reflected through this criterion;
however, another criterion (to be introduced later) covers the
granularity issue.

Criterion #3: Restrictiveness (R). The consistency maintenance activities can
be performed for preventive purposes (conservatively) or only
when absolutely necessary (restrictively).

Classes: Conservative schemes (c), as in [VEIDE86, SMITH85], or restric-
tive schemes (r), as in [CHEON89, TARTA92].

Comment: This criterion could result in a fine division having more than two
classes. One could introduce a measure called the "level of re-
strictiveness," defined as the ratio of absolutely necessary consis-
tency maintenance activities to the total number of consistency
maintenance activities performed, averaged over a number of
benchmark programs. In an absolutely restrictive scheme, this
ratio would be equal to 1.

Criterion #4: Adaptivity (A), The consistency maintenance algorithm can be
fixed or adaptable to the characteristics of the access patterns to
data objects.

Classes: Fixed schemes (f), as in [SMITH85, CYTRO88, CHEON89,
TARTA92], or adaptive schemes (a), as in [BENN90b].

Comment: So far, only one adaptive scheme appears in the open literature
[BENN90b]; thus no need exists to introduce a finer measure
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called the "level of adaptivity." However, as time goes by and
other adaptive schemes are introduced, a need may arise for such
a measure.

Criterion #5: Locality (L). The consistency maintenance algorithm may reduce
misses strictly locally (interblock reduction) or globally (intrablock
reduction).

Classes: Local schemes (1), as in [SMITH85, VEIDE86], or global schemes
(g), as in [CHEON89, TARTA92].

Comment: Obviously, this criterion is an extension of the restrictiveness cri-
terion and is irrelevant for the absolutely conservative schemes
(those without any reduction of misses).

Criterion #6: Granularity (G). The size and structure of the unit object varies
from one consistency maintenance algorithm to the other.

Classes: Line (1), also referred to as "cache line" or "cache block" as in
[CHEON89]; page (p), as in [WULF72, SMITH85]; segment (s), as
in [TAETA92]; or flexible object (f), as in [BRANT85, BENN90b].

Comment: To some extent, this criterion extends the selectivity criterion.
In the case of fully indiscriminative schemes, this criterion is
irrelevant.

Criterion #7: Blocking (B). The basic program block in the consistency main-
tenance process varies in size and structure from one algorithm to
the other.

Classes: Critical region (c), as in [SMITH85, TARTA92]; epoch (e), as in
[MCAUL86, VEIDE86, LEE87, CHEON89, MIN89]; subroutine
(s), also referred to as "procedure" as in [CYTRO88]; or the entire
program (p), as in [WULF72].

Comment: Actually, terms such as "computational unit" [MCAUL86], "loop"
[VEIDE86], "epoch" [LEE87, MIN89], "task level" [CHEON89],
and the like, refer to the issue which is essentially the basic con-
sistency block. Consequently, one entire class was introduced to
encompass all these cases.

Criterion #8: Positioning (P). Instructions to implement the consistency
maintenance algorithm can be positioned at various places in the
program.

Classes: Entry/exit into/from the critical region (e), as in [SMITH85,
TAETA92]; loop boundary (b), as in [VEIDE86, CHEON89J;
source/sink of the data dependency (d), as in [CYTRO88]; or inter-
rupt procedure (i), as in [CHERI86].

Comment: Some of the schemes do comparisons at each reference (using
specialized hardware support), which can also be treated as a
consistency maintenance activity. However, this criterion
considers only the special instructions for consistency mainte-
nance (invalidate, flush, post, and the like).

Criterion #9: Updating (U). The main memory can be updated either at the
time of cache write or after some delay.
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Classes: Write-through (t), as in [CHEON89]; write-back (copy-back) (b),
as in [CYTRO88, BENN90b]; hybrid (h), which implies both write-
through AND write-back, as in [SMITH85]; or alternative (a), which
implies either write-through OR write-back, as in [TARTA92].

Comment: One should notice the difference between the hybrid schemes
which (as in [SMITH85]) offer write-through for private data and
write-back for shared data, on one hand, and alternative schemes
which (as in [TARTA92]) propose that one or the other approach
be used exclusively.

Criterion #10: Checking (C). Conditions of inconsistency can be checked using
several techniques.

Classes: Checking the data type or the reference type (r), as in [WULF72,
LEE87a, MIN89]; program structure analysis (s), as in
[BRANT85, VEIDE86]; data dependency analysis (d), as in
[CYTRO88]; run-time information comparison (c), as in
[CHEON89]; or monitoring of the traffic on the interconnection
network (m), as in [CHERI86].

Comment: The classification based on this criterion should be treated condi-
tionally. Some schemes include more than one technique for
detection of inconsistency. For example, this is the case with the
scheme in [CHEON88]. In such cases, the schemes are classified
according to the technique that dominates. However, for com-
pleteness, the presence of other techniques will be indicated
accordingly (using slashes, as in c/+s+d+r/).

4. An Overview of Software Schemes

This section contains a relatively broad overview of existing software schemes for
maintenance of consistency among private cache memories. Using the criteria
and the classes introduced in the previous section, a (10-element) set of attrib-
utes is associated with each scheme presented. These attributes determine the
place of a given scheme in the proposed classification. In accordance with the
(first) dynamism criterion, this section is divided into two subsections. One deals
with static schemes and the other with dynamic schemes.

For consistency of presentation, each scheme description of this section includes
the following elements:

(a) Information about the authors and the home institution of their re-
search, the project of which that research was a part, and the major
references to the original work.

(b) The essence of the contribution, or the major characteristic of the
research, in succinct form.

(c) Description of the scheme, in which the level of detail is related to the
impact of the scheme, its relevance to the class under consideration,
and the amount of data available through the open literature.

(d) Final discussion of the scheme (advantages, disadvantages, and pos-
sibly a discussion of some specific issues).
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(e) At the end, the 10-element descriptor vector is given, thus defining the
place of the scheme within the overall classification used in this work.

4.1. Static Schemes

Static schemes predominantly rely on program analysis at compile time. Analy-
sis points to potential causes of inconsistency, and additional information is
added to the program to avoid fatal inconsistency errors during the program exe-
cution. This additional information includes, but is not limited to, issues such as
marking of data, marking of references, and insertion of special instructions.
This analysis (and related actions) eliminates the need for processors to com-
municate during the execution of the critical parts of the code, thereby making
static schemes well scalable. On the other hand, static solutions degrade system
performance because the precise prediction of memory conflicts due to cache
inconsistency ir not possible (actions are performed on the basis of some kind of
"worst-case" analysis, not on the basis of "deterministic-optimum" analysis).

4.1 .1 . The C.mmp page marking from Carnegie-Mellon University

Wulf and Bell [WULF72] from Carnegie-Mellon University, working on the
C.mmp project, were among the first to notice the problem of multiple values of
shared variables existing concurrently in private cache memories of different
processors in a multiprocessor system. The essence of the proposed method for
the maintenance of cache consistency is in keeping the read-write shared data
out of the cache at all times.

Only the read-only shared pages can be cached in the private cache memories.
This is particularly the case with pages that contain shared instructions. Pages
are marked as "cachable" using a bit reserved for this purpose in the relocation
registers.

This scheme is extremely conservative, thereby permitting relatively easy reali-
zation but decreasing the processing power considerably [OWICK89].

Classification: (D:s,S:*,R:c,A:f,L:*,G:p,B:p,P:*,U:*,C:r).

4.1.2. The Ultracomputer program structure analysis from New York University

Gottlieb and his coauthors [GOTTL82, GOTTL83], Edler with his coauthors
[EDLER85], and McAuliffe in his PhD thesis [MCAUL86] proposed the approach
for software maintenance of cache consistency in the Ultracomputer multiproc-
essor developed at New York University. The essence of the approach is that the
caching of read-write shared data is permitted in the intervals of the program
execution when the read-write shared data are used exclusively by one processor.

The Ultracomputer supports two instructions for software managing of cache
memories. These instructions are inserted into the user code at compile time.
The Release instruction frees one cache memory entry without copying the data
(from that entry) into the main memory. This means that the Release instruction
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prevents memory traffic. According to [GOTTL83], the main memory is updated
according to the write-back approach. In a later paper [EDLER85], a combined
approach is used: write-back for private data and write-through for shared data.
Independently of cache consistency maintenance, the Release instruction can be
used, at the exit from a begin-end block, to free the space in cache that was used
by the local variables. In the context of cache consistency maintenance, the read-
write shared variables are kept in cache only during the time intervals when it is
guaranteed that they will be accessed only for read. At the end of these intervals,
the variable has to be removed from the cache, using the Release instruction,
and marked as noncachable. The second of the two cache consistency mainte-
nance instructions is the Flush instruction which copies data from the cache
memory entry into the main memory without erasing the entry. For private data,
the Flush instruction must be executed when blocking a task, because the exe-
cution of the task may continue on another processor. For data shared by a par-
ent-task and its child-tasks, instructions Flush and Release are executed before
the spawn operation. The variable that was private before a new task was cre-
ated now becomes shared and must be marked as noncachable; however, its
value in the main memory is up to date. After the child-tasks are completed, the
parent task can continue to work with the same variable, treating it as a private,
and therefore cachable, variable. The first next reference to that variable will
place its current value into the cache. All activities described here can be per-
formed on the segment level or on the cache level.

This scheme is less conservative than the Wulf-Bell scheme. Still, this caching
scheme has no restrictiveness in the invalidation of shared data. The scheme
supports only the locality of references within "safe" intervals. The consistency
maintenance related instructions can be made selective with the segment-level
granularity; however, something like that would slow them down due to the
required scan through cache directory.

Classification: (D:s,S:s,R:c,A;f,L:l,G:s,B:e,P:b,U:h,C:s).

4.1.3. The RP3 flexible invalidation from the IBM T.J. Watson Research Center

Brantley, McAuliffe, and Weiss [BRANT85], as well as Pfister and coauthors
[PFIST85], proposed a cache consistency maintenance scheme similar (but more
flexible with respect to granularity of data) to the one from the NYU Ultracom-
puter. The research was done at the IBM T.J. Watson Research Center and was
intended for the IBM's RP3 multiprocessor.

At compile time, shared data are marked as cachable if they are used exclusively
in the given program block. Data marked as noncachable in one program block
may become cachable in the next program block, and vice versa. Also at compile
time, data are marked as volatile or not, which helps in the efficient manage-
ment of the temporary cachable data. In short, all data exhibit two attributes:
cachability and volatility. These attributes are also specified on the level of seg-
ment and page descriptors for specific segments and specific pages. They are also
applied to segment tables and page tables. Moreover, the RP3 includes a number
of different data invalidation instructions: line invalidation, page invalidation,
segment invalidation, user space invalidation, supervisor space invalidation, and
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invalidation of all volatile data (which can exist in many different segments or
pages). The main memory is updated using the write-through approach.

In general, the cache consistency maintenance strategy of the IBM RP3 scheme
is still very conservative; however, its selective invalidation is more flexible in
the sense that the granularity of the invalidation can be varied. Consequently, in
the case of the IBM RP3 scheme, the software designer can use more powerful
"tools" in an effort to minimize the probability that a data item is "expelled" from
the cache, although it may be needed later.

Classification: (Dis^rSjRxA^L^jGr^BiejPib^itjCrs).

4.1.4. Cache on/off control from the University of Illinois

Veidenbaum [VEIDE86] proposed a relatively simple static software scheme for
cache consistency maintenance in the Cedar multiprocessor at the University of
Illinois. The scheme assumes a program structure based on parallel/serial loops,
which are widely used to express parallelism in numeric applications. The essence
of the scheme is that compiler inserts special-purpose instructions for cache
consistency maintenance only at loop boundaries and at subroutine call points.

Assuming that the main memory value of the shared variable is current, which
is achieved here using the write-through approach, incoherence occurs when a
value fetched from the cache is different from the value in the main memory.
According to this definition, Veidenbaum gives a formal proof of the lemma about
the necessary conditions for inconsistency. When processor Pj (j=l,2,...) fetches
the variable X, the inconsistency will happen if (1) the value of the variable X is
present in the cache memory of the processor Pj, and (2) the new value of X is
placed into the main memory by the processor Pk (ks*j, k=l,2,...) after the proces-
sor Pj had accessed the variable X last time. Detection of the necessary condi-
tions of inconsistency can be based on the data dependency graph. As indicated
in Figure 1, the inconsistency will happen if the following is satisfied: (1) Pj exe-
cutes instruction SI which writes into or reads from X; (2) another processor Pk
(k*j) executes instruction S2 which writes a new value into X; and (3) Pj executes
instruction S3 which reads from X again.

SI: Xe IN(S1) v XeOUT(Sl)
IN(S): set of variables read by instruction S

D 1 OUT(S): set of variables written by instruction S
Dl is output dependency or antidependency

S2: X e OUT(S2)
D2 Is flow dependency

S3: Xe IN(S3)
D2

Pj Pk

Figure 1. Data dependency graph containing the conditions of inconsistency.
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Instructions for cache consistency maintenance are as follows: (1) Flush (or Invali-
date according to [CHEON90]), which deletes the contents of the entire cache
(indiscriminative invalidation); (2) Cache-on, which enables the cache, that is,
enables all references to go through the cache; (3) Cache-off, which disables the
cache, that is, forces all references to bypass the cache. The proposed cache coher-
ence maintenance algorithm is applied at compile time—each instruction in the
program is examined, and where necessary, the above-mentioned cache consis-
tency maintenance instructions are inserted before, inside, or after the loops as
well as before/after procedure calls, as follows:

1. DoAll: There is no data dependency between different iterations of
the loop, thus there is no inconsistency hazard. Consequently, cache
memory can be enabled. The loop is expanded with Cache-on and
Flush instructions, so each processor, at the beginning of the iteration
which is assigned to that particular processor, enables its own cache
and deletes the old contents.

2. DoAcross: Parallelization is possible with additional synchronization
required to cope with the data dependency between different itera-
tions. Consequently, conditions of inconsistency can arise, and the
Cache-off instruction should be inserted in the loop. However, the
cache could be enabled. In that case, the Flush instruction should be
inserted after the synchronization-related wait-on-semaphore opera-
tion in the appropriate iteration on the processor which contains the
sink of data dependency. With respect to other details, the treatment
of the DoAcross loop is the same as the treatment of the DoAll loop.

3. Serial loop: Cache memory can be enabled because the loop is entirely
executed on one processor. This is the consequence of the fact that the
structure of data dependencies between iterations disables any paral-
lelization. Instructions Cache-on and Flush have to be inserted before
the loop.

4. DoEnd: If the cache was enabled before the loop and disabled in the
loop, the Cache-on instruction is inserted after the loop. If the cache
was enabled before the loop and enabled (fully or partially) in the loop
(because the loop was of the type DoAll or DoAcross), the Flush
instruction is inserted after the exit from the loop.

5. Call: Instruction Cache-off is inserted before the call; if the cache is
enabled before the call, instructions Cache-on and Flush are inserted
after the call.

As can be seen, the algorithm includes no analysis of individual data dependencies
for each particular instruction. It only does the preventive disabling and flushing
of the cache at the boundaries of those loop types in which the nonconsistency
condition can be created. Consequently, this algorithm is very conservative, its re-
strictiveness of invalidation is very low, and the invalidation is indiscriminative.

Classification: (D:s,S:i,R:c,A:f,L:l,G:*,B:e,P:b,U:t,C:s).

4.1.5. Program analysis and reference marking from the University of Illinois

Lee, Yew, and Lawrie [LEE87a, LEE87b] proposed a scheme based on the static
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analysis of program structure and marking of individual references. The research
was done at the University of Illinois.

The approach starts from the notion of epoch, which refers either to a parallel
loop or to a piece of sequential code between two parallel loops. First, the pro-
gram is analyzed and segmented into a sequence of epochs. Second, for each data
item, its cachability status is marked for each epoch separately (the cachability
status of a data item may change from one epoch to the other). The marking is
done at compile time, using Paraphrase, a parallelizing Fortran compiler. Within
an epoch, all references to a variable accessed by a number of processors, but for
at least by one processor for write, are marked as noncachable (references to other
variables are marked as cachable). References marked as noncachable bypass the
cache at execution time and access the main memory directly. At the end of each
epoch, the invalidation of the cache contents is done, so that the processor obtains
up-to-date values from the main memory at the next reference to the variable.
The main memory is updated using the write-back approach.

This algorithm efficiently supports the intraepoch localities. However, the cache
is flushed at the end of each epoch, which means that the interepoch localities
are not supported and the performance of the scheme is degraded.

Classification: (D:s,S:i,R:c,A:f,L:l,G:*,B:e,P:b,U:b,C:r/+s/).

4.1.6. Fast selective invalidation from the University of Illinois

Cheong and Veidenbaum [CHEON88] proposed another software scheme for
consistency maintenance which also originated from research done at the Uni-
versity of Illinois. The speed of invalidation in this scheme is close to that of
indiscriminative invalidation, but its selectivity is such that it results in a better
hit ratio.

It is assumed that the value of a variable in shared memory is always valid
because the write-through approach is used. Also, it is assumed that the syn-
chronization variables are not cached. Each word in cache has a change bit associ-
ated with it. When set, this bit indicates that the word is potentially invalid (in
another paper, which originated from the same research [CHEON90], this bit is
defined in the inverse way). When a new line is entered into the cache, the corre-
sponding change bits are set to 0 (zero). Also, a cache write sets this bit to 0. The
Invalidate instruction only sets the change bits to 1—it does not perform the ac-
tual invalidation. The setting of change bits is done in one cycle for all change
bits in the cache. That is why the invalidation is as fast as in the case of indis-
criminative invalidation. At compile time, the Invalidate instructions are inserted
at the critical places in the program (loop boundaries), in the same way as in a
previously described scheme [VEIDE86]. Also, each word in cache has a clear bit
associated with it. This bit, when set, indicates that nothing was read/written
from/into the corresponding word. The Clear-cache instruction sets the clear bits
of the entire cache memory to 1 (one), which brings the cache into the initial
clear state. Marking of references is done at compile time, as follows. All refer-
ences that can be guaranteed not to fetch an invalid data copy are marked as
cache-read. Other references are marked as memory-read. The marking algorithm
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is applied to each procedure separately. It is assumed that the cache is always
cleared at the beginning of a procedure (using the Clear-cache instruction). Ref-
erences to data that are only read within a procedure are marked as cache-read;
also, all references to read-write data coming chronologically prior to the first
write to the same data are marked as cache-read. Other references are marked
according to specific rules. For cache hit, not only must the address and validity
tags match, but also the reference must be either a cache-read or a memory-read
with the change bit set to 0.

In this scheme, the invalidation instructions are inserted into the program stati-
cally. The same applies for marking of references. However, the Invalidate
instruction here only points to the occurrence of a situation in which stale con-
tents may appear in cache memory. Decisions about actual invalidations are
made at execution time. The hit is prevented only for those memory-read refer-
ences with the change bit in the accessed word set. This approach has two bene-
fits. First, invalidation has no impact on cache-read references; that is, the
invalidation is selective. Second, when a variable is read more than once within
a single iteration of a DoAll loop, although all reads are marked as memory-read,
the invalidation will refer to the first read only; the other reads will be satisfied
in the cache memory (intraepoch restrictive invalidation). However, the algo-
rithm for inserting the Invalidate instruction is conservative—preventive invali-
dation is done at the boundaries of parallel loops (interepoch conservative
invalidation).

Classification: (D:s,S:s,R:c,A:f,L:l,G:l,B:e,P:b,U:t,C:c/+s+d+r/).

4.1.7. Programmable cache from the IBM T.J.Watson Research Center

Cytron, Karlovsky, and McAuliffe [CYTRO88] proposed a solution for cache con-
sistency maintenance in shared-memory multiprocessors that is based on a de-
tailed static analysis of data dependencies for all instructions in the program.
The authors were with the IBM T. J. Watson Research Center and the University
of Illinois at the time when the work was published.

As in other static schemes, special instructions for cache memory management
are inserted into the program at compile time, as follows: (1) Post is the instruc-
tion that passes the value of the local data copy into the location of the original
data in main memory; (2) Invalidate is the instruction that destroys the local
data copy; and (3) Flush is the instruction that performs a combination of the
previous two instructions. A write-back cache memory is assumed, one which is
large enough so that replacement of lines can be neglected. The line size is equal
to one memory word. Each address in the global address space is marked in one
of the following three ways: (a) Cachable—data copies on these addresses can
exist in private cache memories at all times (read-only shared data and private
data); (b) Temporarily cachable—data at these addresses can be placed into the
cache memory, and the compiler is responsible for making decisions about when
these data are to be flushed or invalidated (read-write shared data); (c) Non-
cachable—data from these locations are not allowed to be placed into the cache
memory (shared data with activity dynamics such that the consistency mainte-
nance does not pay off, due to a relatively large overhead). The cachability status
of an address is determined in three steps: first, all variables are marked as
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Temporarily cachable; second, the locations where the cache management instruc-
tions are to be inserted are determined; and third, the variables that require no
consistency maintenance are marked as Cachable, while those accessed only af-
ter invalidation are marked as Noncachable; other variables remain Temporarily
cachable (these would require a special analysis to determine how profitable it
would be to perform the consistency maintenance activity for each particular
variable). The proposed algorithm relies on some information obtained from the
parallelizing compiler, such as information about the ability to parallelize a loop
(if the loop is parallel or serial), the data dependency graph, and the like. In-
struction Post(X) is inserted after the instruction that writes into a shared vari-
able X if it (the instruction that writes) is a source of the crossing flow dependency.
The term crossing refers to the case in which the sink of the dependency can be
executed on another processor. Also, if the variable X is inter-procedurally live
after the procedure under analysis, the instruction Post(X) is inserted after the
last write to X within the same procedure. Hence, the instruction Write is fol-
lowed by the instruction Post(X) in the case of the following sequence:

Write (Pi,X) -> Read(Pj,X) (j * i)

The authors propose two different algorithms for insertion of the instruction
Invalidate. The first one is less complex. It is linearly dependent on the number
of flow dependencies in the analyzed program. However, it can generate unnec-
essary invalidations because it is based on a conservative invalidation strategy:
Invalidate (X) is inserted before each reading of the variable X if the variable X
is a sink of a crossing flow dependence. Also, if a shared variable X has been
defined before the entry into the procedure, the Invalidate(X) instruction is in-
serted before the first reading of the variable X in the procedure. Hence, in-
struction Invalidate(X) is inserted before the read operation when the above-
mentioned write-read sequence exists. However, it would be enough to invalidate
the variable X before the second reading, only when the following sequence exists:

Ref(Pj,X) -> Write (Pi,X) ->Read(Pj,X) (j * i)

Consequently, the authors propose a better, but more complex algorithm for inser-
tion of the invalidation instructions (an algorithm quadratically dependent on the
number of flow dependencies). The Invalidated) instruction is inserted before the
sink of the crossing flow dependency if the source of the analyzed flow depend-
ency acts as a sink in at least one output dependency, or in at least one antide-
pendency, in relation to the variable X. Instruction Flush(X) generates both
operations—the passing of X into the shared memory and the invalidation of X
in cache memory (of the processor that executed the instruction). Instruction
Flush is inserted after the source of the direct dependency, substituting for the
instructions Post and Invalidate when such substitution can be done without
causing unnecessary misses.

This scheme is very restrictive to the invalidations within a procedure. This is
due to the fact that both the program structure analysis and the data depend-
ency analysis are performed at compile time. However, the problem of unneces-
sary invalidations on the interprocedure level is still there.

Classification: (D:s,S:s,R:r,A:f,L:g,G:l,B:s,P:d,U:b,C:d/+s+r/).
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4.1.8. Version control from the University of Illinois

Cheong and Veidenbaum [CHEON89] proposed a scheme that represents an im-
provement of their "fast selective invalidation" scheme. The new scheme was
also developed at the University of Illinois. It is based on the static analysis of the
parallel program tasking structure and a dynamic control of the variable version
using appropriate hardware support.

The essence of the approach is in the notion that, whenever a write is made to a
shared variable, a new "version" of its contents is formed. In the case of DoAll
loops, there is no data dependency between iterations (iterations of the DoAll
loop form tasks on the same level of the task execution graph), and there is no
hazard of another processor needing the new version of the shared variable.
Therefore, no consistency maintenance related activities are needed within a
DoAll loop—a temporary inconsistency of the memory system is allowed. How-
ever, before the processor passes the task level boundary, the most recent ver-
sion of the variable in cache must be stored into the main memory. Each
processor keeps a private information about the current version of each shared
variable (scalar or vector) in its local memory. For that purpose, a current ver-
sion number (CVN) is maintained. When passing to the next task level (for ex-
ample, after the exit from a DoAll loop), processors execute the instructions
(inserted by the compiler, based on the static program analysis) for incrementing
the CVN for all variables being written at the previous task level. At the same
time, each cache line contains a field with the information about the birth ver-
sion number (BVN). The BVN is updated at the loading of each cache line from
main memory. After a read miss and the loading of the cache line, BVN is equal
to CVN. At each cache write, BVN is made equal to CVN 4- 1 (the number of the
next version). At each access to a shared data item in cache, CVN and BVN are
compared. If BVN is smaller than CVN, the data item in cache is stale, and the
access is declared a miss. If BVN is equal to or greater than CVN, the data item
in cache is valid, and the access is declared a hit (after a write to a variable, BVN
= CVN + 1, and BVN is greater than CVN on the same task level).

The version control scheme [CHEON89] demonstrates a better performance than
the previous two schemes (VEIDE86 and CHEON88] because it respects the
temporal locality of references over the task execution level boundary
[CHEON90]. A direct consequence of this is an increased hit ratio. This advan-
tage is paid for by a more complex hardware support for consistency mainte-
nance in comparison to other schemes.

Classification: (D:s,S:s,R:r,A:f,L:g,G:l,B:e,P:b,U:a,C:c/+s/).

4.1.9. Timestamps from the University of Washington

Min and Baer [MIN89, MIN92], from the University of Washington, proposed,
independently of Cheong and Veidenbaum, a scheme which is essentially similar
to the version control scheme.

Each shared data structure is assigned a counter, which is incremented at the
end of each epoch in which the data structure can be modified. Each word in
cache is assigned a "timestamp." This timestamp is set to "counter + 1" when
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that word is modified. At the access to cache memory, a word is valid if the value
of the timestamp is equal to or greater than the value of the corresponding
counter. The Min-Baer counter corresponds to the Cheong-Veidenbaum CVN,
and the Min-Baer timestamp corresponds to the Cheong-Veidenbaum BVN. The
Min-Baer epoch corresponds to the Cheong-Veidenbaum task level.

The primary difference between the timestamps approach and the version con-
trol approach lies in the fact that Min and Baer also propose a very sophisticated
algorithm of marking references, which better supports the localities between
dependent tasks in a DoAcross loop.

Classification: (D:s,S:s,R:r,A:f,L:g,G:l,B:e,P:b,U:t,C:c/+s+r/).

4.1.10. Generational approach from the State University of New York at Stony
Brook

Chiueh [CHIUE93] proposed an improvement of the idea about control of
shared-data versions. His consistency scheme takes care of the current genera-
tion of tasks using a levelized task graph, instead of the separate management of
each variable version. The work was performed at the State University of New
York at Stony Brook.

Each cache line is extended with a valid generation number (VGN) field. On the
other hand, a new register, to indicate the current generation number (CGN) of
tasks, is added to each processor register set. At the end of each task, where a
shared variable was written, the appropriate instruction to modify the appropri-
ate VGN field in the cache line is inserted by compiler. The VGN field is set to
the generation number, when this variable is written again by an arbitrary proc-
essor; thus, the VGN field indicates the last generation number, until the appro-
priate shared variable can be considered as valid. When a task is scheduled to a
processor, CGN is written into the CGN register of that processor, to indicate the
current generation of the task. An access to a shared variable X is treated as a
hit, if VGN(X) > CGN.

Compared to the Cheong-Veidenbaum version control scheme or the Min-Baer
timestamping scheme, this generational approach simplifies the hardware sup-
port. Instead of a local table for each processor to keep information on the global
current version of each shared variable, only one additional register (CGN) is
used here. Additionally, the Chiueh's approach naturally overcomes some inher-
ent problems of the version control scheme, such as DoAccross loop handling or
inefficiency caused by conditional writes.

Classification: (D:s,S:s,R:r,A*.f, L:g,G:l,B:e,P:b,U:t,C:c/+s+r/)

4.1.11. One-bit time stamps from Rice University

Darnell and Kennedy [DARNE93], from Rice University, proposed a new scheme
based on timestamping. Their scheme requires considerably less complex hard-
ware support then appropriate schemes [CHEON89] and [MIN89], although it
achieves at least the same hit ratio.
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One bit, called "epoch bit," is associated with each cache line and notifies any
arbitrary access to the cache line during current epoch of the program execution.
All epoch bits are reset at each epoch boundary. Invalidate instructions are
inserted statically by compiler at the end of each epoch (before reset of the epoch
bits). Invalidation can be related to the whole array (conservative analysis of the
program) or only to some parts of the array that have been written during the
current epoch. In run time, these instructions actually invalidate only the cache
lines that have not been accessed during the epoch. Invalidate instruction prac-
tically copies the epoch bit to the valid bit.

As it has been shown through simulation study, this scheme has nearly always a
better hit ratio than the scheme proposed by Min and Baer [MIN89], Hardware
support, on the other hand, is very simple—each cache line is enlarged with one
bit (epoch) and no additional bits are required in instructions or private memory.

Classification: (D:s,S:s,R:r,A:f,L:g,G:l,B:e,P:b,U:*,C:c/+s/).

4.2. Dynamic solutions

Like hardware solutions, dynamic software solutions maintain the consistency of
private caches entirely at run time. They are implemented in the kernel of the
operating system. Consequently, they do not contribute to compiler complexity
(in static schemes, one multiprocessor system requires a number of different
compilers—one for each language). Since the consistency maintenance decisions
are performed at execution time, dynamic approaches do not require preventive
actions; thus it is possible to carry out only absolutely necessary actions. Dynamic
approaches are difficult to apply when the parallelism is modeled via parallel
loops. Consequently, dynamic solutions are not suitable for numeric applica-
tions, which are primarily based on a programming model characterized by
parallel loops. On the other hand, dynamic solutions offer a natural solution for
nonnumeric concurrent applications, which are frequently based on a program-
ming model with an explicit management of sharing (using critical regions,
monitors, or similar mechanisms).

4.2.1. One time identifiers from the University of California at Berkeley

Smith [SMITH85] proposed a solution for dynamic maintenance of cache consis-
tency that is entirely based on the application of operating-system-level primi-
tive operations for control of exclusive access to critical regions. This research
was done at the University of California at Berkeley.

In the case of conventional page-organized memory, the hashing function is used
at each access to a page to calculate the real page address from the virtual page
address. To avoid unnecessary repetitions of this operation, a translation lookaside
buffer (TLB) can be introduced. This buffer is a cache in which the address tag
contains the virtual page address and the data field contains the real page ad-
dress. Smith proposed that each TLB entry and each line in the processor cache
be expanded with another field which provides a unique marking of a shared
data page. This field is referred to as OTI (one-time identifier). When a new TLB
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entry is loaded, a new and unique value is placed into its OTI field. This value is
read from a special incrementing register. When an entry for a shared page is
accessed for the first time, the entry is loaded into the cache from the main
memory. At the same time, the OTI field value from the TLB is passed to the
OTI field in the cache. All subsequent accesses to this variable check the value of
the OTI field in cache for a match with the value of the OTI field in the TLB. If a
match occurs, the access is treated as a hit; otherwise it is a miss. After the exit
from a critical region, the processor executes the instructions that invalidate all
TLB entries of the pages that belong to shared data being protected by the just-
exited critical region. At the first next access to shared data, the corresponding
TLB entry is loaded again, and a new value for the OTI field is obtained. This
allows all later accesses to stale data to be treated as misses because the value of
the OTI field in the TLB is different from the value of the OTI field in the cache.
Next, Smith proposed a selective write-through, as follows. Updating of shared
data is done with the write-through approach (which guarantees that the main
memory is always updated for shared data), while the updating of the private
data is done using the write-back approach.

The advantage of the OTI scheme is the complete decentralization of cache con-
sistency maintenance, as is the case with most static schemes and not the case
with most hardware schemes. Consistency is maintained at each processor
autonomously, without any communications with other processors in the system.
However, the scheme requires a relatively complex hardware support (the OTI
extension in the TLB and the cache, comparators for the OTI fields, and so
forth). Also, at the exit from a critical region no possibility remains for restriction
in executing the invalidation instructions (here, the invalidation is done as a
preventive action).

Classification: (D:d,S:s,R:c,A:f,L:l,G:l,B:r,P:e,U:h,C:c).

4.2.2. Consistency on interrupt request from Stanford University

Cheriton, Slavenburg, and Boyle [CHERI86] proposed a combined hardware-
software solution for the maintenance of cache consistency in virtually addressed
private cache memories. This research was done at Stanford University and was
a part of the VMP multiprocessor project. The essence of the solution is in the
hardware-based determination of the inconsistency conditions and generation of
the interrupt request, followed by the software-based activities aimed at consis-
tency maintenance.

This scheme is based on the concept of virtual memory. Page faults are deter-
mined in hardware, whereas fetching of new pages from the secondary memory
is done in software. The proposed cache memory page size is relatively large (up
to 512 bytes), and the proposed hardware for the transfer of data blocks is rela-
tively fast (40 Mbytes/sec). Consequently, cache memory misses are relatively
rare and can be processed in software on the operating-system level. The same
concept is extended into the domain of cache consistency maintenance. The
hardware-based bus monitor detects the inconsistency conditions and informs the
local processor about that, by issuing an interrupt request. In response, the proces-
sor executes the interrupt routine and performs the consistency maintenance
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activities (within the interrupt routine). The same consistency maintenance
mechanism is used both for the shared pages and the pages that contains entries
of the page table. The main memory is viewed as a sequence of cache page
frames. A page can be in one of two states: shared or private. In the shared state,
the page frame contains the most recently written page value, while the local
cache memories can contain copies of that particular page. In the private state,
only one cache memory contains a copy of the page. Each bus monitor maintains
a private table of actions. For each page frame, this table defines the activity to
be done by the monitor when the address from that page appears on the bus. If
the corresponding page is not in the processor's private cache memory, no action
is needed. If the page in the cache memory is shared, the monitor ignores all
read-shared requests; all read-private and assert-ownership requests have to be
aborted, followed by an interrupt to the local processor (during the processing of
that interrupt request, the processor invalidates the page in cache memory). If
the page in cache memory is private, the monitor has to abort the transaction and
issue an interrupt request for each transaction related to that page (during the
processing of that interrupt, if the page is dirty, the processor performs a write-
back into the main memory; if the transaction is read-private or assert-
ownership, the processor invalidates the page in cache; if the transaction is read-
shared, the processor changes the page state into shared). The processor that
was performing the aborted transaction detects the abortion and starts the trans-
action again. As the authors briefly summarize, using this protocol, a request for a
shared copy of a shared page is satisfied immediately. A request for a shared copy
of a private page results in an abortion of the transaction and the relinquishing
of ownership. Consequently, the processor that requested the page is allowed to
succeed in the next try. A request for a private copy of a shared page is satisfied
immediately, but it induces the invalidation of all cache copies of that page. A
request for a private copy of a private page is aborted but causes the relinquish-
ing of ownership, which allows success on the next try.

The exclusively hardware-based detection of inconsistency conditions results in a
very restrictively applied invalidation; however, the size of the cache page (which
must be relatively large so that interrupts related to misses are relatively rare)
makes the invalidation poorly selective in the case of shared data of fine
granularity.

Classification: (D:d,S:s,R:r,A:f,L:g,G:p,B:p,P:i,U:b,C:m).

4.2.3. Conditional invalidation from the University of Belgrade

The authors of this survey, in their paper [TARTA92], proposed a class of dynamic
software schemes for maintenance of cache consistency based on testing for in-
consistency conditions at the entry into a critical region, thereby avoiding unnec-
essary invalidations. The work was performed at the University of Belgrade in
cooperation with the NCR Corporation.

Consistency maintenance activities are performed at the entry into /exit from the
critical region (the program code region with exclusive access to the shared data
segment). Of the three schemes they proposed, the "version verification" scheme
is the most invalidation-restrictive, and the one that utilizes the existing inter-
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regional locality of references the best. At the entry into the critical region, the
real version of the shared segment (information from the shared-segment table)
is explicitly compared with local and private information about the most recently
used segment version. If the versions do not match, selective invalidation of the
shared segment is done. If the shared memory is updated using the write-back ap-
proach, the updating of the shared-segment original (in main memory) is done at
the exit from the critical region.

A simulation analysis has shown the advantages of the restrictively applied
invalidation, even if the number of processors is relatively small (up to 16). This
is especially the case if the mostly-read shared segments predominate.

Classification: (D:d,S:s,R:r,A:f,L:g,G:s,B:r,P:e,U:a,C:c).

4.2.4. Adaptive software cache management from Rice University

Bennett, Carter, and Zwaenepoel [BENN90a, BENN90b] proposed a dynamic
adaptive software maintenance of consistency for the Munin system at Rice Uni-
versity. Munin supports several consistency maintenance mechanisms, and in
each case uses the one that best fits the prevailing class of shared objects for that
particular case (the access type is relevant when making the decision about the
specific mechanism to use).

Generally, in distributed shared memory (DSM) systems [PROTI95] the memory
inconsistency problem exists because the virtual address space is physically dis-
tributed on several local memories. Consequently, one memory address can be
mapped into a number of memory modules. Munin is a program system that
makes this problem completely transparent for the application. For the purpose
of memory consistency maintenance, the programmer informs the system about
the expected way of access to shared objects. The classes of objects are (a) write-
once, (b) private, (c) write-many, (d) result, (e) synchronization, (f) migratory, (g)
producer-consumer, (h) read-mostly, and (i) general read-write. A study
[BENN90b] has shown that the number of general read-write objects is rela-
tively small. It was also shown that parallel programs behave differently in dif-
ferent phases of their execution. Except in the initialization phase, most of the
accesses are of the read type. Finally, it was noticed that the average period be-
tween two accesses to synchronization objects is considerably longer than the av-
erage access period for other shared objects.

In addition to traditional mechanisms for consistency maintenance in DSM sys-
tems (replication, invalidation, migration, and remote load/store), Munin sup-
ports one new mechanism—delayed update. When a process modifies a shared-
data item, the new value is not immediately sent to remote servers to update
their copies. Instead, the sending is postponed until the first next synchroniza-
tion, and all changes are sent in one package. Between the synchronizations,
each process forms its own queue of delayed updates. This queue is flushed at
the time of the next synchronization.

Some objects are written only once (at the initialization), and later only read.
These objects are maintained by replication and accessed only locally. Private
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objects are those accessible to all processes, but they are accessed by one proces-
sor only. Accesses to private objects are local, and they are not managed by
Munin. The write-many objects are those being written into many times between
two synchronization points. The delayed update mechanism proves to be very ef-
ficient for the consistency maintenance of these objects (weak consistency). The
result objects collect the writes from several processes and make them available
for reading to only one process. The delayed update mechanism is very useful
here, as well. For the synchronization objects, the consistency is maintained us-
ing the distributed locks mechanism. Migratory objects are accessed in one time
interval by one process only (within the critical region). Consistency is achieved
efficiently if, at the exit from the critical region of one process, the object and the
associated distributed lock for that critical region are migrated onto the proces-
sor to execute the first next process from the waiting queue for the corresponding
critical region. The producer-consumer objects are those being written into by
one process and being read by a number of other processes. The consistency is
maintained by the so-called eager object movement to the processors that need
them before the actual need arises (and the related request is issued). The
mostly-read objects are replicated and then maintained by updating via broad-
cast after the writes which are relatively rare. The general read-write objects are
those that cannot be put into any of the previously described classes. Consistency
of these objects is maintained through a mechanism based on the Berkeley Owner-
ship scheme for consistency maintenance of cache memories.

The adaptivity of this consistency scheme (based on the dynamic nature of objects)
has a very positive impact on the overall performance of the system and the
application. Simulation studies [BENN90b] have shown that, for a given appli-
cation (such as Quicksort), this adaptive method can decrease the bus traffic by
more than 50 percent compared to the conventional hardware write-update, and
more than 85 percent compared to the write-invalidate mechanism.

Classification: (D:d,S:s,R:r,A:a,L:g,G:f,B:p,P:*,U:*,C:*).

5. Generalization of the Proposed Classification

The set of criteria introduced earlier in the paper enables each software solution
to be described with a set of attributes. These attributes are related to the 10 cri-
teria and correspond to different possible classes of the applied criteria. A 10-
tuple of attributes was associated with each of the presented solutions. The pro-
posed classification method can be easily generalized through the introduction of
an abstract space of criteria. Each one of the presented solutions can be treated
as a point in such a space.

The coordinates of the multidimensional discrete space of criteria correspond to
the chosen criteria, and the discrete values on these coordinates correspond to
the classes of the applied criteria, that is, to the attributes. The number of crite-
ria determines the dimension of the space. The number of classes for each crite-
rion determines the number of discrete values that exist on the corresponding
coordinate.

If the abstract space is described with a sufficiently large number of criteria
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(complete space), each point corresponds to one of the existing solutions. If the
abstract space is described with a smaller number of criteria (reduced space),
one point may correspond to a larger number of existing solutions. This situation
indicates either that some important criterion was not taken into consideration
or that the solutions are practically the same (such as [CHEON89] and [MIN89])
or semantically similar (such as [MIN89] and [CHIUE93]), but different in
implementation, resulting in different performance and/or complexity. On the
other hand, if some criterion is not relevant for some solution, the axes related to
this criterion must be extended so that the value (attribute) is "irrelevant." This
action prevents the propagation of the solution over all points along the coordi-
nate of the irrelevant criterion. Thus all points in the complete space come into
one-to-one correspondence with the existing solutions, and the classification
boils down to positioning a given solution to a given point in the space.

For example, Figure 2 shows a reduced three-dimensional (3D) space formed
from the first three criteria (dynamism, selectivity, and restrictiveness). Some
points in this reduced space correspond to several solutions; however, only one
representative solution is shown. For example, the point (s,s,r) contains not only
the scheme from [CHEON89], but also the schemes from [CYTRO88] and
[MIN89]. In addition, the point (d,s,r) contains not only the scheme from
[TARTA92], but also the scheme from [BENN90b].

If the coordinates of the space are treated as discrete and bounded, as is the case
with the abstract criterion space discussed here, the total possible number of
points in this space is given by

N

Q=Ua (1)

[CHEON88]
(s,s,c)

[SMITH85]
(d,s,c)

[VEIDE86]
<s,i,c)

(s,i,r) (d,i,r)

1. Dynamism (D): static (s) or dynamic (d)
2. Selectivity (S): indiscriminative (i) or selective (s)
3. Restrictiveness (R): conservative (c) or restrictive (r)

Figure 2. An example of a reduced 3D abstract criterion space,
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where Ci refers to the number of classes for the ith criterion (7=1,..., JV). Accord-
ing to equation (1), the number of theoretically different software schemes for
the concrete case of the 10-criterion abstract space presented here, is Q=40,960.
Of course, this number should be considered as an illustration for one possible
classification, not as a general conclusion.

The combinations of attributes (JV-tuples of attributes) that correspond to nonex-
isting solutions are referred to as "free points." Some of these free points can
serve as guides to new solutions that are potentially useful. (Some of the free
points correspond to solutions that make no sense; and of those that do make
sense, some may not be very useful in given circumstances.) It should be noted
that, given the characteristics of classes that describe a new solution, one could
roughly estimate the performance of the solution without analyzing its details.

A relatively large number of new and potentially useful solutions could be found
in the "plane" of adaptive static schemes. Using the semantic information about
the access methods to a shared object, appropriate instructions could be inserted
into the code at compile time to support the mechanism that is "optimal" for the
given access method.

6. Evaluation Studies of Software Schemes

This section is devoted to an overview of existing evaluation studies of software
solutions. Most of these are aimed at the following two issues: (a) obtaining a
better understanding about the impact of various parameters (especially the
workload related parameters) on the performance of software solutions and (b)
gaining an impression about the real bottlenecks of software solutions. In addi-
tion, one of our goals is to present different methods for evaluation of software
solutions.

The following evaluation studies have been selected for presentation here: (a)
one simulation analysis based on real address traces [MIN90], (b) one simulation
study based on the probabilistic synthetic workload [TARTA92], (c) one analyti-
cal study based on the mean value analysis (MVA) model [OWICK89], and (d)
one analytical study that compares hardware directory-based schemes and soft-
ware static schemes [ADVE91], Each study is presented in two paragraphs, first
describing the method and conditions and the second describing the main results
and conclusions.

In [MIN90], Min and Baer compared a hardware scheme based on a centralized
full-map directory, developed by Censier and Feautrier with a static software
scheme based on timestamps developed by Min and Baer. In a follow-up paper, it
was shown that the static software scheme based on timestamps demonstrates a
lower miss ratio than do other static software schemes [MIN92]. The comparison
in [MIN90] is based on simulation with three address traces of three different
applications in which the model of parallelism is expressed through parallel
DoAll loops (the program paradigm is referred to as SPMD—single program
multiple data). At run time, the program forms a sequence of epochs. One epoch
can have multiple instances, as is the case with epochs in which DoAll loops are
executed—each instance represents one iteration and is executed on a different
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processor. The simulation was done both for the prescheduled processes (the ith
iteration of DoAll is executed on the processor (i mod P)+l, and the serial code
between two loops is always on the same processor) and for the randomly
scheduled processes (the processor that executes an instance of an epoch is ran-
domly selected). The following performance measures were shown: (a) miss ratio,
(b) write traffic, and (c) network traffic. All of these performance measures were
viewed as functions of the number of processors in the system.

For the analyzed applications, the miss ratio was about the same for both
schemes for any number of processors. In general, the miss ratio is an increasing
function of the number of processors because the larger the number of proces-
sors, the greater the probability that one processor writes to a location between
two successive reads from the same location by another processor. However, the
larger the number of processors, the lower the probability of benefiting from
interiteration locality because the iterations are spread over a larger number of
processors. For two out of three analyzed applications, the miss ratio is consid-
erably higher if the iterations are randomly distributed because the ability to re-
use the cache contents outside the epoch boundary is lost. The opposite behavior
was noticed with just one out of three applications. The write traffic is consid-
erably higher with the software scheme (compared to the hardware scheme) and
is fairly independent of the number of processors and the process scheduling
policy. The relatively large write traffic of the software scheme is a consequence
of the write-back of dirty lines at the end of each instance of one epoch. The net-
work traffic is larger with the hardware scheme because it is directory-based.
Also, the network traffic increase as a function of the number of processors is
faster with the hardware scheme (compared to the software scheme). This is
because the traffic increase is related to the inductive invalidation typical of
hardware schemes in general, whereas the software schemes are characterized
by self-invalidation, which has no impact on the network traffic. With software
schemes, the increase of the network traffic is minimal when the number of
processors goes up. This is because the write traffic and write misses have a
relatively small impact on the network traffic.

In [TARTA92], the authors presented the results of their study of the impact of
the restrictiveness of invalidation conditions on processing power. They used a
modified Archibald-Baer model of the probabilistically synthesized workload.
The modifications consist of the introduction of (a) new parameters that model
the spatial and the processor locality as well as (b) an operating system model
that is rather simplified, but adequate for this purpose. The authors first pro-
pose a class of schemes referred to as the selective and conditional self-
invalidation class (SCSIC). The schemes of this class differ only in the restric-
tiveness of the invalidation conditions. The schemes are compared on a realistic
multiprocessor simulator having a 32-bit bus and a set-associative cache of a
relatively small size with several words per cache line. The selected performance
measures are (a) the average number of invalidations during the passage through
a critical region, (b) cache hit ratio, and (c) the processing power. All perform-
ance measures were treated as functions of the number of processors in the sys-
tem. An important parameter in the entire analysis is the probability that, in a
given passage through the critical region, the shared data are only read (Pr-o).
This parameter has an important impact on the overall performance of all
SCSIC schemes.
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The preliminary results of the simulation analysis demonstrate the advantages
of the restrictively applied invalidation, even in systems with only 16 processors.
The advantage is higher when the value of the parameter (Pr-o) is higher, which
is obvious. However, what is not obvious is the quantitative value of the real
advantage. When the number of processors is as low as 16 and the value of Pr-o
is equal to 0.95, the advantage is more than 5 percent for the scheme with the
most restrictive invalidation (verification of the segment version) compared with
a similar, OTI-like scheme. For a much larger number of processors, which is more
realistic for future systems, the advantage is expected to be considerably higher.

In [OWICK89], Owicki and Agarwal used the analytical MVA model for per-
formance comparison of four representative schemes for the maintenance of
cache consistency. The chosen schemes include the following: (a) Base—a scheme
with no consistency maintenance, which defines the upper limit for performance;
(b) No-cache—a very conservative scheme that does not allow the caching of
pages with shared data (this scheme corresponds to the scheme proposed for the
C.mmp [WULF72]); (c) Software-flush—a more sophisticated scheme based on
static program analysis and insertion of the flush instruction (this scheme corre-
sponds to the scheme from [CYTRO88] and [CHEON88]); and (d) Dragon
[ATKIN84]—one of the best hardware schemes based on snooping and write-
broadcast. The developed analytical model includes the system model, the
workload model, and the contention model. The system model defines the num-
ber of cycles required for each given operation in hardware. The workload model
defines the frequencies (probabilities) of specific actions. For example, Is refers to
the probability that the instruction is a load or store, shd refers to the probabil-
ity that load or store use shared data, and apl refers to the number of references
to a shared data item before it is flushed from the cache using the flush instruc-
tion. The contention model determines the additional time spent due to the con-
tention on the common bus or the multistage interconnection network. The basic
performance measure used in this research is processing power. It is viewed as a
function of the number of processors in the system. For each relevant parameter,
three values are used: low, medium, and high. If the impact of one parameter is
studied, the value of that parameter is varied from low to high, while the values
of all other parameters are kept at the medium value.

For the common bus case, the analysis has shown that the No-cache scheme has
the worst performance and the Dragon scheme the best. Also, it was shown that
the software schemes are relatively sensitive to the changing values of the Is,
shd, and apl parameters. For low values of parameters Is and shd, the perform-
ance of the Software-flush scheme is comparable with that of the Dragon scheme.
For medium and high values of these parameters, the Dragon scheme has an
advantage. The software schemes show an increased sensitivity to the apl parame-
ter. For relatively high values of this parameter (apl = 25) the performance of the
Software-flush scheme is even better than the performance of the Dragon
scheme. For the multistage interconnection network case, the analysis has
shown that the processing power of the software schemes increases linearly with
the number of processors, which is an indication of the high level of scalability of
these schemes.

In [ADVE91], the authors compared the directory-based hardware schemes with
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static software schemes. Their applied analytical method starts from a general
program behavior model, which specifies the access dynamics for different
classes of shared data. The following classes of shared data have been observed:
(a) passively shared objects (the shared read-only data, and the shared read-
write data actually accessed by one processor only), (b) mostly-read objects, (c)
frequently read-written objects, (d) migratory objects (the data being accessed
within critical regions), and (e) synchronization objects (for example, the lock of the
critical regions). The model includes high-level parameters and low-level parame-
ters. The high-level parameters include (a) the fraction of memory accesses related
to data references (f^, (b) the fraction of data references related to private data
(/pvtX (c) the fraction of shared references related to a particular class of data (fps,
fu^fsmfm^ W) the fraction of accesses to mostly-read (fw/MR) or read-written (fw/RW)
data that are writes, (e) the runtime average number of read accesses by a proc-
essor to a mostly-read data element between consecutive compiler-inserted in-
validations executed on that element by the same processor (Z^), (f) the average
number of read accesses by a processor to a frequently read-written data element
between potential writes by other processors (lRW), (g) the mean number of proc-
essors that access a data element of appropriate data class between consecutive
actual writes to that element (n^ and nRW)> and so on. These high-level parame-
ters are independent of the cache consistency scheme, describe the workload,
and enable different classes of data to be analyzed independently of each other
with respect to their impact on the efficiency of a given scheme. The low-level
parameters for the hardware scheme in [AGARW88] include (a) the fraction of
references that are read misses or write misses to lines in shared (pr/8h or pwfsh) or
modified (pr/mod or pw/mod) state, (b) the probability that invalidations are sent in-
dividually (pindAnv)9 and (c) the average number of processors to which individual
invalidations are sent (ninv). The low-level parameters for the software scheme in
[CYTRO88] include (a) the fraction of references that are read (pr) or write (pj
misses and (b) the fraction of references that are posts (ppost) or invalidates (pinv).
All low-level parameters used in direct comparison of different schemes are de-
rived from the general high-level model, and therefore the comparisons are ex-
pected to be fair. These low-level parameters serve as input data into the
approximate MVA model of the scheme being analyzed. In this study, the basic
performance measure is the processor efficiency. It is defined as the "average
fraction of time each processor spends executing locally out of its cache."

For different classes of data, the paper gives the contours of the constant ratio of
software to hardware efficiency method. From these contours, one can easily
identify the parameter domains where the software scheme exhibits an advan-
tage in comparison with the hardware scheme, and vice versa. For the class of
migratory data, the software scheme is always more efficient. For the class of
mostly-read objects, the software scheme is slightly better only for very small
values (close to 1) of the average number of compiler-inserted invalidates done
by a processor in the interval between two successive actual writes into the given
data item, averaged over the intervals when the processor does execute such
invalidates (ratio^). Larger values of the parameter ratioMR correspond to a
larger number of unrealized potential writes that cause unnecessary invalida-
tions. For larger values of the ratioMR parameter (ratioMR>3), a relatively small
value of the parameter / ^ (ZMi?=l), and a fraction of the mostly-read objects fMR>0.2,
the hardware scheme is more 20 percent better than the software scheme. How-
ever, for a larger value of the parameter lMR (lMR^8), the hardware scheme is less
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than 20 percent better than the software scheme for almost all values of ratioMR

and /Mi?<0.85; therefore, the software scheme is comparable in performance with
the hardware scheme for a much lower production cost. In general, the software
scheme is relatively sensitive to changes of the parameter lMR. On the other hand,
the hardware scheme is sensitive to the changes of the parameters fw/MR and nMR.
For the frequently read-written data class with the expected fraction in real
applications fRW<0.2, it was concluded that the software scheme is also compara-
ble with the hardware scheme because it is within the 20 percent range of the
hardware scheme performance. Finally, the paper deals with an impact of re-
duction in the hit ratio (due to the conservative analysis of memory conflicts
typical of static software schemes) on the software/hardware scheme efficiency
ratio. If the values of all relevant parameters are set in such a way that the hard-
ware and the software scheme are equal in performance, the following interesting
impact of the hit ratio reduction is observed. If the hit ratio reduction is more
than 15 percent, the hardware scheme is more than 20 percent better in per-
formance. If the reduction of the hit ratio is 10 percent, the hardware scheme is
about 10 percent better in performance. However, if the hit ratio reduction is less
than 5 percent, and if most of the potential writes are actually executed, the per-
formance advantage of the software scheme goes up to about 20 percent.

It should be underlined here that the study by Adve et al. [ADVE91] uses the
term "software schemes" to mean only the static software schemes. However,
dynamic software schemes merit attention as well, for a number of reasons. For
example, the imprecise prediction of memory conflicts and potential writes at
compile time, which can significantly degrade the performance of static schemes,
is not an issue with the dynamic schemes. Also, in the case of nonnumeric appli-
cations characterized by tasks communicating through exclusive usage of shared
variables inside critical regions—where dynamic software schemes (as
[SMITH85] or [TARTA92]) offer a natural solution by virtue of the dominance of
migratory data objects—a relatively good performances can be expected.

7. Conclusions
This paper represents an effort to encompass and classify the existing work in
the field of software-based algorithms for the maintenance of cache consistency
in shared-memory multiprocessor systems. A set of 10 classification criteria is
proposed. Each criterion results in several classes. These classes serve as attrib-
ute values for description and classification of existing approaches.

The basic criterion, the dynamism of the approach, is used to divide the surveyed
schemes into two essential groups: (a) static, which do the program analysis for
detection of inconsistency conditions at compile time, and (b) dynamic, which
detect the inconsistency conditions at run time.

After the field is broadly surveyed and the correspondence between schemes and
attributes is established, a generalization of the proposed classification is intro-
duced. It is based on an JV-dimensional criterion space. Each scheme that is es-
sentially different from other existing schemes corresponds to a point in that
space. This generalization allows the following to be accomplished:
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• With the state of the art in the field, it can be detected that some solu-
tions are essentially the same (because they belong to the same point in
the criterion space), although they are declared as formally different
(because they have been introduced independently of each other in time
and space).

• With the development of the field, it can be determined if a set of criteria
(and related classes) is defined widely enough so that essentially differ-
ent solutions can be associated with different points in the space.

• With respect to future contributions in the field, the "empty" points in
the criterion space can serve as guides toward new solutions (as was the
case with the Mendeleev periodic classification system in chemistry).

Through a careful inspection of the criterion space, one can recognize that a part
of the criterion space that corresponds to static and adaptive schemes is "empty"
at the time. This means that some potentially good new solutions can be found in
this part of the criterion space, thus encouraging research in that direction.

Finally, the paper gives a survey of performance evaluation studies in the field of
software-based consistency maintenance. Representative evaluation techniques
and their basic results have been described in two different domains: (a) simula-
tion analysis based on the real address traces or the synthetic workload models,
and (b) analytical evaluation based on MVA models.

The presented studies also yield good insight into the real performance differ-
ences between software and hardware schemes for different values of technology-
and application-related parameters. One especially important conclusion is that
in several applications (mostly, but not only, those characterized by migratory
data) software schemes demonstrate better performance. It is expected that in
real implementations, this performance advantage may be even slightly higher
because the complexity of hardware support for software schemes is relatively
low. Consequently, VLSI systems that utilize software schemes potentially have
a slightly better internal timing, and operate with a slightly faster system clock.
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