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4 PROTECTING AGAINST
! MALWARE

Starting Point

Go to www.wiley.com/college/cole to assess your knowledge of protecting a
computer against viruses, worms, and other malicious programs.
Determine where you need to concentrate your effort.

What You’'ll Learn in This Chapter

Viruses

Worms

Trojan horses
Spyware

Web browser security
Spam

Email security

>r >

After Studying This Chapter, You’ll Be Able To

A Identify various types of malicious code
A Mitigate the risk of a malware infection
A Configure web browser security settings
A Mitigate the risk of spam

A Identify safe email practices
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INTRODUCTION

As software has become more powerful and users around the world have become
more interconnected, the threat of a computer being infected with malicious code
has ballooned. In this chapter you will learn about the types of malicious code
you need to guard against and some steps for mitigating the threat. This chap-
ter pays particular attention to two venues frequently used to spread malicious
code: web pages and email.

9.1 Viruses and Other Malware

Before you can understand how to mitigate the threat of malicious code, you
need to understand the types of malicious code being propagated (spread from
computer to computer) and the methods of propagation. In this section, we’ll
look at various types of malicious code, which is also known as malware or
malcode.

9.1.1 Viruses

A virus is a piece of code that inserts itself into legitimate software. As with a
biological virus, the computer virus is not viable without a host. The virus needs
the host software or file to propagate and carry out its mission. A virus is able
to replicate (reproduce) itself and attach itself to a host file, a technique known
as self-propagation.

Early viruses infected boot sectors of floppies and were spread by the shar-
ing of applications on floppies. Today, floppies are too small to be practical for
sharing applications, so boot sector viruses that are transmitted through floppy
disks are not common anymore.

If the virus has attached itself to an application, the code in the virus is run
every time the application runs. The virus code will have the same privileges as
the host application. A typical example of a host for this kind of virus is a self-
extracting video clip. When the unsuspecting user launches the file to extract
the video, the virus code runs. This virus spreads by people sending the self-
extracting video clip to their friends.

Some viruses are able to attach to data files such as spreadsheets and word
processor files. These viruses are scripts that execute when the file is loaded.
A script is code written in a scripting language, so it does not need to be com-
piled (converted from human-readable source code to binary machine language)
into an executable. Instead, it is run by an application that supports such
scripts.

One of the first widespread viruses to exploit scripts was Melissa, which
spread by infecting Microsoft® Word files. When the Word files were opened,

4



WLFF050_c09_310-355 6/7/07 13:50 Page 312 Team B 2($JWQYO49:ChO9:

312

PROTECTING AGAINST MALWARE

the virus code would run and infect the Normal.dot template file used by the
word processor. After Normal.dot was infected, any Word document saved would
have the Melissa virus. Melissa used the autorun macros in a Word document
to run a Visual Basic® script (VBScript) when an infected Word document was
first opened. Microsoft now has a feature called Macro Virus Protection that
can stop macros from running. This protection should not be disabled.

Email viruses move from PC to PC as part of the body of a message. When
the virus code is executed, a message with the virus embedded is sent to other
mail clients. The virus can either be an attachment that must be opened or an
embedded script. Scripts can access the user’s address book, and can use those
addresses to propagate the virus-infected message.

One example of a virus that propagates through email is the ILOVEYOU
virus. The ILOVEYOU virus first appeared in the spring of 2000 and was sim-
ply an attachment that users launched. Once launched, the viruss Visual Basic
script sent out an infected message to everyone in the user’s address book.

9.1.2 Worms

A worm is code able to replicate itself and propagate to other hosts by exploit-
ing a vulnerability in a program. Most worms exploit previously identified vul-
nerabilities that are correctable with patches or upgrades. Therefore, the best pro-
tection against worms is to stay current with patches and upgrades for
Windows® as well as for other major applications.

Another way to protect against worms is to minimize the services and
applications running on a computer. For example, worms often target com-
mon, high-visibility applications, such as the Microsoft web server, Internet
Information Server (IIS). If a computer does not need to serve web pages and
it is not being used to develop an application that relies on IIS, IIS should be
disabled on the computer.

9.1.3 Trojan Horses

A Trojan horse is a program that masquerades as a legitimate application, while
also performing a covert function. Users believe they are launching a legitimate
application, such as a screen saver. When the Trojan horse runs, the user has
every indication that the expected application is running. However, the Trojan
horse also runs additional code that performs a malicious activity.

The best way to detect a Trojan horse is to identify executable files that have
been altered. This is most easily done by creating a baseline of cyclic redun-
dancy check (CRC) values for all executable files on a workstation. A CRC cal-
culates the file size and divides by a number, then stores the remainder of the
operation. If an executable file is later altered to include a Trojan horse, it can
be detected by comparing the current CRC value with the baseline value.
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Trojan horses are more difficult to distribute than viruses and worms. They
do not propagate on their own. They rely on users accepting questionable exe-
cutables from untrusted sources.

Trojan horses are very powerful threats to the security of a computer, net-
work, and organization. They bypass most security controls put in place to stop
attacks. Trojan horses are not stopped by firewalls, intrusion detection systems
(IDS), or access control lists (ACLs) because a user installs them just as they
would any other application.

Logic Bombs

A logic bomb (also called slag code) is a type of Trojan horse that lies in wait
until some event occurs. The most common trigger for a logic bomb is a date,
in which case the code is known as a time bomb. The Michelangelo virus was
an early logic bomb, created in 1991. Its trigger was March 6, Michelangelo’s
birthday. It was a particularly destructive logic bomb because it was designed
to overwrite the hard disk. The Nyxem Worm is a more recent time bomb that
activates on the third of each month. It disables file sharing security and virus
protection and deletes certain file types, including Microsoft Office files, .zip
files, and .rar files. The files with extensions .zip and .rar are compressed files.

The use of Trojan horses to launch distributed denial-of-service (DDoS)
attacks is common. The attacker installs a logic bomb Trojan horse on a number
of computers. When the triggering event occurs, those computers launch a denial-
of-service attack against the target. The more computers hosting the Trojan horse,
the more devastating the attack. The fact that the packets are coming from a num-
ber of locations also makes it more difficult to track down the source of the attack.
When a computer is controlled to launch a DDoS attack, it is known as a zombie.

9.1.4 Browser Parasites

A browser parasite is a program that changes some settings in your browser.
The parasite can have many effects on the browser, such as the following:

A Browser plug-in parasites can add a button or link add-on to the
user’s browser. When the user clicks the button or the link, informa-
tion about the user is sent to the plug-in’s owner. This can be a pri-
vacy concern.

A Browser parasites can change a user’s start page or search page. The new
page might be a “pay-per-click site,” where the owner of the browser
parasite earns money for every click.

A Browser parasites can transmit the names of the sites the user visits to
the owner of the parasites. This can be used to formulate a more
directed attack on the user.
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9.1.5 Spyware

Spyware is a software application that gathers information about the computer
and user. This information is then sent back to the developer or distributor of
the spyware and is often used to serve ads to the user.

Targeted marketing has long been a part of a good sales program. The clas-
sic example is marketers that use census data to direct more effective mass-
mailing campaigns. Census data is used to find certain zip codes that have the
best demographics (characteristics such as age, number of children, and annual
income) for the particular product being advertised. The use of census data and
data compiled by companies that conduct market research is not as controver-
sial because specific names and addresses have been removed, and the data is a
summary of statistics for the zip code.

Spyware does not provide the developer with summarized data, but instead
includes specifics on a named individual. Therefore, it is a violation of privacy
and might make it possible for the person who receives the data to steal the vic-
tim’s identity.

Typical information that can be reported includes the following:

A User keystrokes: User keystrokes can be used to capture passwords and
other very sensitive data entered by the user.

A Copies of emails: Emails sent or received can be forwarded to the per-
son wanting to monitor the user, unbeknownst to the user.

A Copies of instant messages: Essentially, any communications to and
from the PC can be copied and sent to the spyware’s owner.

A Screen snapshots: Even encrypted communications will at some point
be displayed in clear text on the screen. At this point, the spyware can
take a screen shot and send the image to whoever has developed or dis-
tributed the spyware.

A Other usage information: Login times, applications used, and websites
visited are examples of other data that can be captured and reported
back.

9.1.6 Backdoors

A backdoor (also called a trapdoor) is way for an attacker to access a com-
puter without being detected or blocked by usual security measures. Often, the
initial attack on a computer is potentially detectable by a firewall or IDS. So
the attacker will install an application that will allow him to get back into the
computer quickly and easily. These backdoors are often stealthy and difficult to
detect.

If a Windows computer has been connected to the Internet for more than a
day without any security protections in place, it most likely has been rooted and
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FOR EXAMPLE

Social Engineering at Work

In January 2007, a worm called the Storm Worm was propagated through
email attachments. The subject line of the email related to current news sto-
ries, a social engineering technique used to entice users to launch the attach-
ment. One of the headlines used as the subject was “230 dead as storm bat-
ters Europe,” giving the worm its name. The worm is a Trojan horse that
can be used to launch a DDoS attack and send data.

As you can see, sophisticated attacks often do not fit into a specific cat-
egory. Instead, they use a combination of methods to launch the attack. In
this case, a social engineering attack was used to encourage users to launch
malicious code, which then installed a Trojan horse and propagated itself as
a worm.

Almost immediately, other variant subject lines began to emerge, mak-
ing it impossible to identify the worm by subject line alone. In fact, within
three days, the worm began appearing in emails with matchmaking subject
lines instead of news stories. This example illustrates the fact that malware
detection is a moving target. In this example, user education and attachment
filtering helped prevent the worm from becoming even more of a problem
than it was. The attachments were .exe files, so they were easily identified
as executable code.

has a backdoor installed. In such a case, the best thing to do is wipe the system
clean and re-install the Windows operating system. Although you can delete the
application, you can never be sure that other changes have not been made on the
computer. Some operating system and driver modifications are difficult to detect.

SELF-CHECK

1. Identify the types of malware that are self-propagating.

2. Describe a logic bomb.

9.2 Protecting the Workstation

Now that you have a basic understanding of the types of programs you are up
against, lets look at some ways you can protect the computers on the network
against these threats. Malware protection should focus on the following:
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Figure 9-1
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Protecting against malware.

A The use of antivirus and anti-spyware applications.
A Hardening the computer’s configuration.
A User training and awareness.

This multilevel defense against viruses and worms is shown in Figure 9-1.
Because new viruses and worms are constantly being created, the best protec-
tion is to run antivirus software, properly configure Windows, and educate users
on safe practices.

It is important to note that anti-malware protection is also important on
Linux-based computers, as well as on computers running Windows. Although
currently a larger number of viruses and other malware programs are developed
to target Windows computers, the number of malware programs that target Linux
and Mac® OX is increasing. As these operating systems become more popular,
they will become more desirable targets, and the number of malware attacks will
increase even more.

This section will focus on protecting the workstation by looking at some
general guidelines. The next two sections will look at defending against the two
most common methods of propagation: web pages and email.
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9.2.1 Antivirus Software

In today’s threat environment, virus protection applications (antivirus programs)
are no longer optional. A number of good antivirus products are available today,
such as those from Symantec™, McAffee®, and Computer Associates™.

An organization should have protection on every computer where people are
saving files, storing email messages, or browsing web pages. The antivirus soft-
ware should be configured to provide real-time protection as well as routinely
scheduled scanning. Without continuous protection, a virus can spread through-
out an organization before the next routine scan is scheduled.

Keep Current with Antivirus Signatures

Because new viruses are always being released, antivirus software relies on peri-
odic updated virus signature files to provide protection against the latest threats.
A virus signature is the pattern of bits inside a virus that allows the antivirus
software to recognize it.

Most signature updates are obtained by accessing the antivirus vendor’s site
and pulling down the latest update. Most antivirus packages will allow the admin-
istrator to choose to have the new signatures downloaded automatically on a reg-
ular schedule. Automating the process ensures that critical updates are not missed.

If the new antivirus signature is downloaded to be redistributed throughout
a large organization, it should be tested first and deployed from a server within
the organization. The local server, in turn, gets its files from a master server that
distributes the tested update. There are four key steps to deploying updated sig-
natures in a large organization:

Download new signatures.
Test new antivirus downloads.
Deploy new signatures.

W=

Continue to monitor.

Finally, it is important that the computers be monitored periodically to
ensure that the new antivirus signatures are being distributed properly. When
the next big virus or worm hits is not the time to find a flaw in the system.

9.2.2 Anti-spyware

Anti-spyware software monitors a computer for spyware and allows you to
remove it. There are a number of anti-spyware applications. In fact, some com-
panies like Symantec and Microsoft sell an integrated package that includes
antivirus and anti-spyware software. A term describing software that protects
against a variety of malware is anti-malware. As with an antivirus application,
you must keep your anti-spyware software up-to-date.
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Some Internet service providers (ISPs) are so concerned about preventing
malware that they offer security suites to their subscribers free of charge.

9.2.3 Computer Configuration Guidelines

Another important way to guard against malware is to make sure client com-
puters are hardened. Many of the same guidelines apply as for hardening servers,
including the following:

A Remove unnecessary services and applications.
A Filter traffic.
A TImplement access control.

In this section, we'll look at a few specific precautions: personal firewalls,
limiting user rights, and disabling hidden file extensions.

Personal Firewalls

A personal firewall is software that runs on the users computer and blocks
incoming and outgoing traffic. When used properly, a personal firewall can be
very effective. For instance, a properly configured personal firewall can be very
specific to a user’s need for LAN traffic. A good way to configure a personal fire-
wall is to start by blocking all traffic in and out of the computer. As the user
encounters warnings of attempted activity that has been blocked, the user can
choose to permit that traffic. In a short period of time, the user will have
unblocked the majority of traffic he or she needs and the firewall will be con-
figured to the user’s very specific requirements.

Windows XP Professional with Service Pack 2 includes Windows Firewall.
Other personal firewalls are available for Windows, Linux, and Mac OX from a
variety of software distributors.

Limiting User Rights
Remember that malware usually runs under the security context of the user who
is logged in. Therefore, you should consider the rights and permissions a user
has on his or her computer. For example, if a user does not need to install appli-
cations, the user should be prevented from doing so.

A managed computer is one that is configured through an automated policy.
On an Active Directory® network, the policy is deployed through Group Policy
Objects (GPOs). A large number of templates are available for configuring com-
puters, as shown in Figure 9-2.

Some things you can do include the following:

A Prevent users from creating automated tasks through Task Scheduler.
A Disable services.
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Computer configuration policies.

A Prevent users from installing applications.
A Set permissions on directories.

A Restrict the software that can run based on file type, publisher, and
location.

A Restrict membership in specific groups.

You can also create policies that apply to user accounts, as shown in Fig-
ure 9-3. For example, you might want to prevent users from accessing the Con-
trol Panel or from running applications unless they meet specific criteria.

On a NetWare® network, you can use ZENworks® to create managed com-
puters and restrict the features available on a desktop. ZENworks patch man-
agement can also be used to ensure that desktop computers are kept up-to-date.

File Extensions

Windows has a feature that allows file extensions to be hidden from the user.
Although this feature is designed to make the system more convenient and user
friendly, this convenience comes at a security price. By hiding the extensions,
malicious code is able to masquerade as something benign. For example, a
user might be tempted to open a file named readme.txt, knowing that simple
American Standard Code for Information Interchange (ASCII) text files cannot
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User configuration policies.

contain malicious code. However, the user will be at risk if the real file name is
readme.txt.bat, because Windows hides the true extension, .bat. If the user opens
the file by double clicking it, the malicious code in the BAT file will run with
the same permissions as the user. File extension hiding should be disabled on
Windows systems. You disable file extension hiding by removing the check from
the “Hide file extensions for known file types” check box on the View tab of the
Folder Options dialog box, as shown in Figure 9-4.

9.2.4 User Training

Windows users can also take steps to minimize the spread of viruses, worms,
and Trojan horses on their systems. Remember, many malware schemes depend
on social engineering to propagate. Some good practices for users include the
following:

A Configure the email client to not download graphics and audio automati-
cally. Some malicious email includes links that will let the attacker know
that the file was opened. An attacker is more likely to continue to send
malicious emails to addresses on which they are opened. A graphic or
audio file embedded for this purpose is known as a web beacon.
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Figure 9-4
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Showing file extensions.

A Don't open any email from strangers that contain attachments.

A Only accept or open expected attachments. The user should have prior
knowledge that the attachment was going to be sent. Many viruses today
will at first appear to be legitimate messages. However, upon scrutiny, a

user will be able to catch unexpected messages.

A Do not open attachments on email that seems vague or out of character.

Watch out for nondescript messages such as “Check this out.” The

sender should include information in the message that helps the recipient
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trust the attachment. For example, instead of “Check this out,” the
message should be “Bobby’s graduation pictures,” where the sender,
Bobby, and a graduation are familiar or expected.

A 1f questionable email must be received and read, use a separate email
client that is less susceptible to viruses. There are circumstances when a
user is part of a public mailing list in which the members routinely share
files. If attachments from this mailing list are routinely opened, an email
client that does not run scripts should be used.

A Use macro protection in spreadsheet applications and word processors.
Macros should be enabled on a case-by-case basis.

In many cases, the preceding procedures require a judgment call on the part
of the user. Security awareness training is essential to help users recognize dan-
gerous code before installing it on their computers.

FOR EXAMPLE

Adding a Computer to a Network Securely

When adding a new computer to the network, it is important that you
harden the computer before attaching it to the network. Otherwise, you run
the risk of installing malware before the computer has been completely con-
figured and the latest security updates installed. Consider this scenario. You
install Windows XP Professional on a computer and add it to the network.
Next, you browse the Web to locate an anti-malware program. While brows-
ing the Web, you unintentionally download spyware. When you reach the
website distributing the anti-malware, you are asked to type in your email
address, mailing address, phone number, and credit card information. The
spyware monitors the data you enter and sends it to an advertiser, who then
knows too much information about you. You install the anti-malware pro-
gram and it detects and removes the spyware. However, your private data
has already been compromised.

When setting up a new computer, you should always install the latest
service packs and security updates, along with anti-malware software before
connecting the computer to the Internet.

Another important consideration is to make sure you use a trusted
source for anti-malware applications. A particularly annoying browser par-
asite called SpyBlast claims to locate and eradicate spyware, but in actual-
ity it displays pop-up advertisements. A type of malware that displays pop-
up ads or other advertisements is known as adware.
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SELF-CHECK

1. What should malware protection focus on?

2. What is a virus signature?
3. What is the function of a personal firewall?

9.3 Web Browser Security

Web browsers today provide a lot more features than simply rendering images
and HyperText Markup Language (HTML) code. Their convenience is greatly
enhanced by their capability to do the following:

A Run Common Gateway Interface (CGI) scripts on the web server.

A Run scripts written in JavaScript® or VBScript on the web browser.

A Run executables such as Java™ and ActiveX® on the web browser host.
A Taunch various plug-ins such as an audio player or movie player.

The convenience, productivity, and popularity of web browsers make them
a prime target for hackers and would-be attackers. The hacker who develops an
attack for a common web browser is sure to find many susceptible targets. This
section looks at some of the risks associated with web browsers and how to
mitigate them by configuring browser security settings and educating users.

9.3.1 Web Browser Risks

The security risks associated with browsing the Internet can be grouped into sev-
eral categories:

A The web server might not be secure. All the data that users enter into
their browsers is ultimately processed on the web server. In most cases,
this information is stored in a database of some sort. Most typical users
trust businesses to make sure their data is secure. However, the opposite
is probably true. The best defense a user can have against an unsecure
web server is to limit the sensitive data that is transmitted to the server.

A The browser runs malcode in the form of scripts or executables. Web
applications often have dynamic elements that execute on the client.
When used legitimately, these technologies improve the browsing experi-
ence. However, when used maliciously, client-side code can do a lot of
harm to a computer.
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A An attacker might eavesdrop on network traffic. Users should be aware
that the security of the data transmitted to and from the web server is no
more secure than the security of the network on which it travels. This
risk can be reduced when the web server uses Secure Sockets Layer
(SSL) to encrypt the data transmitted and received.

A A website might add browser parasites to your browser.

A An attacker might employ a man-in-the-middle attack. Web-based appli-
cations are sessionless, meaning that each request is sent independently,
and are potentially susceptible to man-in-the-middle attacks, such as
hijacking and replay.

9.3.2 Web Browser Technologies

Browsers support several types of client-side code. These features come with
security risks, but are essential to many web-based applications. Therefore, it is
important that you understand what these features are and why they present a
risk so that you can configure the browser to limit or provide support for them
according to a users requirements and the organization’s security policy.

Plug-ins

A plug-in or add-on is an addition to the browser that allows you to open a
specific type of content. For example, the Adobe® Reader® plug-in allows you to
view Portable Document Format (PDF) files in the browser window. The Macro-
media® Flash® plug-in allows you to view and interact with Flash animations.

ActiveX

ActiveX is a technology developed by Microsoft for creating reusable content
that can be distributed over the Internet or through an application installation.
ActiveX controls are user interface elements that are embedded in a web page
and must be downloaded to the client.

The use of ActiveX is a security risk because the browser places no restrictions
on what an ActiveX control can do. To mitigate the risk of using ActiveX, each con-
trol can be digitally signed. The digital signatures can then be certified by a trusted
certifying authority, such as VeriSign®. The developer can also indicate whether the
control is safe for scripting and/or safe for executing. A control that is safe for exe-
cution should not modify files on the computer or perform other harmful tasks
when it is added to a web page. A control that is safe for scripting should not allow
parameters that could be used for harmful purposes to be set in script. For exam-
ple, if a control is safe for scripting, it should not allow a web page developer to set
a path to a file. It is up to the developer to be honest about the safety level of the
control. Figure 9-5 shows some of the security settings you can configure to con-
trol how ActiveX controls are downloaded and executed by Internet Explorer® 7.
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Figure 9-5
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*Takes effect after you restart Internet Explorer

11}

Reset custom settings

Resetto: | medium-high (default) v|] [LReset.. |

 —— | ———

ActiveX control settings.

If the browser encounters an ActiveX control that hasn't been signed (or that
has been signed but certified by an unknown certifying authority), the browser
presents a dialog box warning the user that this action might not be safe. At this
point the user can elect to accept the control or cancel the download. Few users
that accept an unsigned control appreciate the risk involved. This is an area where
user education is essential to preventing the installation of malevolent code.

Java

Java applets are programs written in the Java programming language that are
run on the users workstation. Java has a large number of security safeguards
intended to avoid attacks. A security manager monitors what the applet does
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and prevents it from performing tasks that are known to be risky. The follow-
ing security features are part of the Java design:

A The security manager does not ordinarily allow applets to execute arbi-
trary system commands, to load system libraries, or to open up system
device drivers such as disk drives.

A Applets are generally limited to reading and writing to files in a user-
designated directory.

A An applet is only allowed to make a network connection back to the
server from which it was downloaded.

A The security manager allows Java applets to read and write to the net-
work and to read and write to the local disk but not to both. This limi-
tation was created to reduce the risk of an applet spying on the user’s
private documents and transmitting the information back to the server.

JavaScript

JavaScript is a scripting language that can be executed by most browsers. The
designers of JavaScript built security into the language itself. The basic approach
was to eliminate the possibility of JavaScript code doing insecure activities by
not providing commands or objects for those activities. The following are some
examples of the security protections with JavaScript:

A JavaScript cannot open, read, write, create, or delete files. The language
does not have any objects for managing files. A script cannot even list
files and directories.

A JavaScript cannot access the network or network resources. The language
does not have any objects for connecting or listening to the network
interface.

A JavaScript can only access the domain from which it was downloaded.
The script cannot access any other domain other than the one from
which it originated.

Over the years, a number of security vulnerabilities have been discovered
when using JavaScript. Patches and updated browsers have eliminated most
of the security problems. However, the general concept that JavaScript is a
potential avenue for the loss of private data still exists. For instance, JavaScript
can access information available to the browser, such as URLs, cookies, names
of files downloaded, and so on, and can make Hypertext Transfer Protocol
(HTTP) requests. Scripts can request URLs and send other HTML information
such as forms. This means the scripts could hit CGI programs that run on
the web server.
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Cookies

A cookie is an ASCII file created by a website to store information about the
user visiting that site. This information is stored for the convenience of the web-
site or for the convenience of the user. When a new request is made, the server
can ask the browser to check if it has any cookies and, if it does, to pass those
cookies back to the server. The browser can potentially pass any cookie to a web
server. This could include cookies from completely different websites.

The contents of the cookie are under the control of the web server and might
contain information about you or your past and present surfing habits, and when
used maliciously can present a threat to a user’s privacy.

There are two general types of cookies: persistent and nonpersistent. A per-
sistent cookie is one that will survive reboots and last for a predetermined
period of time. Persistent cookies are traditionally stored on the hard drive in a
file such as “cookies.txt.” This file can be read and edited by the user or system
administrator. Some marketing companies have attempted to exploit user behav-
ior by trying to capture these persistent cookies.

More and more people are becoming wary of cookies, especially those that
can be used to track users over time. Therefore, many sites are starting to use
nonpersistent cookies. A nonpersistent cookie (also called a session cookie) is
stored in memory, so when the computer is turned off or rebooted, the cookie
information is lost. Some browsers delete nonpersistent cookies when the user
closes the browser, navigates to a different website, or after an elapsed period of
time. There is no assurance that every browser will handle nonpersistent cookies
the same way. The web server has no control over how the browser stores or
disposes of the cookies; it merely tells the browser whether the cookie is meant
to be persistent or nonpersistent.

9.3.3 Specific Threats to a Browser Session

Now that you are familiar with some of the web technologies and the general
risks they present, lets look at some specific attacks that target web browsers
and sessions with web servers.

Hijacking Attack

Session hijacking occurs when an HTTP session is observed and captured by
a network sniffer. The attacker modifies the captured traffic to allow the attacker
to impersonate the client. All future traffic in the session is then channeled
between the web server and the attacker.

The hijacking is usually done after the legitimate user has authenticated to
the web server. Therefore, the attacker does not have to re-authenticate (usually
for the remainder of the session). In this way, the attacker bypasses one of the
major security features of the web-based session, the initial authentication.
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Figure 9-6

Hijacking

Web Server ‘Web Server

/N

RN
- 2 - -
Cookie e Cookie Cookie
Valid User Valid User
Web Page 1 Web Page 2

1. A valid user does some web activity that results in him or her acquiring a cookie.

2. The cookie is stolen or captured by an attacker.

3. The cookie is transmitted with the attacker’s attempt to access the application. The
cookie authenticates the attacker as a valid user. The attacker gets access to the
application.

Hijacking when cookies maintain state.

The hijacking attack exploits a weak method of maintaining state (informa-
tion about the current session). If the attacker can understand how state is main-
tained, they might be able to inject themselves into the middle of the session by
presenting the intercepted authentication cookie or credentials. This is illustrated
in Figure 9-6.

The attack involves the following steps:

1. A valid user performs some web activity that results in him or her
acquiring a cookie.
2. The cookie is stolen or captured by an attacker.

3. The cookie is transmitted with the attacker’s attempt to access the appli-
cation. The cookie authenticates the attacker as a valid user. The attacker
gets access to the application.

Replay Attack

As with a hijacking attack, the first step in a replay attack is to capture HTTP
packets for a session. Some aspect of the session is then modified (certain replays,
such as transferring bank funds, might not require modifications). The modified
session is then fed back onto the network. If the replay is successful, the web
server will believe the replayed traffic to be legitimate and will respond accord-
ingly. This could produce a number of undesirable results. Figure 9-7 illustrates
session replay.
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Replay

Web Server ‘Web Server
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Valid User Valid User
Acknowledge
Transaction

Transaction
Request

1. A valid user does some web activity such as “Transfer $5,000 from account
A to account B”. There might or might not be a cookie.

2. The web page holding the transaction request is stolen or captured by an attacker.

3. The web page is retransmitted. The transaction is repeated —an additional $5,000 is
transferred. The attacker can retransmit numerous times.

4. Depending on whether the attacker had to do spoofing, the final acknowledgment
transaction might go back to the valid user’s IP address where it is dropped beccause no
session is open.

Replay attack.

The responsibility is on the web server to prevent replay attacks. The web
server should be able to recognize replayed traffic as no longer being valid.
The following steps are involved in a replay attack:

1. A valid user performs some web activity such as “Transfer $5,000 from
account A to account B.” There might or might not be a cookie.

2. The web request is stolen or captured by an attacker.

3. The web request is retransmitted. The transaction is repeated; an addi-
tional $5,000 is transferred. The attacker can retransmit numerous times.

4. Depending on whether the attacker had to do spoofing, the acknowledg-
ment might go back to the valid user’s IP address, where it is dropped
because no session is open.

9.3.4 Browser Configuration

Web browsers, like most Internet applications, respond to emerging security
threats. In the early years, web browsers were very vulnerable. They had features
making them convenient and productive but had no means for the user to make
them more secure. Web browsers have evolved (due to the security threat), and
users are now able to set various configuration settings to improve the security
of their web browsers.
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The problem with relying on the user to make security configuration deci-
sions is that most users are not sophisticated and savvy when it comes to secur-
ing a web browser or even understanding the threat. Often users will not change
any of the browser’s security configuration settings, or even know they exist.
The customization, for security purposes, is then left to the system or network
administrator. However, as discussed earlier, browsing has become such an
accepted norm for convenience and productivity that few users will tolerate less
than total functionality. As a result, administrators who initially attempt to
secure browsers are often beaten back by the onslaught of complaints and
requests for help. In the end, the administrator must relax the web-browsing
security settings.

In this section, we’ll look at some areas where you can configure a browser
to help mitigate the risks.

Secure Socket Layer

The Secure Socket Layer (SSL) protocol provides for the encryption of traffic
between the web browser and server. SSL uses public-key encryption to exchange
a symmetric key between the client and server; this symmetric key is used to
encrypt the HTTP transaction (both request and response). Each transaction uses
a different key. If the encryption for one transaction is broken, the other trans-
actions are still protected.

Some of the settings related to digital certificates in Internet Explorer 7 are
shown in Figure 9-8.

Settings related to digital certificates when using the Firefox® web browser
on a Linux computer are shown in Figure 9-9.

A properly configured web browser will warn the user of a certificate prob-
lem if any of the following occur:

A The certificate was not signed by a trusted certificate authority.

A The certificate is currently invalid or has expired. Legitimate websites will
keep their certificates up-to-date. This could indicate that the certificate
has been stolen and is being used by a third party.

A The certificate or the certificate of the server that issued it has been
revoked.

A The common name on the certificate does not match the domain name of
the server. The host name of the web server is a fixed part of the site
certificate. If the name of the web server doesn’t match the name on the
certificate, the browser will report the problem.

If a problem has been identified with the certificate, the user is prompted
whether or not to accept the certificate.
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Figure 9-8

Internet Options e«

22X

| General || Security | Privacy | Content | Connections || Programs | Advanced 1
Settings

g Security [ﬁ]
Allow active content from CDs to run on My Computer®
Allow active content to run in files on My Computer*
Allow software to run or install even if the signature is invi
Check for publisher's certificate revocation
[] check for server certificate revocation®
Check for signatures on downloaded programs
Do not save encrypted pages to disk
[[] Empty Temporary Internet Files folder when browser is clc
Enable Integrated Windows Authentication™®
Enable native XMLHTTP support
[ Phishing Filter
(O Disable Phishing Filter B
O Turn off automatic website checking S M
@ 1 ] [l]

*Takes effect after you restart Internet Explorer

I Restore advanced setﬁng_s_J

=

Reset Internet Explorer settings
Deletes all temporary files, disables browser
add-ons, and resets all the changed settings. —_—

You should only use this if your browser is in an unusable state.

——

Certificate settings in Internet Explorer 7.

Configuring Support for Cookies

Some configuration settings that can be set on the web browser to mitigate the
risk of a loss of privacy due to cookies are as follows:

A Turn off all cookies.

A Limit the websites that can download cookies. The browser can be set to
ask the user if any particular cookie should be accepted. In this way, the
user can decide in each case if the information put into the browser for
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Figure 9-9
(4} Mol Firsios —|ajx
File Edit View Go Bookmarks Tools Help
@980 How [T

|| CD-Inhaltsverzei... | | KNOPPIX -Webse...

Preferences
Ir.2 | Advanced |
Ger\_eral - =
@ = Security
Erivacy. [™ UsessL2.0
¥ UsessL3.0
Web Features [7 UseTLs 1.0
g = Certificates
Downloads Client Certificate

Decide how Firefox selects a security certificate to present to web sites that require one:
@ Select Automatically O Ask Every Time

- Manage Certificates

Use the Certificate Manager to manage your personal certificates, as well as those of other
people and certificate authorities.

Manage Certificates...

Manage Security Devices

Use this button to manage your security devices, such as smart cards.

Manage Security Devices...

# Validation

L

Cancel OK

Certificate settings in Firefox.

that particular site poses a privacy risk. In most cases, when prompted to
accept or reject a cookie, the user has the option to accept all future
cookies from this website.

A Only return cookies to the originating domain. Cookies originate (are
sent to the browser) from a web server. The browser can refuse to send
these cookies back to any website other than the one that created the
cookie in the first place. This will mitigate the risk of a third-party site
trying to get private data about a user. A cookie that sends data to a
different domain is known as a third-party cookie.

A TForce all cookies to be nonpersistent.
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Figure 9-10

Internet Options

| General | Security | Privacy | Content | Connections | Programs | Advanced |

Settings
S___Bl Select a setting for the Internet zone.

Medium

5 - Blocks third-party cookies that do not have a compact
privacy policy
B 5 - Blocks third-party cookies that save information that can
- be used to contact you without your explicit consent
- Restricts first-party cookies that save information that
8 can be used to contact you without your implicit consent

I Sites ]I Import ]l Advanced I Default

Pop-up Blocker

62} Prevent most pop-up windows from m
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l OK Il Cancel I Apply

Configuring cookie support in Internet Explorer 7.

A Clean out persistent cookies. Periodically, go into the browser settings
and delete any persistent cookies.

In Internet Explorer 7, cookie policies are defined on the Privacy tab of the
Internet Options dialog box, as shown in Figure 9-10. As you can see, you can
set a general policy level, but configure individual sites as exceptions.

Firefox allows you to configure cookies by displaying the Preferences dialog
and clicking Privacy. The Cookies options are shown in Figure 9-11.
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Figure 9-11
Preferences
[FE | Privacy |
Ti&
General As you browse the web, information about where you have been, what you have done, etc is kept in the
@ following areas.
Privacy History
@ Saved Form Information

Web Features

g # Saved Passwords

LLLE

Downloads # Download Manager History
{:(:):} = Cookies
Advanced

Cookies are pieces of information stored by web pages on your computer. They are used to
remember login information and other data.

[¥ Allow sites to set cookies Exceptions | View Cookies |

[~ forthe originating web site only

Keep Cookies: | until they expire ]

Cache Clear I

Clear all information stored while browsing:  Clear All I
Cancel OK I

Configuring cookie support in Firefox.

9.3.5 Internet Explorer Security Zones

Internet Explorer orients the Security settings around the web content zone of
the site to be accessed by the web browser, as shown in Figure 9-12. In other
words, the security settings the browser uses will depend on which zone the
website being requested resides in. The zones are as follows:

A Internet

A Tocal intranet
A Trusted sites
A Restricted sites

Internet Zone

The Internet zone contains all websites the user hasn't placed in any other zone.
In a sense, this is the default zone. Unless security is relaxed for a particular site,
it will be put into the Internet zone and have default security settings. This is
one zone to which you cannot add sites. By default, all websites that are not
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Figure 9-12

General | Security | Privacy | Content | Connections | Programs | Advanced |

Select a zone to view or change security settings.

@ ¥ v O

nternet Local intranet Trusted sites  Restricted
sites

Internet

0 This zone is for Internet websites, Sl
except those listed in trusted and
restricted zones.

Security level for this zone
Allowed levels for this zone: Medium to High

B

Medium-high
- Appropriate for most websites
- Prompts before downloading potentially unsafe
content
- Unsigned ActiveX controls will not be downloaded

I Reset all zones to default level

Internet Explorer zones.

added to the local intranet zone, the trusted sites zone, or the restricted sites
zone, are placed into the Internet zone.

Local Intranet Zone

The local intranet zone is intended to contain all websites that are on the
intranet of the user’s organization. These sites are considered to be more trusted
than those that default to the Internet zone. The local intranet zone contains
local domain names, as well as the addresses of any proxy server exceptions you
might have configured. To be effective, the local intranet zone should be set up
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FOR EXAMPLE

Flaw in Acrobat Reader Plug-in

Many companies and government offices post PDF files on their websites to
provide users with information and even to allow users to fill out and print
or submit forms. It has long been regarded as a secure way to distribute
information on the Internet. However, in December 2006, researchers dis-
covered a flaw that will allow attackers to execute malicious code when a
user clicks a PDF document link.

The attack is performed by modifying the link to a PDF document on
a website. The modified link includes code that exploits the vulnerability in
the plug-in. According to researchers, this vulnerability could be used to
create a number of attacks, including installing Trojan horses and accessing
data. The flaw exists when the plug-in is used in Internet Explorer 6.0 (and
earlier) and in Mozilla’s Firefox browser.

What do you do to mitigate the attack? If you are using one of these
browsers, you need to avoid opening PDF documents within the browser.
Instead, download them to the hard disk and open in them in Acrobat
Reader. Or better yet, upgrade your browser to one that does not have the
flaw.

in conjunction with a local area network (LAN) proxy server or firewall. The
intent is that all sites in the local intranet zone are on the local network and
inside the firewall.

Trusted Sites Zone

The trusted sites zone contains websites that the user trusts will not damage
the computer. The user should also trust this site with sensitive or personal data.
The Security settings can require SSL for all the sites in this zone. This zone
should rarely be used. Few websites need the added features of this zone. Most
web sites that might be put in this zone will probably operate equally well in
the local intranet zone. Be cautious when adding sites to the trusted sites zone.
If the site is compromised at some point in the future, your computer will be
vulnerable.

Restricted Sites Zone

The restricted sites zone contains websites that could potentially damage
your computer or data. The default security level for the restricted sites zone
is High.
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9.3.6 Configuring Web Features in Firefox

The Firefox browser allows you to configure feature support for pop-ups, installing
software, loading images, Java, and JavaScript. As you can see in Figure 9-13, you
can allow pop-ups, installed software, and images from only specific sites.

SELF-CHECK

. Compare persistent and non-persistent cookies with regards to the
security risk.

. Identify and describe the four security zones in Internet Explorer.

9.4 Email Security

Along with web browsing, email has made the Internet popular, widespread, and
indispensable for most users. Despite its critical role in the typical Internet user’s
life, email is comparatively insecure.

Email is widely used and has well-defined and universally implemented proto-
cols. Therefore, it is a prime target for hackers developing attacks. Attacks on email
focus on two areas: the delivery and execution of malcode and the disclosure of sen-
sitive information. In this section we’ll look at how to mitigate both types of attacks.

9.4.1 Attacks that Disclose Data

For many years, the popular email protocols Post Office Protocol (POP3) and
Simple Mail Transfer Protocol (SMTP) have transmitted email in clear text.
Figure 9-14 shows a captured IP packet from an SMTP session. The text of the
email can be clearly seen in the raw packet.

Because email is transmitted in ASCII text, the words typed into an email
message are easily viewed and read at the IP packet level. In the preceding sam-
ple packet, the text “My passcode is SOnnyBOy” can clearly be read. It is only
slightly more difficult to modify the text in the email by modifying the packets.

The capturing and modifying of email can be done via either a man-in-the-
middle, replay, or phishing attack. In this section, we’ll look at each of these
types of attacks.

Email Man-in-the-middle Attacks

In some man-in-the-middle attacks, the attacker must have control of one of
the many firewalls, routers, or gateways through which the email traverses.
Other man-in-the-middle attacks do not require control of a device; rather, the
attacker merely needs to reside on the same local area network (LAN) segment
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Figure 9-13
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= < Block Popup Windows Allowed Sites i
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Privacy

@ [ Load Images
[~ forthe originating web site only

g [¥ Enable Java
[¥ Enable JavaScript Advanced...

Advanced

Cancel OK I

Web Features settings in Firefox.

as one of the computers sending or receiving the email. In this case, the
attacker can use an Address Resolution Protocol (ARP) spoofing tool, such
as ettercap, to intercept and potentially modify all email packets going to and
from the mail server or gateway. In an ARP spoof attack, the attacker gets
between any two hosts in the email transmission path. There are four possible
locations to attack:

1. Between the email client and server: This situation assumes that the
client and server are on the same LAN segment.

2. Between the email client and the gateway: The gateway must be in the
path to the mail server.

3. Between two gateways: The gateways must be in the path between the
client and the server.

4. Between the gateway and the mail server: This option assumes the
client and the server are not on the same LAN segment, and therefore
the email traffic must reach the server via a gateway.
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Figure 9-14
Destination IP
Source IP
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0080 |70 61 73 73 63 6f 64 65 20 69 73 20 53 30 6e 6e| passcodeis SOnn

0090 |79 42 30 79 2e|0d 0Oa \

Data

A captured IP packet clearly shows email text.

Figure 9-15 illustrates the network configuration for the ARP spoofing attack.
In the ARP spoofing man-in-the-middle attack, the email’s IP packets are inter-
cepted on their way to or from the mail server. The packets are then read and
possibly modified. The attacker has some minor limitations when modifying the
packets. For example, the total length of the packet cannot grow to a size larger
than the maximum allowable for transmission on the network.

Man-in-the-middle attacks can be avoided by using encryption and by digi-
tally signing messages. If the encryption is sufficiently strong, the attacker will not
be able to decrypt and alter the email. Digital signatures ensure the integrity of
the body of the email message. The recipient is able to decrypt the hash with the
sender’s public key and verify the email to have been unaltered. An attacker could
not alter the message or the hash (digital signature) without being detected. Fig-
ure 9-16 illustrates how a digital signature is created and attached to the email.

Email Replay Attack

An email replay attack occurs when an email packet (or set of packets) is cap-
tured, the email message extracted, and the message put back on the network
at a later time (replayed). This causes a second, identical email to be received.
The danger or damage occurs when the second email is accepted as legitimate
and causes unforeseen consequences.

Replay might be used if an attacker discovers a business that sends financial
transactions over email. The attacker then arranges for a nominal transaction
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Figure 9-15
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Figure 9-16
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Needed to Verify the Signature

Email Message is
Hashed and then
Encrypted with Sender’s
Private Key

Version: GnuPG v1.2.4 (GNU/Linux)
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Attaching a digital signature.

(perhaps a $100 refund). The attacker captures the email authorizing the refund
and replays it several times, causing several refunds to occur.

In the case of a replay attack, shown in Figure 9-17, the attacker does not
have to use the gateway or ARP spoofing. The attacker merely needs to be on
one of the many segments that the email packets traverse on their way to or
from the mail server.

Phishing
A phishing attack is one in which a user is tricked into clicking a link in an

email and divulging confidential information, such as a bank account number
or logon credentials for an online banking website. To launch a phishing attack,
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Figure 9-17
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Email replay attack.

an attacker sends email that pretends to be from a legitimate company, such as
a bank, PayPal®, or eBay®. The email includes a link that appears to be to the
legitimate site, but that actually goes to an imposter site.

Internet Explorer 7.0 provides a phishing filter that attempts to determine
whether a site is legitimate. However, the best way to mitigate the risk of phish-
ing attacks is to train users to never click on a link in an email or to verify the
actual address of the link before clicking it. Figure 9-18 shows an example of
an email sent in a phishing attack. Notice that when you mouse over the link,
an address appears that is different from that of the legitimate website.

In this case, the spoofed email does a good job of impersonating an actual
email that might be sent by eBay. However, notice that the email does not orig-
inate from ebaycom, but from ebay.eu. Also, the ISPs spam filter was able to
identify the message as spam and marked it as such in the Subject line. We'll
talk about spam next.

9.4.2 Spam

Spam is an unwanted email. Spam has become a serious problem in today’s net-
working environment. It is a major irritant and consumer of resources. It has
been estimated that for some of the large email providers, over half of the email
they service is spam. In gross terms, this means that these providers could get
by with half of their current resources to handle their customers’ email. From a
security perspective, spam is a potential denial-of-service (DoS) problem.
Spammers (people who send spam) make money by getting their advertising
message out to thousands or millions of people. Very few will respond positively
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Figure 9-18
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From: @ eBay Inc [aw-confirm@ebay.eu] Sent: Mon 1/22/2007 7:50 AM
Subject:  [SPAM] TKO Notice: Update Credit Card on File
Dear eBay Valued Member,

As you may well know, your eBay membership is free of charge but a valid credit card on file is permanently required to confimn your identity. This helps keep eBay a safe place to buy and sell.

We regret to inform you that during our last scheduled account maintenance and verification procedure your card on file could not be authorized. This my be due to a recent change in your personal
information (i.e. change of address, credit or debit card, phone mumber) .

To provide us with a valid credit or debit card click the Place Your Credit or Debit Card on File link below

Update Your Credit or Debit Cagd on File

Your card willnot be charged o BSREUE gt SR e P g S o pr el JeoL 18- Soled OiougeT peSon -8 - Shohon - enacs S fgp ioa2-temeg=tiurane
If the requested information is not provided to us then we will regret to inform you that your account will be suspended from our database until required the information is provided.

Due to the suspension of this account, please be advised you are prohibited from using eBay in any way. This includes the registering of a new account.

Please note that this suspension does not relieve you of your agreed-upon obligation to pay any fees you may owe to ¢Bay. |

Copyright © 2007 ¢Bay, Inc. All Rights Reserved.

Phishing attack email.

to the message, but even a very small percentage of responses will produce enough
activity to make the spamming profitable because it is very cheap to send email.

Spammers put their advertising message into the body of the email and view
email headers as a necessary encumbrance needed to get the body delivered. Spam-
mers view email headers as a possible Achilles heel that can hurt them. If users and
ISPs are able to trace the spam back to the source, the spammers could be tied up
in legal proceedings, fined, or blacklisted. Blacklisting is discussed a little later.

Spammers take steps to hide their originating (From:) address. This is eas-
ily done if spammers run their own email servers. This address can be either
fake (such as “yourfriend.spam”) or a legitimate address that is not owned by
the spammer. Some spam even uses your own email address as the sender.

Spam DoS Attacks

Spam DoS attacks can be launched by spammers using false domains in the emails
they send. If a spammer does not use a valid domain, the spam can be blocked by
testing that the email was sent from a legitimate domain. In this case, a domain is
legitimate if it returns a value when a domain name system (DNS) lookup is done.

The most prevalent DoS attack that occurs due to spam is when a spammer
forges an address on thousands or millions of mail messages. The result is tens
of thousands of bounces, complaints, and a few responses. This results in a flood
of email traffic to the forged address, essentially shutting down the address for
legitimate use.
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Another DoS situation occurs when the spammer forges a valid email
address, and this address then gets blacklisted. When this occurs, the user of
the valid email can experience obstacles to sending legitimate email to users
whose ISP uses blacklists.

Blacklisting

A blacklist is a database of known Internet addresses (by domain names or IP
addresses) used by spammers. Often, ISPs and bandwidth providers subscribe
to these blacklist databases to filter out spam sent across their network or to
their subscribers. Lists of 1P addresses to be added to the blacklist are collected
in different ways, including the following:

A The email user community sends samples of spam to the blacklist site.
The site parses out the offending originating email IP addresses and adds
them to the blacklist.

A The blacklist provider runs its own mail server and fake email address.
Any email received is automatically unsolicited and therefore spam.

A Blacklist providers exchange lists.

Some blacklists are implemented by placing offending IP addresses in a DNS
database. When a spammer’s email arrives, a DNS lookup is conducted to ver-
ify that the sender’s email address is legitimate. However, blacklisted addresses
return invalid responses so the server rejects the email.

Spam Filters

Spam filters attempt to identify spam from the content of the message subject
and body, based on identifying words that frequently appear in spam. This is
known as the naive Bayes classifier. However, this method of classification often
results in non-spam being classified as spam. Also, spammers have begun to use
various methods of preventing spam filters from working. One method is to insert
word salad (a set of random or pseudorandom words) into the text of the mes-
sage. Another is to use letter salad to disguise words in the subject that are fre-
quently associated with spam. For example, here are two letter salad subject lines:

A Why seek? Choose any love pill you want!
A Re: primar VIAttGRA

Figure 9-19 shows an example spam email that uses both word salad and
letter salad. It includes an attachment, which should not be opened under any
circumstances. In this example, the ISP did not identify it as spam, but the Norton
AntiSpam™ application did. This is a good illustration of why multiple layers
of defense should be used to protect against malware.
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Figure 9-19
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Extra line breaks in this message were removed.
This message was converted to plain text.

From: @ Leroy Cleveland [mmollycoddle @mixmail.com] Sent: Tue 12/5/2006 3:35 AM
To: rachellereese
Ce:

Subject: [Norton AntiSpam] ***Possible Spam*** Be auditor in tulle

Attachments: B ruinous. gif (4 KB)

F(eep your eyes on the sun and you will not see the shadows It's the early bird that [A
gets the worm <http://maypzmp.&> wevmmdajavjvz$2Ecreativeswiss.net>

Money for old rope If the mountain won't come to Muhammad, Muhammad must go to the
mountain Without sleep, no health Don't cut off your nose to spite your face
Alternative: Liquor on beer, have no fear Beer on liquor, never sicker Common sense
ain't common A lie has no legs Possible Interpretation: Do not look for faults in a
something recieved as a gift He who has the gold makes the rules Possible
Interpretation: Those that are helped are not the best Alternate: If at first you
don't succeed, perhaps skydiving is not for you Possible Interpretation: fancy way of
saying that we should play as a team and not as individual players All of you that
intend to ring, you undertake a dangerous thing Like water off a duck's back What goes
around comes around Haste makes waste Vengeance is mine, thus sayeth the Lord Yogi
Berra Variant: It's not over till it's over Same shit, different day abbreviated SSDD
A chain is no stronger than its weakest link To each his own He that will steal an egg
will steal an ox Power attracts the corruptible -from Dune series, Frank Herbert You
lose some and you win some and some you don't even bother to play Possible
Interpretation: Accomplishing two things with a single action Vengeance is a dish best
served cold Little by little and bit by bit Life's a bitch and then you die Starve a
cold, feed a fever He who lives by the sword shall die by the sword Never rub another
man Rhubarb And drinking largely sobers us again As California goes, so goes the
nation Possible Interpretation: Finishing a task quickly is not about rushing It's a
long lane that has no turning Better safe than sorry Vengeance is mine, thus sayeth
the Lord Power attracts the corruptible -from Dune series, Frank Herbert Girls will be
Girls God blesses a drunk There are no Facts; only interpretations of Facts Possible [VW

AL

Sample spam.

9.4.3 Protecting Against Malcode Propagated by Email

Most malcode transmitted by email is not activated unless a user opens the email
or the attachment. Therefore, user education can go a long way toward thwart-
ing such an attack. The following are some guidelines users should keep in mind:

A Be paranoid. You can avoid most email-propagated malcode attacks by
properly using your email.

A Keep your email address private. Avoid providing it whenever possible
on websites and other interactive forums such as chat rooms.

A Set up one or more sacrificial email addresses. When an email address
must be provided to a website, the user should have a sacrificial email
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address to use. When an email is received on this account, the user
knows that there is a high likelihood that it will be spam or malicious
in nature. The user should resist the temptation to browse through the
emails received on this account.

A Keep email for different organizations separate. In most cases, this will
mean one account for work and a separate account for home. The rami-
fications of receiving and propagating malicious code in a work environ-
ment might be more damaging than at home.

A Do not open any email that is not expected. Common sense can be a
strong deterrent to the spread of malicious code. An unexpected “Read
This” or “Try This Game” should be ignored until the user can verify the
sender’s intentions. The verification can be in person, by phone, or by a
second email (initiated from the user).

A Never save or open attachments from strangers. All curiosity must be
resisted.

A Never save or open attachments that are not absolutely needed. The fact
that a friend wants to send a user an attachment does not obligate the
user to open it. Some users would be surprised to find how easily life
proceeds without opening risky emails and attachments. If it is really
important or of special interest, the friend will follow up and explain
what is in the attachment.

A 1f supported, turn off the preview function on your email client.

9.4.4 Mail Client Configurations

Microsoft Outlook® uses the same security zones as Internet Explorer to allow users
to customize whether scripts and active content can be run in HTML messages.

Scripting capabilities of the email clients should be disabled whenever possible.
As discussed earlier, if scripts are executed by the email client, the user will be vul-
nerable to worms and viruses. If scripts must be passed around, they should be com-
pressed when they are sent, saved to a file, and examined before being executed.

You can also determine whether elements in HTML pages, such as pictures,
are downloaded automatically. The default is to not download automatically
unless the site is included in the trusted sites zone or if the sender has been
added to the Safe Senders or Safe Recipients list, as shown in Figure 9-20. You
should not turn on automatic download for all senders.

Some mail clients, including Outlook and Outlook Express, are configured
to block attachments with risky file extensions. This protection should be kept
enabled and you should add file extensions to the list as attacks emerge.

You can configure email encryption and digital signatures to protect the con-
fidentiality and integrity of the messages you send. These settings are shown in
Figure 9-21.
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Figure 9-20

Automatic Picture Download Settings

You can control whether Outlook automatically downloads and displays
pictures when you open an HTML e-mail message.

Blocking pictures in e-mail messages can help protect your privacy. Pictures in
HTML e-mail can require Outlook to download the pictures from a server.
Communicating to an external server in this way can verify to the sender
that your e-mail address is valid, possibly making you the target of more junk
mailings.

Don't download pictures or other content automatically in HTML e-mail

Permit downloads in e-mail messages from senders and to
recipients defined in the Safe Senders and Safe Recipients Lists
used by the Junk E-mail filter

Permit downloads from Web sites in this security zone: Trusted
Zone

Warn me before downloading content when editing, forwarding, or
replying to e-mail

—E— |

Automatic Picture Download Settings dialog box.

9.4.5 Architectural Considerations

A number of system- and network-related architectural considerations ensure
safe use of email:

A Check for viruses. Every computer should have virus protection installed.

A Use a mail relay or mail proxy. Medium- to large-size organizations bene-
fit from having all their mail received first by a mail relay or mail
proxy. The mail relay will usually sit in the perimeter network. If config-
ured properly, the relay can check for unwanted scripts, viruses, and
questionable attachments. Mail relays are also a good place to put spam
protection, such as blacklist monitoring and spam filtering.

A Buffer against attacks. If possible, risky email should be read on computers
that can better afford to be attacked. Generally, this would be a computer
that has little or no personal and sensitive data. This computer also should
not contain critical applications that cant be lost or re-installed. It should

4
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Figure 9-21

| Preferences || Mail Setup | Mail Format || Speling | Security | Other |

Encrypted e-mail
q_ [T]Encrypt contents and attachments for outgoing messages
[] Add digital signature to outgoing messages

Send dear text signed message when sending signed messages
[[JRequest S/MIME receipt for all S/MIME signed messages

Default Setting:

Security Zones

Security zones allow you to customize whether scripts and active
content can be run in HTML messages.

Zone: () Restricted sites ] [L_zone settings...

Download Pictures
I Change Automatic Download Settings... I

Digital IDs (Certificates)

g Digital IDs or Certificates are documents that allow you to prove your
. identity in electronic transactions.

[ mport/Export... | | GetaDigital 1D... |

—a— e

Outlook security settings.

be expected that a computer that is buffering this way might have to be
rebuilt every 3 to 6 months.

A Back up frequently. Even the best security measures will occasionally fail
to stop a new and emerging threat. To minimize the impact when that
happens, backups should be done frequently. The frequency of backups
depends on the level of critical data involved. A book author will back
up a few times a day, although the typical home user might get by with
backing up once a week or once a month.

A Control scripting capabilities. Some mail clients will provide collaboration
capability and run scripts automatically. Usually, this feature can be dis-
abled to reduce the risk of worm and virus attacks.
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FOR EXAMPLE
Microsoft Exchange 2007

In response to the increasing prevalence of spam, phishing schemes, and
malware distributed through email, software developers are creating solu-
tions that can help protect against email-propagated threats. One such
enhancement is the Edge Transport server role in Microsoft Exchange 2007.
When a server is installed as an Edge Transport server, it can perform spam
filtering based on the sender’s reputation and usage patterns, the safe sender
lists compiled by users, content filtering, and an Outlook postmark. The
Outlook postmark is a puzzle of varying complexity that is attached to the
email. The Edge Transport server can also implement virus scanning and
attachment filtering, including examining the contents of a .zip file, to deter-
mine whether email contains file types that should be filtered.

The Edge Transport role is meant to be assigned to a dedicated server
on the perimeter network. It does not need to be a member of the Active
Directory domain because it can receive encrypted directory data through
Active Directory Application Mode (ADAM).

The Edge Transport server can quarantine suspect messages, allowing
the administrator to selectively send them to users or even to convert them
to plain text before sending them.

A Limit attachments. Attachments can contain scripts and executable code.
When the user runs these scripts or executables, they will have all the
privileges and access that the user enjoys. Unless the user is diligent and
fully appreciates the risk, it is not safe to allow attachments on email.

A Quarantine attachments. In many cases, an organization can benefit from
quarantining attachments. A mail relay or mail proxy strips attachments
off of emails before they are delivered to users. If the user needs the
attachment and can verify that it has been sent by a legitimate sender,
the user can recover that attachment.

SELF-CHECK

1. Compare ARP spoofing and replay attacks.
2. Compare blacklisting and spam filtering.
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SUMMARY

In this chapter you learned about various types of malware, including viruses,
worms, Trojan horses, and spyware. You also learned how to protect yourself
against these threats. Threats, such as spam, phishing attacks, man-in-the-middle

attacks, and replay attacks were also covered.

KEY TERMS

Active Directory Application
Mode (ADAM)

ActiveX

ActiveX control

Add-on

Address Resolution Protocol
(ARP) spoofing tool

Adware

Anti-malware

Anti-spyware

Antivirus

ARP spoof attack

Autorun macro

Backdoor

Blacklist

Boot sector virus
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Compiled

Cookie

Cyclic redundancy check (CRC)

Distributed denial-of-service
(DDos) attack

Edge Transport

Internet zone

Java

Java applets
JavaScript

Letter salad

Local intranet zone
Logic bomb

Macro Virus Protection
Mail proxy
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Malcode

Malware

Managed computer
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Nonpersistent cookie
Nyxem worm
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Outlook postmark
Persistent cookie

Personal firewall

Phishing attack
Email replay attack Phishing filter
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Host Portable Document Format (PDF)
ILOVEYOU virus
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Quarantining attachments
Replay attack
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Rooted

Safe for execution
Safe for scripting
Scripts

Security manager
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Session cookie
Session hijacking
Sessionless

Simple Mail Transfer Protocol
(SMTP)

Slag code
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Spam DoS attack
Spam filter
Spammer
SpyBlast

Spyware

State

Third-party cookie
Time bomb
Trapdoor

Trojan horse
Trusted sites zone
Virus

Virus signature
Visual Basic script (VBScript)
Web beacon

Word salad

‘Worm

Zombie
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ASSESS YOUR UNDERSTANDING

Go to www.wiley.com/college/cole to assess your knowledge of protecting a com-
puter against viruses, worms, and other malicious programs.

Measure your learning by comparing pre-test and post-test results.

Summary Questions

1. Which of the following requires a host file to propagate?
(a) worm
(b) spyware
(¢) virus
(d) logic bomb
2. Which of the following uses the autorun macro to attach itself to the
Normal.dot file?

(a) Michelangelo
(b) Melissa
(¢c) Nymex worm
(d) SpyBlast
3. A logic bomb can be used to launch a DDoS attack. True or false?

4. A browser parasite is an annoyance, but it cannot do any actual damage.
True or false?

5. SpyBlast is an effective anti-spyware program. True or false?

6. An effective antivirus program with updated signatures is the only protec-
tion you need against viruses and worms. True or false?

7. Which of the following is a computer that is centrally configured through
an automated policy?

(a) managed computer
(b) rooted computer
(c) host
(d) zombie
8. Which statement best describes the dangers of automatically downloading
graphics in an HTML message?

(a) The graphics might contain macros that will perform a malicious task.
(b) The graphics might be web beacons.

(c) The graphics might be Trojan horses.

(d) There is no danger involved.

9. An ActiveX control that is marked safe for execution has been certified
by Microsoft not to do anything harmful. True or false?
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APPLYING THIS CHAPTER

Code written in JavaScript cannot access any file on the hard disk. True
or false?

What type of cookie sends data to a different website than the one from
which it originated?

(a) nonpersistent cookie

(b) persistent cookie

(c) session cookie

(d) third-party cookie

Which Internet Explorer zone contains any computer not included in the
other zones?

(a) internet

(b) local intranet

(¢) restricted sites

(d) trusted sites

What type of attack can be mitigated by using digital signatures?
(a) ARP spoofing

(b) email replay

(c) phishing

(d) spam DoS

Which type of attack relies on social engineering techniques?

(a) ARP spoofing

(b) email replay

(c) phishing

(d) spam DoS

Which of the following attempts to identify spam by looking at the con-
tent of the message?

(a) blacklist

(b) anti-malware program

(c) spam filter

(d) web beacon

A mail proxy should be installed in the perimeter network. True or false?

Applying This Chapter

1.

Busicorp is concerned about the possibility of malware propagating
through the organization. They are currently using their ISP to manage
email. Users connect to the Internet using a shared Internet connection

4
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on the company network. Some users have laptop computers and also
connect to the Internet from home or when traveling. There are three file
servers on the network. You have been asked to devise a plan for
mitigating the risk of malware.

(a) Identify the potential sources of viruses.

(b) What questions should you ask the ISP?

(¢) What additional protections would be offered by an anti-malware
program that are not offered by an antivirus program?

(d) Why might you want to limit ActiveX controls to only trusted sites?

(e) What benefits are provided by issuing digital signatures to be used
on email?

() Why should security awareness training be a necessary part of the
plan?

(g) Describe how the company could be a victim of a Spam DoS attack.



YOU TRY IT

Recognizing Malware

Understanding how to identify a risky download, at-
tachment, or phishing email is an essential part of miti-
gating the threat of malware. Automated scanners have
limitiations—they can only identify known attacks.
Identifying new or unpublished attacks requires a sharp
eye and a keen nose for trouble. Users can develop
those over time, but they need training. Of course, be-
fore you can train users in what to look for, you have to
know yourself. Think about the following situations and
determine whether the action is safe, moderately safe
or moderately risky, or risky. Explain why.

1. You access an online shopping site. A dialog is
displayed that reports the site’s SSL certificate
has expired. How risky is it to provide your credit
card on this site?

2. You access an online shopping site. A dialog is
displayed that reports that the site’s SSL certifi-
cate was not issued by a trusted certificate au-
thority. How risky is it to provide your credit card
on this site?

3. You access a vendor’s website and a yellow bar
appears asking you to download an ActiveX
control. When you attempt to install it, you re-
ceive an error that the control is not signed. You
have been working with this vendor for a few
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years and have not had a problem. How risky is
it to download the control?

. You receive an email from your bank asking

you to verify your address and phone number.
The email contains a link with a different do-
main name than your online banking site.
When you click the link, you are prompted for a
username and password. How safe is it to en-
ter the information?

. You receive an email from a former business ac-

quaintance who you haven’t heard from in sev-
eral years. The subject of the message is Hello.
The message contains an attachment. How
risky is it to open the attachment?

. You have antivirus software installed, but you

are connecting to the Internet through a dial-up
connection until your broadband service is re-
stored. How risky is it to ignore the virus signa-
ture update message?

. An online training website uses a nonpersistent

cookie to track your progress in a session. How
risky is it to accept the cookie?

. You are creating a website for your business and

need to publish your email address so that cus-
tomers can contact you. How risky is it to use
your regular email address?

355



