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THE CISCO CCNA EXAM OBJECTIVES
COVERED IN THIS CHAPTER INCLUDE:

= 1.1 Describe the purpose and functions of various
network devices

= 1.2 Select the components required to meet a network
specification

= 1.3 Use the OSI| and TCP/IP models and their associated
protocols to explain how data flows in a network

= 1.4 Describe common networked applications including
web applications

= 1.5 Describe the purpose and basic operation of the
protocols in the OSI and TCP models

= 1.6 Describe the impact of applications (Voice over IP and
Video Over IP) on a network

= 1.7 Interpret network diagrams

= 1.8 Determine the path between two hosts across
a network

= 1.9 Describe the components required for network and
Internet communications

= 1.10 Identify and correct common network problems at
layers 1, 2, 3 and 7 using a layered model approach

= 1.11 Differentiate between LAN/WAN operation
and features
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Welcome to the exciting world of internetworking. This first
chapter will really help you understand the basics of internet-
working by focusing on how to connect networks using Cisco
routers and switches. First, you need to know exactly what an internetwork is. You create an
internetwork when you connect two or more LANs or WANSs via a router and configure a log-
ical network addressing scheme with a protocol such as the Internet Protocol (IP).

I’m also going to dissect the Open Systems Interconnection (OSI) model and describe each
part to you in detail because you need a good grasp of it for the solid foundation you’ll build
your networking knowledge upon. The OSI model has seven hierarchical layers that were
developed to enable different networks to communicate reliably between disparate systems.
Since this book is centering upon all things CCNA, it’s crucial for you to understand the OSI
model as Cisco sees it.

Since there are a bunch of different types of devices specified at the different layers of the
OSI model, it’s also very important to understand the many types of cables and connectors
used for connecting all those devices to a network. We’ll go over cabling Cisco devices, dis-
cussing how to connect to a router or switch (along with Ethernet LAN technologies) and even
how to connect a router or switch with a console connection.

)’ For up-to-the-minute updates on the CCNA objectives covered by this chapter,
A&TE please see www. Tammle.com and/or www. sybex.com.

1.1 Describe the purpose and functions
of various network devices

It is likely that at some point you’ll have to break up one large network into a bunch of smaller
ones because user response will have dwindled to a slow crawl as the network grows and grows.
And with all that growth, your LAN’s traffic congestion has reached epic proportions. The
answer to this is breaking up a really big network into a number of smaller ones—something
called network segmentation.

You do this by using devices like routers, switches, and bridges. Figure 1.1 displays a net-
work that’s been segmented with a switch so each network segment connected to the switch
is now a separate collision domain. But make note of the fact that this network is still one
broadcast domain.

4~ 40
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FIGURE 1.1 A switch can replace the hub, breaking up collision domains.
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Keep in mind that the hub used in Figure 1.1 just extended the one collision domain from the
switch port. Here’s a list of some of the things that commonly cause LAN traffic congestion:

=  Too many hosts in a broadcast domain

*  Broadcast storms

*  Multicasting

*  Low bandwidth

*  Adding hubs for connectivity to the network

= A bunch of ARP or IPX traffic (IPX is a Novell protocol that is like IP but really, really
chatty. Typically, it is not used in today’s networks.)

Now routers are used to connect networks together and route packets of data from one net-
work to another. Cisco became the de facto standard of routers because of its high-quality
router products, great selection, and fantastic service. Routers, by default, break up a broad-
cast domain—the set of all devices on a network segment that hear all the broadcasts sent on
that segment. Figure 1.2 shows a router in our little network that creates an internetwork and
breaks up broadcast domains.

The network in Figure 1.2 shows that each host is connected to its own collision domain,
and the router has created two broadcast domains. And don’t forget that the router provides
connections to WAN services as well! The router uses something called a serial interface for
WAN connections, specifically, a V.35 physical interface on a Cisco router.
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FIGURE 1.2 Routers create an internetwork.
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A router creates an internetwork and
provides connections to WAN services.

Breaking up a broadcast domain is important because when a host or server sends a net-
work broadcast, every device on the network must read and process that broadcast—unless
you’ve got a router. When the router’s interface receives this broadcast, it can respond by basi-
cally saying, “Thanks, but no thanks,” and discard the broadcast without forwarding it on
to other networks. Even though routers are known for breaking up broadcast domains by
default, it’s important to remember that they break up collision domains as well.

There are two advantages of using routers in your network:

*  They don’t forward broadcasts by default.

»  They can filter the network based on layer 3 (Network layer) information (e.g.,
IP address).

Four router functions in your network can be listed as follows:
»  Packet switching
*  Packet filtering
* Internetwork communication
= Path selection

Remember that routers are really switches; they’re actually what we call layer 3 switches
(we’ll talk about layers later in this chapter). Unlike layer 2 switches, which forward or filter
frames, routers (layer 3 switches) use logical addressing and provide what is called packer
switching. Routers can also provide packet filtering by using access lists, and when routers
connect two or more networks together and use logical addressing (IP or IPv6), this is called
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an internetwork. Last, routers use a routing table (map of the internetwork) to make path
selections and to forward packets to remote networks.

Conversely, switches aren’t used to create internetworks (they do not break up broadcast
domains by default); they’re employed to add functionality to a network LAN. The main
purpose of a switch is to make a LAN work better—to optimize its performance—providing
more bandwidth for the LAN’s users. And switches don’t forward packets to other networks
as routers do. Instead, they only “switch” frames from one port to another within the
switched network.

By default, switches break up collision domains. This is an Ethernet term used to describe
a network scenario wherein one particular device sends a packet on a network segment, forc-
ing every other device on that same segment to pay attention to it. At the same time, a different
device tries to transmit, leading to a collision, after which both devices must retransmit, one
at a time. Not very efficient! This situation is typically found in a hub environment where each
host segment connects to a hub that represents only one collision domain and only one broad-
cast domain. By contrast, each and every port on a switch represents its own collision domain.

- Switches create separate collision domains but a single broadcast domain.
Ad’TE Routers provide a separate broadcast domain for each interface.

The term bridging was introduced before routers, switches and hubs were implemented, so
it’s pretty common to hear people referring to bridges as switches. That’s because bridges and
switches basically do the same thing—break up collision domains on a LAN (in reality, you can-
not buy a physical bridge these days, only LAN switches, but they use bridging technologies, so
Cisco still calls them multiport bridges).

So what this means is that a switch is basically just a multiple-port bridge with more brain-
power, right? Well, pretty much, but there are differences. Switches do provide this function,
but they do so with greatly enhanced management ability and features. Plus, most of the time,
bridges only had 2 or 4 ports. Yes, you could get your hands on a bridge with up to 16 ports,
but that’s nothing compared to the hundreds available on some switches!

- You would use a bridge in a network to reduce collisions within broadcast
Ad’TE domains and to increase the number of collision domains in your network.
Doing this provides more bandwidth for users. And keep in mind that using
hubs in your network can contribute to congestion on your Ethernet network.
As always, plan your network design carefully!

Exam Essentials

Understand the different terms used to describe a LAN. A LAN is basically the same thing
as a VLAN, subnet or network, broadcast domain, or data link. These terms all describe
roughly the same concept in a different context.

- @
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Remember the possible causes of LAN traffic congestion. Too many hosts in a broadcast
domain, broadcast storms, multicasting, and low bandwidth are all possible causes of LAN
traffic congestion.

Understand the difference between a collision domain and a broadcast domain. Collision
domain is an Ethernet term used to describe a network collection of devices in which one particular
device sends a packet on a network segment, forcing every other device on that same segment to
pay attention to it. On a broadcast domain, a set of all devices on a network segment hears all
broadcasts sent on that segment.

1.2 Select the components required
to meet a network specification

As mentioned in the previous objectives, we use routers, bridges, and switches in an internetwork.

Figure 1.3 shows how a network would look with all these internetwork devices in place.
Remember that the router will not only break up broadcast domains for every LAN interface,
it will break up collision domains as well.

When you looked at Figure 1.3, did you notice that the router is found at center stage and
that it connects each physical network together? We have to use this layout because of the
older technologies involved—bridges and hubs.

On the top internetwork in Figure 1.3, you’ll notice that a bridge was used to connect the hubs
to a router. The bridge breaks up collision domains, but all the hosts connected to both hubs
are still crammed into the same broadcast domain. Also, the bridge only created two collision
domains, so each device connected to a hub is in the same collision domain as every other device
connected to that same hub. This is actually pretty lame, but it’s still better than having one colli-
sion domain for all hosts.

Notice something else: The three hubs at the bottom that are connected also connect to the
router, creating one collision domain and one broadcast domain. This makes the bridged net-
work look much better indeed!

Although bridges/switches are used to segment networks, they will not iso-
TE late broadcast or multicast packets.

The best network connected to the router is the LAN switch network on the left. Why?
Because each port on that switch breaks up collision domains. But it’s not all good—all devices
are still in the same broadcast domain. Do you remember why this can be a really bad thing?
Because all devices must listen to all broadcasts transmitted, that’s why. And if your broadcast
domains are too large, the users have less bandwidth and are required to process more broad-
casts, and network response time will slow to a level that could cause office riots.

Once we have only switches in our network, things change a lot! Figure 1.4 shows the net-
work that is typically found today.

- @
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FIGURE 1.3 Internetworking devices
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FIGURE 1.4 Switched networks creating an internetwork
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Here, I’ve placed the LAN switches at the center of the network world so that the routers are
connecting only logical networks together. If I implemented this kind of setup, I've created virtual
LANSs (VLANS). But it is really important to understand that even though you have a switched net-
work, you still need a router to provide your inter-VLAN communication, or internetworking.

Obviously, the best network is one that’s correctly configured to meet the business require-
ments of the company it serves. LAN switches with routers, correctly placed in the network,
are the best network design. This book will help you understand the basics of routers and
switches, so you can make tight, informed decisions on a case-by-case basis.

Let’s go back to Figure 1.3. Looking at the figure, how many collision domains and broad-
cast domains are in this internetwork? Hopefully, you answered nine collision domains and
three broadcast domains! The broadcast domains are definitely the easiest to see because only
routers break up broadcast domains by default. And since there are three connections, that
gives you three broadcast domains. But do you see the nine collision domains? Just in case
that’s a no, I'll explain. The all-hub network is one collision domain; the bridge network
equals three collision domains. Add in the switch network of five collision domains—one for
each switch port—and you’ve got a total of nine.

So now that you’ve gotten an introduction to internetworking and the various devices that
live in an internetwork, it’s time to head into internetworking models.

Exam Essentials

Understand which devices create a LAN and which separate and connect LANs. Switches

and bridges are used to create LANs. While they do separate collision domains, they do not
create separate LANs (collision domain and LAN are not the same concept). Routers are used
to separate LANs and connect LANs (broadcast domains).

Understand the difference between a hub, a bridge, a switch, and a router. Hubs create one
collision domain and one broadcast domain. Bridges break up collision domains but create one
large broadcast domain. They use hardware addresses to filter the network. Switches are really just
multiple-port bridges with more intelligence. They break up collision domains but create one large
broadcast domain by default. Switches use hardware addresses to filter the network. Routers break
up broadcast domains (and collision domains) and use logical addressing to filter the network.

1.3 Use the OSI and TCP/IP models and
their associated protocols to explain
how data flows in a network

The Department of Defense (DoD) model is basically a condensed version of the OSI model—
it’s composed of four, instead of seven, layers:

»  Process/Application layer

*  Host-to-Host layer

%
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= Internet layer
= Network Access layer
Figure 1.5 shows a comparison of the DoD model and the OSI reference model. As you can see,

the two are similar in concept, but each has a different number of layers with different names.

FIGURE 1.5 The DoD and OSI models

DoD Model 08I Model
Application
Pro_ces_s/ —_— Presentation
Application
Session
Host-to-Host —_— Transport
Internet —_— Network
Network _ Data Link
A Physical
)/ When the different protocols in the IP stack are discussed, the layers of the OSI
AdTE and DoD models are interchangeable. In other words, the Internet layer and

the Network layer describe the same thing, as do the Host-to-Host layer and the
Transport layer.

A vast array of protocols combine at the DoD model’s Process/Application layer to inte-
grate the various activities and duties spanning the focus of the OSI’s corresponding top three
layers (Application, Presentation, and Session). We’ll be looking closely at those protocols in
the next part of this chapter. The Process/Application layer defines protocols for node-to-node
application communication and also controls user-interface specifications.

The Host-to-Host layer parallels the functions of the OSI’s Transport layer, defining pro-
tocols for setting up the level of transmission service for applications. It tackles issues such as
creating reliable end-to-end communication and ensuring the error-free delivery of data. It
handles packet sequencing and maintains data integrity.

The Internet layer corresponds to the OSI’s Network layer, designating the protocols relat-
ing to the logical transmission of packets over the entire network. It takes care of the address-
ing of hosts by giving them an IP (Internet Protocol) address, and it handles the routing of
packets among multiple networks.

At the bottom of the DoD model, the Network Access layer monitors the data exchange
between the host and the network. The equivalent of the Data Link and Physical layers of the

- @
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OSI model, the Network Access layer oversees hardware addressing and defines protocols for
the physical transmission of data.

The DoD and OSI models are alike in design and concept and have similar functions in
similar layers. Figure 1.6 shows the TCP/IP protocol suite and how its protocols relate to the
DoD model layers.

FIGURE 1.6 The TCP/IP protocol suite

DoD Model

Process/ Telnet FTP LPD SNMP
Applivdiign TFTP SMTP NFS X Window
Host-to-Host TCP UbP

ICMP ARP RARP
Internet
IP
Network Fast Token
Access U Ethernet Ring FODI

In the following sections, we will look at the different protocols in more detail, starting with
the Process/Application layer protocols.

Exam Essentials

Remember that the OSI/DoD model is a layered approach. Functions are divided into
layers, and the layers are bound together. This allows layers to operate transparently to each
other, that is, changes in one layer should not impact other layers.

1.4 Describe common networked
applications including web applications

In this section, I'll describe the different applications and services typically used in IP net-
works. The following protocols and applications are covered in this section:

=  Telnet
= FTP

- o
4~ 40
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1.4 Describe common networked applications including web applications 1"
= TFTP
= NFS
=  SMTP
= LPD
= X Window
= SNMP
=  DNS

= DHCP/BootP

Telnet

Telnet is the chameleon of protocols—its specialty is terminal emulation. It allows a user on a
remote client machine, called the Telnet client, to access the resources of another machine, the
Telnet server. Telnet achieves this by pulling a fast one on the Telnet server and making the client
machine appear as though it were a terminal directly attached to the local network. This projection
is actually a software image—a virtual terminal that can interact with the chosen remote host.

These emulated terminals are of the text-mode type and can execute refined procedures
such as displaying menus that give users the opportunity to choose options and access the
applications on the duped server. Users begin a Telnet session by running the Telnet client soft-
ware and then logging in to the Telnet server.

The problem with Telnet is that all data, even login data, is sent in clear text. This can be
a security risk. And if you are having problems telnetting into a device, you should verify that
both the transmitting and receiving device have telnet services enabled. Lastly, by default,
Cisco devices allow five simultaneous telnet sessions.

File Transfer Protocol (FTP)

File Transfer Protocol (FTP) is the protocol that actually lets us transfer files, and it can
accomplish this between any two machines using it. But FTP isn’t just a protocol; it’s also a
program. Operating as a protocol, FTP is used by applications. As a program, it’s employed
by users to perform file tasks by hand. FTP also allows for access to both directories and files
and can accomplish certain types of directory operations, such as relocating into different
ones. FTP teams up with Telnet to transparently log you in to the FTP server and then provides
for the transfer of files.

Accessing a host through FTP is only the first step, though. Users must then be subjected to
an authentication login that’s probably secured with passwords and usernames implemented by
system administrators to restrict access. You can get around this somewhat by adopting the user-
name anonymous—though what you’ll gain access to will be limited.

Even when employed by users manually as a program, FTP’s functions are limited to listing
and manipulating directories, typing file contents, and copying files between hosts. It can’t
execute remote files as programs.

%
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Trivial File Transfer Protocol (TFTP)

Trivial File Transfer Protocol (TFTP) is the stripped-down, stock version of FTP, but it’s the
protocol of choice if you know exactly what you want and where to find it, plus it’s so easy
to use and it’s fast too! It doesn’t give you the abundance of functions that FTP does, though.
TFTP has no directory-browsing abilities; it can do nothing but send and receive files. This

compact little protocol also skimps in the data department, sending much smaller blocks of
data than FTP, and there’s no authentication as with FTP, so it’s insecure. Few sites support
it because of the inherent security risks.

Network File System (NFS)

Network File System (NES) is a jewel of a protocol specializing in file sharing. It allows two dif-
ferent types of file systems to interoperate. It works like this: Suppose that the NFS server soft-
ware is running on an NT server and the NFS client software is running on a Unix host. NFS
allows for a portion of the RAM on the NT server to transparently store Unix files, which can,
in turn, be used by Unix users. Even though the NT file system and Unix file system are unlike—
they have different case sensitivity, filename lengths, security, and so on—Dboth Unix users and
NT users can access that same file with their normal file systems, in their normal way.

Simple Mail Transfer Protocol (SMTP)

Simple Mail Transfer Protocol (SMTP), answering our ubiquitous call to email, uses a spooled,
or queued, method of mail delivery. Once a message has been sent to a destination, the message
is spooled to a device—usually a disk. The server software at the destination posts a vigil, regu-
larly checking the queue for messages. When it detects them, it proceeds to deliver them to their
destination. SMTP is used to send mail; POP3 is used to receive mail.

Line Printer Daemon (LPD)

The Line Printer Daemon (LPD) protocol is designed for printer sharing. The LPD, along with
the Line Printer (LPR) program, allows print jobs to be spooled and sent to the network’s
printers using TCP/IP.

X Window

Designed for client/server operations, X Window defines a protocol for writing client/server
applications based on a graphical user interface (GUI). The idea is to allow a program, called
a client, to run on one computer and have it display things through a window server on
another computer.

Simple Network Management Protocol (SNMP)

Simple Network Management Protocol (SNMP) collects and manipulates valuable network
information. It gathers data by polling the devices on the network from a management station

%

—®



%% é 85711¢c01.fm Page 13 Thursday, September 27, 2007 11:17 AM

1.4 Describe common networked applications including web applications 13

at fixed or random intervals, requiring them to disclose certain information. When all is well,
SNMP receives something called a baseline—a report delimiting the operational traits of a
healthy network. This protocol can also stand as a watchdog over the network, quickly noti-
fying managers of any sudden turn of events. These network watchdogs are called agents, and
when aberrations occur, agents send an alert called a trap to the management station.

Domain Name Service (DNS)

Domain Name Service (DNS) resolves hostnames—specifically, Internet names, such as
www. TammTe. com. You don’t have to use DNS; you can just type in the IP address of any device
you want to communicate with. An IP address identifies hosts on a network and the Internet
as well. However, DNS was designed to make our lives easier. Think about this: What would
happen if you wanted to move your web page to a different service provider? The IP address
would change, and no one would know what the new one was. DNS allows you to use a
domain name to specify an IP address. You can change the IP address as often as you want,
and no one will know the difference.

DNS is used to resolve a fully qualified domain name (FQDN)—for example, www. Tammle
.com or todd.Tammle.com. An FQDN is a hierarchy that can logically locate a system based on
its domain identifier.

If you want to resolve the name todd, you either must type in the FQDN of todd.Tammle
.com or have a device such as a PC or router add the suffix for you. For example, on a Cisco
router, you can use the command ip domain-name Tammle.com to append each request with
the Tammle. com domain. If you don’t do that, you’ll have to type in the FQDN to get DNS to
resolve the name.

Dynamic Host Configuration Protocol (DHCP)/Bootstrap
Protocol (BootP)

Dynamic Host Configuration Protocol (DHCP) assigns IP addresses to hosts. It allows easier
administration and works well in small to even very large network environments. All types of
hardware can be used as a DHCP server, including a Cisco router.

DHCP differs from BootP in that BootP assigns an IP address to a host but the host’s hard-
ware address must be entered manually in a BootP table. You can think of DHCP as a dynamic
BootP. But remember that BootP is also used to send an operating system that a host can boot
from. DHCP can’t do that.

But there is a lot of information a DHCP server can provide to a host when the host is
requesting an IP address from the DHCP server. Here’s a list of the information a DHCP server
can provide:

= IP address
= Subnet mask

=  Domain name
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*  Default gateway (routers)
= DNS
*=  WINS information

A DHCP server can give us even more information than this, but the items in the list are the
most common.

A client that sends out a DHCP Discover message in order to receive an IP address sends out
a broadcast at both layer 2 and layer 3. The layer 2 broadcast is all Fs in hex, which looks like
this: FF:FF:FF:FF:FF:FF. The layer 3 broadcast is 255.255.255.255, which means all networks
and all hosts. DHCP is connectionless, which means that it uses User Datagram Protocol (UDP)
at the Transport layer, also known as the Host-to-Host layer, which we’ll talk about next.

In case you don’t believe me, here’s an example of output from my trusty OmniPeak analyzer:

Ethernet II, Src: 192.168.0.3 (00:0b:db:99:d3:5e), Dst: Broadcast
w (ff:ff:ff:ff:ff:ff)

Internet Protocol, Src: 0.0.0.0 (0.0.0.0), Dst: 255.255.255.255
= (255.255.255.255)

The Data Link and Network layers are both sending out “all hands” broadcasts saying,
“Help—I don’t know my IP address!”

To dive further into this, we now know that a broadcast is determined to be all 1’s or
255.255.255.255 at the Network layer and FF:FF:FF:FF:FF:FF at the Data Link layer, meaning
all hosts on the local LAN. If a DHCP client sends an all-hands broadcast looking for a DHCP
server and there is no DHCP server on the local LAN, a router can route this packet through the
network to where the DHCP server is located. This packet is now called a Unicast packet.

Exam Essentials

Remember the Process/Application layer protocols. Telnet is a terminal emulation program
that allows you to log in to a remote host and run programs. File Transfer Protocol (FTP) is
a connection-oriented service that allows you to transfer files. Trivial FTP (TFTP) is a connec-
tionless file transfer program. Simple Mail Transfer Protocol (SMTP) is a send-mail program.

Remember the difference between connection-oriented and connectionless network services.
Connection-oriented services use acknowledgments and flow control to create a reliable session.
More overhead is used than in a connectionless network service. Connectionless services are
used to send data with no acknowledgments or flow control. This is considered unreliable.

Understand DNS and DHCP. Domain Name Service (DNS) resolves hostnames—specifically,
Internet names, such as www. Tammle. com. You don’t have to use DNS; you can just type in the IP
address of any device you want to communicate with. An IP address identifies hosts on a network
and the Internet as well. Dynamic Host Configuration Protocol (DHCP) assigns IP addresses

to hosts. It allows easier administration and works well in small to even very large network
environments.
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1.5 Describe the purpose and basic
operation of the protocols in the OSI
and TCP models

When networks first came into being, computers could typically communicate only with com-
puters from the same manufacturer. For example, companies ran either a complete DECnet
solution or an IBM solution—not both together. In the late 1970s, the Open Systems Inter-
connection (OSI) reference model was created by the International Organization for Stan-
dardization (ISO) to break this barrier.

The OSI model was meant to help vendors create interoperable network devices and soft-
ware in the form of protocols so that different vendor networks could work with each other.
Like world peace, it’ll probably never happen completely, but it’s still a great goal.

The OSI model is the primary architectural model for networks. It describes how data
and network information are communicated from an application on one computer through
the network media to an application on another computer. The OSI reference model breaks
this approach into layers.

In the following section, I am going to explain the layered approach and how we can use
this approach to help us troubleshoot our internetworks.

The Layered Approach

A reference model is a conceptual blueprint of how communications should take place. It
addresses all the processes required for effective communication and divides these processes
into logical groupings called layers. When a communication system is designed in this manner,
it’s known as layered architecture.

Think of it like this: You and some friends want to start a company. One of the first things
you’ll do is sit down and think through what tasks must be done, who will do them, the order
in which they will be done, and how they relate to each other. Ultimately, you might group these
tasks into departments. Let’s say that you decide to have an order-taking department, an inven-
tory department, and a shipping department. Each of your departments has its own unique
tasks, keeping its staff members busy and requiring them to focus on only their own duties.

In this scenario, I’'m using departments as a metaphor for the layers in a communication
system. For things to run smoothly, the staff of each department will have to trust and rely
heavily upon the others to do their jobs and competently handle their unique responsibili-
ties. In your planning sessions, you would probably take notes, recording the entire process
to facilitate later discussions about standards of operation that will serve as your business
blueprint, or reference model.

Once your business is launched, your department heads, each armed with the part of the
blueprint relating to their own department, will need to develop practical methods to imple-
ment their assigned tasks. These practical methods, or protocols, will need to be compiled into
a standard operating procedures manual and followed closely. Each of the various procedures
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in your manual will have been included for different reasons and have varying degrees of
importance and implementation. If you form a partnership or acquire another company, it will
be imperative that its business protocols—its business blueprint—match yours (or at least be
compatible with it).

Similarly, software developers can use a reference model to understand computer commu-
nication processes and see what types of functions need to be accomplished on any one layer.
If they are developing a protocol for a certain layer, all they need to concern themselves with
is that specific layer’s functions, not those of any other layer. Another layer and protocol will
handle the other functions. The technical term for this idea is binding. The communication
processes that are related to each other are bound, or grouped together, at a particular layer.

Advantages of Reference Models

The OSI model is hierarchical, and the same benefits and advantages can apply to any layered
model. The primary purpose of all such models, especially the OSI model, is to allow different
vendors’ networks to interoperate.

Advantages of using the OSI layered model include, but are not limited to, the following:

» It divides the network communication process into smaller and simpler components, thus
aiding in component development, design, and troubleshooting.

= It allows multiple-vendor development through the standardization of network components.

» It encourages industry standardization by defining what functions occur at each layer of
the model.

* It allows various types of network hardware and software to communicate.

= It prevents changes in one layer from affecting other layers, so it does not hamper
development.

The OSI Reference Model

One of the greatest functions of the OSI specifications is to assist in data transfer between dis-
parate hosts—meaning, for example, that they enable us to transfer data between a Unix host
and a PC or a Mac.

The OSI isn’t a physical model, though. Rather, it’s a set of guidelines that application
developers can use to create and implement applications that run on a network. It also pro-
vides a framework for creating and implementing networking standards, devices, and inter-
networking schemes.

The OSI has seven different layers, divided into two groups. The top three layers define
how the applications within the end stations will communicate with each other and with
users. The bottom four layers define how data is transmitted from end to end. Figure 1.7
shows the three upper layers and their functions, and Figure 1.8 shows the four lower layers
and their functions.

When you study Figure 1.7, understand that the user interfaces with the computer at the
Application layer and also that the upper layers are responsible for applications communicating

4~ 40
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between hosts. Remember that none of the upper layers knows anything about networking or
network addresses. That’s the responsibility of the four bottom layers.

In Figure 1.8, you can see that it’s the four bottom layers that define how data is trans-
ferred through a physical wire or through switches and routers. These bottom layers also
determine how to rebuild a data stream from a transmitting host to a destination host’s

application.

FIGURE

1.7 The upper layers

Application

Presentation

Session

Transport

Network

Data Link

Physical

FIGURE

e Provides a user interface

* Presents data
* Handles processing such as encryption

* Keeps different applications’
data separate

1.8 The lower layers

Transport

Network

Data Link

Physical

¢ Provides reliable or unreliable delivery
* Performs error correction before retransmit

* Provides logical addressing,
which routers use for path determination

* Combines packets into bytes and bytes into frames
* Provides access to media using MAC address
* Performs error detection not correction

* Moves hits between devices
« Specifies voltage, wire speed,
and pin-out of cables
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The following network devices operate at all seven layers of the OSI model:
»  Network management stations (NMSs)
*  Web and application servers
*=  Gateways (not default gateways)
=  Network hosts

Basically, the ISO is pretty much the Emily Post of the network protocol world. Just as Ms.
Post wrote the book setting the standards—or protocols—for human social interaction, the
ISO developed the OSI reference model as the precedent and guide for an open network pro-
tocol set. Defining the etiquette of communication models, it remains today the most popular
means of comparison for protocol suites.

The OSI reference model has seven layers:

= Application layer (layer 7)
»  Presentation layer (layer 6)
=  Session layer (layer 5)

*  Transport layer (layer 4)

*  Network layer (layer 3)

*  Data Link layer (layer 2)

*  Physical layer (layer 1)

Figure 1.9 shows a summary of the functions defined at each layer of the OSI model. With
this in hand, you’re now ready to explore each layer’s function in detail.

FIGURE 1.9 Layerfunctions

Application * File, print, message, database, and application services
Presentation » Data encryption, compression, and translation services
Session * Dialog control
Transport * End-to-end connection
Network * Routing
Data Link * Framing
Physical * Physical topology

In the next section, I'll dive deeper into TCP and UDP that reside at the Transport layer.
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Exam Essentials

Understand the advantages of using layered models. The OSI model is hierarchical, and the
same benefits and advantages can apply to any layered model. The primary purpose of all such
models, especially the OSI model, is to allow different vendors’ networks to interoper-
ate.Remember that the OSI/DoD model is a layered approach.

Functions are divided into layers, and the layers are bound together. This allows layers to oper-
ate transparently to each other, that is, changes in one layer should not impact other layers.

1.6 Describe the impact of applications
(Voice over IP and Video over IP) on
a network

The main purpose of the Host-to-Host layer is to shield the upper-layer applications from the

complexities of the network. This layer says to the upper layer, “Just give me your data stream,

with any instructions, and I’ll begin the process of getting your information ready to send.”
The following sections describe the two protocols at this layer:

=  Transmission Control Protocol (TCP)
= User Datagram Protocol (UDP)

By understanding how TCP and UDP work, you can interpret the impact of applications on
networks when using Voice and Video Over IP.

Transmission Control Protocol (TCP)

Transmission Control Protocol (TCP) takes large blocks of information from an application and
breaks them into segments. It numbers and sequences each segment so that the destination’s TCP
stack can put the segments back into the order the application intended. After these segments are
sent, TCP (on the transmitting host) waits for an acknowledgment of the receiving end’s TCP
virtual circuit session, retransmitting those that aren’t acknowledged.

Before a transmitting host starts to send segments down the model, the sender’s TCP stack
contacts the destination’s TCP stack to establish a connection. What is created is known as a
virtual circuit. This type of communication is called connection-oriented. During this initial
handshake, the two TCP layers also agree on the amount of information that’s going to be sent
before the recipient’s TCP sends back an acknowledgment. With everything agreed upon in
advance, the path is paved for reliable communication to take place.

TCP is a full-duplex, connection-oriented, reliable, and accurate protocol, but establishing
all these terms and conditions, in addition to error checking, is no small task. TCP is very com-
plicated and, not surprisingly, costly in terms of network overhead. And since today’s net-
works are much more reliable than those of yore, this added reliability is often unnecessary.

%
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TCP Segment Format

Since the upper layers just send a data stream to the protocols in the Transport layers, I'll dem-
onstrate how TCP segments a data stream and prepares it for the Internet layer. When the
Internet layer receives the data stream, it routes the segments as packets through an internet-
work. The segments are handed to the receiving host’s Host-to-Host layer protocol, which
rebuilds the data stream to hand to the upper-layer applications or protocols.

Figure 1.10 shows the TCP segment format. The figure shows the different fields within the
TCP header.

FIGURE 1.10 TCPsegmentformat

Bit0 Bit 15 Bit 16 Bit 31

Source port (16) Destination port (16)

Sequence number (32)

Acknowledgment number (32)

salkg v

Header ) _
length (4) Reserved (6) | Code bits (6) Window (16)

Checksum (16) Urgent (16)

Options (0 or 32 if any)

Data (varies)

The TCP header is 20 bytes long, or up to 24 bytes with options. You need to understand
what each field in the TCP segment is:

Source port The port number of the application on the host sending the data. (Port numbers
will be explained a little later in this section.)

Destination port The port number of the application requested on the destination host.

Sequence number A number used by TCP that puts the data back in the correct order or
retransmits missing or damaged data, a process called sequencing.

Acknowledgment number The TCP octet that is expected next.

Header length  The number of 32-bit words in the TCP header. This indicates where the data
begins. The TCP header (even one including options) is an integral number of 32 bits in length.

Reserved Always set to zero.
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Code bits Control functions used to set up and terminate a session.
Window The window size the sender is willing to accept, in octets.

Checksum  The cyclic redundancy check (CRC), because TCP doesn’t trust the lower layers
and checks everything. The CRC checks the header and data fields.

Urgent A valid field only if the Urgent pointer in the code bits is set. If so, this value indicates
the offset from the current sequence number, in octets, where the first segment of non-urgent
data begins.

Options May be 0 or a multiple of 32 bits, if any. What this means is that no options have
to be present (option size of 0). However, if any options are used that do not cause the option
field to total a multiple of 32 bits, padding of Os must be used to make sure the data begins on
a 32-bit boundary.

Data Handed down to the TCP protocol at the Transport layer, which includes the upper-
layer headers.

Let’s take a look at a TCP segment copied from a network analyzer:

TCP - Transport Control Protocol
Source Port: 5973
Destination Port: 23
Sequence Number: 1456389907

Ack Number: 1242056456
Offset: 5
Reserved: %000000
Code: %011000

Ack is valid
Push Request
Window: 61320
Checksum: 0x61a6
Urgent Pointer: 0
No TCP Options
TCP Data Area:
vL.5.+.5.+.5.+.5 76 4c 19 35 11 2b 19 35 11 2b 19 35 11
2b 19 35 +. 11 2b 19
Frame Check Sequence: 0x0d00000f

Did you notice that everything I talked about earlier is in the segment? As you can see from
the number of fields in the header, TCP creates a lot of overhead. Application developers may
opt for efficiency over reliability to save overhead, so the User Datagram Protocol was also
defined at the Transport layer as an alternative.
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User Datagram Protocol (UDP)

If you were to compare the User Datagram Protocol (UDP) with TCP, the former is basically
the scaled-down economy model that’s sometimes referred to as a thin protocol. Like a thin
person on a park bench, a thin protocol doesn’t take up a lot of room—or in this case, much
bandwidth on a network.

UDP doesn’t offer all the bells and whistles of TCP either, but it does do a fabulous job of
transporting information that doesn’t require reliable delivery—and it does so using far fewer
network resources. (UDP is covered thoroughly in Request for Comments 768.)

The Requests for Comments (RFCs) form a series of notes, started in 1969,
TE about the Internet (originally the ARPAnet). The notes discuss many aspects
of computer communication; they focus on networking protocols, proce-

dures, programs, and concepts but also include meeting notes, opinion,
and sometimes humor.

There are some situations in which it would definitely be wise for developers to opt for UDP
rather than TCP. Remember the watchdog SNMP up there at the Process/Application layer?
SNMP monitors the network, sending intermittent messages and a fairly steady flow of status
updates and alerts, especially when running on a large network. The cost in overhead to estab-
lish, maintain, and close a TCP connection for each one of those little messages would reduce
what would be an otherwise healthy, efficient network to a dammed-up bog in no time!

Another circumstance calling for UDP over TCP is when reliability is already handled at the
Process/Application layer. Network File System (NFS) handles its own reliability issues, making
the use of TCP both impractical and redundant. But ultimately, it’s up to the application developer
to decide whether to use UDP or TCP, not the user who wants to transfer data faster.

UDP does 1ot sequence the segments and does not care in which order the segments arrive
at the destination. But after that, UDP sends the segments off and forgets about them. It
doesn’t follow through, check up on them, or even allow for an acknowledgment of safe
arrival—complete abandonment. Because of this, it’s referred to as an unreliable protocol.
This does not mean that UDP is ineffective, only that it doesn’t handle issues of reliability.

Further, UDP doesn’t create a virtual circuit, nor does it contact the destination before
delivering information to it. Because of this, it’s also considered a connectionless protocol.
Since UDP assumes that the application will use its own reliability method, it doesn’t use any.
This gives an application developer a choice when running the Internet Protocol stack: TCP
for reliability or UDP for faster transfers.

So if you’re using Voice over IP (VoIP), for example, you really don’t want to use UDP,
because if the segments arrive out of order (very common in IP networks), they’ll just be passed
up to the next OSI (DoD) layer in whatever order they’re received, resulting in some seriously
garbled data. On the other hand, TCP sequences the segments so they get put back together
in exactly the right order—something that UDP just can’t do.

UDP Segment Format

Figure 1.11 clearly illustrates UDP’s markedly low overhead as compared to TCP’s hungry
usage. Look at the figure carefully—can you see that UDP doesn’t use windowing or provide
for acknowledgments in the UDP header?

%
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It’s important for you to understand what each field in the UDP segment is:
Source port Port number of the application on the host sending the data
Destination port Port number of the application requested on the destination host
Length Length of UDP header and UDP data
Checksum  Checksum of both the UDP header and UDP data fields
Data Upper-layer data

FIGURE 1.11 UDP segment

Bit 0 Bit 15 Bit 16 Bit 31

Source port (16) Destination port (16)

Length (16) Checksum (16)

saliq g

Data (if any)

UDP, like TCP, doesn’t trust the lower layers and runs its own CRC. Remember that the
Frame Check Sequence (FCS) is the field that houses the CRC, which is why you can see

the FCS information.
The following shows a UDP segment caught on a network analyzer:

UDP - User Datagram Protocol

Source Port: 1085

Destination Port: 5136

Length: 41

Checksum: 0x7a3c

UDP Data Area:

AR 00 01 5a 96 00 01 00 00 00 00 00 11 0000 00

...C..2._C._C 2e 03 00 43 02 1e 32 0a 00 Oa 00 80 43 00 80
Frame Check Sequence: 0x00000000

Notice that low overhead! Try to find the sequence number, ack number, and window size

in the UDP segment. You can’t because they just aren’t there!

Key Concepts of Host-to-Host Protocols

Since you’ve seen both a connection-oriented (TCP) and connectionless (UDP) protocol in action,
it would be good to summarize the two here. Table 1.1 highlights some of the key concepts that
you should keep in mind regarding these two protocols. You should memorize this table.

4~ 40
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TABLE 1.1 Key Features of TCP and UDP

TCP UDP

Sequenced Unsequenced

Reliable Unreliable
Connection-oriented Connectionless

Virtual circuit Low overhead
Acknowledgments No acknowledgment
Windowing flow control No windowing or flow control

A telephone analogy could really help you understand how TCP works. Most of us know
that before you speak to someone on a phone, you must first establish a connection with that
other person—wherever they are. This is like a virtual circuit with the TCP protocol. If you
were giving someone important information during your conversation, you might say, “You
know?” or ask, “Did you get that?” Saying something like this is a lot like a TCP acknowl-
edgment—it’s designed to get you verification. From time to time (especially on cell phones),
people also ask, “Are you still there?” They end their conversations with a “Goodbye” of
some kind, putting closure on the phone call. TCP also performs these types of functions.

Alternately, using UDP is like sending a postcard. To do that, you don’t need to contact the
other party first. You simply write your message, address the postcard, and mail it. This is
analogous to UDP’s connectionless orientation. Since the message on the postcard is probably
not a matter of life or death, you don’t need an acknowledgment of its receipt. Similarly, UDP
does not involve acknowledgments.

Exam Essentials

Remember the Host-to-Host layer protocols. Transmission Control Protocol (TCP) is a con-
nection-oriented protocol that provides reliable network service by using acknowledgments and
flow control. User Datagram Protocol (UDP) is a connectionless protocol that provides low over-
head and is considered unreliable.

Remember the Internet layer protocols. Internet Protocol (IP) is a connectionless protocol
that provides network address and routing through an internetwork. Address Resolution Pro-
tocol (ARP) finds a hardware address from a known IP address. Reverse ARP (RARP) finds
an IP address from a known hardware address. Internet Control Message Protocol (ICMP)
provides diagnostics and destination unreachable messages.

4~ 40
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1.7 Interpret network diagrams

The best way to look at, build, and troubleshoot network diagrams is to use CDP. Cisco
Discovery Protocol (CDP) is a proprietary protocol designed by Cisco to help administrators
collect information about both locally attached and remote devices. By using CDP, you can
gather hardware and protocol information about neighbor devices, which is useful info for
troubleshooting and documenting the network.

In the following sections, I am going to discuss the CDP timer and CDP commands used to
verify your network.

Getting CDP Timers and Holdtime Information

The show cdp command (sh cdp for short) gives you information about two CDP global
parameters that can be configured on Cisco devices:

= CDP timer is how often CDP packets are transmitted out all active interfaces.

= CDP holdtime is the amount of time that the device will hold packets received from
neighbor devices.

Both Cisco routers and Cisco switches use the same parameters.

)/ For this section, my 2811 used in this next example will have a hostname of
Ad@TE Corp, and it will have four serial connections to ISR routers named R1, R2, and
R3 (there are two connections to R1) and one FastEthernet connection to a
1242 access point with a hostname of just ap.

The output on the Corp router looks like this:

Corp#sh cdp

Global CDP information:
Sending CDP packets every 60 seconds
Sending a holdtime value of 180 seconds
Sending CDPv2 advertisements is enabled

Use the global commands cdp holdtime and cdp timer to configure the CDP holdtime and
timer on a router:

Corp(config)#cdp ?

advertise-v2 CDP sends version-2 advertisements

holdtime Specify the holdtime (in sec) to be sent in packets
Tog Log messages generated by CDP

run Enable CDP

source-interface Insert the interface's IP in all CDP packets

%
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timer Specify rate (in sec) at which CDP packets are sent run
Corp(config)#cdp holdtime ?

<10-255> Length of time (in sec) that receiver must keep this packet
Corp(config)#cdp timer ?

<5-254> Rate at which CDP packets are sent (in sec)

You can turn off CDP completely with the no cdp run command from the global configu-
ration mode of a router. To turn CDP off or on for an interface, use the no cdp enable and
cdp enable commands. Be patient—TI’ll work through these with you in a second.

Gathering Neighbor Information

The show cdp neighbor command (sh cdp nei for short) delivers information about directly
connected devices. It’s important to remember that CDP packets aren’t passed through a Cisco
switch and that you only see what’s directly attached. So this means that if your router is con-
nected to a switch, you won’t see any of the devices hooked up to that switch.

The following output shows the show cdp neighbor command used on my ISR router:

Corp#sh cdp neighbors [Should this be neighbor (singular)?]no

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater

Device ID Local Intrfce Holdtme Capability Platform Port ID

ap Fas 0/1 165 TI AIR-AP124 Fas 0O

R2 Ser 0/1/0 140 RSI 2801 Ser 0/2/0
R3 Ser 0/0/1 157 RSI 1841 Ser 0/0/1
R1 Ser 0/2/0 154 RSI 1841 Ser 0/0/1
R1 Ser 0/0/0 154 RSI 1841 Ser 0/0/0
Corp#

Okay, we are directly connected with a console cable to the Corp ISR router, and the router
is directly connected to four devices. We have two connections to the R1 router. The device
ID shows the configured hostname of the connected device, the local interface is our interface,
and the port ID is the remote devices’ directly connected interface. All you get to view are
directly connected devices.

Table 1.2 summarizes the information displayed by the show cdp neighbor command for
each device.

TABLE 1.2 Output of the show cdp neighbor Command

Field Description

Device ID The hostname of the device directly connected.

Local Interface The port or interface on which you are receiving the CDP packet.
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TABLE 1.2 Output of the show cdp neighbor Command (continued)

Field Description

Holdtime The amount of time the router will hold the information before
discarding it if no more CDP packets are received.

Capability The capability of the neighbor, such as the router, switch, or repeater. The
capability codes are listed at the top of the command output.

Platform The type of Cisco device directly connected. In the previous output, a
Cisco 2500 router and Cisco 1900 switch are attached directly to the 2509
router. The 2509 only sees the 1900 switch and the 2500 router con-
nected through its serial 0 interface.

Port ID The neighbor device’s port or interface on which the CDP packets
are multicast.

)/ It is imperative that you can look at the output of a show cdp neighbors com-
A&TE mand and decipher the neighbor’s device (capability, i.e., router or switch),
model number (platform), your port connecting to that device (local inter-
face), and the port of the neighbor connecting to you (port ID).

Another command that’ll deliver the goods on neighbor information is the show cdp neighbors
detail command (show cdp nei de for short). This command can be run on both routers and
switches, and it displays detailed information about each device connected to the device you’re
running the command on. Check out this router output for an example:

Corp#sh cdp neighbors detail

Device ID: ap

Entry address(es): 10.1.1.2

Platform: cisco AIR-AP1242AG-A-K9 , Capabilities: Trans-Bridge IGMP
Interface: FastEthernet0/1, Port ID (outgoing port): FastEthernet0
Holdtime : 122 sec

Version :

Cisco I0S Software, C1240 Software (C1240-K9W7-M), Version 12.3(8)IJEA,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2006 by Cisco Systems, Inc.

Compiled Wed 23-Aug-06 16:45 by kellythw

- @
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advertisement version: 2
Duplex: full
Power drawn: 15.000 Watts
Device ID: R2
Entry address(es):
IP address: 10.4.4.2
Platform: Cisco 2801, Capabilities: Router Switch IGMP
Interface: Serial0/1/0, Port ID (outgoing port): Serial0/2/0
Holdtime : 135 sec

Version :

Cisco IOS Software, 2801 Software (C2801-ADVENTERPRISEK9-M),
Experimental Version 12.4(20050525:193634) [jezhao-ani 145]

Copyright (c) 1986-2005 by Cisco Systems, Inc.

Compiled Fri 27-May-05 23:53 by jezhao

advertisement version: 2
VTP Management Domain: ''
Device ID: R3
Entry address(es):
IP address: 10.5.5.1
Platform: Cisco 1841, Capabilities: Router Switch IGMP
Interface: Serial0/0/1, Port ID (outgoing port): Serial0/0/1
Holdtime : 152 sec

Version :

Cisco IOS Software, 1841 Software (C1841-IPBASE-M), Version 12.4(1c),
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2005 by Cisco Systems, Inc.

Compiled Tue 25-Oct-05 17:10 by evmiller

advertisement version: 2
VTP Management Domain: ''
[output cut]

Corp#

First, we’re given the hostname and IP address of all directly connected devices. In addition
to the same information displayed by the show cdp neighbor command (see Table 1.5), the
show cdp neighbor detail command gives us the IOS version of the neighbor device.

4~ 40



%I% é 85711c01.fm Page 29 Thursday, September 27, 2007 11:17 AM

1.7 Interpret network diagrams 29

)’ Remember that you can see only the IP address of directly connected devices.
‘“1.;’575

The show cdp entry * command displays the same information as the show cdp neighbor
details command. Here’s an example of the router output using the show cdp entry * command:

Corp#sh cdp entry *

Device ID: ap

Entry address(es):

Platform: cisco AIR-AP1242AG-A-K9 , Capabilities: Trans-Bridge IGMP
Interface: FastEthernet0/1, Port ID (outgoing port): FastEthernet0
Holdtime : 160 sec

Version :

Cisco I0S Software, C1240 Software (C1240-K9W7-M), Version 12.3(8)JEA,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2006 by Cisco Systems, Inc.

Compiled Wed 23-Aug-06 16:45 by kellythw

advertisement version: 2

Duplex: full

Power drawn: 15.000 Watts

Device ID: R2

Entry address(es):
IP address: 10.4.4.2

Platform: Cisco 2801, Capabilities: Router Switch IGMP
--More—

[output cut]

There isn’t any difference between the show cdp neighbors detail and show cdp entry * com-
mands. However, the sh cdp entry * command has two options that the show cdp neighbors detail
command does not:

Corp#sh cdp entry * ?
protocol Protocol information
version Version information
| Output modifiers
<cr>
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Corp#show cdp entry * protocols

Protocol information for ap :
IP address: 10.1.1.2

Protocol information for R2 :
IP address: 10.4.4.2

Protocol information for R3 :
IP address: 10.5.5.1

Protocol information for R1 :
IP address: 10.3.3.2

Protocol information for R1 :
IP address: 10.2.2.2

The preceding output of the show cdp entry * protocols command can show you just the
IP addresses of each directly connected neighbor. The show cdp entry * version will show
you only the 10S version of your directly connected neighbors:

Corp#show cdp entry * version
Version information for ap :
Cisco I0S Software, C1240 Software (C1240-K9W7-M), Version
12.3(8)JEA, RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2006 by Cisco Systems, Inc.
Compiled Wed 23-Aug-06 16:45 by kellythw

Version information for R2 :
Cisco I0S Software, 2801 Software (C2801-ADVENTERPRISEK9-M),
Experimental Version 12.4(20050525:193634) [jezhao-ani 145]
Copyright (c) 1986-2005 by Cisco Systems, Inc.
Compiled Fri 27-May-05 23:53 by jezhao

Version information for R3 :
Cisco I0S Software, 1841 Software (C1841-IPBASE-M), Version 12.4(1c),
RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2005 by Cisco Systems, Inc.
Compiled Tue 25-Oct-05 17:10 by evmiller

--More—
[output cut]

Although the show cdp neighbors detail and show cdp entry commands are very similar,
the show cdp entry command allows you to display only one line of output for each directly
connected neighbor, whereas the show cdp neighbor detail command does not. Next, let’s
look at the show cdp traffic command.
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As the title of this section implies, ’'m now going to show you how to document a sample net-
work by using CDP. You’ll learn to determine the appropriate router types, interface types, and
IP addresses of various interfaces using only CDP commands and the show running-config com-
mand. And you can only console into the Lab_A router to document the network. You’ll have
to assign any remote routers the next IP address in each range. Figure 1.12 is what you’ll use to

complete the documentation.

FIGURE 1.12 Documenting a network topology using CDP
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In this output, you can see that you have a router with four interfaces: two FastEthernet
and two serial. First, determine the IP addresses of each interface by using the show

running-config command:

Lab_A#sh running-config
Building configuration...

Current configuration : 960 bytes
!

version 12.2

service timestamps debug uptime
service timestamps log uptime

no service password-encryption
|

1.7 Interpret network diagrams
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hostname Lab_A

!

ip subnet-zero

I

!

interface FastEthernet0/0

ip address 192.168.21.1 255.255.255.0
duplex auto

!

interface FastEthernet0/1

ip address 192.168.18.1 255.255.255.0
duplex auto

I

interface Serial0/0

ip address 192.168.23.1 255.255.255.0
I

interface SerialO/1

ip address 192.168.28.1 255.255.255.0
I

ip classless

!

Tine con 0

Tine aux 0

Tine vty 0 4

I

end

With this step completed, you can now write down the IP addresses of the Lab_A router’s
four interfaces. Next, you need to determine the type of device on the other end of each of these
interfaces. It’s easy to do this—just use the show cdp neighbors command:

Lab_A#sh cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater

Device ID Local Intrfce Holdtme Capability Platform Port ID
Lab_B Fas 0/0 178 R 2501 EO
Lab_C Fas 0/1 137 R 2621 Fa0/0
Lab_D Ser 0/0 178 R 2514 S1
Lab_E Ser 0/1 137 R 2620 S0/1
Lab_A#
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You’ve got a good deal of information now! By using both the show running-config and
show cdp neighbors commands, you know about all the IP addresses of the Lab_A router plus
the types of routers connected to each of the Lab_A router’s links and all the interfaces of the

remote routers.
And by using all the information gathered from show running-config and show cdp neighbors,
we can now create the topology in Figure 1.13.

FIGURE 1.13 Network topology documented
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192.168.18 .2/24 192.168.28.2/24

If we needed to, we could’ve also used the show cdp neighbors detail command to view the
neighbor’s IP addresses. But since we know the IP addresses of each link on the Lab_A router,
we already know what the next available IP address is going to be.

Exam Essentials

Understand when to use CDP. Cisco Discovery Protocol can be used to help you document
as well as troubleshoot your network.

Remember what the output from the show cdp neighbors command shows. The show
cdp neighbors command provides the following information: device ID, local interface,
holdtime, capability, platform, and port ID (remote interface).
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1.8 Determine the path between two
hosts across a network

Once you create an internetwork by connecting your WANs and LANs to a router, you’ll need
to configure logical network addresses, such as IP addresses, to all hosts on the internetwork
so that they can communicate across that internetwork.

The term routing is used for taking a packet from one device and sending it through the net-
work to another device on a different network. Routers don’t really care about hosts—they
only care about networks and the best path to each network. The logical network address of
the destination host is used to get packets to a network through a routed network, and then
the hardware address of the host is used to deliver the packet from a router to the correct des-
tination host.

If your network has no routers, then it should be apparent that you are not routing. Routers
route traffic to all the networks in your internetwork. To be able to route packets, a router
must know, at a minimum, the following:

*  Destination address

= Neighbor routers from which it can learn about remote networks
=  Possible routes to all remote networks

*  The best route to each remote network

*  How to maintain and verify routing information

The router learns about remote networks from neighbor routers or from an administrator.
The router then builds a routing table (a map of the internetwork) that describes how to find
the remote networks. If a network is directly connected, then the router already knows how
to get to it.

If a network isn’t directly connected to the router, the router must use one of two ways to
learn how to get to the remote network: static routing, meaning that someone must hand-type
all network locations into the routing table, or something called dynamic routing. In dynamic
routing, a protocol on one router communicates with the same protocol running on neighbor
routers. The routers then update each other about all the networks they know about and place
this information into the routing table. If a change occurs in the network, the dynamic routing
protocols automatically inform all routers about the event. If static routing is used, the admin-
istrator is responsible for updating all changes by hand into all routers. Typically, in a large
network, a combination of both dynamic and static routing is used.

Before we jump into the IP routing process, let’s take a look at a simple example that dem-
onstrates how a router uses the routing table to route packets out of an interface. We’ll be
going into a more detailed study of the process in the next section.

Figure 1.14 shows a simple two-router network. Lab_A has one serial interface and three
LAN interfaces.

Looking at Figure 1.14, can you see which interface Lab_A will use to forward an IP datagram
to a host with an IP address of 10.10.10.10?

%
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FIGURE 1.14 Asimple routing example
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By using the command show ip route, we can see the routing table (map of the internet-
work) that Lab_A uses to make forwarding decisions:

Lab_A#sh 1ip route
[output cut]
Gateway of last resort is not set

C 10.10.10.0/24 is directly connected, FastEthernet0/0
C 10.10.20.0/24 is directly connected, FastEthernet0/1
C 10.10.30.0/24 is directly connected, FastEthernet0/2
C 10.10.40.0/24 is directly connected, Serial 0/0

The C in the routing table output means that the networks listed are “directly connected,”
and until we add a routing protocol—something like RIP, EIGRP, or the like—to the routers
in our internetwork (or use static routes), we’ll have only directly connected networks in our
routing table.

) RIP and EIGRP are routing protocols and are covered in chapters 6 and 7
TE of the Sybex CCNA Study Guide 6™ edition as well as in chapter x of this
FastPass book.

So let’s get back to the original question: By looking at the figure and the output of the rout-
ing table, can you tell what IP will do with a received packet that has a destination IP address
of 10.10.10.10? The router will packet-switch the packet to interface FastEthernet 0/0, and
this interface will frame the packet and then send it out on the network segment.

%
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Because we can, let’s do another example: Based on the output of the next routing table,
which interface will a packet with a destination address of 10.10.10.14 be forwarded from?

Lab_A#sh 1ip route
[output cut]
Gateway of Tast resort is not set

C 10.10.10.16/28 1is directly connected, FastEthernet0/0
C 10.10.10.8/29 1is directly connected, FastEthernet0/1

C 10.10.10.4/30 1is directly connected, FastEthernet0/2

C 10.10.10.0/30 is directly connected, Serial 0/0

First, you can see that the network is subnetted and each interface has a different mask. And
I have to tell you—ryou just can’t answer this question if you can’t subnet! 10.10.10.14 would
be a host in the 10.10.10.8/29 subnet connected to the FastEthernet0/1 interface. If you don’t
understand, just go back and reread Chapter 3 of the Sybex CCNA Study Guide 6t Edition
if you’re struggling, and this should make perfect sense to you afterward.

I really want to make sure you understand IP routing because it’s super-important. So ’'m
going to use this section to test your understanding of the IP routing process by having you
look at a couple of figures and answer some very basic IP routing questions.

Figure 1.15 shows a LAN connected to RouterA, which is, in turn, connected via a WAN
link to RouterB. RouterB has a LAN connected with an HTTP server attached.

FIGURE 1.15 [P routing example 1

RouterA RouterB

el 500 =
L mETLE

Fa0/0 Fa0/0

HTTP Server

The critical information you need to glean from this figure is exactly how IP routing will
occur in this example. Okay—we’ll cheat a bit. 'l give you the answer, but then you should

go back over the figure and see if you can answer example 2 without looking at my answers.

1. The destination address of a frame, from HostA, will be the MAC address of the F0/0
interface of the RouterA router.

2. The destination address of a packet will be the IP address of the network interface card
(NIC) of the HTTP server.

3. The destination port number in the segment header will have a value of 80.

%
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That example was a pretty simple one, and it was also very to the point. One thing to
remember is that if multiple hosts are communicating to the server using HTTP, they must all
use a different source port number. That is how the server keeps the data separated at the
Transport layer.

Let’s mix it up a little and add another internetworking device into the network and then see if
you can find the answers. Figure 1.16 shows a network with only one router but two switches.

FIGURE 1.16 IProuting example 2
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What you want to understand about the IP routing process here is what happens when
HostA sends data to the HTTPS server:

1. The destination address of a frame, from HostA, will be the MAC address of the FO/0
interface of the RouterA router.

2. The destination address of a packet will be the IP address of the network interface card
(NIC) of the HTTPS server.

3. The destination port number in the segment header will have a value of 443.

Notice that the switches weren’t used as either a default gateway or another destination.
That’s because switches have nothing to do with routing. I wonder how many of you chose the
switch as the default gateway (destination) MAC address for HostA? If you did, don’t feel
bad—just take another look with that fact in mind. It’s very important to remember that the
destination MAC address will always be the router’s interface—if your packets are destined
for outside the LAN, as they were in these last two examples.

Before we move into some of the more advanced aspects of IP routing, let’s discuss ICMP in
more detail, as well as how ICMP is used in an internetwork. Take a look at the network shown
in Figure 1.17. Ask yourself what will happen if the LAN interface of Lab_C goes down.

Lab_C will use ICMP to inform Host A that Host B can’t be reached, and it will do this by
sending an ICMP destination unreachable message. Lots of people think that the Lab_A router
would be sending this message, but they would be wrong because the router that sends the
message is the one with that interface that’s down is located.

%
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FIGURE 1.17 ICMP error example
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Let’s look at another problem: Look at the output of a corporate router’s routing table:

Corp#sh 1ip route

[output cut]

192.168.215.0 [120/2] via 192.168.20.2, 00:00:23, Serial0/0
192.168.115.0 [120/1] via 192.168.20.2, 00:00:23, Serial0/0
192.168.30.0 [120/1] via 192.168.20.2, 00:00:23, Serial0/0
192.168.20.0 is directly connected, Serial0/0
192.168.214.0 is directly connected, FastEthernet0/0

N N X X" XD

What do we see here? If I were to tell you that the corporate router received an IP packet
with a source IP address of 192.168.214.20 and a destination address of 192.168.22.3, what
do you think the Corp router will do with this packet?

If you said, “The packet came in on the FastEthernet 0/0 interface, but since the routing
table doesn’t show a route to network 192.168.22.0 (or a default route), the router will
discard the packet and send an ICMP destination unreachable message back out interface
FastEthernet 0/0,” you’re a genius! The reason it does this is because that’s the source LAN
where the packet originated from.

Exam Essentials

Understand the basic IP routing process. You need to remember that the frame changes at
each hop but that the packet is never changed or manipulated in any way until it reaches the
destination device.

Understand that MAC addresses are always local. A MAC (hardware) address will only be
used on a local LAN. It will never pass a router’s interface.

Understand that a frame carries a packet to only two places. A frame uses MAC (hardware)
addresses to send a packet on a LAN. The frame will take the packet to either a host on the LAN
or a router’s interface if the packet is destined for a remote network
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1.9 Describe the components
required for network and Internet
communications

When a host transmits data across a network to another device, the data goes through encap-
sulation: It is wrapped with protocol information at each layer of the OSI model. Each layer
communicates only with its peer layer on the receiving device.

To communicate and exchange information, each layer uses Protocol Data Units
(PDUs). These hold the control information attached to the data at each layer of the model.
They are usually attached to the header in front of the data field but can also be in the trailer,
or end, of it.

Each PDU attaches to the data by encapsulating it at each layer of the OSI model, and each
has a specific name depending on the information provided in each header. This PDU infor-
mation is read only by the peer layer on the receiving device. After it’s read, it’s stripped off
and the data is then handed to the next layer up.

Figure 1.18 shows the PDUs and how they attach control information to each layer. This fig-
ure demonstrates how the upper-layer user data is converted for transmission on the network.
The data stream is then handed down to the Transport layer, which sets up a virtual circuit to
the receiving device by sending over a synch packet. Next, the data stream is broken up into
smaller pieces, and a Transport layer header (a PDU) is created and attached to the header of the
data field; now the piece of data is called a segment. Each segment is sequenced so the data
stream can be put back together on the receiving side exactly as it was transmitted.

FIGURE 1.18 Dataencapsulation
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Each segment is then handed to the Network layer for network addressing and routing
through the internetwork. Logical addressing (for example, IP) is used to get each segment to the
correct network. The Network layer protocol adds a control header to the segment handed
down from the Transport layer, and what we have now is called a packet or datagram. Remem-
ber that the Transport and Network layers work together to rebuild a data stream on a receiving
host, but it’s not part of their work to place their PDUs on a local network segment—which is
the only way to get the information to a router or host.

It’s the Data Link layer that’s responsible for taking packets from the Network layer and
placing them on the network medium (cable or wireless). The Data Link layer encapsulates
each packet in a frame, and the frame’s header carries the hardware address of the source and
destination hosts. If the destination device is on a remote network, then the frame is sent to a
router to be routed through an internetwork. Once it gets to the destination network, a new
frame is used to get the packet to the destination host.

To put this frame on the network, it must first be put into a digital signal. Since a frame is
really a logical group of 1s and Os, the Physical layer is responsible for encoding these digits into
a digital signal, which is read by devices on the same local network. The receiving devices will
synchronize on the digital signal and extract (decode) the 1s and Os from the digital signal. At this
point, the devices build the frames, run a CRC, and then check their answer against the answer
in the frame’s FCS field. If it matches, the packet is pulled from the frame and what’s left of the
frame is discarded. This process is called de-encapsulation. The packet is handed to the Network
layer, where the address is checked. If the address matches, the segment is pulled from the packet
and what’s left of the packet is discarded. The segment is processed at the Transport layer, which
rebuilds the data stream and acknowledges to the transmitting station that it received each piece.
It then happily hands the data stream to the upper-layer application.

At a transmitting device, the data encapsulation method works like this:

User information is converted to data for transmission on the network.

2. Datais converted to segments and a reliable connection is set up between the transmitting
and receiving hosts.

3. Segments are converted to packets or datagrams, and a logical address is placed in the
header so each packet can be routed through an internetwork.

4. Packets or datagrams are converted to frames for transmission on the local network. Hard-
ware (Ethernet) addresses are used to uniquely identify hosts on a local network segment.

Frames are converted to bits, and a digital encoding and clocking scheme is used.
To explain this in more detail using the layer addressing, I'll use Figure 1.19.

Remember that a data stream is handed down from the upper layer to the Transport layer.
As technicians, we really don’t care who the data stream comes from because that’s really a
programmer’s problem. Our job is to rebuild the data stream reliably and hand it to the upper
layers on the receiving device.

Before we go further in our discussion of Figure 1.19, let’s discuss port numbers and make
sure we understand them. The Transport layer uses port numbers to define both the virtual
circuit and the upper-layer process, as you can see from Figure 1.20.
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FIGURE 1.19 PDU and layer addressing
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FIGURE 1.20 Port numbers at the Transport layer
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The Transport layer takes the data stream, makes segments out of it, and establishes a reli-
able session by creating a virtual circuit. It then sequences (numbers) each segment and uses
acknowledgments and flow control. If you’re using TCP, the virtual circuit is defined by the
source port number. Remember, the host just makes this up starting at port number 1024
(0 through 1023 are reserved for well-known port numbers). The destination port number
defines the upper-layer process (application) that the data stream is handed to when the data
stream is reliably rebuilt on the receiving host.

- @
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Now that you understand port numbers and how they are used at the Transport layer, let’s
go back to Figure 1.20. Once the Transport layer header information is added to the piece of
data, it becomes a segment and is handed down to the Network layer along with the destina-
tion IP address. (The destination IP address was handed down from the upper layers to the
Transport layer with the data stream, and it was discovered through a name resolution
method at the upper layers—probably DNS.)

The Network layer adds a header, and adds the logical addressing (IP addresses), to the
front of each segment. Once the header is added to the segment, the PDU is called a packet.
The packet has a protocol field that describes where the segment came from (either UDP or
TCP) so it can hand the segment to the correct protocol at the Transport layer when it reaches
the receiving host.

The Network layer is responsible for finding the destination hardware address that dictates
where the packet should be sent on the local network. It does this by using the Address Res-
olution Protocol (ARP). IP at the Network layer looks at the destination IP address and com-
pares that address to its own source IP address and subnet mask. If it turns out to be a local
network request, the hardware address of the local host is requested via an ARP request. If the
packet is destined for a remote host, IP will look for the IP address of the default gateway
(router) instead.

The packet, along with the destination hardware address of either the local host or default
gateway, is then handed down to the Data Link layer. The Data Link layer will add a header
to the front of the packet and the piece of data then becomes a frame. (We call it a frame
because both a header and a trailer are added to the packet, which makes the data resemble
bookends or a frame, if you will.) This is shown in Figure 1.19. The frame uses an Ether-Type
field to describe which protocol the packet came from at the Network layer. Now a CRC is
run on the frame, and the answer to the CRC is placed in the FCS field found in the trailer of
the frame.

The frame is now ready to be handed down, one bit at a time, to the Physical layer, which
will use bit timing rules to encode the data in a digital signal. Every device on the network seg-
ment will synchronize itself with the clock and extract the 1s and Os from the digital signal and
build a frame. After the frame is rebuilt, a CRC is run to make sure that the frame is okay. If
everything turns out to be all good, the hosts will check the destination address to see if the
frame is for them.

Exam Essentials

Remember the encapsulation method. The encapsulation method is data, segment, packet,
frames, and bits.

Remember the Transport port numbers that are reserved. Hosts can create a session to
another host by using any number from 1024 to 65535. Ports 0 through 1023 are well known
port numbers and are reserved.
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1.10 ldentify and correct common
network problems at layers 1, 2, 3, and
7 using a layered model approach

Troubleshooting IP addressing is obviously an important skill because running into trouble
somewhere along the way is pretty much a sure thing, and it’s going to happen to you. No—
I’m not a pessimist; ’'m just keeping it real. Because of this nasty fact, it will be great when you
can save the day because you can both figure out (diagnose) the problem and fix it on an IP
network whether you’re at work or at home!

So this is where I’'m going to show you the “Cisco way” of troubleshooting IP addressing.
Let’s go over the troubleshooting steps that Cisco uses first. These are pretty simple, but
important nonetheless. Pretend that you’re at a customer host and they’re complaining that
their host cannot communicate to a server, which just happens to be on a remote network.
Here are the four troubleshooting steps that Cisco recommends:

1.  OpenaDOS window and ping 127.0.0.1. This is the diagnostic or loopback address, and
if you get a successful ping, your IP stack is then considered to be initialized. If it fails, then
you have an IP stack failure and need to reinstall TCP/IP on the host.

2. From the DOS window, ping the IP address of the local host. If that’s successful, then your
network interface card (NIC) card is functioning. If it fails, then there is a problem with
the NIC card. This doesn’t mean that a cable is plugged into the NIC, only that the IP pro-
tocol stack on the host can communicate to the NIC.

3. From the DOS window, ping the default gateway (router). If the ping works, it means that
the NIC is plugged into the network and can communicate on the local network. It also
means the default router is responding and configured with the proper IP address on its
local interface. If it fails, then you have a local physical network problem that could be
happening anywhere from the NIC to the router.

4. Ifsteps 1 through 3 were successful, try to ping the remote server. If that works, then you
know that you have IP communication between the local host and the remote server. You
also know that the remote physical network is working.

If the user still can’t communicate with the server after steps 1 through 4 are successful, then
you probably have some type of name resolution problem, and need to check your Domain
Name Service (DNS) settings. But if the ping to the remote server fails, then you know you
have some type of remote physical network problem, and need to go to the server and work
through steps 1 through 3 until you find the snag.

Once you’ve gone through all these steps, what do you do if you find a problem? How do
you go about fixing an IP address configuration error? Let’s move on and discuss how to deter-
mine the IP address problems and how to fix them.

Let’s use Figure 1.21 as an example of your basic IP trouble—poor Sally can’t log in to the
Windows server. Do you deal with this by calling the Microsoft team to tell them their server is
a pile of junk and causing all your problems? Probably not such a great idea—let’s first double-
check our network instead.
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FIGURE 1.21 Basic IP troubleshooting
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Okay let’s get started by going over the troubleshooting steps that Cisco follows. They’re pretty
simple, but important nonetheless. Pretend that you’re with a customer and they’re complaining
that they’re host can’t communicate to a server that just happens to be on a remote network. Here
are the four troubleshooting steps Cisco recommends:

1. Open a DOS window and ping 127.0.0.1. This is the diagnostic, or loopback, address,
and if you get a successful ping, your IP stack is considered to be initialized. If it fails, then
you have an IP stack failure and need to reinstall TCP/IP on the host.

C:\>ping 127.0.0.1
Pinging 127.0.0.1 with 32 bytes of data:
Reply from 127.0.0.1: bytes=32 time<lms TTL=128
Reply from 127.0.0.1: bytes=32 time<lms TTL=128
Reply from 127.0.0.1: bytes=32 time<lms TTL=128
Reply from 127.0.0.1: bytes=32 time<lms TTL=128
Ping statistics for 127.0.0.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

2. From the DOS window, ping the IP address of the local host. If that’s successful, your NIC
is functioning. If it fails, there is a problem with the NIC. Success here doesn’t mean that
a cable is plugged into the NIC, only that the IP protocol stack on the host can commu-
nicate to the NIC (via the LAN driver).
C:\>ping 172.16.10.2
Pinging 172.16.10.2 with 32 bytes of data:
Reply from 172.16.10.2: bytes=32 time<lms TTL=128
Reply from 172.16.10.2: bytes=32 time<lms TTL=128
Reply from 172.16.10.2: bytes=32 time<lms TTL=128

4~ 40
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Reply from 172.16.10.2: bytes=32 time<lms TTL=128
Ping statistics for 172.16.10.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% Toss),
Approximate round trip times in milli-seconds:

Minimum = Oms, Maximum = Oms, Average = Oms

3. Fromthe DOS window, ping the default gateway (router). If the ping works, it means that the
NIC is plugged into the network and can communicate on the local network. If it fails, you
have a local physical network problem that could be anywhere from the NIC to the router.
C:\>ping 172.16.10.1
Pinging 172.16.10.1 with 32 bytes of data:

Reply from 172.16.10.1: bytes=32 time<lms TTL=128
Reply from 172.16.10.1: bytes=32 time<lms TTL=128
Reply from 172.16.10.1: bytes=32 time<lms TTL=128
Reply from 172.16.10.1: bytes=32 time<lms TTL=128
Ping statistics for 172.16.10.1:
Packets: Sent = 4, Received = 4, Lost = 0 (0% Toss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

4. If steps 1 through 3 were successful, try to ping the remote server. If that works, then you
know that you have IP communication between the local host and the remote server. You
also know that the remote physical network is working.

C:\>ping 172.16.20.2
Pinging 172.16.20.2 with 32 bytes of data:
Reply from 172.16.20.2: bytes=32 time<lms TTL=128
Reply from 172.16.20.2: bytes=32 time<lms TTL=128
Reply from 172.16.20.2: bytes=32 time<lms TTL=128
Reply from 172.16.20.2: bytes=32 time<lms TTL=128
Ping statistics for 172.16.20.2:
Packets: Sent = 4, Received = 4, Lost = 0 (0% Toss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms

If the user still can’t communicate with the server after steps 1 through 4 are successful, you
probably have some type of name resolution problem and need to check your DNS settings.
But if the ping to the remote server fails, then you know you have some type of remote physical
network problem and need to go to the server and work through steps 1 through 3 until you
find the snag.

Before we move on to determining IP address problems and how to fix them, I just want to
mention some basic DOS commands that you can use to help troubleshoot your network from
both a PC and a Cisco router (the commands might do the same thing, but they are imple-
mented differently).
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Packet InterNet Groper (ping) Uses ICMP echo request and replies to test if a node IP stack
is initialized and alive on the network.

traceroute  Displays the list of routers on a path to a network destination by using TTL time-
outs and ICMP error messages. This command will not work from a DOS prompt.

tracert Same command as traceroute, but it’s a Microsoft Windows command and will
not work on a Cisco router.

arp-a  Displays IP-to-MAC-address mappings on a Windows PC.

show ip arp  Same command as arp -a, but displays the ARP table on a Cisco router. Like the
commands traceroute and tracert, they are not interchangeable through DOS and Cisco.

ipconfig /all  Used only from a DOS prompt, shows you the PC network configuration.

Once you’ve gone through all these steps and used the appropriate DOS commands, if nec-
essary, what do you do if you find a problem? How do you go about fixing an IP address con-
figuration error? Let’s move on and discuss how to determine the IP address problems and
how to fix them.

Determining IP Address Problems

It’s common for a host, router, or other network device to be configured with the wrong IP
address, subnet mask, or default gateway. Because this happens way too often, ’'m going to
teach you how to both determine and fix IP address configuration errors.

Once you’ve worked through the four basic steps of troubleshooting and determined
there’s a problem, you obviously then need to find and fix it. It really helps to draw out the
network and IP addressing scheme. If it’s already done, consider yourself lucky and go buy a
lottery ticket, because although it should be done, it rarely is. And if it is, it’s usually outdated
or inaccurate anyway. Typically it is not done, and you’ll probably just have to bite the bullet
and start from scratch.

Once you have your network accurately drawn out, including the IP addressing scheme, you
need to verify each host’s IP address, mask, and default gateway address to determine the problem.
(Pm assuming that you don’t have a physical problem or that if you did, you’ve already fixed it.)

Let’s check out the example illustrated in Figure 1.22. A user in the sales department calls
and tells you that she can’t get to ServerA in the marketing department. You ask her if she can
get to ServerB in the marketing department, but she doesn’t know because she doesn’t have
rights to log on to that server. What do you do?

You ask the client to go through the four troubleshooting steps that you learned about in
the preceding section. Steps 1 through 3 work, but step 4 fails. By looking at the figure, can
you determine the problem? Look for clues in the network drawing. First, the WAN link
between the Lab_A router and the Lab_B router shows the mask as a /27. You should already
know that this mask is 255.255.255.224 and then determine that all networks are using this
mask. The network address is 192.168.1.0. What are our valid subnets and hosts? 256 — 224
= 32, so this makes our subnets 32, 64, 96, 128, and so on. So, by looking at the figure, you
can see that subnet 32 is being used by the sales department, the WAN link is using subnet 96,
and the marketing department is using subnet 64.
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FIGURE 1.22 |P address problem 1
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Now you’ve got to determine what the valid host ranges are for each subnet. From what
you learned at the beginning of this chapter, you should now be able to easily determine the
subnet address, broadcast addresses, and valid host ranges. The valid hosts for the Sales LAN
are 33 through 62—the broadcast address is 63 because the next subnet is 64, right? For the
Marketing LAN, the valid hosts are 65 through 94 (broadcast 95), and for the WAN link, 97
through 126 (broadcast 127). By looking at the figure, you can determine that the default gate-
way on the Lab_B router is incorrect. That address is the broadcast address of the 64 subnet,
so there’s no way it could be a valid host.

Did you get all that? Maybe we should try another one, just to make sure. Figure 1.23
shows a network problem. A user in the Sales LAN can’t get to ServerB. You have the user run
through the four basic troubleshooting steps and find that the host can communicate to the
local network but not to the remote network. Find and define the IP addressing problem.

If you use the same steps used to solve the last problem, you can see first that the WAN link
again provides the subnet mask to use— /29, or 255.255.255.248. You need to determine
what the valid subnets, broadcast addresses, and valid host ranges are to solve this problem.

The 248 mask is a block size of 8 (256 — 248 = 8), so the subnets both start and increment
in multiples of 8. By looking at the figure, you see that the Sales LAN is in the 24 subnet, the
WAN is in the 40 subnet, and the Marketing LAN is in the 80 subnet. Can you see the problem
yet? The valid host range for the Sales LAN is 25-30, and the configuration appears correct.
The valid host range for the WAN link is 41-46, and this also appears correct. The valid host
range for the 80 subnet is 81-86, with a broadcast address of 87 because the next subnet is 88.
ServerB has been configured with the broadcast address of the subnet.

Okay, now that you can figure out misconfigured IP addresses on hosts, what do you do
if a host doesn’t have an IP address and you need to assign one? What you need to do is look
at other hosts on the LAN and figure out the network, mask, and default gateway. Let’s take
a look at a couple of examples of how to find and apply valid IP addresses to hosts.

4~ 40
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FIGURE 1.23 [P address problem 2
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You need to assign a server and router IP addresses on a LAN. The subnet assigned on that
segment is 192.168.20.24/29, and the router needs to be assigned the first usable address and
the server the last valid host ID. What are the IP address, mask, and default gateway assigned
to the server?

To answer this, you must know that a /29 is a 255.255.255.248 mask, which provides a
block size of 8. The subnet is known as 24, the next subnet in a block of 8 is 32, so the broad-
cast address of the 24 subnet is 31, which makes the valid host range 25-30.

Server IP address: 192.168.20.30
Server mask: 255.255.255.248
Default gateway: 192.168.20.25 (router’s IP address)

As another example, let’s take a look at Figure 1.24 and solve this problem.

FIGURE 1.24 Find the valid host.

RouterA
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Look at the router’s IP address on Ethernet0. What IP address, subnet mask, and valid host

range could be assigned to the host?

The IP address of the router’s Ethernet0 is 192.168.10.33/27. As you already know, a /27 is
a 224 mask with a block size of 32. The router’s interface is in the 32 subnet. The next subnet
is 64, so that makes the broadcast address of the 32 subnet 63 and the valid host range 33-62.

Host IP address: 192.168.10.34-62 (any address in the range except for 33, which is
assigned to the router)

Mask: 255.255.255.224
Default gateway: 192.168.10.33

Figure 1.25 shows two routers with Ethernet configurations already assigned. What are the
host addresses and subnet masks of hosts A and B?

FIGURE 1.25 Findthe valid host #2

RouterA RouterB

HostA

RouterA has an IP address of 192.168.10.65/26, and RouterB has an IP address of
192.168.10.33/28. What are the host configurations? RouterA EthernetO is in the 192.168.10.64
subnet, and RouterB EthernetO is in the 192.168.10.32 network.

Host A IP address: 192.168.10.66-126
Host A mask: 255.255.255.192

Host A default gateway: 192.168.10.65
Host B IP address: 192.168.10.34-46
Host B mask: 255.255.255.240

Host B default gateway: 192.168.10.33

Let’s try another example. Figure 1.26 shows two routers; you need to configure the S0/0
interface on RouterA. The network assigned to the serial link is 172.16.17.0/22. What IP
address can be assigned?

First, you must know that a /22 CIDR is 255.255.252.0, which makes a block size of 4
in the third octet. Since 17 is listed, the available range is 16.1 through 19.254; so, for example,
the IP address S0/0 could be 172.16.18.255 since that’s within the range.
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FIGURE 1.26 Findthe valid host address #3
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Here’s one final example. You have one Class C network ID and you need to provide one
usable subnet per city while allowing enough usable host addresses for each city specified in
Figure 1.27. What is your mask?

FIGURE 1.27 Findthe valid subnet mask.

Corporate
7 users

LA. SiIF N.Y. Wy.
15 users 13 users 7 users 16 users

Actually, this is probably the easiest thing you’ve done all day! I count 5 subnets needed,
and the Wyoming office needs 16 users (always look for the network that needs the most
hosts). What block size is needed for the Wyoming office? 32. (Remember, you cannot use a
block size of 16 because you always have to subtract 2!) What mask provides you with a block
size of 32? 224. Bingo! This provides 8 subnets, each with 30 hosts.

Exam Essentials

Remember how to test your local stack. You can ping 127.0.0.1 to test that the IP protocol
is initialed on your system.

Understand how to test IP on your local host. To verify that IP is communicating on your
host, you need to ping your IP address. Open a DOS prompt and use the ipconfig com-
mand to find your IP address. This will verify that your host is communicating from IP to
your LAN driver.

Understand how to verify that your host is communicating on the local network. The
best way to verify that your hosts is communicating on the local network is to ping your
default gateway.
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1.11 Differentiate between LAN/WAN
operation and features

Layer 2 switching is considered hardware-based bridging because it uses specialized hardware
called an application-specific integrated circuit (ASIC). ASICs can run up to gigabit speeds
with very low latency rates.

)’ Latency is the time measured from when a frame enters a port to the time it
Ad’TE exits a port.

Bridges and switches read each frame as it passes through the network. The layer 2 device
then puts the source hardware address in a filter table and keeps track of which port the frame
was received on. This information (logged in the bridge’s or switch’s filter table) is what helps
the machine determine the location of the specific sending device. Figure 1.28 shows a switch
in an internetwork.

FIGURE 1.28 A switchin an internetwork

Each segment has its own collision domain.
All segments are in the same broadcast domain.

The real estate business is all about location, location, location, and it’s the same for both
layer 2 and layer 3 devices. Although both need to be able to negotiate the network, it’s crucial
to remember that they’re concerned with very different parts of it. Primarily, layer 3 machines
(such as routers) need to locate specific networks, whereas layer 2 machines (switches and
bridges) need to eventually locate specific devices. So, networks are to routers as individual
devices are to switches and bridges. And routing tables that “map” the internetwork are for
routers as filter tables that “map” individual devices are for switches and bridges.
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After a filter table is built on the layer 2 device, it will forward frames only to the segment
where the destination hardware address is located. If the destination device is on the same seg-
ment as the frame, the layer 2 device will block the frame from going to any other segments. If
the destination is on a different segment, the frame can be transmitted only to that segment. This
is called transparent bridging.

When a switch interface receives a frame with a destination hardware address that isn’t found
in the device’s filter table, it will forward the frame to all connected segments. If the unknown
device that was sent the “mystery frame” replies to this forwarding action, the switch updates
its filter table regarding that device’s location. But in the event the destination address of the
transmitting frame is a broadcast address, the switch will forward all broadcasts to every con-
nected segment by default.

All devices that the broadcast is forwarded to are considered to be in the same broadcast
domain. This can be a problem; layer 2 devices propagate layer 2 broadcast storms that choke
performance, and the only way to stop a broadcast storm from propagating through an inter-
network is with a layer 3 device—a router.

The biggest benefit of using switches instead of hubs in your internetwork is that each
switch port is actually its own collision domain. (Conversely, a hub creates one large collision
domain.) But even armed with a switch, you still can’t break up broadcast domains. Neither
switches nor bridges will do that. They’ll typically simply forward all broadcasts instead.

Another benefit of LAN switching over hub-centered implementations is that each device
on every segment plugged into a switch can transmit simultaneously—at least, they can as long
as there is only one host on each port and a hub isn’t plugged into a switch port. As you might
have guessed, hubs allow only one device per network segment to communicate at a time.

Ethernet Networking

Ethernet is a contention media access method that allows all hosts on a network to share the
same bandwidth of a link. Ethernet is popular because it’s readily scalable, meaning that it’s
comparatively easy to integrate new technologies, such as Fast Ethernet and Gigabit Ethernet,
into an existing network infrastructure. It’s also relatively simple to implement in the first
place, and with it, troubleshooting is reasonably straightforward. Ethernet uses both Data
Link and Physical layer specifications, and this section of the chapter will give you both the
Data Link layer and Physical layer information you need to effectively implement, trouble-
shoot, and maintain an Ethernet network.

Ethernet networking uses Carrier Sense Multiple Access with Collision Detection (CSMA/CD),
a protocol that helps devices share the bandwidth evenly without having two devices transmit at
the same time on the network medium. CSMA/CD was created to overcome the problem of those
collisions that occur when packets are transmitted simultaneously from different nodes. And trust
me—good collision management is crucial, because when a node transmits in a CSMA/CD net-
work, all the other nodes on the network receive and examine that transmission. Only bridges and
routers can effectively prevent a transmission from propagating throughout the entire network!

So, how does the CSMA/CD protocol work? Let’s start by taking a look at Figure 1.29.

- @
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FIGURE 1.29 CSMA/CD
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Carrier Sense Multiple Access with Collision Detection (CSMA/CD)

When a host wants to transmit over the network, it first checks for the presence of a digital
signal on the wire. If all is clear (no other host is transmitting), the host will then proceed with
its transmission. But it doesn’t stop there. The transmitting host constantly monitors the wire
to make sure that no other hosts begin transmitting. If the host detects another signal on the
wire, it sends out an extended jam signal that causes all nodes on the segment to stop sending
data (think busy signal). The nodes respond to that jam signal by waiting a while before
attempting to transmit again. Backoff algorithms determine when the colliding stations can
retransmit. If collisions keep occurring after 15 tries, the nodes attempting to transmit will
then timeout. Pretty clean!

When a collision occurs on an Ethernet LAN, the following happens:

*  Ajam signal informs all devices that a collision occurred.
*  The collision invokes a random backoff algorithm.

=  Each device on the Ethernet segment stops transmitting for a short time until the
timers expire.

= All hosts have equal priority to transmit after the timers have expired.

%
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The following are the effects of having a CSMA/CD network sustaining heavy collisions:
*  Delay
*  Low throughput

=  Congestion

)’ Backoff on an 802.3 network is the retransmission delay that’s enforced when
;dTE a collision occurs. When a collision occurs, a host will resume transmission
after the forced time delay has expired. After this backoff delay period has
expired, all stations have equal priority to transmit data.

In the following sections, I am going to cover Ethernet in detail at both the Data Link layer
(layer 2) and the Physical layer (layer 1).

Half- and Full-Duplex Ethernet

Half-duplex Ethernet is defined in the original 802.3 Ethernet; Cisco says it uses only one wire
pair with a digital signal running in both directions on the wire. Certainly, the IEEE specifi-
cations discuss the process of half-duplex somewhat differently, but what Cisco is talking
about is a general sense of what is happening here with Ethernet.

It also uses the CSMA/CD protocol to help prevent collisions and to permit retransmitting
if a collision does occur. If a hub is attached to a switch, it must operate in half-duplex mode
because the end stations must be able to detect collisions. Half-duplex Ethernet—typically
10BaseT—is only about 30 to 40 percent efficient as Cisco sees it because a large 10BaseT net-
work will usually only give you 3 to 4Mbps, at most.

But full-duplex Ethernet uses two pairs of wires instead of one wire pair like half-duplex.
And full-duplex uses a point-to-point connection between the transmitter of the transmitting
device and the receiver of the receiving device. This means that with full-duplex data transfer,
you get a faster data transfer than with half-duplex. And because the transmitted data is sent
on a different set of wires than the received data, no collisions will occur.

The reason that you don’t need to worry about collisions is because now it’s like there is
a freeway with multiple lanes instead of the single-lane road provided by half-duplex. Full-
duplex Ethernet is supposed to offer 100 percent efficiency in both directions—for example,
you can get 20Mbps with a 10Mbps Ethernet running full-duplex or 200Mbps for Fast Ether-
net. But this rate is something known as an aggregate rate, which translates as “you’re sup-
posed to get” 100 percent efficiency. No guarantees, in networking as in life.

Full-duplex Ethernet can be used in three situations:

=  With a connection from a switch to a host
=  With a connection from a switch to a switch

*  With a connection from a host to a host using a crossover cable

P4 Full-duplex Ethernet requires a point-to-point connection when only two nodes
ITE are present. You can run full-duplex with just about any device except a hub.
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Now, if it’s capable of all that speed, why wouldn’t it deliver? Well, when a full-duplex Ether-
net port is powered on, it first connects to the remote end and then negotiates with the other end
of the Fast Ethernet link. This is called an auto-detect mechanism. This mechanism first decides
on the exchange capability, which means that it checks to see if it can run at 10 or 100Mbps. It
then checks to see if it can run full-duplex, and if it can’t, it will run half-duplex.

- Remember that half-duplex Ethernet shares a collision domain and provides
Ad’TE a lower effective throughput than full-duplex Ethernet, which typically has a
private collision domain and a higher effective throughput.

Last, remember these important points:
= There are no collisions in full-duplex mode.
* A dedicated switch port is required for each full-duplex node.
*  The host network card and the switch port must be capable of operating in full-duplex mode.

So, what, exactly, is it that makes something a wide area network (WAN) instead of a local
area network (LAN)? Well, there’s obviously the distance thing, but these days, wireless LANs
can cover some serious turf. What about bandwidth? Well, here again, some really big pipes
can be had for a price in many places, so that’s not it either. So, what is it then?

One of the main ways a WAN differs from a LAN is that while you generally own a LAN
infrastructure, you usually lease WAN infrastructure from a service provider. To be honest,
modern technologies even blur this definition, but it still fits neatly into the context of Cisco’s
exam objectives.

Anyway, I've already talked about the data link that you usually own (Ethernet), but now
we’re going to find out about the kind you usually don’t own—the type most often leased from
a service provider.

The key to understanding WAN technologies is to be familiar with the different WAN terms
and connection types commonly used by service providers to join your networks together.

Defining WAN Terms

Before you run out and order a WAN service type from a provider, it would be a really good
idea to understand the following terms that service providers typically use:

Customer premises equipment (CPE) Customer premises equipment (CPE) is equipment
that’s owned by the subscriber and located on the subscriber’s premises.

Demarcation point The demarcation point is the precise spot where the service provider’s
responsibility ends and the CPE begins. It’s generally a device in a telecommunications closet
owned and installed by the telecommunications company (telco). It’s your responsibility to cable
(extended demarc) from this box to the CPE, which is usually a connection to a CSU/DSU or
ISDN interface.

Local loop The local loop connects the demarc to the closest switching office, which is called
a central office.
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Central office (CO) This point connects the customer’s network to the provider’s switching
network. Good to know is that a central office (CO) is sometimes referred to as a point of
presence (POP).

Toll network The toll network is a trunk line inside a WAN provider’s network. This
network is a collection of switches and facilities owned by the ISP.

Definitely familiarize yourself with these terms because they’re crucial to understanding
WAN technologies.

WAN Connection Types

As you’re probably aware, a WAN can use a number of different connection types, and I'm
going to introduce you to each of the various types of WAN connections you’ll find on the
market today. Figure 1.30 shows the different WAN connection types that can be used to con-
nect your LANSs together (DTE) over a DCE network.

FIGURE 1.30 WAN connection types
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Here’s a list explaining the different WAN connection types:

Leased lines These are usually referred to as a poini-to-point or dedicated connection. A
leased line is a preestablished WAN communications path that goes from the CPE through the
DCE switch, then over to the CPE of the remote site. The CPE enables DTE networks to com-
municate at any time with no cumbersome setup procedures to muddle through before trans-
mitting data. When you’ve got plenty of cash, this is really the way to go because it uses

4~ 40
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synchronous serial lines up to 45Mbps. HDLC and PPP encapsulations are frequently used on
leased lines; I’ll go over them with you in detail in a bit.

Circuit switching When you hear the term circuit switching, think phone call. The big
advantage is cost—you only pay for the time you actually use. No data can transfer before an
end-to-end connection is established. Circuit switching uses dial-up modems or ISDN and is
used for low-bandwidth data transfers. Okay—I know what you’re thinking: “Modems? Did
he say modems? Aren’t those only in museums by now?” After all, with all the wireless tech-
nologies available, who would use a modem these days? Well, some people do have ISDN, and
it still is viable (and I do suppose someone does use a modem now and then), but circuit
switching can be used in some of the newer WAN technologies as well.

Packet switching This is a WAN switching method that allows you to share bandwidth with
other companies to save money. Packet switching can be thought of as a network that’s
designed to look like a leased line yet charges you more like circuit switching. But less cost isn’t
always better—there’s definitely a downside: If you need to transfer data constantly, just for-
get about this option. Instead, get yourself a leased line. Packet switching will only work for
you if your data transfers are the bursty type—not continuous. Frame Relay and X.25 are
packet-switching technologies with speeds that can range from 56Kbps up to T3 (45Mbps).

Py switching and packet switching, butit's out of this book’s range. Even so, after
you pass your CCNA exam, it would be well worth your time to look into
MPLS, so I'll talk about MPLS briefly in a minute.

) MultiProtocol Label Switching (MPLS) uses a combination of both circuit
‘:!gTE

WAN Support

Basically, Cisco just supports HDLC, PPP, and Frame Relay on its serial interfaces, and you
can see this with the encapsulation ? command from any serial interface (your output may
vary depending on the 10S version you are running):

Corp#config t
Corp(config)#int s0/0/0
Corp(config-if)#encapsulation ?

atm-dxi ATM-DXI encapsulation

frame-relay Frame Relay networks

hdlc Serial HDLC synchronous

Tapb LAPB (X.25 Level 2)

ppp Point-to-Point protocol

smds Switched Megabit Data Service (SMDS)
x25 X.25
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Understand that if I had other types of interfaces on my router, I would have other encap-
sulation options, like ISDN or ADSL. And remember, you can’t configure Ethernet or Token
Ring encapsulation on a serial interface.

Next, ’'m going to define the most prominently known WAN protocols used today:
Frame Relay, ISDN, LAPB, LAPD, HDLC, PPP, PPPoE, Cable, DSL, MPLS, and ATM. Just
so you know, the only WAN protocols you'll usually find configured on a serial interface are
HDLC, PPP, and Frame Relay, but who said we’re stuck with using only serial interfaces for
wide area connections?

Frame Relay A packet-switched technology that made its debut in the early 1990s, Frame
Relay is a high-performance Data Link and Physical layer specification. It’s pretty much a suc-
cessor to X.25, except that much of the technology in X.25 used to compensate for physical
errors (noisy lines) has been eliminated. An upside to Frame Relay is that it can be more cost
effective than point-to-point links, plus it typically runs at speeds of 64Kbps up to 45Mbps
(T3). Another Frame Relay benefit is that it provides features for dynamic bandwidth alloca-
tion and congestion control.

ISDN Integrated Services Digital Network (ISDN) is a set of digital services that trans-
mits voice and data over existing phone lines. ISDN offers a cost-effective solution for
remote users who need a higher-speed connection than analog dial-up links can give them,
and it’s also a good choice to use as a backup link for other types of links like Frame Relay
or T1 connections.

LAPB Link Access Procedure, Balanced (LAPB) was created to be a connection-oriented
protocol at the Data Link layer for use with X.25, but it can also be used as a simple data link
transport. A not-so-good characteristic of LAPB is that it tends to create a tremendous amount
of overhead due to its strict time-out and windowing techniques.

LAPD Link Access Procedure, D-Channel (LAPD) is used with ISDN at the Data Link layer
(layer 2) as a protocol for the D (signaling) channel. LAPD was derived from the Link Access
Procedure, Balanced (LAPB) protocol and is designed primarily to satisfy the signaling
requirements of ISDN basic access.

HDLC High-Level Data-Link Control (HDLC) was derived from Synchronous Data Link
Control (SDLC), which was created by IBM as a Data Link connection protocol. HDLC
works at the Data Link layer and creates very little overhead compared to LAPB.

It wasn’t intended to encapsulate multiple Network layer protocols across the same link—the
HDLC header doesn’t contain any identification about the type of protocol being carried
inside the HDLC encapsulation. Because of this, each vendor that uses HDLC has its own way
of identifying the Network layer protocol, meaning each vendor’s HDLC is proprietary with
regard to its specific equipment.

PPP  Point-to-Point Protocol (PPP) is a pretty famous, industry-standard protocol. Because
all multiprotocol versions of HDLC are proprietary, PPP can be used to create point-to-point
links between different vendors’ equipment. It uses a Network Control Protocol field in the
Data Link header to identify the Network layer protocol and allows authentication and multi-
link connections to be run over asynchronous and synchronous links.
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PPPoE  Point-to-Point Protocol over Ethernet encapsulates PPP frames in Ethernet frames
and is usually used in conjunction with ADSL services. It gives you a lot of the familiar PPP
features like authentication, encryption, and compression, but there’s a downside—it has a

lower maximum transmission unit (MTU) than standard Ethernet does, and if your firewall
isn’t solidly configured, this little attribute can really give you some grief!

Still somewhat popular in the United States, PPPoE on Ethernet’s main feature is that it adds
a direct connection to Ethernet interfaces while providing DSL support as well. It’s often used
by many hosts on a shared Ethernet interface for opening PPP sessions to various destinations
via at least one bridging modem.

In a modern HFC network, typically 500 to 2,000 active data subscribers are connected to a
certain cable network segment, all sharing the upstream and downstream bandwidth. (Hybrid
fibre-coaxial, or HFC, is a telecommunications industry term for a network that incorporates
both optical fiber and coaxial cable to create a broadband network.) The actual bandwidth for
Internet service over a cable TV (CATV) line can be up to about 27Mbps on the download

path to the subscriber, with about 2.5Mbps of bandwidth on the upload path. Typically, users
get an access speed from 256Kbps to 6Mbps. This data rate varies greatly throughout the U.S.

DSL  Digital subscriber line is a technology used by traditional telephone companies to deliver
advanced services (high-speed data and sometimes video) over twisted-pair copper telephone
wires. It typically has lower data-carrying capacity than HFC networks, and data speeds can be
range limited by line lengths and quality. Digital subscriber line is not a complete end-to-end
solution but rather a Physical layer transmission technology like dial-up, cable, or wireless. DSL
connections are deployed in the last mile of a local telephone network—the local loop. The con-
nection is set up between a pair of modems on either end of a copper wire that is run between
the CPE and the Digital Subscriber Line Access Multiplexer (DSLAM). A DSLAM is the device
located at the provider’s CO and concentrates connections from multiple DSL subscribers.

MPLS  MultiProtocol Label Switching (MPLS) is a data-carrying mechanism that emulates
some properties of a circuit-switched network over a packet-switched network. MPLS is a
switching mechanism that imposes labels (numbers) on packets and then uses those labels to
forward packets. The labels are assigned on the edge of the MPLS of the network, and for-
warding inside the MPLS network is done solely based on labels. Labels usually correspond to
a path to layer 3 destination addresses (equal to IP destination-based routing). MPLS was
designed to support forwarding of protocols other than TCP/IP. Because of this, label switch-
ing within the network is performed the same regardless of the layer 3 protocol. In larger net-
works, the result of MPLS labeling is that only the edge routers perform a routing lookup. All
the core routers forward packets based on the labels, which makes forwarding the packets
through the service provider network faster. (Most companies are replacing their Frame Relay
networks with MPLS today).

ATM Asynchronous Transfer Mode (ATM) was created for time-sensitive traffic, providing
simultaneous transmission of voice, video, and data. ATM uses cells that are a fixed 53 bytes
long instead of packets. It also can use isochronous clocking (external clocking) to help the
data move faster. Typically, if you are running Frame Relay today, you will be running Frame
Relay over ATM.
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Exam Essentials

Know the differences among leased lines, circuit switching, and packet switching. A leased
line is a dedicated connection, a circuit switched connection is like a phone call and can be on
or off, and packet switching is essentially a connection that looks like a leased line but is priced
more like a circuit-switched connection.

Understand the different WAN protocols. Pay particular attention to HDLC, Frame Relay,
and PPP. HDLC is the default encapsulation on Cisco routers, PPP provides an industry-standard
way of encapsulating multiple routed protocols across a link and must be used when connecting
equipment from multiple vendors. Frame relay is a packet-switched technology that can offer cost
advantages over leased lines but has more complex configuration options.
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Review Questions

1.  Which of the following allows a router to respond to an ARP request that is intended for a
remote host?

A. Gateway DP

B. Reverse ARP (RARP)

C. Proxy ARP

D. Inverse ARP (IARP)

E. Address Resolution Protocol (ARP)

2. You want to implement a mechanism that automates the IP configuration, including IP

address, subnet mask, default gateway, and DNS information. Which protocol will you use
to accomplish this?

A. SMTP
B. SNMP
C. DHCP
D. ARP

3.  Which class of IP address provides a maximum of only 254 host addresses per network ID?

A. Class A
B. Class B
C. Class C
D. Class D
E. ClassE

4. Which of the following describe the DHCP Discover message? (Choose two.)
A. It uses FF:FF:FF:FF:FF:FF as a layer 2 broadcast.
B. It uses UDP as the Transport layer protocol.
C. It uses TCP as the Transport layer protocol.

D. It does not use a layer 2 destination address.

5. What are two charcterisitics of Telnet (choose 2)?
A. It send data in clear text format

B. It is a protocol designed and used only by Cisco routers

C. It is more secure then using Secure Shell (SSH)
D. You must purchase Telnet from Microsoft
E. It requires the destiatnion device be confiugre to support Telnet services and connections
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10.

Chapter 1 - Describe how a network works

Which of the following services use UDP? (Choose three.)

mmoowp

DHCP
SMTP
SNMP
FTP
HTTP
TFTP

Which of the following are TCP/IP protocols used at the Application layer of the OSI model?
(Choose three.)

A

moow

P
TCP
Telnet
FTP
TFTP

When data is encapsulated, which is the correct order?

A.
B.
C.
D.

Data, frame, packet, segment, bit
Segment, data, packet, frame, bit
Data, segment, packet, frame, bit

Data, segment, frame, packet, bit

Which two statements about a reliable connection-oriented data transfer are true?

A.

Receiving hosts acknowledge receipt of data.

B. When buffers are full, packets are discarded and are not retransmitted.
C.
D

. If the transmitting host’s timer expires before receipt of an acknowledgment, the transmit-

Windowing is used to provide flow control and unacknowledged data segments.|

ting host drops the virtual circuit.

Which of the following describe router functions? (Choose four.)

@mMmmoowp

Packet switching

Collision prevention

Packet filtering

Broadcast domain enlargement
Internetwork communication
Broadcast forwarding

Path selection
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Answers to Review Questions

1. C. Proxy ARP can help machines on a subnet reach remote subnets without configuring
routing or a default gateway.

2. C. Dynamic Host Configuration Protocol (DHCP) is used to provide IP information to hosts
on your network. DHCP can provide a lot of information, but the most common is IP address,
subnet mask, default gateway, and DNS information.

3. C. A Class C network address has only 8 bits for defining hosts: 28 — 2 = 254,

4. A, B. A client that sends out a DHCP Discover message in order to receive an IP address
sends out a broadcast at both layer 2 and layer 3. The layer 2 broadcast is all Fs in hex, or
FF:FF:FF:FF:FF:FF. The layer 3 broadcast is 255.255.255.255, which means all networks and
all hosts. DHCP is connectionless, which means it uses User Datagram Protocol (UDP) at the
Transport layer, also called the Host-to-Host layer.

5. A, E. Telnet has been around as long as networking and there is no cost to implement Telnet
services on your network. However, all data is sent in a clear text format and both the sending
and receving devices must have telnet services running.

6. A, C, F. DHCP, SNMP, and TFTP use UDP. SMTP, FTP, and HTTP use TCP.

7. C, D, E. Telnet, File Transfer Protocol (FTP), and Trivial FTP (TFTP) are all Application layer
protocols. IP is a Network layer protocol. Transmission Control Protocol (TCP) is a Transport
layer protocol.

8. C. The encapsulation method is data, segment, packet, frame, bit.

9. A, C. When a virtual circuit is created, windowing is used for flow control and acknowledg-
ment of data.

10. A, C, E, G. Routers provide packet switching, packet filtering, internetwork communication,
and path selection.
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