Chapter 1

Getting to Know Exchange
Server 2007

If you are reading this book, then chances are good that you are getting ready for a migration
from an earlier version of Exchange Server to Exchange Server 2007. Let’s face it, Exchange 2007 is
pretty intimidating at first glance. When I got my first glance at it in December 2005, many of the
features — such as the Exchange Management Shell, messaging records management, transport
rules, continuous replication, and the requirement for 64-bit Windows — kind of stressed me out.

Now when people ask me about Exchange Server 2007, I tell them, “It’s different, but in a
good way.” There are quite a few changes and differences that we need to get used to. There are
certainly some changes that I didn’t like initially, but now I'm used to them and understand why
they were made.

In this book, I am assuming that you are an Exchange 2000 or Exchange 2003 administrator and
looking for the differences and changes that you need to know about to get you up and running
on Exchange 2007. I am going to avoid a lot of the fluff, such as “how to configure DNS,” “what
a public folder is,”” or “how SMTP works,” and just focus on relevant changes and how you can
take some of the new features of Exchange 2007 and apply them quickly to your organization.

In the first chapter, I want to introduce you to the changes that have been introduced by
Exchange Server 2007 as well as Service Pack 1 for Exchange 2007. Specifically, I will focus on
the changes that will help you transition your knowledge of Exchange 2000 or 2003 to Exchange
2007. The following topics are included:

Completely new features
Improvements to existing features

*
*
@ Things you need to know before upgrading
@ Exchange Server 2007 administration

*

Hardware and software requirements

New Exchange Server 2007 Features

When people ask me to name the single most important or compelling feature of Exchange
2007 that would make them want to upgrade, I generally don’t have a single feature answer.
However, Exchange Server 2007 is a compelling upgrade when you take a look at the product as a
whole. There are many valuable new features that can help you make your users more productive,
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improve availability and reliability, reduce spam, improve security, and give you more flexibility
in managing Exchange.

Many people wait until the first service pack before they deploy a new version of anything.
The release to manufacturing (RTM) build of Exchange Server 2007 was a fairly stable release,
but Service Pack 1 introduced improvements to the management interface, made usability
improvements, and added new features.

Improvements to the Administrative Interface

The administrative interface for Exchange Server 2007 has been so completely reworked that
it really does deserve to be called a new feature. The underlying architecture of the Exchange
Management Console is based on extensions to the Windows PowerShell; these extensions can
be accessed either directly from the Windows PowerShell or, if you are a developer, using the
.NET Framework.

The management of servers, recipients, and global settings is now handled differently than it
was in Exchange 2000/2003. The concept of an administrative group is going away, and there are
new ways to delegate server administrative permissions as well as management of
organization settings.

The improvements to the administrative interface are so extensive, in fact, that I am going to
devote an entire chapter (Chapter 2, “Exchange Server 2007 Administration’) to the new interface
and an entire chapter to getting to know the Exchange Management Shell (Chapter 7, “Exchange
Management Shell Primer”’).

Continuous Replication

If T had to pick the most compelling collection of features in Exchange Server 2007, it would be
continuous replication. This new technology supports three flavors of replication from the ““active”
data source to a passive data source.

Continuous replication comes in three flavors. For stand-alone Mailbox servers, there is local
continuous replication, which allows you to keep a replicated copy of one or more mailbox
databases on the local server. If you want high-availability replication, there is cluster continu-
ous replication, which keeps a replicated copy of the active databases on the passive node of the
cluster. Exchange 2007 Service Pack 1 introduced standby continuous replication, which allows
you to keep copies of one or more databases from one or more mailbox servers.

How CONTINUOUS REPLICATION WORKS

Unlike many tools from third-party vendors that replicate data either at the disk block level or
by taking snapshots of the disk and replication changes, Exchange continuous replication is more
similar to the SQL Server log shipping technology. This is considered a pull model. The active
Exchange database, logs, and database engine do not even realize they are being copied. The
Microsoft Exchange Replication Service (Microsoft.Exchange.Cluster.ReplayService.exe)
handles copying the logs and managing the passive databases.

Initially (as when continuous replication is set up or reconfigured), the current copy of the
database is copied to the passive location; this is called seeding. As an Exchange transaction log is
filled up and renamed, (i.e., when the E00.LOG file is filled and then renamed E000000001. Tog),
the renamed log file is copied to the passive location. The replication service then verifies the log
file and commits it to the passive copy of the database. So the actual database file is not replicated
at all, but it is kept in sync because the the log files are copied and replayed.



NEW EXCHANGE SERVER 2007 FEATURES

You will probably understand this concept better with an illustration. Figure 1.1 shows an
example of how this process works. The Exchange database engine is run by the Microsoft
Exchange Information Store; transactions fill up the current transaction log (E00. Tog). The
transaction log file (E00. Tog) is renamed with the next available transaction log filename (in this
case, E0000000001. Tog). All of this is handled by the Information Store service.

FIGURE 1.1 _ ) Microsoft Exchange Replication Service
Microsoft Exchange Information Store
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If continuous replication is enabled, the Microsoft Exchange Replication Service copies the
E0000000001. Tog file to the inspector directory. This folder may be on the local machine (in the
case of local continuous replication), a passive cluster node (in the case of cluster continuous
replication), or a remote mail server (in the case of standby continuous replication).

The service verifies the checksum and signature of the log files in the inspector directory to
ensure that they are not corrupted and that they are in the correct sequence. Once this is verified,
the replication service copies the log file (E0000000001.10g) to the target log file directory. The
transactions found in log file EO000000001. Tog are then committed to the passive copy of
the database.

At any given time, the most out of sync the passive copy of the database will be is approxi-
mately 15 minutes. This lag would be in the dead of night when there is absolutely no activity on
the mailbox database. During a normal workday when users are actually using the database, the
passive copy of the database will be no more than a few minutes behind.

If a database is dismounted or the information store service is stopped, the data is committed to
the active database and then passed over passive copy. If the administrator has to manually switch
over to the passive copy of the database, the passive copy should be completely synchronized with
the active copy of the database.

LocAL CONTINUOUS REPLICATION

For even a small organization, local continuous replication (LCR) is one of the most interesting
new features of Exchange 2007; LCR helps to ensure that an alternate copy of a mailbox database
is maintained on the local server. This feature was at one time called continuous backup. The
concept of LCR is illustrated in Figure 1.2. A backup copy of the production mailbox database is
maintained on the local server. As the transaction logs of the production database are completely
filled, they are copied to the backup location (step 1) and committed to the backup copy of the
database (step 2).

3
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In the event that the production database becomes corrupted, the administrator can switch
from the production database to the backup copy of the database. Here are some important points
and tips to remember with respect to local continuous replication:

4 LCRis designed to reduce restore time by keeping on the local server a copy of the
database that can be brought into service in a very short period of time (a few minutes).

Activation of a passive copy of the database is performed manually by the administrator.
The LCR database must be stored on the local server.

Each database that will be replicated must be in its own storage group.

* 6 o o

Plan to use separate logical units (LUNs) or physical disks for the LCR databases and
transaction logs.

2

Disk storage capacity will be double the requirements of a mailbox server without LCR if
you replicate all mailbox databases.

Replication will increase disk I/O capacity requirements by 125 to 150 percent.
Add an additional 1GB to 2GB of physical memory for servers that will use LCR.

Factor in an additional 20 percent CPU capacity on top of a standard mailbox server.

* 6 o o

If you use snapshot backups, you can configure your disk snapshots to be done on the
passive copies of the database. This can significantly improve performance for the active
copies of the database during the snapshot period.

CLUSTER CONTINUOUS REPLICATION

Cluster continuous replication (CCR) is another interesting new feature of Exchange 2007. CCR
introduces a whole new level of high availability and clustering. Unlike traditional single copy
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clustering (SCC), in which there is only a single copy of the database, CCR has not only redundant
hardware but also a backup copy of the database. This backup copy is kept current using replication
technology similar to LCR. As transactions are committed to the production copy of a database,
the log file is copied to the backup location and committed to the backup copy of the database.

CCR is implemented in the form of two-node, active-passive clustering. Quorum is maintained
using a majority node set cluster; a third server acts as a witness by providing a file share on which
the shared quorum database is located. The active node has one or more mailbox databases; the
concept of CCR is illustrated in Figure 1.3. As transactions are committed to the active node’s
databases and transaction logs, the transaction logs are shipped (copied) to the passive node
(shown in step 1).
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When the transaction log has been successfully copied to the passive node, the transactions in
that log are committed to the corresponding database on the passive node (step 2). In the event of
any type of failure on the active node, the passive node will automatically fail over and assume
responsibility for the clustered mailbox server (formerly called an Exchange virtual server).

When you are running Windows 2003, the active and passive nodes must be on the same IP
subnet; however, if you are using Windows Server 2008, you can have clustered nodes on different
subnets. If an organization has VLAN capability, it can conceivably place two nodes of a Windows
2003 CCR cluster in separate locations.

Cluster continuous replication will help to reduce the ““cost of entry”” for organizations
wishing to move to Exchange clustering since it eliminates the need for costly shared storage such
as storage area networks (SANs). Keep in mind the following important points and tips when
implementing CCR:

€ TFailover of the active clustered node is automatic, such as in the event of the failure of the
server hardware.

® A single database failure will not induce an automatic failover.



6

CHAPTER 1

GETTING TO KNOW EXCHANGE SERVER 2007

@ Data storage for CCR clusters can be located on direct attached storage (DAS) or you can
continue to use SAN storage. However, unlike with traditional Exchange 2000/2003
clusters, the disks are not shared on the SAN. Each node of the cluster uses its own disks.

¢ Each database must be in its own storage group. If you need 10 mailbox databases, you
must have 10 storage groups.

4 The only Exchange server role that can live on a CCR cluster is the Mailbox server role.
Hub Transport, Client Access, and Unified Messaging cannot be installed on a clustered
server. This is by design and is intended to reduce the complexity of clusters and thus
improve availability.

4 If you want to put a public folder store in a CCR cluster, it can be the only instance of
the public folder store in your organization. High availability of public folder data
should be implemented using multiple public folder servers and multiple replicas of public
folder data.

4 If an unplanned failover of the active clustered node occurs, the new active node will need
to contact each of the Exchange 2007 Hub Transport servers in the site to make sure it has
not missed any recently delivered e-mail messages.

STANDBY CONTINUOUS REPLICATION

Short of maybe some fixes to the management interface, standby continuous replication (SCR) is
the most valuable addition to Exchange 2007 Service Pack 1. This is one of the most commonly
requested capabilities from Exchange customers. I frequently hear questions such as, “How do I
provide remote recoverability for mailbox data?”” and “How do I provide a standby solution short
of implementing clustering?”” Many third-party products have been introduced to the market that
address these types of requests.

Before I jump into a description of standby continuous replication, I want to make something
very clear. SCR is a resiliency or contingency solution; it does not provide high availability in
the same way that CCR clustering provides high availability. Clustering-type high availability
solutions provide near immediate failover to a backup server (and data in the case of CCR); the
failover is usually automatic and takes between 2 and 10 minutes, depending on the configuration.
Clustering also implies little to no data loss.

In addition to providing high availability and automatic failover solutions, clustering is useful
in other ways. If you need to perform maintenance on an active node of the cluster, you simply
move the Exchange services to a passive node of the cluster. Within a few minutes, all of the clients
are right back at work and you can perform necessary maintenance.

The failover involved in switching over to an SCR copy of a database is less trivial than it is
for clustering and it is not automatic. You do not deploy this sort of solution for high-availability
requirements or the we need to do maintenance on this node requirements. You deploy it for situations
in which a server has failed permanently or where an entire site will become unavailable, such as
in the case of a natural disaster. For this reason, I call it a resiliency or contingency solution, not a
high-availability solution. Setting expectations for features and functions will help you to do your
job more easily.

That said, let’s look at standby continuous replication for Exchange Server 2007 Service Pack
1. SCR is implemented on an Exchange Server 2007 mailbox server and is configured to pull
transaction logs from one or more Exchange Server 2007 mailbox servers. SCR can actually pull
transaction logs from many Exchange Server 2007 mailbox servers in many different locations;
the limiting factor will be whether or not you have enough bandwidth to pull transaction logs
across the network to the SCR server. One other configuration point to keep in mind is that you are
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limited to a single database per storage group if you want to take advantage of the new replication
technologies; however, that is okay because Exchange Server 2007 Enterprise Edition allows for
up to 50 storage groups.

In the wild, I have seen a few different implementations of SCR so far. They fall into a few
categories; the first, in Figure 1.4, shows how an organization would implement SCR if it is simply
looking for resiliency of its mailbox data to a standby data center. The Exchange servers in Sydney
and San Francisco are combined function servers, meaning that they implement multiple Exchange
Server 2007 server roles. In this example, these servers each have the Mailbox, Hub Transport, and
Client Access server roles.

The third location is the contingency location in New York. This could be another of the
company’s offices or it could be a contingency site provider that provides the company rack
space for a few servers. SCR is configured on a server in New York; initially the databases from
Sydney and San Francisco are seeded onto a server in New York. Then SCR is configured to pull
the committed transaction logs from the Sydney and San Francisco servers. SCR can be configured
to immediately replay these logs to the passive copies of the database or wait a configured amount
of time so that the passive copy is always a certain interval behind the active copy.

Figure 1.4 can be scaled so that Exchange servers at additional offices are replicated to New
York. The limiting factor on the contingency server in New York will be the disk storage and I/O
capacity as well as the maximum number of storage groups or storage databases that can be active
on that server.

The server in New York is configured as a combined function server. If there is a failure of
the San Francisco site, the administrator makes the decision to bring one or all of the San Fran-
cisco databases live on the New York server. The URL for Outlook Web Access would have to be
pointed to the alternate server. Outlook 2007 clients would automatically connect to the New York
server after Active Directory has replicated the fact that the users” mailboxes in San Francisco are
now on the New York server. The administrator would have to manually update Outlook 2003
and earlier clients.

For organizations that are concerned about both high availability and site resiliency, SCR can
be combined with CCR. The source databases do not have to be on a stand-alone mailbox server
but can be on a clustered mailbox server. Figure 1.5 shows how an organization can combine a
CCR cluster in its main office (for high availability) with an SCR system in a remote office that
provides site resiliency.

In this organization, the CCR cluster provides high availability in the event of hardware failure
or in the event that the company needs to perform maintenance on one of the two nodes of the
CCR cluster. The SCR system always pulls transaction logs from the active node of the cluster; it
does not pull the logs from the passive node.

If there is ever a complete failure of the San Francisco site, the administrator must make the
decision to perform the failover to the New York contingency site.

Room and Equipment Resource Management

Allowing users to use Outlook to schedule conference rooms and equipment such as televisions is
a pretty popular feature. You would think it would be a built-in feature in all versions of Exchange.
Have you ever tried to create resource mailboxes in Exchange 2000/2003? It was pretty easy to do,
wasn’t it? You simply created a user account/mailbox whose display name was Conference Room
1 and you were in business. You might give another user permission to accept appointments for
the Conference Room 1 resource, set Outlook up to run continually and accept appointments
automatically, or write a script that accepts the appointments automatically. But, woefully and
unfortunately, to Exchange and to Outlook, Conference Room 1 is just another mailbox. There is
nothing special that identifies that particular mailbox as a conference room.

7
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FIGURE 1.4
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The good news is that the weakness in Exchange Server has finally been addressed with
Exchange Server 2007. First, during account creation, you can flag a mailbox as a room or
equipment resource; this sets flags in Active Directory that uniquely identifies that mailbox as a
resource mailbox rather than a user mailbox.

Second, when a resource mailbox is created, the administrator can log in to the mailbox through
Outlook Web Access and set resource management settings that are available only to a resource
mailbox. Some of these options are shown in Figure 1.6. They include the ability to specify who
can schedule a meeting automatically and who can request a meeting that has to be approved by
one of the resource owners.

FIGURE 1.6
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When the meeting request is sent to the resource mailbox, the calendar concierge feature in
Exchange Server examines the request and approves it based on the rule the administrator defines.
No special scripts or third-party applications are required! If this feature piques your interest,
don’t worry, I will get back to it in Chapter 10, “Managing Resource Mailboxes.”

64-bit Architecture

In some people’s minds, the move to the AMD x64 or Intel EM64T architecture was a pretty bold
and controversial one. At this point in the book, you are probably not looking for a narrative on
the merits of using the 64-bit memory architecture, so I am not going to give you one. Instead, in a
very small amount of space, I will answer why this move makes sense.

First, on most Exchange 2000/2003 servers with more than about 1,000 mailboxes (depending
on how heavily they use the Exchange server), the server’s main bottleneck becomes disk I/0O.
This is because, at best, Exchange 2003 allows for 1.2GB of cache memory. For 1,000 simultaneous
users, that is about 1.2 MB of cache per user. As you scale upward to more users, that is even less
cache. With less cache, Exchange has to go to the disk more frequently for both reads and writes.
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To truly reduce the burden on the disk and make the disk reads and writes more efficient, you
need more cache per simultaneous user. Exchange Server 2007 uses the x64 memory extensions for
Intel and AMD processors. Microsoft has tested Exchange Server 2007 with up to 32GB of physical
memory; the RAM recommendation for a mailbox server is at least 2GB of base memory plus 5 MB
of RAM for each mailbox.

The reason this decision is controversial in some circles is that companies want to reuse their
older hardware. If you have purchased new server hardware anytime since 2005, the hardware
probably has these extensions. If you are not sure if your existing hardware supports the x64
extensions, there are a number of ways that you can check, including confirming it with the
hardware vendor. It the computer is already running Windows, you can get a handy little program
called CPU-Z from www. cpuid.com. Figure 1.7 shows the CPU-Z program.
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Notice in the Instructions line of CPU-Z that this particular chip supports x86—64. This means
that this particular chip will support the x64 instruction sets. Intel chips will report that they
support the EM64T instruction set.
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Schedulable and Internal/External Out-of-Office Messages

A very nice improvement from the user’s perspective is the ability to schedule when out-of-office
messages start and finish and the ability to specify a separate message for internal users than you
have for external users. This feature requires either Outlook Web Access 2007 or Outlook 2007
in order to manage this feature. Figure 1.8 shows an example of the Out Of Office Assistant in
Outlook Web Access.
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When setting up an out-of-office message for external recipients, the user can specify that the
response goes only to senders whose address is in their Contacts folder or to any sender.

Transport Rules

A pretty common question in Exchange 2000/2003 is, Can I do X, or Y, or Z? when a message is
sent or received by a user. The answer is almost always, Yes, if you write some custom code or
buy a third-party software package.

Exchange Server 2007 introduces the concept of transport rules. Transport rules are executed
by the Hub Transport server role, and because all messages must pass through a Hub Transport
server (even local ones), all messages will be subject to the rules.

Transport rules are created using a wizard that looks very similar to the Outlook Rules Wizard,
but these rules are executed by the Hub Transport server; a sample rule is shown in Figure 1.9.

A transport rule consists of three parts: the conditions on which the rule will apply, the action
the rule will perform, and the exceptions to the rule. Here are some examples of actions you can
take with transport rules.

¢ Append a disclaimer to all outbound messages or even different disclaimers for different
departments.

# Prevent messages with sensitive or private classifications from leaving the organization.
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@ Log events or forward copies of messages sent by specific users.
4 Examine a message’s content (including message body and subject) and take action on
the message.
FIGURE 1.9
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Not only can transport rules be created and managed on Hub Transport servers and applied to
internal messages, but similar transport rules can be applied on Edge Transport servers. I expect
as Exchange 2007 matures and becomes more common, third-party vendors will further extend
the capabilities of transport rules.

Message Classifications

If you work in an organization that sends sensitive content via e-mail, then a new feature called
message classifications may be just the feature for you. There are third parties that sell classification
tools for Outlook that will prepend or append text to a message body, but the text is found only
in the message body. Exchange 2007 message classifications include not only text describing the
message classification but an additional message property that can be examined (or applied) by
transport rules.

The message classification label shows up on the top of the message directly above the
addressing information; an example is shown in Figure 1.10. Both the classification and the label
can be customized by the Exchange server administrator.

Depending on how you want to use classifications and control the distribution of classified
messages, you can incorporate classifications with transport rules.
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reciplents without encrypting the content.

Please refer to our legal councll advice on the internal Operations SharePoint site.

[itipsii ol comjowa/Zac=TemBa=Newsl=PMNotez | 00| || [ @D Internet [®100% - 4

Messaging Records Management

I had a tough time deciding if messaging records management was a new feature or just vast
improvements over an existing feature. By an existing feature, I mean the Exchange 2000/2003
Mailbox Management feature that allows the administrator to define retention policies for folders
in a mailbox.

However, messaging records management takes that concept and carries it quite a bit further.
Let’s take a quick look at some of things that you can do with messaging records management.

*
4

2

Control the length of time and the content types in users’ folders.

Define additional folders that should be created in a user’s folder and that the user can use
for message retention. Differing retention policies can be defined for the custom folders
that you create for your users.

Automatically send copies of messages that users place in a managed folder to another
e-mail address.

Move messages from a specified folder based on content type (e-mail, contact, calendar,
fax, voicemail, etc.) to another managed folder.

The first time you look at messaging records management, it is a bit confusing until you realize
that it must be configured in a few different steps. The following list contains some of the steps:

4

4

Create managed folder mailbox policies to define which managed default and managed
custom folders will be managed.

Assign the managed folder mailbox policy to one or more users. A user does not need
a managed folder mailbox policy. Only a single managed folder mailbox policy can be
assigned to a user at one time.

Create managed content settings for default folders (Inbox, Sent Items, etc.) to control the
length of time that messages should remain in these folders and types of content that are
allowed. This step is optional.

13



14

CHAPTER 1 GETTING TO KNOW EXCHANGE SERVER 2007
¢ Create managed custom folders that will appear in the user’s Managed Folders folder in
their mailbox. This step is optional.
4 Create managed content settings for managed custom folders to control how content
is managed or retained in the folders that will be created in the user’s mailbox. This step is
optional.
TP

Messaging records management is a premium feature of Exchange 2007 and requires an Enterprise
client access license for each user who will have their mailbox managed by it.

Per-User Journaling

Journaling is a feature that arrived in Exchange 5.5 with the need to keep a copy of everything that
a user sends or receives. This feature is usually required when the specified user works within a
department that may be audited, such as an accounting or finance department; a historical archive
of all user communication (including e-mail) may be required by law.

In Exchange 5.5/2000/2003, you designated what was archived by putting everyone on a
single mailbox database. This was not the most elegant solution, though. For example, a law
in the United States called Sarbanes-Oxley requires that companies have the ability to audit all
communications sent by people that deal with company finance. Many organizations implement
journaling for all members of the organization’s accounting department. However, these users
may span many servers and physical locations, and thus it will be difficult to put them all on a
single mailbox database.

Exchange 2007 lets you specify a single recipient or group of recipients for whom you want to
journal mail. Figure 1.11 shows a journal rule that will send copies of all mail sent and received
(internally or externally) to the compliance officer.

Journaling rules are processed by the Hub Transport server role; therefore, a message will be
journaled regardless of the original server, the recipient mailbox, or which mailbox database holds
the mailbox.

TP

Journaling rules are a premium feature and require Exchange Enterprise client access licenses
for each mailbox on which journaling will be used.

Unified Messaging

Unified Messaging allows for integration of inbound faxing and voicemail with an Exchange
server; a voicemail or a fax is recorded by the Unified Messaging server and then delivered to the
user’s mailbox (via the Hub Transport server). This can make users more efficient by providing a
single location for inbound information; voicemails and faxes can be read via Outlook Web Access
or Outlook. In addition, missed call information (someone calls but does not leave a voicemail
message) is sent to the user’s mailbox.

An example of a voicemail that has been delivered to a user is shown in Figure 1.12. The form
you see in the figure is in Outlook Web Access 2007 and includes a player control for playing the
message via the PC speakers.
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FIGURE 1.11
Creating a journaling

rule MNew Journal Rule
O Wew Journal Rule New Joumal Rule
& Completion | This wizard helps you create a new jounal rule. When enabled, the new journal mile i
executed on vour organization's Hub Transport servers.
Rule name:
|E wecutve Jordan Chang

Send Journal reports to e-mal address:

(Compliance Qfficer Browese. .
I _Browse._|

Scope:
% Global - all messages

C Intemal - intemal messages only
' Egternal - messages with an external sender of recipient

V| Joumal messages for recipient:

thang@mmrihom

¥ Engble Fue

23| To use premium journaling, you must have an Exchange Enterprise Client Access License
(CAL).

Heb <Back | Mew | | cancal

FIGURE 1.12
Viewing a voicemail
message sent via Unified hRepl  (PRepkto M Bfowad Y r [M* By & X |+ @ @
Messaging &3 Py on Phone...

Voice Mail from 7792213 (5 seconds)

Microsoft Exchange on behalf of 7792213

/= Voice Mail from 7792213085 (5 seconds) - Windows Internet Explorer 4 - IEI El

Sent: June 1, 2007 8:42 AM

To: Rob Barker

Attachments: ﬂ 7792213 5 saconds) Voice Malwma (12 KE)
Audio notes: = related to your voice mal here,

You received a voice mail from 7792213
Caller-Id: F792213

Sent by Microsoll Exchangs

I TFen I Ty AL—IPM.

f o muotl [ [ [ [ [ @ [unknown Zone (Mixed) [F 1009
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You can also play the voice message on your desk phone. The Play on Phone option allows
you to instruct the Unified Messaging server to call you at a specified extension (or optionally an
external phone if the Unified Messaging dial plan allows you to call outside of your organization).

Further, the user can call the Unified Messaging server via the telephone and listen to their
voicemail, have their e-mail read to them, listen to their calendar, rearrange appointments, or
look up someone in the global address book. Unified Messaging also allows the administrator to
build a customized auto attendant for call routing. In my experience, a typical voicemail (using
the default Windows Mobile codec) takes between 2 KB and 3 KB per second of message time, but
this amount can be changed. However, with higher-quality recordings come higher message sizes.

One barrier to entry for some organizations is that Exchange 2007 Unified Messaging integrates
only with specific Voice over Internet Protocol (VoIP) telephone systems. The session initiator
protocol (SIP, and specifically SIP over TCP) is used for call setup/teardown and the real-time
protocol (RTP) is used for call management. If you include inbound faxing, Exchange Server
Unified Messaging uses the T.38 protocol for faxing.

Not all voice and faxing systems are going to support this feature “right out of the box.” More
and more vendors are tweaking their VoIP systems to talk directly to Exchange Server 2007
Unified Messaging (such as Cisco and Mitel), but you may still require a VoIP gateway of some
type. Many traditional “hard wired” PBXs will require a PBX-to-VoIP gateway, but even some
VoIP systems will require a VoIP-to-VolIP gateway.

If you are like me, then you are more of a specialized network administrator. I have never
managed a phone system in the past and am only slightly familiar with some of the phone
terminology. I just assumed that VoIP was VoIP and that was that. Working with the folks that
manage your telephone system will be a new and exciting experience. I was quite surprised to
learn that there are over 100 implementations of SIP out on the market.

As of 2007, Unified Messaging solutions have only about a 10 to 15 percent market penetration.
That is, of course, depending on whose survey you read and how you define Unified Messaging.
Some vendors define it as delivering a voicemail to a user’s computer and allowing them to play
the voicemail over the PC speakers; this voicemail might have been delivered to the user’s mailbox
(on the server) or it might have been pulled by Outlook or another client application and stored
in the user’s PST file. Some vendors consider solely inbound faxing to be a Unified Messaging
solution, though in my opinion that is not terribly unified.

Microsoft has decided to get into the Unified Messaging market for a number of different
reasons, including the fact that Unified Messaging has a fairly low market penetration thus far.
Customers are often reluctant to deploy Unified Messaging solutions due to the complexity,
administrative overhead, schema changes, client-side deployment requirements, and cost.
Microsoft is determined to make its Unified Messaging implementation less expensive than com-
peting products and much better integrated with Active Directory.

Automatic Configuration of Outlook 2007

One of the biggest headaches for a desktop or network administrator is configuring Outlook
profiles. If you are not using Windows roaming profiles on your network, each time a user moves
to a new computer, they must re-create their Outlook profile. Even worse, if the user’s mailbox
gets moved off of one server and that server is shut down before the user can load Outlook and
get redirected, then the user gets an error and has to reconfigure the server name in the

Outlook profile.

Exchange Server 2007 and Outlook 2007 together introduce a new feature called Autodiscover.
Autodiscover allows Outlook to automatically locate the mailbox server for the specified user. When
a user launches Outlook for the first time, they are presented with the Add New E-mail Account
Wizard, shown in Figure 1.13. The user provides their name, e-mail address, and password.



FIGURE 1.13
Launching Outlook 2007
for the first time
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Add New E-mail Account

Auto Account Setup

Clicking Mext will contact your e-mail server and configure your Internet service provider or Microsoft Y
Exchange server account settings.

Your Name: |Bub Christian ]
Example: Barbara Sankovic

E-miail Add [Bob.Chisti Jrita, com |
Example: barbara@contoso.com
Bassword | i I

Retype Password; |<========= ]

Type the password your Internet service provider has given you.

[] Manually configure server settings or additional server types

Back [ Next > I Cancel

Outlook then works in the background to locate the mailbox server and create the profile.
This process is shown in Figure 1.14. The first thing the client does is contact the Active
Directory to look up the name of the nearest Exchange 2007 Client Access servers. In this case,
we are assuming that the computer is a member of the Active Directory; if the computer is
not a member of the Active Directory, Outlook queries DNS to find the Autodiscover
resource (https://autodiscover.somorita.com/autodiscover/autodiscover.xml or
https://somorita.com/autodiscover/Autodiscover.xml). These URLs should point to the
location of the Client Access server.

FIGURE 1.14
Outlook 2007’s
Autodiscover process

Active Directory domain
| controller

Exchange 2007 Client Access
server role

Outlook 2007 client

(Member of Active Directory) Exchange 2007 Mailbox

server role

"1 gl/> ///°//>

Once the Outlook client finds the Client Access server, it queries the Client Access server to
determine the correct Exchange server location of the user’s mailbox. If the user’s mailbox is
moved, the Autodiscover process is used once again.

17
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The bottom line is that this process can reduce your administrative overhead when you create
new users, or if users move from one computer to another frequently, this can help reduce the
amount of assistance you have to render.

Outlook 2007 and Exchange Server 2007

The Autodiscover feature is one of a number of features and enhancements that are available
only if you are both using the Outlook 2007 client and have your mailbox located on an Exchange
Server 2007 server. While this might not seem very fair, you have to keep in mind that some-
times not only a client-side interface but also a server-side component is required to implement
the feature.

NOTE

When comparing client and server features, it’s important to note that a mailbox must be on Exchange
Server 2007 in order to use either the premium or light Outlook Web Access interfaces.

I am including some tables to help you figure out which of the new features are available
to you, which depends on the clients you are using and the location of the user’s mailbox.
Table 1.1 shows the mail features that are available with the different Outlook and Exchange
server combinations.

TABLE 1.1: Mail Features Available with Outlook Client and Exchange Server
Combinations

02K7/ OWA 2007 OWA 2007 OUTLOOK O2K7/ 02K3/

FEATURE E2K7 PREMIUM LIGHT MoOBILE E2K3 E2K7
Attachment preview in reading pane. v v
View attachments as web page without v v

client application.
Instant search across all Outlook items.
Better rules; 32 KB rule limit removed.

Native support for RSS feeds.

N N

RFC 2822 support for in-reply-to SMTP
header for conversations.

&
<<

Message classifications.

Improved accessibility features for v v
low-vision and blind users.

Color categories freely defined and v v v
assigned to any type of item.
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Note that some features, such as RSS feeds, will show up via Outlook Web Access if they were
pulled into the user’s mailbox, but the user will not have an interface to see them properly.

The different calendaring features that are available depend on the version of Exchange server
and Outlook you are using. Table 1.2 shows the calendaring features and the server/client.

TABLE 1.2: Calendaring Features available with Outlook Client and Exchange Server
Combinations

02K7/ OWA 2007 OWA 2007 OUTLOOK O2K7/ O2K3/

FEATURE E2K7 PREMIUM LIGHT MOBILE E2K3 E2K7
Improved interface for booking v v v v

meetings (Scheduling Assistant).

Scheduling Assistant looks directly into v v v

a user’s calendar instead of free/busy

public folder.

Improved resource picker interface with v v v

attributes such as room capacity.

Add room as resource when you place v v v
the display name in to the To field.

Conference room resource settings v v

configuration.

Multiple meeting updates collapsed, v v v v Vv
only latest one shown.

Meeting updates highlight updated v v v

fields.

Updates with no time change apply v v v

automatically, no reply required.

Dual time zone when scheduling a new v v
meeting.

Notification of time change when v v

dragging/dropping a meeting.

Calendar snapshots to share calendars v Vv
with outside users.

Caching of other users’ calendar data.

Two-way sync with team calendars in
SharePoint.

Overlaying of multiple calendars in the v v
same view.
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As you can see in Table 1.2, many of the new features of the calendaring interface require
Outlook 2007 exclusively, but a few nice improvements are available in that area via Outlook
Web Access.

Next let’s look at some of the new tasking features that are available. Table 1.3 shows the
tasking features and which clients let you take advantage of them.

TABLE 1.3: Tasking Features Available with Outlook Client and Exchange Server

Combinations

02K7/ OWA 2007 OWA 2007 OUTLOOK O02K7/ 02K3/

FEATURE E2K7 PREMIUM LIGHT MOBILE E2K3 E2K7
To-Do Bar with improved task v Vv v
information.

Task information at the bottom v v v

of the calendar view.

Assign a task by dragging into v v v
calendar.

Flag message and assign task due v v v
date.

As you can see from Table 1.3, all of the tasking features require either Outlook 2007 or Outlook
Web Access 2007 Premium; tasking features are not dependent on the mailbox server version.
Next, let’s look at the new out-of-office (OOF) features that are available. In my opinion, the new
OOF features are some of the best in the new client interface. Table 1.4 shows the new out-of-office
features and the circumstances under which they can be used.

TABLE 1.4: Out-of-Office Features Available with Outlook Client and Exchange Server

Combinations

02K7/ OWA 2007 OWA 2007 OUTLOOK O02K7/ 02K3/
FEATURE E2K7 PREMIUM LIGHT MOBILE E2K3 E2K7

Schedule OOF messages for v Vv v Vv
future date/time.

Internal and external OOF v Vv v
messages.
Send external OOF message only v v v

to contacts.

OOF messages can include HTML v v v v
formatting.
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TP

In case you were wondering, while we use OOF to mean out-of-office, it originally stood for
out-of-facility; this acronym originated at Microsoft in the pre-Exchange days when it used a
Xenix-based mail system.

Finally, there are some additional client/server features that your users may find useful. These
are mostly security-related features. Table 1.5 shows these features and the circumstances under
which they may be used.

TABLE 1.5: Additional Features Available with Outlook Client and Exchange Server
Combinations

02K7/ OWA 2007 OWA 2007 OUTLOOK O2K7/ O02K3/

FEATURE E2K7 PREMIUM LIGHT MOBILE E2K3 E2K7
Content policies for folders such v Vv Vv

as item retention, archive, and

expiration.

Outlook generates postmark for v v

use with antispam systems.

Warning for e-mail messages that v v v v
appear to be phishing messages.

End user has the ability to Vv Vv
remotely wipe out mobile device.

Windows Mobile and Improved Security

Windows Mobile and ActiveSync device support are certainly not new to Exchange Server 2007.
Exchange Server 2003 had good support for Windows Mobile devices, and you could even sup-
port mobile devices using Microsoft Mobile Information Server and Exchange 2000. Microsoft
continues to improve the support and the manageability of mobile devices with newer versions of
Windows Mobile, Exchange Server 2007 SP1, and updated versions of ActiveSync.

If you have supported Windows Mobile devices or other types of mobile devices, then you
realize how important centralized policies and security can be for your organization and your
users. The latest versions of the Exchange ActiveSync (EAS) have been improved greatly over the
years. The newest features can be assigned to users based on the ActiveSync policy that is assigned
to the user. Figure 1.15 shows two of the advanced property pages.

Of course, you must have the corresponding version of Windows Mobile to take advantage
of all of the newest features. Windows Mobile 5 with the Microsoft Security and Feature Pack
(MSEFP) uses EAS v2.5, Windows Mobile 6 uses EAS v12, and Windows Mobile 6.1 uses EAS v12.1.
Table 1.6 shows a comparison of some features of various versions of EAS and the versions of
Exchange Server.
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TABLE 1.6:

SETTING/RESTRICTION

Password Required

Min Password Length

Alphanumeric Password

Inactivity Timeout

Max Failed Password Attempts
Policy Refresh Interval

Allow Non-provisionable Devices
Attachments Enabled

Storage Card Encryption
Password Recovery Enabled
Allow Simple Device Password
Max Attachment Size

WSS Access Enabled

UNC Access Enabled

Exchange ActiveSync Features

E2K3 SP2/  E2K7/
EAS v2.5 EAS 12

v v

v v

v v

v v

v v

v v

v v

v

v

v

v

v

v

v

E2K SP1/ E2K7 SP1
STANDARD CAL/ ENTERPRISE CAL/
EAS v12.1 EAS v12.1
v v
v v
v v
v v
v v
v v
v v
v v
v v
v v
v v
v v
v v
v v

(CONTINUED)
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TABLE 1.6: Exchange ActiveSync Features (CONTINUED)
E2K SP1/ E2K7 SP1
E2K3 SP2/  E2K7/ STANDARD CAL/  ENTERPRISE CAL/
SETTING/RESTRICTION EAS v2.5 EAS 12 EAS v12.1 EAS v12.1
Password History v v Vv
Require Manual Sync When v Vv
Roaming
Min Device Pwd Complex v v
Characters
Max Calendar Age Filter v v
Allow HTML Email v v
Max Email Age Filter v v
Max Email Body Truncation Size v v
Max Email HTML Body v v
Truncation Size
Require Signed SMIME Messages v v
Require Encrypted SMIME v Vv
Messages
Require Signed SMIME Algorithm v v
Require Encryption SMIME v v
Algorithm
Allow SMIME Encryption v v
Algorithm Negotiation
Allow SMIME Soft Certs v v
Require Device Encryption v v
Allow Storage Card v
Allow Camera Vv
Allow Unsigned Applications v
Allow Unsigned Installation v

Packages
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TABLE 1.6: Exchange ActiveSync Features (CONTINUED)
E2K SP1/ E2K7 SP1
E2K3 SP2/ E2K7/  STANDARD CAL/ ENTERPRISE CAL/
SETTING/RESTRICTION EAS v2.5 EAS 12 EAS v12.1 EAS v12.1
Allow Wi-Fi v
Allow Text Messaging
Allow POP/IMAP Email
Allow Bluetooth
Allow IrDA
Allow Desktop Sync
Allow Browser
Allow Consumer Email

Allow Remote Desktop

Allow Internet Sharing

S N S NN NN

Unapproved InROM Application
List

Approved Application List v

Note that some of the advanced device configuration features require the use of a Exchange
Server 2007 Enterprise client access license (CAL) for the device. This does not mean that the
Exchange 2007 server requires Enterprise Edition of Exchange Server though.

Changes and Improvements to Existing Features

In the following sections, I want to discuss some improvements that have been made to existing
features. Sometimes it was difficult to differentiate between a new feature and a feature that has
been so completely reworked that it appears to be new.

Server Roles

Server roles are useful for organizations with more than one Exchange 2007 server; server roles
allow you to install only the features and software necessary to support a specific set of functions.
This, of course, is only useful in multiserver organizations. In small and medium-sized businesses,
you will probably just run a single server that has multiple roles installed on it.

I'have put server roles in the improvements section because in my experience we already had
server roles, we just didn’t call them that. For example, to create a front-end server for Exchange
2003 Outlook Web Access, we first installed Exchange 2003, then deleted the public folder store,
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disabled the SMTP server, set the information store service startup type to disabled, and then set
the check box to designate that particular Exchange server as a front-end server. There might have
been additional hardening that we then performed.

The point is that in a multiserver environment, even in Exchange 2000/2003, we had multiple
server roles but the role configuration tasks were performed after the Exchange server software
was installed. With Exchange 2007, the roles that a specific piece of hardware will support are
chosen at installation. The Exchange Server 2007 Setup program prompts the installer to choose
the roles (see Figure 1.16).

FIGURE 1.16
Selecting server roles A
Uh Exchange Server 2007 Setup

1 Introduction Server Role Selection
[ License Agreement Select the Exchange Server Roles you want to install on this computer:
I M3 : Description ———— e =
- =
B Exror Repariing = The Mailbox Role provides e-mail storage and
[ Installation Type S [T Client Access Rale advanced scheduling services for Mictozolt
i Office Dutlook uzers. The Mailbox Server ole
& ] Serwar_ Role "= Hub Transport Role also incledes public folders, which provide a
Selection B foundation for workflow, document sharing,
| Readiness Checks a0 r Unified Mezsaging Role and other forms of collabaration
. Progress %
o [ Edge Transpart Role

s Active Clustered Mailhos Role
7. Passive Clustered Mailbox Riole

r— Dizk Space Allocation
Disk space requied: 0.0 Me
Dizk space available: 12216.8 MB

R Management Toals

Specify the path for the Exchangs Server installation;

|C:\Program Filez\Miciozoft\Exchange Server Browsze... |

Help | < Back | Mext > I Cancel |

For people that are new to Exchange 2007, there is still a common misconception that each
server role must be on a separate physical server. This is not true; all of the server roles (except
Edge Transport) can reside on a single physical Windows 2003 or Windows 2008 server. I have
worked on a number of installations where a customer had all four server roles on a single
Exchange 2007 server that was servicing up to 500 mailboxes. There is nothing magical about
the number 500; it was just the largest single function server I have seen.

NOTE

Server roles can be reconfigured (installed or removed) without reinstalling the entire server. This is
useful when a server’s responsibilities grow or shrink.

The following is a brief discussion of the Exchange Server 2007 server roles and their functions
and requirements.
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Mailbox server The Mailbox server role directly supports MAPI clients such as Outlook
2003 and 2007 as well as public folders. In most organizations, the Mailbox server role will
consume the most resources (CPU, disk, memory). It requires at least one instance of the Hub
Transport role to send and deliver mail both inside and outside the Exchange organization.
The Mailbox role can be co-located on the same server with the following other roles:

¢ Hub Transport
¢ Client Access

@ Unified Messaging

However, there are some caveats you should be aware of before deciding to install any other
roles on an Exchange server that hosts the Mailbox server role:

4 C(Clustering is not supported with any other role. If you intend to cluster (CCR or SCR) your
Mailbox servers, you cannot install any other roles on those servers.

@ If the Hub Transport role is installed on the same server as the Mailbox role, the Mailbox
components will always use the local Hub Transport in favor of remote Hub Transports.

® Exchange servers that host the Mailbox server role typically have the most RAM and
processing power and are connected to the largest and fastest storage in a data center.
One way you can maximize the Mailbox role’s efficiency is by offloading other roles to
servers with fewer resources.

4 The Mailbox server role should be installed within your organization’s intranet, preferably
as close as possible to the users it will serve. The Mailbox role uses Messaging Applica-
tion Programming Interface (MAPI) Remote Procedure Calls (RPCs) to communicate with
servers running the Hub Transport, Client Access, and Unified Messaging roles as well
as the Outlook client and should have at least Fast Ethernet (100 Mb/sec) connectivity
to other Exchange servers in the same Active Directory site that hosts those roles.

4 The Mailbox role must also provide a file share for the Client Access role, so you cannot
disable the file and print services if you're trying to harden your Exchange server.

@ The Mailbox role is responsible for generating the offline address book, which your users
will need when their Outlook client is not directly connected to the Exchange server (for
instance, laptop users). Bear in mind that Exchange 2007 no longer relies upon public
folders to distribute the offline address book to Outlook 2007 clients; instead it uses the
Background Intelligent Transfer Service (BITS) via HTTP(S). If you still have older clients
like Outlook 2000 or 2003, you will need public folders just as with Exchange 2000/2003.

Hub Transport server The Hub Transport server role is required; it is responsible for all
message delivery. Even a message you send to someone on the same mailbox database as you
will go through a Hub Transport server. The Hub Transport server that will be used is a Hub
Transport server in your own Active Directory site. Each Active Directory site that has a
Mailbox server must also have at least one Hub Transport server role running in the same site.

The Hub Transport server can deliver e-mail outside of the organization (to the Internet, your
antispam system, or an Edge Transport server) as well as to other Hub Transport servers in
other Active Directory sites. Optionally, the Hub Transport server can receive messages
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directly from the Internet, and the antispam agents found on the Edge Transport server can
be installed on the Hub Transport server.

The Hub Transport server is also responsible for handling transport rules and per-mailbox
journaling. It communicates with other Hub Transport servers in your organization using

SMTP (authenticated via Kerberos and protected via TLS encryption). The Hub Transport

communicates with the Mailbox server role using MAPI over RPC.

The Hub Transport role is similar to the concept of an Exchange 2000 or 2003 bridgehead
server. The Hub Transport role handles the following responsibilities:

4 SMTP communication — This function delivers all inbound and outbound messages to
and from other organizations. If all the servers hosting the Hub Transport role fail within a
site or domain, no mail will enter or leave your Exchange organization.

® Recipient name resolution — This function resolves the addressees for every message
that is sent through an Exchange organization. This function also converts the contents of
messages for transmission outside an Exchange organization.

® Executing transport rules and journaling — A new feature in Exchange 2007, transport
rules allow administrators to define system-wide rules based on message sender, recipi-
ents, or contents. These rules can redirect, return, delete, or copy messages, allowing your
organization to meet legal, regulatory, and internal compliance policy.

@ Delivery and routing of messages — This is the most critical and complex function of the
Hub Transport role. When messages are originated within your Exchange organization,
they are collected by the store driver, which is a function of the Mailbox role. There they
sit in a submission queue until the Hub Transport role collects them and processes them
for delivery. If you have many Mailbox roles within your site and many sites within your
organization, the Hub Transport role will find the most efficient route for your messages
and ensure that they adhere to your organization’s transport rules and journaling policies.
If there are no functioning Hub Transport roles within your site, all mail will cease to
be delivered.

The Hub Transport role is intended for your organization’s intranet. Do not try to install the
Hub Transport role in a DMZ or perimeter network; instead use an Edge Transport role. If
you want an SMTP system in your perimeter network to send and receive mail outside your
organization, you will have to allow inbound and outbound traffic on port 25 (TCP) between
Exchange servers hosting the Hub Transport role and one of the following:

4 An Exchange server hosting the Edge Transport role in a DMZ network

4 A third-party mail relay host in a DMZ network

¢ The Internet

The Hub Transport role uses both MAPI RPCs and SMTP to communicate with servers
running the Mailbox and Unified Messaging roles and should have at least Fast Ethernet

(100 Mb/sec) connectivity to other Exchange 2007 servers in the same site that hosts
those roles.

The Hub Transport role can be collocated on the same server with the Client Access, Unified
Messaging, and Mailbox roles. However, unless you have a small organization, you may want
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to consider installing the Hub Transport role and the Mailbox role on separate servers so you
can take advantage of its native load-balancing and failover features.

If the Hub Transport role is collocated on the same Exchange server as the Mailbox role, it will
always use the locally installed Hub Transport service and only look for additional Hub
Transport roles if the local Hub Transport service is not functioning. While this configuration
generates the least amount of network traffic between the Mailbox role and the Hub Transport
role, the best solution for organizations wishing to maximize their redundancy or those with
high message volume is to use multiple Hub Transport roles installed on separate Exchange
servers.

NOTE

Because the Mailbox role uses LDAP to directly communicate with Active Directory, it automatically
discovers all Hub Transport roles installed in its native site and attempts to load-balance between the
Hub Transport roles as long as they are not installed on the same server as the Mailbox role.

Client Access Server The Client Access server handles web services such as Outlook Web
Access, Exchange ActiveSync for mobile devices, Outlook Anywhere (formerly RPC over
HTTP), Autodiscover, the Availability service, and others. Each Active Directory site that has a
mailbox server and requires these services must also have a Client Access server. While these
services are not technically required for organizations that use Outlook 2003 and earlier
exclusively, you may find that certain other features of Exchange 2007 will not work if you do
not have a Client Access server in the Active Directory site. Unlike an Exchange 2003 front-end
server, the Client Access server uses MAPI over RPC to communicate with mailbox servers; it
does not use HTTP.

The Client Access role was designed to handle all of the protocols used by clients except SMTP
and direct MAPI connections between Outlook and the Mailbox role. The Client Access role is
responsible for the following services:

€ Outlook Web Access (OWA) via HTTP(S) — OWA allows users to access their mail via a
web browser.

@ ActiveSync for mobile devices via HTTP(S) — ActiveSync allows mobile devices to
securely synchronize mail, appointments, contacts, and in some cases tasks with Exchange.
Popular clients include PocketPC 2002-2003, Windows Mobile 5-6, and PalmOne’s
VersaMail. Users running Windows Mobile 5 or later with the Messaging and Security
Feature Pack or the latest version of PalmOne’s VersaMail can also take advantage of
Exchange 2007’s Remote Wipe feature if their PDA is lost or stolen.

¢ Outlook Anywhere — This feature was formerly known as RPC over HTTPS. Outlook
Anywhere allows remote users to tunnel MAPI RPC through SSL so they can securely
use the full-featured version of Outlook as though they were inside your intranet.

4 POP3 — Post Office Protocol 3 allows users to have basic access to their Inbox via almost
every e-mail client on the planet. Some of the most popular POP3 e-mail clients are
Outlook Express, Apple Mail, Mozilla Thunderbird, and Eudora. POP3 is limited in that it
depends on the client to act as the authoritative message store, not the server. This can lead
to problems when you are trying to synchronize more than one POP3 client to a server.
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¢ IMAP4 — Exchange 2007 supports Internet Message Access Protocol version 4 revision 1.
Like POP3, IMAP4 is supported by almost every e-mail client; however, IMAP4 depends
on the server to act as the authoritative message store. Using IMAP4, clients can create
subfolders on the server and can delete messages only when connected to the server. This
allows users with multiple IMAP4 clients to access the same server without difficulty.

® Free/Busy data — Outlook 2007 clients leverage the Client Access role via the Availability
service; this helps offload some of the Mailbox role’s burden.

4 Automatic Outlook 2007 client configuration — This eliminates the need for administrators
to manually define connection parameters for Outlook 2007 clients by taking advantage of
the Autodiscover service running on the Client Access role.

¢ WebDAV — Web-based Distributed Authoring and Versioning refers to a set of HTTP(S)
extensions that allow users to remotely edit and manage files on a web server. WebDAV
is required by both the Mac OS X Exchange client, Entourage, which is part of Microsoft
Office for the Mac, and the Linux Exchange client, Evolution, developed by Novell.

Unlike with past versions of Exchange and IIS, a default install of the Client Access role on IIS
6.0 forces you to connect via at least a 128-bit encrypted SSL connection using a self-signed
certificate. We strongly urge you to purchase a signed SSL certificate from a trusted certificate
authority as all your users” login credentials are passed over this connection.

You must have at least one Client Access role per site and domain that has a Mailbox role, even
if you don’t intend to allow access to remote users via POP3, IMAP4, or Outlook Web Access.
Certain features within Outlook 2007 depend on the Client Access role.

The Client Access Role is intended for your organization’s intranet. Do not try to install the
Client Access role in a DMZ or perimeter network; trying to do so will make your firewall
administrator angry, and it is not supported by Microsoft. The Client Access role should have
at least 100 Mb/sec connectivity to the Mailbox role and Unified Messaging role.

Note that the one remote user protocol not supported by the Client Access role is SMTP. If you
plan to allow your users to send mail remotely via SMTP, you will require a Hub Transport
server role configured to allow relay only from authenticated users.

Unified Messaging server The Unified Messaging server role is optional. It is only required
if you are implementing Voice over IP voicemail integration, inbound faxing, Automated
Attendant, or inbound Outlook Voice Access. All of these features require a compatible Voice
over IP system.

Edge Transport server The Edge Transport server role is another optional server role, though
Microsoft’s marketing material might make it seem as if it’s required. The Edge Transport
server is designed to be an inbound/outbound mail hub that lives in your organization’s
perimeter or DMZ network. It is intended for a stand-alone server, not a domain member
server. It receives its configuration regarding accepted domains, valid recipients, and
per-recipient safe senders lists via a process called EdgeSync; data is pushed out to the Edge
Transport server via LDAP and is stored in the Edge Transport server’s Active Directory Appli-
cation Mode (ADAM) database. The Edge Transport server includes antispam features such as
sender filtering, recipient filtering, Sender ID, attachment filtering, block lists, and the content
filter (formerly known as the Intelligent Message Filter). Additionally, you can install antivirus
software on the Edge Transport server. If you already have a perimeter message hygiene
system you are happy with, you can continue to use it instead of the Edge Transport system.
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The advantage of using an Exchange server to host the Edge Transport role is that you can
effectively quarantine and intelligently filter messages in a DMZ or perimeter network before
they enter or exit your Exchange organization. The Edge Transport is designed to accept in-
bound SMTP messages from the Internet, isolate them while providing message hygiene (such
as antivirus, antispam, and content filtering), and deliver them to the Hub Transport role. It is
worth noting that the Edge Transport role is completely optional; however, it has some distinct
advantages over similar third-party smart relay hosts and can greatly improve your Exchange
servers’ performance and security.

When defining your Exchange 2007 topology, you have three choices for how you would like
to accept incoming messages from the Internet:

L 4

You can route all inbound messages directly to an Exchange server running the Hub
Transport role. This method bypasses all filtering and message isolation features, effec-
tively allowing all inbound mail universal access. I do not recommend this configuration
because it forces the Hub Transport role to filter all spam- and virus-laden e-mail in addi-
tion to its normal duties.

You can route all inbound messages to a third-party smart relay host (either hosted in

a DMZ or outsourced), which then forwards messages onto your Hub Transport. This
method is a best practice of Exchange 2000 and 2003, but it offers no way to synchronize
individual users’ Blocked Senders list from Outlook with the smart relay host. I gener-
ally would not recommend this configuration unless you have a compelling reason to use
an existing third-party solution because it usually requires your firewall administrator to
open ports between the third-party solution and your Active Directory or Exchange servers
in order to validate recipients.

You can route all inbound messages to an Exchange server hosting the Edge Transport role
residing in a DMZ or perimeter network. This solution allows you to take advantage of the
Edge Subscription service, a new feature in Exchange 2007 that allows the Hub Transport role
to performa scheduled one-way synchronization of the Exchange configuration and recipient
information via ADAM and the EdgeSync driver to the Edge Transport role. You don’t have
to open any firewall ports other than SMTP (port 25, TCP) from the DMZ to the intranet

and two nonstandard LDAP ports (50389 and 50636, TCP) from the intranet to the DMZ.

Microsoft strongly recommends that you don’t connect the Edge Transport role to your
internal Active Directory forest, though you can connect the Edge Transport role to a domain in
your DMZ or leave it as a stand-alone server if it makes your life easier. The Edge Subscription
service also allows you to leverage all of Microsoft’s built-in antispam features while the Hub
Transport role allows only a subset of those features.

NOTE

One of the coolest features in the Edge Transport role is the ability to receive updates of an individ-
ual user’s Allowed Senders list preferences from the Outlook client, thanks to the Edge Subscription
service. This feature allows the Edge Transport role to accept e-mail from a user’s safe senders
without administrator intervention.

The Edge Transport role must be installed on its own server and cannot be colocated with
any other roles. It should be placed in a DMZ and allowed inbound SMTP (port 25, TCP)
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connections both from the Internet and to the Hub Transport role inside your intranet. While
activating the Edge Subscription feature is not included in the installation process, you should
enable this feature to leverage the Hub Transport’s ability to push filtering policies and
recipient lists to the Edge Transport.

TIP

The Edge Transport role, when configured to use the Edge Subscription service, is managed by the
Exchange Management Shell and Exchange Management Console. If you don’t utilize the Edge Sub-
scription service, you can manage the Edge Transport role only from the Exchange server on which it
is installed.

Databases and Transaction Logs

There have been a number of changes made to the Exchange 2007 database to make it more robust
and scalable, but the underlying architecture is still the Extensible Storage Engine (ESE). The
database architecture has 1ot been moved to a SQL Server database. Rather than writing a lengthy,
wordy paragraph on each of the changes to the Exchange database system, I think a bulleted list
is easier to digest.

€ The STM file (the streaming database or native content store) is gone. Each Exchange
database consists of a single EDB file (just as in Exchange 5.5).

& We now refer to the databases as databases again instead of stores.

# The transaction log file size is now 1 MB instead of the 5 MB in Exchange 2000/2003. This
facilitates more efficient replication technologies. In a period of absolutely no activity, the
current log (E00.LOG for example) is closed after 15 minutes.

® The database page size is now 8 KB instead of 4 KB.

# Just as in Exchange 2000/2003, each database page has a checksum that is verified to
ensure page integrity.

# Just as in Exchange 2003, each transaction log has a checksum that is verified to ensure log
file integrity.

4 Databases can be moved to any Exchange 2007 mailbox server.

¢ Dial-tonerestore toanalternate server or moving databases toan alternate serverisnow easier

since the Exchange Management Shell Move-Mai1box cmdlet includes an option to move the
user’s configuration in Active Directory without actually trying to move their mail data.

€ The maximum recommended database size is 100GB if continuous replication technology is
not used and 200GB if continuous replication technology is used.

¢ The maximum theoretical database size of an Exchange Server 2007 database is 16TB.

® Exchange Server 2007 storage groups can have up to five databases. The recommendation
is that you should scale upward (more storage groups) rather than adding more databases
to a single storage group. However, if using clustered continuous replication, local contin-
uous replication, or standby continuous replication, you must have only one database per
storage group.

€ Exchange Server 2007 Standard Edition allows up to five storage groups/databases of
50GB in size, but this can be increased up to 16TB via Registry keys.



32

CHAPTER 1

GETTING TO KNOW EXCHANGE SERVER 2007

@ Exchange Server 2007 Enterprise Edition allows up to 50 storage groups/mailbox
databases per server. The default database size is unlimited (16TB).

# The recommended disk allocation unit size is 64 KB when formatting disks for use with
Exchange 2007 databases.

Send and Receive Connectors

In Exchange 2000/2003, e-mail was received over SMTP virtual servers and was sent over either
an SMTP virtual server or an SMTP connector. Each server had at least one SMTP virtual server;
SMTP connectors or routing group connectors could be configured to use that SMTP virtual
server for inbound or outbound e-mail.

In Exchange Server 2007, only Hub Transport servers have Receive connectors. Each Hub
Transport has (by default) two Receive connectors that will accept inbound SMTP mail. The client
ServerName Receive connector is configured to use TCP port 587 and is designed for internal mail
clients such as Outlook Express or other POP/IMAP clients.

The default ServerName Receive connector is configured to use TCP port 25 to accept mail.
This Receive connector accepts mail from other Exchange 2007 Hub Transport servers within
the organization. You might think that since this Receive connector listens on port 25, it would
automatically accept mail from the Internet (or anonymous users). However, the default Receive
connector accepts mail from only authenticated connections unless you configure on its
Permissions page (shown in Figure 1.17) that it should accept mail from anonymous connections.

FIGURE 1.17

Setting permissions on
the default Receive con- Generall Netw-:-rkl Authentication  Permission Groups |
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¥ Exchange users
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¥ Legacy Exchange Servers
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The SMTP protocol in Exchange 2007 is run by the Microsoft Exchange Transport service. The Trans-
port service will stop processing messages if the free disk space on the transport database disk (usu-
ally the C: drive) drops below 4GB.

Outbound messages are handled by Send connectors. These are not a per-server resource but
rather an organizational resource. You will not find any Exchange 2007 Send connectors (by
default); if you are migrating from Exchange 2003, you will see your SMTP connectors, though.
Exchange 2007 does have a hidden internal Send connector that is used for delivery of messages
between Hub Transport servers in different Active Directory sites. You do not need to worry about
this internal Send connector since there is nothing that the administrator can configure on it.

For e-mail that will be leaving your organization, you must configure a Send connector and
define source servers; this is much like configuring bridgehead servers for the Exchange 2000/2003
SMTP connectors. The Send connector interface allows you to specify which Hub Transport
servers will be responsible for delivering outbound SMTP mail; this is shown in Figure 1.18.
The mail can be delivered directly to the Internet, sent to a smart host, or sent to an Edge
Transport server.

FIGURE 1.18
Defining source servers
Source Server
for a Send connector General I Address Space I Metwork |
Azzociate thiz connector with the following Hub Transport servers. Alternatively,
you can add Edge Subscriptions to this list,
Eandd.. X
Mame | Site | Fiole
HHLE<03 Hornolulu Mailbos, Clignt £
HHLEX04 Honolulu Mailbow, Client £
| | [
Ok, Cancel Appli | Help |

Service Names

The services and components that you find on an Exchange 2007 server will vary depending on
which roles are installed for that server. Figure 1.19 shows some of the Exchange 2007 services that
are found in the services console.
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If you are an experienced Exchange 2000/2003 administrator, you will also find that many of
the services and executables are not recognizable; at least I did. Exchange 2000/2003 has fewer
core components and all core components were installed on any Exchange server that you built.
The Exchange Server 2007 components are shown in Table 1.7.

TABLE 1.7:

SERVICE NAME/
SHORT SERVICE NAME

Microsoft Exchange
Active Directory
Topology /
MSExchangeADTopology

Microsoft Exchange
ADAM /
ADAM_MSExchange

Microsoft Exchange
Anti-spam Update /
MSExchangeAn-
tispamUpdate

Exchange Server 2007 Components

EXECUTABLE NAME

MSExchangeADTopo-
logyService.exe

Dsamain.exe

Microsoft.Exchange
.AntispamUpdateSvc
.exe

FUNCTION

Provides Exchange Server 2007 with Active
Directory site, domain controller, and global
catalog server information. This component is
found on all Exchange 2007 server roles except
the Edge Transport.

This is the ADAM instance that holds the Edge
Transport server role’s configuration, recipient
information, safe senders lists, and blocked
senders lists. This service is only found on the
Edge Transport role.

This service provides updates for the content
filter service. This service is found on the Edge
Transport and Hub Transport server roles.
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TABLE 1.7:

SERVICE NAME/
SHORT SERVICE NAME

Microsoft Exchange
Credential Service /
EdgeCredentialSvc

Microsoft Exchange
EdgeSync /
MSExchangeEdgeSync

Microsoft Exchange File
Distribution /
MSExchangeFDS

Microsoft Exchange
IMAP4 /
MSExchangelMAP4

Microsoft Exchange
Information Store /
MSExchangelS

Microsoft Exchange Mail
Submission Service /
MSExchangeMailSub-
mission

EXECUTABLE NAME

EdgeCredentialSvc.exe

Microsoft.Exchange
.EdgeSyncSvc.exe

MSExchangeFDS. exe

Microsoft.Exchange
.Imap4Service.exe

Store.exe

MSExchangeMail-
Submission.exe

Exchange Server 2007 Components (CONTINUED)

FUNCTION

This service monitors credential changes for
the ADAM database and updates the Edge
Transport server. This service is found only on
the Edge Transport server role.

Handles synchronization of recipient and Hub
Transport information to Edge Transport
servers in the perimeter network. The
EdgeSync process synchronizes to the Edge
Transport server’s ADAM database; the
synchronization is a push synchronization
from the Hub Transport role out to the Edge
Transport server. This component is found on
Exchange 2007 Hub Transport server roles.

The File Distribution service handles
distribution of offline address books on Client
Access servers and custom Unified Messaging
prompts on UM servers. It is found on
Exchange 2007 Client Access and Unified
Messaging server roles.

Provides IMAP4 client connectivity and is
found on Exchange 2007 Client Access server
roles. This service is set to manual by default
and must be enabled to support IMAP4 clients.

The information store service runs the
database engine and provides client access for
MAPI clients as well as access to mailboxes for
connections from Client Access and Hub
Transport servers. This service is only found on
Exchange 2007 servers with the Mailbox server
role. It also consumes the most RAM of any of
the Exchange 2007 services.

Handles notifying Hub Transport servers

that a message is waiting to be retrieved from
a local database. This service attempts to
distribute the message delivery load if
multiple Hub Transport servers are found. This
role is found on the Exchange 2007 Mailbox
server role.

(CONTINUED)
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TABLE 1.7: Exchange Server 2007 Components (CONTINUED)

SERVICE NAME/
SHORT SERVICE NAME EXECUTABLE NAME

Microsoft Exchange Microsoft.Exchange
Mailbox Assistants / .InfoWorker
MSExchangeMailboxAs- .Assistants.exe
sistants

Microsoft Exchange Microsoft.Exchange
Monitoring / .Monitoring.exe
MSExchangeMonitoring

Microsoft Exchange Microsoft.Exchange
POP3 / .Pop3Service.exe
MSExchangePOP3

Microsoft Exchange Microsoft.Exchange
Replication Service / .Cluster
MSExchangeRepl .ReplayService.exe
Microsoft Exchange Microsoft.Exchange
Search Indexer / .Search.ExSearch.exe
MSExchangeSearch

Microsoft Exchange Microsoft.Exchange
Service Host / .ServiceHost.exe

MSExchangeServiceHost

Microsoft Exchange MSSService
Speech Engine / MSS .SpeechService.exe
Microsoft Exchange Mad.exe

System Attendant /
MSExchangeSA

FUNCTION

The Mailbox Assistants service handles
calendaring functionality such as Calendar
Assistant, Resource Booking Assistant,
Out-of-Office Assistant, and the Managed
Folder Mailbox Assistant. This service is found
only on Exchange 2007 mailbox servers.

Provides an interface for applications to use
Exchange 2007 monitoring tasks. This service
is found on all Exchange 2007 server roles.

Provides POP3 client connectivity and is found
on Exchange 2007 Client Access server roles.
This service is set to manual by default and
must be enabled to support POP3 clients.

This service handles copying log files from
their original location to the backup log
location on Exchange 2007 Mailbox servers
that have the local continuous replication or
clustered continuous replication functions
enabled. This service is found only on
Exchange 2007 Mailbox server roles.

The Exchange Content Search Indexer provides
content to the Microsoft Search (Exchange
Server) service for full-text indexing. This
service is found only on Mailbox server roles.

This service handles the RPC virtual directories
and Registry information necessary to support
Outlook Anywhere (RPC over HTTP). This
service is found on Exchange Mailbox and
Client Access server roles.

The Speech Engine service provides the speech
processing capabilities that are used by Unified
Messaging services. This service is found only
on Unified Messaging server roles.

This service provides monitoring and directory
lookup services for Exchange Server. This
service is found only on Mailbox server roles.
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TABLE 1.7:

SERVICE NAME/
SHORT SERVICE NAME

Microsoft Exchange
Transport /
MSExchangeTransport

Microsoft Exchange
Transport Log Search /
MSExchangeTransport-
LogSearch

Microsoft Exchange
Unified Messaging /
MSExchangeUM

Microsoft Search
(Exchange) /
MSFTESQL-Exchange

World Wide Web
Publishing Service

EXECUTABLE NAME

MSExchange-
Transport.exe

MSExchange-
TransportlLogSearch
.exe

Umservice.exe

Msftesql.exe

svchost.exe / inetinfo

Exchange Server 2007 Components (CONTINUED)

FUNCTION

This service provides the SMTP transport
functions. Mail will not flow at all if this
service is halted. This service is found on all
Exchange 2007 Hub Transport and Edge
Transport server roles.

Provides the ability to search the Exchange
message transport logs. This service is found
on all Exchange 2007 Mailbox, Hub Transport,
and Edge Transport server roles.

The Unified Messaging service handles access
to a user’s mailbox via Outlook Voice Access,
the creation of voicemail messages, and the
creation of fax messages. This service is found
only on the Unified Messaging server role.

This Search service creates full-text indexes on
mailbox content. This service is only found on
the Exchange 2007 Mailbox server role.

A component of Internet Information Services
that is required on all Exchange 2007 Client
Access server roles in order to provide access
to web services. This service is required on
Exchange 2007 Mailbox servers if you will be
managing public folders using Exchange
System Manager or PFDAVAdmin.

Depending on the server’s role(s), you will see many of these executables in the Windows Task
Manager (shown in Figure 1.20). One frequently misunderstood service is the Microsoft Exchange
Information Store service, or store.exe; by design this service will attempt to allocate as much
physical memory as possible. On a server with 32GB of physical memory, it may not be unusual
to see this service using 80 to 90 percent of that RAM. This is a feature, not a bug.

Notice also in Figure 1.20 that there are some service names that start with FSC; these services
are part of Microsoft’s Forefront Security for Exchange Server. This product can be used if you
have enterprise client access licenses for all of your users.

Message Security Features

In my first meeting with my organization’s IT team leads, where I was briefing them on our plans
to deploy Exchange Server 2007, everyone was asked for comments. When it came time for our
information security lead to speak, he said, I have no objections; everything I have read indicates
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GETTING TO KNOW EXCHANGE SERVER 2007

Exchange Server 2007 is more secure.” I was pleased since that meant I could avoid a lengthy
process of proving it was more secure, but it also indicates that people perceive that Exchange
2007 provides better security. This does not mean that you can avoid good security practices, but
hopefully it will mean that you are providing better security out of the box.

In the following sections, I'll review some of the improvements that have been made to
Exchange Server 2007 so that it provides better, more secure messaging services to end users.

NETWORK DATA PROTECTION

When we talk about network data protection, it can mean many different things. In this
particular case, I am referring to protecting the data in transit. Figure 1.21 shows a number of
different improvements and components that allow for better protection of message content while
a message is in transit. First, all Exchange 2007 servers in the same organization use Kerberos for
authentication; this has not actually changed since Exchange 2000/2003. Figure 1.21 also shows the
Outlook MAPI client using RPC encryption between Outlook and the Mailbox server; this feature
has been available with Outlook and Exchange Server for a long time, but now the Exchange
Server administrator can require MAPI client encryption through a server configuration option.
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All communication between the Hub Transport or Client Access server roles and the Mailbox
server is also encrypted with RPC encryption. As Hub Transport servers deliver messages to one
another or as messages to and from the Edge Transport servers, TLS encryption is used to protect
the messages in transit. Hub Transport servers use Kerberos to authenticate with one another,
while Hub Transport and Edge Transport servers use credentials that are established when the
EdgeSync process is configured.

OPPORTUNISTIC TLS

As most mail administrators know, most SMTP traffic over the Internet is sent via clear text. A
message may be encoded using multipurpose Internet mail extensions (MIME), but ultimately if
someone intercepts this message, it can be decoded very easily. If you are interested in protecting
SMTP data over the Internet, a new feature of the Edge Transport and Hub Transport servers you
will like is called opportunistic TLS, or opportunistic SSL/TLS

Many SMTP mail transport engines support opportunistic TLS today, so it is nice that Exchange
2007 is finally on the bandwagon. If you have configured an SSL certificate to work with SMTP,
then it will automatically negotiate a TLS session if the remote SMTP system also supports TLS.
This means that any mail you send over the Internet to a TLS-compatible SMTP server will auto-
matically be encrypted while it is being transmitted.

DOMAIN SECURITY

Domain Security is probably one of the most poorly named features in Exchange 2007, mostly
because it does not really give you much of an idea of what it does. I personally would have gone
for something like Trusted Messaging, although that’s not much better. Domain Security takes
advantage of opportunistic TLS, certificates issued by a trusted certificate authority, Exchange
2007, and Outlook 2007 /Outlook Web Access so that messages that have been sent to your users
by a previously configured trusted source are delivered with the label Domain Secured. This gives
the user an indication that the message really did originate from a trusted source.

Domain Security provides some assurances about the trustworthiness of a message, but it is
not an end-to-end solution like S/MIME, nor is it a content control system like Windows Rights
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Management. There are a few requirements for Domain Security to work properly, including both
software and administrative tasks:

¢ The remote Exchange organization must use Exchange 2007 and use a certificate that was
issued by a trusted certificate authority.

4 The administrator in the remote organization must configure your SMTP domain as a
trusted domain.

€ You must configure the remote organization’s SMTP domain as a trusted domain.

4

You must use a certificate that was issued by a trusted certificate authority.

@ The clients must be using Outlook Web Access 2007 or Outlook 2007 in order to see the
Domain Secured information.

Antispam Features

Microsoft has made a concerted effort to ensure that Exchange 2007 offers a better platform for
spam control. I briefly mentioned the Edge Transport server earlier in this chapter, but let’s take
a look at some of the basics. Figure 1.22 shows what it would look like if you deployed an Edge
Transport server in your organization. Inbound SMTP mail is delivered to the Edge Transport
server for antispam inspection (and possibly antivirus inspection). Outbound mail is delivered
through the internal Hub Transport to the Edge Transport server. Figure 1.22 shows this

arrangement.
FIGURE 1.22 Internet or
Deploying the Edge external mail Edge Transport
Transport server sender/ server for message

recipient hygiene

Hub Transport  All e-mail traffic is
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The Edge Transport server has specifically been designed so that it is easier to “harden” and to
place in the organization’s perimeter/ DMZ network. The Edge Transport server role should be
a stand-alone server (not part of the internal Active Directory). However, since it must be a 64-bit
version of Windows, it cannot coexist with ISA Server 2006 (unless Microsoft releases a 64-bit
version of ISA Server, which will probably happen someday).

The Edge Transport has a number of antispam agents preinstalled (and some configured
with defaults already enabled). Here are the antispam agents that are installed on the Edge
Transport server:

@ The content filter is the agent formerly known as the Intelligent Message Filter. This agent
technology is based on Microsoft’s SmartScreen technology; the filter definitions can be
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updated hourly if you have Enterprise client access licenses or every two weeks other-
wise. The content filter can be configured to reject, delete, quarantine, and put suspected
spam into the user’s Junk E-mail folders. It includes the ability to specify safe words and
blocked words.

@ Block lists and allow lists allow you to specify lists of IP addresses from which you will
always accept mail or always reject mail. You can also use a real-time block list such as
Spamhaus or SORBS and reject mail based on known sources of spam.

@  Per-user safe senders lists allow you to push to the Edge Transport server each user’s safe
senders list that they create in Outlook. This reduces the possibility that valid mail will be
rejected or quarantined by another filter such as the content filter. Per-user block lists are
not pushed to the Edge Transport server.

@ The attachment filter allows you to specify filenames, extensions, and MIME types that
will be stripped before the message is allowed to pass through the transport system. The
attachment transport filter is only available on the Edge Transport server role.

@ The recipient filter allows you to specify a list of recipients that will be rejected when they
are sent to your Edge Transport server or to specify that messages will be rejected for all
invalid recipients.

@ The sender filter allows you to specify a list of senders from which you should not
accept mail.

@ The sender reputation filter enables the Edge Transport server to analyze connections from
external mail servers for protocol errors or for an open proxy. If consistent errors are
found, the sender’s IP address is placed on a quarantine list for some period of time (the
default is 36 hours).

# Sender ID is an antispoofing technology that allows your server to inspect the sender’s
server information and verify that the message was indeed sent from an authorized server
for the sender’s domain. If the message is not from an authorized server, Sender ID
can pass along information to the content filter that increases the spam confidence
level.

All of these filters (except the attachment filter) can be installed on an Exchange Server 2007
Hub Transport server role. Installing all of the anti-spam agents on the Hub Transport server
role will be useful for small organizations that have only a single server and don’t want to put an
additional Edge Transport server in the perimeter/DMZ network.

Since the release of Exchange 2007, there have been a lot of misconceptions about the Edge
Transport server. I want to run through a list of facts (and my opinions) that you will probably
want to know as you deploy Exchange 2007 and hopefully clear up those misconceptions:

& Edge Transport server is an optional server role; it is not required for Exchange 2007.

€ You can continue to use your existing third-party message hygiene system if you do not
want to use the Edge Transport role.

¢ You will not realize the complete benefits of an Edge Transport server until you have
deployed Exchange 2007 Hub Transport servers, moved your users’ mailboxes to
Exchange 2007 Mailbox servers, and created EdgeSync to synchronize your configuration
to the Edge Transport server.
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€ An antivirus solution is not included with the Edge Transport; you must separately install
a solution such as Microsoft’s Forefront Security for Exchange.

Outlook Web Access

Outlook Web Access was one of the components of Exchange 2007 that was almost completely
rewritten from scratch. The major reason that OWA was rewritten was so that it would use the
new web services APIs instead of using WebDAV (Exchange 2000/2003) and so that it better
used the client/server architecture of the Client Access server. In Exchange 2000/2003, an
Outlook Web Access front-end server communicated with the Mailbox server using HTTP, but
with Exchange 2007, the Client Access server uses an optimized version of MAPI to communicate
with the Mailbox server. The result is a smoother and more functional interface than we had in
Exchange 2000/2003. The main page is shown in Figure 1.23.

For those of you who reviewed Exchange 2007 when it was initially released, let’s catch you up.
Exchange 2007 Service Pack 1 and later includes not only an interface for accessing public folders
but also the S/MIME web control (for viewing and sending S/MIME messages), a rules editor,
and the calendar month view. Users can now also manage their personal distribution groups.
These were features that were missing from the original release of Exchange Server 2007.

Some of the new features are certainly very noteworthy though. For users that need access to
SharePoint document libraries or shared folders on the network, the remote file access feature is
useful. If the user clicks on the Documents shortcut link, they can open up document libraries and
documents on the internal network; an example of this is shown in Figure 1.24. The user can only
open the documents or copy them though; they cannot update them or delete them.
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If your organization is using Unified Messaging, users can now control some of their own
Unified Messaging features, such as the extension number where they can redirect voicemails for
playback, missed call notification, and which folder to use to read e-mail messages via Outlook
Voice Access. Users can also reset their Unified Messaging personal identification number (PIN)
via OWA. These actions can all be performed via the Voice Mail configuration options in OWA
(shown in Figure 1.25).
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Finally, another of the most promising new features of Outlook Web Access is the ability to let
the users manage properties of their Windows Mobile devices. This is something that had to be
done by the administrator in Exchange 2003. End-user management features include removing
the device partnership with the mailbox, remotely wiping out the device, and viewing the device
password.

Exchange Editions and Licensing

When you plan to purchase Exchange 2007, you need to make sure that you purchase the correct
edition of Exchange server and purchase the client access licenses to license the features that you
will require. Table 1.8 lists some of the features that are included with Exchange 2007 Standard
Edition versus Enterprise Edition.
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TABLE 1.8: Exchange 2007 Standard Edition versus Enterprise Edition
FEATURE STANDARD ENTERPRISE

Maximum database size 16TB (unlimited) 16TB (unlimited)
Maximum number of storage groups 5 50
Supports Recovery Storage Group v Vv

Number of databases

L o
a1
=)

Supports Client Access Server role

Supports single copy clustered mailbox servers

Supports clustered continuous replication mailbox servers
Supports Edge Transport role

Supports Hub Transport role

Supports local continuous replication

Supports Mailbox role

S N NN

NN

Supports Unified Messaging role

In the past, you only had a single option when purchasing Exchange server client access licenses
(CALs). Exchange 2007 introduces the Exchange Enterprise CAL and Exchange Standard CAL.
Either of these CALs can be used against either Exchange Server Enterprise Edition or Exchange
Server Standard Edition. The choice for which CAL you require will depend on which premium
features of Exchange Server 2007 you will need.

The Exchange Enterprise CAL adds additional features above and beyond the Exchange
Standard CAL. The Exchange Standard CAL provides your users with the ability to use Exchange
features such as accessing their mailbox from a MAPI client, Outlook Web Access, ActiveSync
devices, and Outlook Anywhere (RPC over HTTP). The Exchange Enterprise CAL includes the
following additional functions:

4 Unified Messaging services

€ Microsoft Forefront Security for Exchange Server

4 Advanced compliance capabilities such as per-user and per-distribution-group journaling
€ Messaging records management features
*

Antispam and antivirus protection using Microsoft Exchange Hosted Filtering Services as
an external service provider.

Standard client access licenses must be purchased for each mailbox that is accessed on your
system. If you have users that use multiple devices (Outlook, Outlook Web Access, ActiveSync,
Outlook Anywhere) to access their mailbox and the total percentage of time they spend access-
ing their mailbox from their primary device is less than 80 percent, then you must purchase an
additional CAL for that user.
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If you use Exchange Enterprise CALs for all of your users, then you get to use all of the features
available for Enterprise CALs. However, if you purchase Enterprise CALs for only a subset of
your users that require a feature such as Unified Messaging and journaling and also choose to use
Forefront Security for Exchange, then the remainder of the users must be licensed separately for
Forefront Security for Exchange.

Shortly after Exchange 2007 was released, Microsoft changed the licensing for the messaging
records management features. Originally you had to have an enterprise client access license for
each mailbox on which you were going to run messaging records management. However, the
license agreement was changed so that messaging records management could be used against
the default folders (Inbox, Sent Items, Deleted Items, and so on) even if you only have standard
client access licenses for your users.

Hardware and Software Requirements

One of the most important decisions you make when you are installing Exchange Server is
to make sure you are using the right hardware. Incorrectly sized hardware may cause you to
spend too much money for the functionality you need, or if you don’t have enough hardware
capacity, you may be continually low on disk space, have backups that take too long, or worst of
all, have users complaining about performance and message delivery.

When you are sizing your hardware, even if you will initially be using Windows Server 2003
SP2, you should make sure you can support Windows Server 2008.

Hardware Requirements

In the past, Microsoft has made recommendations for hardware based on the absolute minimum
resources required to run Exchange Server. Now, however, the recommendations are much more
practical for real-world deployment and take into consideration the goal of optimal performance
and supporting applications that often run in concert with Exchange Server, such as antivirus,
antispam, archiving, management, monitoring, and reporting software.

Since the launch of Exchange 2007, Microsoft has made several revisions to the official best
practices guide for sizing your Exchange server hardware. These revisions are based on feedback
from customers running Exchange in production as well as the developers who are writing code
to take advantage of the latest hardware. In the following sections, I will summarize Microsoft’s
best practices and add my recommendations where applicable.

With previous versions of Exchange, Microsoft’s minimum hardware recommendations were
laughable even for a test environment. While Windows 2000 can theoretically run on a Pentium
133 MHz processor with 32 MB of RAM, no IT professional would punish their most despised user
with such a meager configuration. Lately, Microsoft has opted instead to provide customers with
the following
three tiers of configurations:

4 Minimum: The bare minimum hardware configuration necessary to run the product.
The minimum configuration must be met in order to receive technical support
from Microsoft.

€ Recommended: The ideal hardware configuration for a server that is running at 75 to 80
percent of its capacity during peak hours. The recommended configuration is one that
Microsoft feels is the best balance between price and performance.
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¢ Maximum: The maximum hardware configuration that the product is designed to uti-
lize. The maximum recommendation is based on the product only; if you have additional
services or applications running on the server, you may opt to exceed the maximum
recommendation.

PROCESSORS

The requirement for 64-bit processors is the first big change for Exchange 2007. The processor
should be at least an 800 MHz processor, though you will certainly benefit from processors faster
than 2GHz or dual-core processors. The processor must be either an Intel Xeon or Intel Pentium
x64 processor that supports the Intel Extended Memory 64 Technology (EM64 T) or an AMD
Opteron or Athlon 64-bit processor that supports the AMD64 platform. The Intel Itanium [1A64
processor family is not supported. Table 1.9 shows the processor recommendations from Microsoft
for different Exchange Server 2007 roles.

You may have noticed in Table 1.9 that the maximum number of processors or processor
cores for some server roles is less than the maximum that Windows can actually support. Most
multithreaded applications will reach a point of diminishing returns when you add more proces-
sors, so it may not be worth it to add the maximum number of processors that Windows supports.

In environments that scale past a few hundred mailboxes, certainly dual- or quad-processor
systems will be put to good use. For organizations that deploy a combination of roles to
different physical machines, you will almost always benefit from a dual-processor or
dual-core-processor system.

TABLE 1.9:

Processor Recommendations Based on Server Role

EXCHANGE 2007
SERVER ROLE

Edge Transport
Hub Transport
Client Access
Unified Messaging

Mailbox

Multiple server roles (combinations of

MINIMUM

1 X processor core

1 X processor core

1 X processor core

1 X processor core

1 X processor core

1 X processor core

RECOMMENDED

2 X processor cores

4 X processor cores

4 X processor cores

4 X processor cores

4 X processor cores

4 X processor cores

RECOMMENDED
MAXIMUM

4 X processor cores
4 X processor cores
4 X processor cores
4 X processor cores
8 x processor cores

4 X processor cores

Hub Transport, Client Access, Unified
Messaging, and Mailbox server roles)

The single most debated and significant change between Exchange 2003 and Exchange 2007 is
the move to 64-bit architecture. For those of you who missed the memo, Exchange 2007 will not
run in production on 32-bit hardware or in a 32-bit operating system.

Note the subtle use of the word production. There is a 32-bit version of Exchange, but it is
only meant to be deployed in a lab or training environment. For those of you thinking of
blurring the line between your lab and production network, forget it. There’s no way to acti-
vate the 32-bit version of Exchange (I've tried). The good news is that you can still run the 32-bit
version of Exchange after the trial period has expired (for now) so you don’t have to rebuild your
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lab environment every 120 days. However, you will be faced with a nag dialog every time you open
the Exchange Management Console.

TP

Microsoft’s recommendations are for processor cores, not processors. If you have a dual-processor,
quad-core server, you effectively have eight cores.

PHYSICAL MEMORY

As we have mentioned previously, the advantage that Exchange 2007 really gets out of the 64-bit
architecture is the ability to access more physical memory. Additional physical memory improves
caching, reduces the disk I/O profile, and allows for the addition of more features.

Microsoft recommends a minimum of 1GB of RAM in each Exchange 2007 server or 2GB for each
server supporting the Mailbox server role. This will, of course, depend on the roles that the server
is supporting. Table 1.10 shows the minimum recommended memory for each of the server roles.

TP

There can be a profound difference between different manufacturers and even models of servers
depending on the motherboard. Years ago, 1 purchased a server that could recognize a maximum of
16GB of RAM. A year or so later, 1 hoped to upgrade the RAM but found in the small print that the
server could only recognize 16GB of single-ranked DIMMs, which are twice as expensive as
dual-ranked DIMMs. After researching the issue, 1 realized that the dual-ranked DIMMs offer consid-
erably better performance than single-ranked DIMMs but are limited to a maximum of 8GB because
all the available ranks are in use. It made a nice coffee table in the end.

TABLE 1.10: Minimum and Recommended RAM for Exchange Server 2007 Roles

SERVER ROLE MINIMUM RECOMMENDATION MAXIMUM
Mailbox 2GB 2GB base memory plus per-mailbox calculation 32GB

Hub Transport 1GB 1GB per CPU core 16GB
Client Access 1GB 1GB per CPU core 4GB
Unified Messaging 1GB 1GB minimum, plus 512 MB for each additional CPU 4GB

core

Edge Transport 1GB 1GB per CPU core 16GB
Multiple roles 2GB 4 GB for combination Hub Transport, Client Access, 8GB

and Unified Messaging, plus add the per-mailbox
calculation.
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NOTE

Based on my own experiences with Exchange Server 2007, I recommend a minimum of 4GB of RAM
for any server that has the Mailbox server role installed on it. Even if the server will only support a
few dozen mailboxes, it will run much better with 4GB of RAM.

After you have calculated the minimum amount of RAM that you require for the server, if you
are configuring a mailbox server, you will need to add some RAM for each mailbox. The amount
will depend on your user community’s estimated load profile. Table 1.11 shows the additional
memory required based on the number of mailboxes supported.

TABLE 1.11: Additional Memory Factor for Mailbox Servers
USER PROFILE MAILBOX MEMORY RECOMMENDATION
Light Add 2 MB per mailbox
Average Add 3.5 MB per mailbox
Heavy Add 5 MB per mailbox

So, for example, a server handling a Mailbox server role should have 2GB of memory plus the
additional RAM shown in Table 1.11 (for heavy users). For a mailbox server that is supporting
1,000 mailboxes, where 500 of the users are average (3.5 MB x 500 for 1.75GB of RAM) and 500
are heavy users (5 MB x 500 for 2.5GB of RAM), the server should have about 6.3GB of RAM. For
good measure, I recommend going with 8GB of RAM so you have additional RAM in case you
need it. Seasoned administrators of previous versions of Exchange will immediately notice that
restrictions on usable physical memory no longer apply to Exchange 2007.

Remember that these RAM estimates are just that, estimates. Additional factors may require
more or less RAM (usually more) than the calculations and recommendations here. For example,
antivirus and antispam software on Mailbox servers can place a significant burden on RAM. The
store.exe (information store) process will always allocate a significant amount of RAM. In the
following screen shot of the Windows Task Manager, notice that the store.exe is using 1.4GB
of physical memory. This server is running Exchange Server 2007 on a Windows 2003 SP2 server
with 2.5GB of RAM and supports 15 mailboxes. You should expect this kind of memory growth
from the store.exe.

H windows Task Manager 9 =] B3
File Options iew Help

Applications  Processes |Performance| Metworking I Users I

Image Mame | Lser Mame | P | Mem Usage =
skare, exe SYSTEM ao 1,445,624 K
EdgeTransport. exe METWORK SERVICE 00 97,600 K
WD, exe SYSTEM aa 4,676 K
UrworkerProcess.exe SYSTEM aa 0,624 K
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An alternate way to size memory for Mailbox servers is to estimate the amount of RAM
required based on the number of storage groups. This method is calculated to ensure that each
storage group (and mailbox database) that is in use is allocated sufficient memory for database
caching. Table 1.12 shows the minimum memory recommendations based on storage groups.

If you calculate two different minimum recommendations for RAM, you should use the larger
of the two calculations. Up to 32GB, Exchange 2007 Mailbox servers will always benefit from
additional performance. Of course, 32GB of RAM may not be required on a Mailbox server that is
supporting only 200 mailboxes, so approach RAM sizing with a certain cautious exuberance.

OPTICAL MEDIA

Exchange Server 2007 ships only on DVD media. Although installing from a network share does
work, it is generally a good idea to ensure that your servers have DVD drives available rather
than CD-ROM drives. If your servers do not have DVD drives, you can still copy the Exchange
software across the network or install from a network share folder.

FILE SYSTEM
All disks must be formatted using the NTFS file system.

TABLE 1.12: Minimum RAM Recommendations Based on Storage Groups
NUMBER OF STORAGE GROUPS MINIMUM RAM REQUIRED
1-4 2GB
5-8 4GB
9-12 6GB
13-16 8GB
17-20 10GB
21-24 12GB
25-28 14GB
29-32 16GB
33-36 18GB
37—40 20GB
41-44 22GB
45-38 24GB

49-50 26GB




50

CHAPTER 1

GETTING TO KNOW EXCHANGE SERVER 2007

DISK SPACE

Exchange Server 2007 is certainly not the first edition of Exchange for which administrators or
designers have improperly sized the amount of available disk space. More than a few times, I
have seen administrators scrambling for more disk space, adding additional hard drives, moving
databases and transaction logs around, or begging the storage area network (SAN) administrator
for more disk space.

Irecommend that the operating system disk and the disk on which you will install the Exchange
binaries have at least 10GB of free disk space prior to the installation of Exchange 2007. The actual
recommendation from Microsoft is 1.2GB disk space free and 200 MB of free space on the system
disk, but that is a bare minimum. If the Exchange server is supporting the Unified Messaging
server role, plan for an additional 500 MB of disk space for each Unified Messaging language pack
that will be installed.

DISK SPACE FOR EXCHANGE DATA

The amount of disk space that each of the servers will actually require will depend on the server
role, the number of users you support, mailbox limits, and how much room you want for growth.
I will present a more thorough discussion of disk space requirements and database sizing in
Chapter 12, “’Sizing Storage Groups and Databases.”

PAGE FILE SIZE

You may place your page file on the operating system disk or you may place it on a dedicated
volume or spindle. The actual size of the page file has been widely debated over the years and the
debate continues. After all, if you have just configured a server with 16GB of RAM, you would
hope that it will not page all that much! The recommendation from Microsoft for a large page
remains the same, though.

You should set the initial size of your page file to RAM plus 100 MB. Yes, I know, “Ouch!”
That means on a server with 16GB of RAM, your page file will be just over 16GB. I had wondered
myself if this would change with 64-bit Windows and Exchange 2007, but I continue to see this
guidance from Microsoft.

One important thing to note about the page file is that I like to ensure that I can accommodate
the entire page file on the operating system disk even if I move it to a different disk. If you ever
get the blue screen of death, the page file can be dumped to a file on the hard disk, but in order for
Windows to do this, the page file on the operating system disk must be large enough to accommo-
date the contents of the RAM. I have rarely needed a crash dump of the entire memory, but it is a
nice option to have if you need it.

Operating System Requirements

There are a few requirements for the Windows Server operating system. For the release to manu-
facturing (RTM) version of Exchange 2007, the only version of Windows Server that can be used
is the Windows Server 2003 x64 SP1 (or later) or Windows Server 2003 x64 R2 family. Windows
2003 with the Multilingual User Interface (MUI) Pack can also be used. Exchange 2007 can be
installed on either the Standard Edition or Enterprise Edition of Windows Server 2003. Windows
2003 Enterprise Edition is required if you will be installing clustered mailbox servers.

Exchange Server 2007 Service Pack 1 requires either Windows 2003 Service Pack 2 or Windows
Server 2008.

The following list includes other requirements for preparing the Windows Server to run
Exchange 2007:
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€ Install the Microsoft .NET Framework v2.0.

€ Install the Windows PowerShell. The released version can be downloaded from
www.microsoft.com/windowsserver2003/technologies/management/powershell/
default.mspx.

¢ Install Microsoft Management Console 3.0. You can find more information and download
links in Microsoft Knowledge Base article 907265, “MMC 3.0 update is available for Win-
dows Server 2003 and for Windows XP.”

NOTE

Unlike with previous versions of Exchange, the Internet Information Server components Network
News Transfer Protocol (NNTP) and Simple Mail Transfer Protocol (SMTP) should not be installed.

All additional applications that you run on an Exchange 2007 server should be 64-bit
applications. Although Windows x64 supports 32-bit applications in WOW64 emulation provided
the application’s kernel mode components are 64-bit, it remains to be seen whether mixing and
matching 32-bit and 64-bit applications on an Exchange 2007 server is a good idea. Many of us still
remember poorly performing and unstable 16-bit Windows applications that adversely affected
Windows NT 4.0, so this may potentially be true with 32-bit Windows applications on Windows
64-bit.

32-bit applications running on 64-bit Windows are supported in WOW64. The only requirement
is that kernel mode components of those applications have to work, so those have to be x64. The
main application can be 32-bit running in WOW64. In my opinion, any third-party tools and
utilities that run on an Exchange 2007 server should be 64-bit versions.

Conclusion

In this chapter, I reviewed some of the features that I feel are significant in Exchange Server 2007 as
well as improvements found in Exchange Server 2007 Service Pack 1. Most organizations will find
at least a few compelling features in Exchange Server 2007 that will make the upgrade worthwhile.
In the next chapter, I will cover the new Exchange management interface for Exchange Server
2007 and then later (in Chapter 7) provide you with a primer on the Exchange Management Shell.
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