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Introduction

1.1 The Three Goals of the Book

In our society, which is focused on success in any domain, failure is an extremely negative value.
We all still remember the strong emotion produced worldwide by the crash of the Space Shuttle
Challenger . On 28 January 1986, Challenger exploded after 73 seconds of flight, leading to the
deaths of its seven crew members. The cause was identified after a careful failure analysis (FA): an
O-ring seal in its solid rocket booster failed at lift-off, causing a breach in the joint it sealed and
allowing pressurised hot gas from the solid rocket motor to reach the outside and impinge upon the
attachment hardware. Eventually, this led to the structural failure of the external tank and to shuttle
crash. This is a classical example of failure produced by the low quality of a part used in a system.
Other examples of well-known events produced by failures of technical systems include the following:

• On 10 April 1912, RMS Titanic, at that time the largest and most luxurious ship ever built, set sail
on its maiden voyage from Southampton to New York. On 14 April, at 23 : 40, the Titanic struck
an iceberg about 400 miles off Newfoundland, Canada. Although the crew had been warned about
icebergs several times that evening by other ships navigating through the region, the Titanic was
travelling at close to its top speed of about 20.5 knots when the iceberg grazed its side. Less than
three hours later, the ship plunged to the bottom of the sea, taking more than 1500 people with it.
Only a fraction of the passengers were saved. This was a terrible failure of a complex technical
system, made possible because the captain had ignored the necessary precautions; hence the failure
was produced by a human fault. The high casualty rate was further explained by the insufficient
number of life boats, which implies a design fault.

• On 24 April 1980, the US President Jimmy Carter authorised the military operation Eagle Claw (or
Evening Light) to rescue 52 hostages from the US Embassy in Tehran, Iran. The hostages had been
held since 4 November 1979 by a commando of the Iranian Revolutionary Guard. Eight RH-53D
helicopters participated in the operation, which failed due to many technical problems. Two heli-
copters suffered avionics failures en route and a sand storm damaged the hydraulic systems of
another two. Because the mission plan called for a minimum of six helicopters, the rest were not
able to continue and the mission was aborted. This is considered a typical case of reliability failure
of complex technical systems.

Obviously, we have to fight against failures. Consequently FA has been promoted and has quickly
become a necessary tool. FA attempts to identify root causes and to propose corrective actions aimed
at avoiding future failure.
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Given the large range of possible human actions, many specific procedures of FA are needed,
starting with medical procedures for curing or preventing diseases (which are failures of the human
body) and continuing with various procedures for avoiding the failure of technical systems. In this
respect, the word ‘reliability’ has two meanings: first, it is the aim of diminishing or removing failures,
and second, it is the property of any system (human or artefact) to function without failures, in some
given conditions and for a given duration. In fact, FA is a component of reliability analysis. This idea
will be detailed in the following pages.

From the above, one can see that the first goal of this book is to present the basics of FA, which
is considered the key action for solving reliability issues. But there is a second purpose, equally
important: to promote the idea of reliability, to show the importance of this discipline and the neces-
sity of supporting its goals in achieving a given level of reliability as a key characteristic of any
product.

Unfortunately, the first reliability issues were solved by statisticians, which led to a mathematical
approach to reliability, predominant in the first 25–30 years of the modern history of the domain.
Today other disciplines, such as physics and chemistry, are equally involved. All this issues are detailed
in Section 1.2, where a short history of reliability as a discipline is presented.

The mathematical approach was restrictive and created the incorrect impression that the aim of
reliability analysis was to impede the work of real specialists, forcing them to undertake redesigns
due to cryptic results that nobody could understand. Today this misapprehension has generally been
overcome, but its after-effects are still present in the mentality of some specialists. We want to persuade
component manufacturers that reliability engineers are their best friends, simulating the behaviour of
their product in real-life conditions and then recommending necessary improvements before the product
can be sold. Manufacturers and reliability engineers must form a team, with information flowing in
both directions.

Even more importantly, this book is aimed at showing to industry managers the reasons for taking
reliability issues into account from the design phase onwards, through the whole cycle of development
of a product. It has been proved that the only way to promote reliability requirements is top-down,
starting with the manager and continuing down to every worker.

The third goal of the book starts from our subjective approach to reliability. We think reliability
is a beautiful domain, offering immense satisfaction to any specialist, and involving a large range
of knowledge, from physics, chemistry and mathematics to all engineering disciplines. That is why
strong interdisciplinary teams are needed to solve reliability issues, which are difficult challenges for
the human mind.

We want to show to young readers the beauty of reliability analysis, which can be compared to a
simple mathematical demonstration. Another approach is to consider a reliability analysis to be similar
to the activity of a detective: we have a ‘dead component’ and, based on the information gathered
from those involved, we have to find out why this happened and ‘who did it’. This is possible because
failures follow the law of cause and effect [1].

Our focus on the above three goals has imposed the structure of this first chapter. As you can
see, we want not only to deliver a high quantity of information, but to convince the specialists who
manufacture electronic components and systems how important FA is, and, more generally, to attract
the reader to the ‘charming land of reliability’. This first chapter has a huge importance, as our
main attractor. Consequently, we have tried to structure it as straightforwardly as possible. We have
presumed the subject is a new one for the reader, so we thought it best to begin with a short history
of reliability as a discipline, with a special emphasis on FA. A section on terminology will furnish
definitions of the most important terms. Finally the state of the art in FA will be described, including
a short description of the main challenges for the near future.

This first chapter will thus show the past, present and future of FA, together with the main termi-
nology. With this knowledge acquired, we think the reader will be ready to learn the general plan of
the book, which is given in the final part of this chapter.
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1.2 Historical Perspective

There is a general consensus that reliability as a discipline was established during World War II
(1939–1945), when the high number of failures noticed for military equipment became a concern,
requiring an institutional approach. However, attempts to design a fair quality into an artefact or to
monitor the way this quality is maintained during usage (i.e. reliability concerns) were first made a
long time ago.

1.2.1 Reliability Prehistory

This story may begin thousands of years ago, during the Fifth Dynasty of the Ancient Egyptian Empire
(2563−2423 BCE), when the pharaoh Ptah-hotep stated (in other words, of course, but this was the
idea) that good rules are beneficial for those who follow them [2]. This is the first known remark
about the quality of a product, specifically about the design quality. Obviously, during the following
ages, many other milestones in quality and reliability history occurred:

• In Ancient Babylon, the Code of Hammurabi (1760 BCE) said: ‘If the ship constructed for somebody
is damaged during the first year, the manufacturer has to re-build it without any supplementary cost.’
This could be considered the first specification about the reliability of a product!

• In China, during the Soong dynasty (960–1279 CE), there were six criteria for the quality and
reliability of arches: to be light and elastic, to withstand bending and temperature cycles, and so
on. Close enough to modern specifications!

• At the same time in Europe, the guilds (associations of artisans in a particular trade) elaborated
principles of quality control, based on standards. Royal governments promoted the control of quality
for purchased materials; for instance, King John of England (1199–1216) asked for reports on the
construction of ships.

• In the 1880s mass production began and F.W. Taylor proposed the so-called ‘Scientific Manage-
ment’: assembly lines, division of labour, introduction of work standards and wage incentives.
Latter, he wrote two basic books on management: Shop Management (1905) and The Principles of
Scientific Management (1911).

• On 16 May 1924, W.A. Shewhart, engineer at the Western Electric Company, prepared a little
memorandum about a page in length, containing the basics of the control chart. He later became
the ‘father’ of statistical quality control (SQC): methods based on continual on-line monitoring of
process variation and the concepts of ‘common cause’ and ‘assignable cause’ variability.

• In 1930, H.F. Dodge and H.G. Romig, working at Bell Laboratories, introduced the so-called
Dodge–Romig tables: acceptance sampling methods based on a probabilistic approach to predicting
lot acceptability from sampling results, centred on defect detection and the concept of acceptable
quality level (AQL).

All these contributions (and many others) have paved the way for current, modern approaches in
quality and have prepared the development of reliability as a discipline (see Sections 1.2.2 and 1.2.3).

Following World War II, in parallel with the rise of reliability as a discipline, the quality field has
continued to be developed, mainly in the USA. Two eminent Americans, W. Edwards Deming and
Joseph Juran, alongside the Japanese professor Kaouru Ishikawa, were successful in promoting this
field in Japan. Another name has to be mentioned, Philip B. Crosby, who initiated the quality-control
programme named ‘Zero Defects’ at Martin Company, Orlando, Florida, in the late 1960s. In 1983,
Don Reinertsen proposed the concept of concurrent engineering as an idea to quantify the value of
development speed for new products.

Due to the efforts of the above, a new discipline, called quality assurance, was born, aimed at cov-
ering all activities from design, development and production to installation, servicing, documentation,
verification and validation.
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1.2.2 The Birth of Reliability as a Discipline

The following two events are considered the founding steps of reliability as a discipline:

1. During World War II, the team led by the German rocket engineer Wernher Magnus Maximilian
Freiherr von Braun (later the father of the American space programme) developed the V-1 rocket
(also known as the Buzz-Bomb) and then the V-2 rocket. The repeated failures of the rockets
made a safe launch impossible. Von Braun and his team tried to obtain a better device, focusing
on improving the weakest part, but the rockets continued to fail. Eric Pieruschka, a German math-
ematician, proposed a different approach: the reliability of the rocket would be equal to the product
of the reliability of its components. That is, the reliability of all components is important to overall
reliability. This could be considered the first modern predictive reliability model. Following this
approach, the team was able to overcome the problem [3].

2. In 1947, Aeronautical Radio Inc. and Cornell University conducted a reliability study on more than
100 000 electronic tubes, trying to identify the typical causes of failures. This could be considered
the first systematic FA. As a consequence of this study, on 7 December 1950, the US Department of
Defense (DoD) established the Ad Hoc Group on Reliability of Electronic Equipment (AHGREE),
which became in 1952 the Advisory Group on the Reliability of Electronic Equipment (AGREE)
[4]. The objectives proposed by this group are still valid today: (i) more reliable components,
(ii) reliability testing methods before production, (iii) quantitative reliability requirements and
(iv) improved collection of reliability data from the field (including failure analyses). Later, in
1956, AGREE elaborated the first reliability handbook, titled ‘Reliability Factors for Ground Elec-
tronic Equipment’. This report is considered the fundamental milestone in the birth of reliability
engineering.

1.2.3 Historical Development of Reliability

The reliability discipline has evolved around two main subjects: reliability testing and reliability
building. In this discussion, we think the history of prediction methods (which are based on FA) is
the relevant element, being deeply involved in both subjects: as input data for reliability building and
as output data for reliability testing.

Following the issue of the first reliability handbook, the TR-1100 ‘Reliability Stress Analysis for
Electronic Equipment’, released by RCA in November 1956, proposed the first models for computing
failure rates of electronic components, based on the concept of activation energy and on the Arrhenius
relationship.

On 30 October 1959, the Rome Air Development Center (RADC; later the Rome Laboratory, RL)
issued a ‘Reliability Notebook’, followed by some other basic papers contributing to the development
of knowledge in the field: ‘Reliability Applications and Analysis Guide’ by D.R. Earles (September
1960); ‘Failure Rates’ by D.R. Earles and M.F. Eddins (April 1962); and ‘Failure Concepts in Relia-
bility Theory’ by Kirkman (December 1963).

From the early 1960s, efforts in the new reliability discipline focused on one of the RADC objec-
tives: developing prediction methods for electronic components and systems. Two main approaches
were followed:

1. ‘The statistical approach’, using reliability data gathered in the field. The first reliability prediction
handbook, MIL-HDBK-217A, was published in December 1965 by the US Navy. This was a huge
success, being well received by all designers of electronic systems, due to its flexibility and ease of
use. In spite of its wrong basic assumption, an exponential distribution of failures [5], the handbook
became the almost unique prediction method for the reliability of electronic systems, and other
sources of reliability data gradually disappeared [6].
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2. ‘The physics-of-failure (PoF) approach’, based on the knowledge of failure mechanisms (FMs)
(investigated by FA) by which the components and systems under study are failing. The first
symposium devoted to this topic was the ‘Physics of Failure in Electronics’ symposium, sponsored
by the RADC and the IIT Research Institute (IITRI), in 1962. This symposium later became the
‘International Reliability Physics Symposium’ (IRPS), the most influential scientific event in failure
physics. On 1 May 1968, the MIL-HDBK-175 Microelectronic Device Data Handbook appeared
(revised in 24 October 2000), with a section focused on FA (‘Reliability and Physics of Failure’).

The two approaches seemed to be diverging; system engineers were focused on the ‘statistical
approach’ while component engineers working in FA were focused on the PoF approach. But soon
both groups realised that the two approaches were complementary and attempts to unify the two
methods have been made.

This has been facilitated by the fact that, in 1974, the RADC, which was the promoter of the
PoF approach, became responsible for preparing the second version of MIL-HDBK-217, and of the
subsequent successive versions (C . . . F), which tried to update the handbook by taking into account
new advances in technology. However, instead of improved results, more and more sophisticated
models were obtained, considered ‘too complex, too costly and unrealistic’ by the user community
[6]. Another attempt, executed by RCA, under contract to the RADC, which tried to develop PoF-based
models, was also unsuccessful. This was because the model users did not have access to information
about the design and construction of components and systems.

In the 1980s, various manufacturers of electronic systems tried to develop specific prediction
methods for reliability. Examples include the models proposed for automotive electronics by the Soci-
ety of Automotive Engineers (SAE) Reliability Standards Committee and for the telecommunication
industry (Bellcore reliability-prediction standards).

For the last version (F) of MIL-HDBK-217, issued on 10 July 1992, two teams (IIT/Honeywell
and CALCE/Westinghouse (Centre for Advanced Life Cycle Engineering)) were commissioned by the
(RL) RADC to provide guidelines. Both teams suggested the following conclusions:

• The constant-failure-rate model (based on an exponential distribution) is not valid in real life.
• Electromigration and time-dependent dielectric breakdown could be modelled with a lognormal

distribution.
• Arrhenius-type formulation of the failure rate in terms of temperature should not be included in the

package failure model.
• Temperature change and humidity must be considered as key acceleration factors.
• Temperature cycling is more detrimental for component reliability than the steady-state temperature

at which the device is operating, so long as the temperature is below a critical value.

Similar conclusions were supported by the studies [7, 8]. In fact, these conclusions are preparing a
unified approach on prediction method, which has not been issued yet.

During the first 30 years of the reliability discipline, military products acted as the main drivers of
reliability developments. However, starting from the 1980s, commercial electronic components became
more and more reliable. In June 1994, the so-called ‘Acquisition Reform’ took place: the US DoD
abolished the use of military specifications and standards in favour of performance specifications and
commercial standards in DoD acquisitions [9]. Consequently, in October 1996, MIL-Q-9858, Quality
Program Requirements, and MIL-I-45208 A, Inspection System Requirement, were cancelled without
replacement. Moreover, contractors were henceforth required to propose their own methods for quality
assurance, when appropriate. The DoD policy allows the use of military handbooks only for guidance.
Many professional organisations (e.g. IEEE Reliability Society) attempted to produce commercial
reliability documents to replace the vanishing military standards [10]. A number of international
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standards were also produced, including IEC TC-56, some NATO documents, British documents and
Canadian documents. In addition to the new standardisation activities, the RL is also undertaking a
number of research programmes to help implement acquisition reform.

However, some voices, such as Demko [11], consider a logistic and reliability disaster to be
possible, because commercial parts, standards and practice may not meet military requirements. For
this purpose, in June 1997 the IITRI of Rome (USA) developed SELECT, a tool that allows users to
quantify the reliability of commercial off-the-shelf (COTS) equipment in severe environments [12].
Also, beginning from April 1994, a new organisation, the Government and Industry Quality Liaison
Panel (GIQLP), made up of government agencies, industry associations and professional societies,
was intimately involved in the vast changes being made in the government acquisition process [13].

MIL-HDBK-217 was among the targets of the Acquisition Reform, but it was impossible to replace
it, because no other candidates (prediction methods) were available. However, attempts at elaborating
a new handbook for predicting the reliability of electronic systems were made. Supplementary to the
existing handbook, this document, called the ‘New System Reliability Assessment Method’, has to
manage system-level factors [6]. The system has to take into account previous information about the
reliability of similar systems (built with similar technologies, for similar applications and performing
similar functions), as well as test data about the new system (aimed at producing an initial estimate
of the system’s reliability).

On the other hand, a well-known example of commercial standards replacing the old military
standards is given by the ISO 9000 family, first issued in 1987, with updates in 2000, 2004 and
2008. Basically, the IS0 9000 standards aimed to provide a framework for assessing the management
system in which an organisation operates in relation to the quality of the furnished goods or services.
The concept was developed from the US Military Standard for quality, MIL-Q-9858, which was
introduced in the 1950s as a means of assuring the quality of products built for the US military
services. But there is a fundamental new idea promoted by ISO 9000: the quality management systems
of the suppliers are audited by independent organisations, which assess compliance with the standard
and issue certificates of registration. The suppliers of defence equipment were assessed against the
standards by their customers. In a well-documented and convincing paper about ISO 9000 standards,
Patrick O’Connor elucidated the weak points of this approach [14]:

• The philosophy of ‘total quality’ demands close partnership between supplier and purchaser, which
is destroyed if the ‘third party’ has to audit the quality management of the supplier.

• It is hard to believe that this ‘third party’ is able to have the appropriate specialist knowledge about
the products to be delivered.

• In fact, the ISO 9000 standards aim only to verify that the personnel of the supplier are strictly
observing the working procedures and not whether the procedures are able to ensure a specified
quality and reliability level. Of course, some organisations have generated real improvements as a
result of registration, but it is not obvious that this will happen in all cases. Moreover, the high costs
required to implement ISO 9000 may have detrimental effect on a real improvement, by technical
corrective actions, in the manufacturing process.

• Two explanations are proposed for wide adoption of these standards, in spite of the solid arguments
of many leading teachers of quality managers: (i) the tendency to believe that people perform
better when told what to do, rather than when they are given freedom and the necessary skills and
motivation to determine the best ways to perform their work and (ii) working only with ‘registered’
suppliers is the easy way for many bureaucrats to select the most appropriate suppliers for their
products. The main responsibility is transferred to the ‘third party’.

As one can see, the ISO 9000 approach seeks to ‘standardise’ methods that directly contradict the
essential lessons of the modern quality and productivity revolution (e.g. ‘total quality’), as well as
those of the new management.
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Some other important contributors to the domain of reliability include the following:

• Genichi Taguchi, who proposed robust design, using fractional factorial design and orthogonal
arrays in order to minimise loss by obtaining products with minimal variations in their functional
characteristics.

• Dorian Shainin, reliability consultant for various companies, including NASA (the Apollo Lunar
Module), who supported the idea of discovering and solving problems early in the design phase,
before costly manufacturing steps are taken and before customers experience failures in the field.

• Wayne B. Nelson, who developed a series of methodologies on accelerated testing, based on FA.
• Larry H. Crow, independent consultant as well as an instructor and consultant for ReliaSoft Cor-

poration, who made contributions in the areas of reliability growth and repairable system data
analysis.

• Gregg K. Hobbs, the inventor of the highly accelerated life test (HALT), a stress-testing methodol-
ogy, aimed at obtaining information about the reliability of a product.

• Michael Pecht, the founder of CALCE and the Electronic Products and Systems Consortium at
the University of Maryland, which made essential contributions to the study of FMs of electronic
components.

• Patrick O’Connor, who made contributions to our understanding of the role of failure physics in
estimating component reliability; he also proposed convincing arguments against ISO 9000.

1.2.4 Tools for Failure Analysis

Initiated in 1947 for electronic tubes, FA was developed mainly for other microelectronic devices
(transistors, integrated circuits (ICs), optoelectronic devices, microsystems and so on), but also for
electronic systems. Since 1965, the number of transistors per chip has been doubling every 24 months,
as predicted by Moore. Today, ICs are made up of hundreds of millions of transistors grown on a
single chip. Key FA tools have been developed continuously, driving the growth of the semiconductor
industry by solving difficult test problems.

The search for physical-failure root causes (especially with physical inspection and electrical locali-
sation) is aimed at breaking through any technology barrier in each stage of chip development, package
development, manufacturing process and field application, offering the real key to eradicate the error.
Testing provides us with information on the electrical performance; FA can discover the detractors
for the poor performance [15]. In today’s electronic industry FA is squeezed between the need for
very rapid analysis to support manufacturing and the exploding complexity of the devices. This
requires knowledge of subjects like design, testing, technology, processing, materials science, physics,
chemistry and even mathematics [16]!

As can be seen in Figure 1.1, a number of key FA tools and advanced techniques have been
developed. These play essential roles in the development of semiconductor technology.

1.3 Terminology

The lack of precision in terminology is a well-known disease of our times. Very often, specialists with
the same opinion about a phenomenon are in disagreement because they are implicitly using different
definitions for the same term, or because various terms having the same meaning. Of course, standards
for the main terms of any technical field have been elaborated, but it is difficult to read a book with
an eye to one or many standards. This is why we felt that this book needs a glossary. The glossary is
located within the back matter and contains only the basic terms referring to the subject of the book,
failure analysis for electronic components and systems, divided into two main sections:

• Terms related to electronic components and systems.
• Terms related to FA.

Other more specific terms will be explained within the main body of the text, when necessary.
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Years

1855

1860 Optical Microscope – Ernst Abbe
1895 X-ray radiography – Wilhelm Conrad Roentgen 

1925 
1928 Raman Spectroscope – Sir C.V. Raman and K. S. Krishnan 
1931 Transmission Electron Microscope (TEM) – Ernst Ruska 

1935 1935 Scanning Electron Microscope (SEM) – Max Knoll 
1936 Field Emission Microscope (FEM) – Erwin Wilhelm Mueller 

1945
1951 X-ray Microscope – Sterling Price Newberry 
1953 Phase Contrast Microscope – Frits Zernicke 

1955 1955 Differential Interference Contrast Microscope – George Nomarski  

1962 Secondary Ion Mass Spectrometer (SIMS) – Raimond Castaing 

1965
1967 Field Ion Microscope (FIB) – Erwin Wilhelm Mueller 
1969 Liquid Crystal Analysis (LCA) – Hans Kelker 
1972 Scanning Near-field Optical Microscope (SNOM) – E. A. Ash and G. Nicholls 
1974 Focused Ion Beam (FIB) – R. Levi-Setti 

1975
1978 Confocal Scanning Laser Microscope (CSLM) – Thomas and Cristoph Cremer 

1981 Scanning Tunneling Microscope (STM) – Gerd Binning and Heinrich Rohrer  

1985
1986 Atomic Force Microscope (AFM) – G. Binning, C. Quate and C. Gerber 
1988 Electrochemical Scanning Tunneling Microscope (ESTM) – Kingo Itaya 
1991 Kelvin Probe Force Microscope (KPFM) – M. Nonnenmacher et al.

1995

Figure 1.1 History of the main techniques used in failure analysis: year of appearance, name, acronym, name of
inventor (After [14])

1.4 State of the Art and Future Trends

The current issues related to FA of electronic components and systems can be structured around three
main areas:

• techniques of FA;
• FMs;
• models for the PoF.

In this section, the most important subjects of each area will be discussed.
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1.4.1 Techniques of Failure Analysis

Today, when FA is performed at system level , we have to analyse not only discrete (active and
passive) components but a large range of ultra-high-density ICs, with a high design complexity that
exceeds 300 million gates, manufactured by a huge variety of technologies (bipolar silicon, CMOS,
BiCMOS, GaN, GaAs, InP, GaN, SiC, complex heterojunction structures and microelectromechanical
systems, MEMSs), which will be detailed in Chapter 5. This is why the today’s analyst faces complex
equipment sets (curve tracers, optical microscopes, decapsulation tools, X-ray and acoustic micro-
scopies, electron and/or optical and/or focused ion beam (FIB) tools, thermal detection techniques,
the scanning probe atomic force microscope, surface science tools, a great variety of electrical testing
hardware and so on) that are necessary to realise a spatial and complex FA. FA is a highly technical
activity with increasingly complex, sophisticated and costly specialised equipments. It is very difficult
to achieve a balance between customer satisfaction, cost-effectiveness and future challenges. Very
often the analyst must use a limited set of tools, as the cost of all the required tools exceeds the
budget of current operations. FA techniques are used to confirm and localise physical defects. The
final objective is to find the root cause.

Failure modes and effects analysis (FMEA) is the systematic method of studying failure, formally
introduced in the late 1940s for military usage by the US armed forces [3]. Later, FMEA was used for
aerospace/rocket development to avoid errors in small sample sizes of costly rocket technology. Now
FMEA methodology is extensively used in a variety of industries, including semiconductor processing,
food service, plastics, software and health care. It is integrated into advanced product quality planning
(APQP) to provide primary risk-mitigation tools and timing in the preventing strategy, in both design
and process formats. FMEA is also useful at component level, especially for complex components
(ICs, MEMS, etc.). In FMEA, failures are prioritised according to how serious their consequences
are, how frequently they occur and how easily they can be detected. Current knowledge about risks
of failures and preventive actions for use in continuous improvement are also documented. FMEA is
used during the design stage in order to avoid future failures and later for process control, before and
during ongoing operation of the process. Ideally, FMEA begins during the earliest conceptual stages
of design and continues throughout the life of the product or service. The purpose of FMEA is to take
action to eliminate or reduce failures, starting with the highest-priority ones.

At component level , a broad definition of FA includes: collection of background data, visual
examination, chemical analysis, mechanical properties, macroscopic examination, metallographic
examination, micro-hardness, scanning electron microscopy (SEM) analysis, microprobe, residual
stresses and phases, simulation/tests, summary of findings, preservation of evidence, formulation of
one or more hypotheses, development of test methodologies, implementation of tests/collection of
data, review of results and revision of hypotheses. Each time, the customer will be notified.

First, the causes of a failure can be classified according to the phase of a product’s life cycle in
which they arise – design, materials processing, component manufacturing or service environment and
operating conditions. Then two main areas of FA enable fast chip-level circuit isolation, circuit editing
for quick diagnostic and problem-solving, helping bring forward semiconductor development:

• Physical inspection, represented by three important tools: SEM, emission microscopy and trans-
mission electron microscopy (TEM).

• Electrical localisation, executed mainly with liquid crystal analysis (LCA), photo electron
microscopy (PEM) and FIB.

The package global localisation tool infra-red lock-in thermography (IR-LIT) became widely
available in 2005 and is the most popular tool for global localisation for complex packages, such as
system-in-package (SiP) and system-on-chip (SoC). Today the tool support for SoC development is
X-ray CT, due to a significant resolution and speed improvement. FA has given and gives a continuous
contribution to technological innovation in the whole history of semiconductor development.
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When ICs are analysed, a number of tools and techniques are used due to device-specific issues:
additional interconnection levels, power distribution planes and flip-chip packaging completely elimi-
nate the possibility of employing standard optical or voltage-contrast FA techniques without destructive
intervention. The defect localisation utilises techniques based on advanced imaging, and on the inter-
action of various probes with the electrical behaviour of devices and defects.

The thermal interaction between actively operated electronic components and applied characterisa-
tion tools is one of the most important interactions within FA and reliability investigations. It allows
different kinds of thermal interaction mechanism to be utilised, which would normally have to be
separated–for instance into classes with respect to thermal excitation and/or detection, spatial limi-
tations and underlying physical principle. Although they all have in common the ability to link the
thermo-electric device characteristic to a representing output signal, they have to be interpreted in
completely different ways. Recently, the complementarity of the methods for localisation and charac-
terisation as well as the according industrial demands and related limitations have been shown [17];
techniques such as IR-LIT and thermal induced voltage alteration (TIVA), case studies and the capa-
bility of non-established techniques like scanning thermal microscopy (SThM), thermal reflectance
microscopy (TRM) and time domain thermal reflectance (TDTR) are also presented and their impact
on reliability investigations is discussed.

Over the last few years, the increased complexity of devices has scaled the difficulty in performing
FA. Higher integration has led to smaller geometry and better wire-to-cell ratios, thus increasing the
complexity of the design. These changes have reduced the effectiveness of most of the current FA
techniques; over the past few years, a variety of techniques and tools, such as electron-beam (E-beam)
probers, FIB, enhanced imaging SEM and field emission SEM (FESEM), have been developed to deter-
mine the defects at wafer level. All these tools improve FA capabilities, but at substantial cost, running
into hundreds of thousands of dollars. Some other examples of new techniques are given below:

• A strategy was derived for FA in random logic devices (such as microprocessors and other VLSI
chips) where the electrical scheme is not known. This strategy is based on the use of a test tool
composed of an SEM allied to a voltage contrast, an exerciser, an image processing system and a
control and data processing system [18].

• Three new FA techniques for ICs have been developed recently using localised photon probing
with a scanning optical microscope (SOM) [19]. The first two are light-induced voltage alteration
(LIVA) imaging techniques that (i) localise open-circuited and damaged junctions and (ii) image
transistor logic states. The third technique uses the SOM to control logic states optically from the
IC backside. LIVA images are produced by monitoring the voltage fluctuations of a constant current
power supply as a laser beam is scanned over the IC. High selectivity for localising defects has been
demonstrated using the LIVA approach. Application of the two LIVA-based techniques to backside
FA has been demonstrated using an infrared laser source.

• It is critical to develop improved analysis techniques that are easier to use, less damaging, more
sensitive and provide better spatial resolution. One example is ‘passive’ techniques, which are non-
invasive, in the sense that the normal operation of the IC provides the information or energy being
measured. Recently, dynamic photoelectric laser-stimulation techniques were applied to mixed-mode
ICs, where the major difficulty is their considerable intrinsic sensitivity [20]. Indeed, the analogue
circuitry is more sensitive than the digital circuitry since a slight change in an electrical parameter
can trigger a functionality failure. This property limits the defect localisation because of the complex
interpretation of the results: the laser-stimulation mapping. In this case, dynamic laser-stimulation
mapping is coupled with photoelectric impact simulations run on a previously analysed structure.
The goal is to predict and interpret the laser-sensitivity mapping and to isolate the defective areas
in the analogue devices.

• A technique used for decapsulating the device for FA is the ultra-short-pulse laser-ablation-based
backside sample-preparation method [21]. This technique is contactless, nonthermal, precise, repet-
itive and adapted to each type of material present in IC packages. However, it can create thermal
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stresses to the device. In order to minimise these stresses, a new method was proposed for controlling
the thermal effect of the laser on the component [22].

• Various methods of preparation to repack dice with a nondestructive access to the backside are shown
in [23]. With new processes, and where backside milling is not possible, this work is mandatory for
any fault localisation technique. Various mountings – to be chosen depending on the original pack-
age (mainly BGA) and on the requirements of the emission techniques – and how these techniques
can be used for a new product family (SiP, with multiple dice inside a package) are described. In
this specific case the challenge is to extract the failed die without destroying the module.

• As new technologies in the electronic environment develop from 2D IC to 3D complex packages,
it becomes necessary to find new techniques to detect and localise the different kinds of failure.
A solution to localise defects for SiP devices is to measure the magnetic field that is generated by
the current flowing through the device with a magnetic microscope (Magma C20) and compare it
with several simulated faults in order to choose the most probable one [24].

1.4.2 Failure Mechanisms

From a technical perspective, failure can be defined as the cessation of function or usefulness. FA is
the process of investigating such a failure. Basically, FA analysis the failure modes (FMos) with the
aim of identifying the FMs, by using optical, electrical, physical and chemical analysis techniques.

Reliability is built into the device at the design and manufacturing process stages. In most practical
cases, the final damage rarely reveals a direct physical FM; often the original cause (or complete
scenario of failure) is hidden by secondary post-damage processes. On the other hand, it is impossible
to eradicate failures during the manufacturing process and upon field use. Therefore, FA must be
performed to provide timely information and prevent the recurrence of similar failures.

The wafer fabrication and assembly process involves numerous steps using various types of material.
This, combined with the fact that devices are used in a variety of environments, requires a wide range
of knowledge about the design and manufacturing processes. This explains why FA of semiconductor
device is becoming increasingly difficult as VLSI technology evolves towards smaller features and
semiconductor device structures become more complex. Since it is usually not possible to repair faulty
component devices in a VLSI, each device in a chip can become a single point of failure unless some
redundancy is introduced. Therefore, VLSIs have to be designed based on the characteristics of the
worst devices rather than on those of average devices. Even if a chip is equipped with some redundant
device, today’s scale of integration is so high that the yield requirement will still be very severe. The
final chip yield is governed by the device yield.

A recent report [25] has demonstrated that, for any item, once the major cause of failure is somehow
identified or assumed, the Monte Carlo method may be used to study yield problems. This method
was applied to the analysis of leakage current distribution for double-gate MOSFETs; the microscopic
FM that limits the final yield was identified. This explains experimental data very well. The insight
into the FM gives clear guidelines for yield enhancement and facilitates device design alongside the
quantitative yield prediction. It is useful for yield prediction and device design. Transistors should
be designed such that It (the maximum current generated by a single trap) is very much lower than
the tolerable leakage current at the specified cumulative probability. The method does not have any
convergence problems, unlike the conventional Monte Carlo approach.

At system level, a general study [6] performed by the Reliability Analysis Centre (RAC) into
the predominant causes of failure in electronic systems led to the results shown in Table 1.1. As
one can see, only 22% of the failures are directly linked to the reliability of the components. An
important number of failures have noncomponent causes, such as defects in design and manufacturing
of the system. This could be considered to go against the general belief that the reliability of the
components is decisive for the reliability of the system. However, the results from Table 1.1 have
to be understood as follows: when appropriately selected components are used, they are responsible
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Table 1.1 Distribution of failure causes for electronic systems

Failure cause Details Percentage (%)

Parts Failure of components (e.g. transistors, diodes, ICs, resistors, etc.) 22
Mysterious cause System failures not reproduced upon further testing; uncertain

that there are actual failures
20

Manufacture Anomalies of the manufacturing process (e.g. wrong
manipulation, faulty solder joints, etc.)

15

Induced Produced by applied stress (e.g. electrical overstress,
maintenance-induced failures)

12

Design Inadequate design (e.g. nonrobust design for environmental stress) 9
Wearout Wearout-related failure mechanisms of parts and interfaces 9
Software System failures produced by software fault 9
Management Wrong management (e.g. wrong interpretation of system

requirements, failure to provide required resources)
4

After [6].

for less than a quarter of system failures. If inappropriate components are used, they can determine
failures beyond the 22% already mentioned (see Table 1.1): for example, failures from induced causes,
design, wear-out and so on. Actually, the total percentage of possible failures linked to the parts is
higher that 50%.

1.4.3 Models for the Physics-of-Failure

For electronic components, models describing the action of FM versus time and specific stresses
arose early in reliability history (as mentioned at Section 1.2.3). This PoF approach has to be used
because the statistical processing of reliability data is significant only for a population affected by a
single FM; otherwise the extrapolation of data beyond the duration of the reliability tests is no longer
valid. Of course, for such models, the reliability engineer has to perform extensive FA in order to
identify accurately the populations affected by each FM. In the last few years, these have been called
‘empirical’ models, because the new tendency at component level is to develop ‘physical’ models;
that is, models based on the physical or chemical phenomena responsible for degradation or failure of
electronic components and materials (details are provided in Chapter 2, Section 2.3 and in Chapter 5).

However, the ‘statistical’ approach is still used, but mainly for electronic systems, offering the
only possible solution for assessing the reliability of such a system. This is so because the ‘physi-
cal’ approach is difficult, if not impossible, to use at system level. For example, a PoF-like model
developed by for small-scale CMOS was virtually unusable by system manufacturers, requiring input
data (details about design layout, process variables, defect densities and so on) that are known only
by the component manufacturer [6]. So, in spite of their lower accuracy, ‘statistical’ models (e.g.
MIL-HDBK-217) are used to evaluate the reliability of electronic systems.

Obviously, the solution is a unified approach, trying to get the best features of each model. It is
easy to say this, but more difficult to accomplish. So, such a unified approach is still a dream. The
new tool that has to be created from this new approach must offer the possibility of an interactive
design (unlike MIL-HDBK-217 models), allowing a trade-off between the physical performances of
the device and the reliability implications thereof [6].

Meanwhile, many models were developed for the PoF of FM in semiconductor technology. No
details will be furnished in this section, as Chapter 5 is dedicated to the presentation of the typical
FMs for various categories of electronic components. As an example of such models, we note here the
important contribution of the CALCE Electronic Packaging Research Center, a research team led by
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Michael Pecht of Maryland University (USA); a series of tutorial papers on FM linked to packaging
issues were published since 1991 by IEEE Transactions on Reliability.

1.4.4 Future Trends

Today, FA is the key method in reliability analysis. It is impossible to conceive of a serious inves-
tigation into the reliability of a product or process without FA. The idea that failure acceleration by
various stress factors (which is the key to accelerated testing) could be modelled only for the popula-
tion affected by a single FM greatly promoted FA as the only way to separate populations damaged
by specific FMs.

A large range of methods are now used, from (classical) visual inspection to such expensive and
sophisticated methods as atomic force microscopy and scanning near-field optical microscopy. Many
others are still waiting to be created.

Recently, through device shrinking and complexity growing, it has become more and more difficult
to carry out FA of semiconductor devices. A recent prediction [26] of the Semiconductor Industry
Association (SIA), made in the International Technology Roadmap for Semiconductor (ITRS), says that
silicon technology will continue its historical rate of advancement predicted by the Moore’s law. So
the challenges for FA in the next few years will be extended to broad new aspects (design for analysis
or design for test; physical limit – tools for chip, tools for package; chip–package co-design; and
organisational issues like FA cost and FA cycle time). Above all, it is clear that failure diagnosis and
failure position analysis have to increase in accuracy. Hitachi High Technologies, Ltd. has developed
an extremely fine SEM-type mechanical proving system [27], for example; a high-precision probe and
stage mechanism corresponding to the fine devices, a six-probe mechanism expandable to applications
including inverter testing and a high-precision unit transistor testing were all investigated, together with
an in-vacuum probing, sample-exchanging mechanism and a computer aided design (CAD) navigation
system. As this system was applicable to 65 nm devices, it seems likely it will be possible to apply it
to any device of such a scale in the future.

The microsystems are relatively new devices, containing, on a single chip, a mixture of
components–a sensor, an actuator (a mechanical component) and the electronics–which creates new
challenges for their reliability [28]. The package should protect the chip from an often harsh and
demanding environment (as for the ‘classical’ microelectronic devices: transistors, ICs, etc.), but is
also an interface between the sensor and that environment. The small dimensions of the mechanical
elements of the actuator produce new FMs and the interactions between mechanical, electrical and
material reliability must be taken into account. Moreover, the third dimension (the depth) of the
structure cannot be ignored, as occurred for microelectronic devices, where all the simulations are
basically two-dimensional. This collection of reliability risks has to be taken into account when FA
is performed for any type of microsystem. It should be noted that the subject is common in papers
today, but we still have limited knowledge about how microsystems fail. The main explanation is
a lack of specific tools for studying microsystems. Fabricating multiple devices on the same chip
will have to deal with more FMos. Complex interactions of cross-domain signals, interference and
substances induce new FMos and FMs.

Another challenge for FA comes from a new domain, called nanotechnology. Here everything is
new and the FMs for nanomaterials, which are different from those for the same materials at micro
level, have to be studied. Supplementary issues are induced by organic materials, which is a new
trend in this field. Also, at nano level, new techniques for FA have to be created [29]. As one can
see, nano-reliability (study of the reliability of nano-devices) offers a huge range of subjects for FA.
The near future will see an important step forward in this field.

In conclusion, it is both easy and difficult to predict the future evolution of FA. Easy because
everyone working in this domain can see the current trend. FA is still in a ‘romantic’ period, with
fabulous pictures and smart figures smashing customers, convinced by such a ‘scientific’ approach.
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Seldom do these users of electronic components understand the essence of the FA procedure, because
the logic is frequently missing. But this situation is only a temporary one. Very soon, the procedures
for executing FA will be stabilised and standardised, allowing any user of an electronic component to
verify the reliability of the purchased product.

But it is also difficult to predict the evolution of FA, because the continuous progress in micro-
electronics and microtechnology makes it almost impossible to foresee with good accuracy the types
of electronic component that will be most successful on the future market. And FA must serve this
development, being one step ahead and furnishing manufacturers with the necessary tools for their
researches. However, with sufficiently high probability, one may say that nano-devices (or even nano-
systems) will become a reality in the next five years, so we must be prepared to delve deeper into the
matter, with more and more expensive investigation tools.

1.5 General Plan of the Book

At this point, having delivered a lot of information about the past, the present and the future of FA,
we shall explain to the reader the plan of the rest of the book.

FA is a vast subject, being used for almost all manufactured product. Thus procedures for performing
FA have been developed in all technical domains. Obviously, in order to be useful, a book about FA
must focus on a limited range of subjects; otherwise it will be impossible for the reader to understand
many points. In the present volume, we are firmly focused on electronic components , which are,
in fact, the domain in which FA was initiated. Of course, electronic systems will be discussed too,
because their reliability is highly dependent on the reliability of electronic components.

So we have defined the subject, which is still a broad one, but will be comprehensible in a single
volume, we hope!

The book is divided into four main parts, providing possible answers to four questions:

• Why is it so important to use FA (Chapter 2)? Eight possible reasons are presented: (i) forensic
investigation, (ii) reliability modelling, (iii) reverse engineering, (iv) controlling critical input vari-
ables, (v) design for reliability, (vi) process improvement, (vii) saving money by early control and
(viii) a synergetic approach.

• When is it appropriate to use FA (Chapter 3)? It is recommended that FA be used during the
whole life cycle of any electronic components, starting with design (based on previous knowledge
about FMs of similar or quasi-similar components, as part of the concurrent engineering approach;
that is, participation from the first phase until the last one of all persons responsible for product
achievement), continuing with prototyping, fabrication and (most importantly) post-fabrication, and
on into reliability testing and operational life.

• How should FA be used (Chapter 4)? This guide contains a large variety of methods of FA (elec-
trical methods, thermal methods, optical methods, electron microscopy, mechanical methods, X-ray
methods, spectroscopic methods, acoustic methods, laser methods and so on).

• What is the result of using FA (Chapter 5)? Typical FMs for the most important technologies used
for manufacturing electronic components are detailed (silicon bipolar and MOS technologies, opto-
electronic and photonic technologies, nonsilicon technologies, hybrid technologies and microsystem
technologies). The main technologies are discussed, not the main products, because the FMs are
more or less dependent on technologies–and, of course, on the main applications of the products!

Chapter 6 provides 12 complex case studies, covering the main technologies and using various
methods of FA. This is a synthesis of the previous chapters, containing some practical lessons about
using FA.

Finally, Chapter 7 provides some conclusions, which will be of value to manufacturers and users
of electronic components.
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The website of the book offers Q&A sessions about each chapter, as an effective learning tool.
The book as a whole aims to serve as a reference work for those involved in the design, fabrication

and testing of electronic components, but also for those who are using these components in complex
systems and want to discover the roots of the reliability flaws for their products.
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