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1CHAPTER ONE

Using Access in Forensic
Investigations

FORENSIC ANALYTICS IS THE procurement and analysis of electronic data to
reconstruct, detect, or otherwise support a claim of financial fraud. The main
steps in forensic analytics are (a) data collection, (b) data preparation, (c) data

analysis, and (d) reporting. This book casts a wider net than simply the detection of
financial fraud. Using computer-based analytic methods our goal is the detection
of fraud, errors, and biases where biases involve people gravitating to specific numbers
or number ranges to circumvent actual or perceived internal control thresholds. These
analytic methods are directed at determining the likelihood or magnitude of fraud
occurring. They would be a part of a fraud deterrence cycle that would include other
steps such as employment screening procedures, including background checks. The
techniques described in the book rely on the analysis of data, usually transactional data,
but at times, other data such as statistical data or aggregated data of some sort.

The main workhorses for the preparation and analysis of data will be Microsoft
Access and Microsoft Excel (or Access and Excel, for short). Other valuable and depen-
dable and high-quality tools for data analysis include IDEA, Minitab, and SigmaPlot
for preparing high-quality complex graphs. The reporting and presentation of the
results is usually done using Microsoft Word and/or Microsoft PowerPoint. These
results could include images cropped from various sources (including Access and Excel).
Images can be copied and pasted into Word or PowerPoint by using a software tool
called Snag-It.

This chapter introduces Access and the components and features of Access that are
used in a forensic analytics environment. The next two chapters do the same for Excel
and PowerPoint. In summary, Access has almost everything that is needed for a forensic
analytics application with reasonably sized data sets, where there is not a high
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requirement for high security. Forensic-related applications can be created in
Access and other users with little or no knowledge of Access could use the system.
The chapter reviews the Access components and features that make it useful for
forensic analytics.

AN INTRODUCTION TO ACCESS

Access is Windows-based and so, fortunately, all the basic Windows operations work in
Access. Your trustedmouse works just like before with right clicks, left clicks, and double
clicks. Access is launched just like any other program using a shortcut or the Start
button. Copying, moving, naming, and deleting files are done as usual. There are some
differences that are mainly related to the fact that Access is a database program that
expects the data tables to be continually changed and updated.

Access differs from Word and Excel in that for most users there was no mig-
ration from other products. Microsoft did an excellent job in showing people how to do
task x in Word given that you used to do task x following a set of procedures using
perhaps WordPerfect or Wordstar. Microsoft also showed people how to do task y in
Excel given that you used to do task y using a series of steps in perhaps Quattro Pro or
Lotus 1-2-3. For example, you can still enter @sum(B1..B5) in cell B6 in Excel (2007)
and not only will it calculate the sum correctly, but it will convert the formula to
SUM(B1:B5) for you. There is no help in Access geared to making youmore familiar with
the program, because there was not a preceding product that users were used to. This
makes the logic of Access a little tricky to follow at first. With practice comes familiarity,
and it will not be too long before you will prefer to use Access for those projects that are
more suited to Access than to Excel.

One reason for favoring Access over Excel for forensic analytics work is that Access
forces some discipline onto the data analysis project. Excel is basically a large free-form
rectangle divided into smaller rectangles (called cells). In these cells you can (a) paste
images, (b) enter numbers, (c) enter formulas, or (d) display a graph (called a chart in
Excel). When you view a number in Excel, unless you click on the cell itself, you are
never really sure if this is a data point or the result of a formula (a calculation). Excel is
(unfortunately) very forgiving in that a column heading can be repeated (you can call
both columns A and B, People), Excel does not mind if you call a column Dollars and
immediately below the field name you enter the word Rambo. Excel has some built-in
documenting capabilities (including the ability to Insert Comment) but most of the
structure and the integrity are left up to the user. Without clear documentation it is easy
for another user to have no clue as to what is happening in a complex spreadsheet, and
even the original developer might have trouble figuring out what is happening if they
look at a complex spreadsheet six months later. The opening screen for Access 2007 is
shown in Figure 1.1.

In contrast to Access, most computer programs will at least do something once
opened. For example, in PowerPoint you can immediately click on the blank slide and
type a title or some text. This is not the case with Access. To get Access to start working
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you either need to open an existing file or you need to create a new blank database. For a
new forensic analytics project, the New Blank Database is the starting point. Clicking
on Blank Databasewill start the series of dialog boxes creating a new Access database.
The next step is shown in Figure 1.2.

Figure 1.2 shows the step needed to create an Access database named Chapter1a.
accdb in a folder named DataDrivenForensics. Clicking the Create button will give the
result in Figure 1.3.

The opening screen of the new database named Chapter1a is shown in Figure 1.3.
Table 1 is shown in the open objects panel and this is there so that the spot does not look
empty. The table disappears once a new table is created and Table 1 is closed. The
navigation pane on the left lists all the Access objects and the details can be shortened or
extended by selecting the drop down arrow and selecting Object Type or All Access
Objects. The architecture of Access and the components of a database are discussed in
the next section.

FIGURE 1.1 Opening Screen for Microsoft Access 2007

FIGURE 1.2 Creation of a New Blank Database in the DataDrivenForensics Folder
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THE ARCHITECTURE OF ACCESS

The Microsoft Access homepage at http://office.microsoft.com/en-us/access-help/ has
lots of useful and reliable information on Access 2003, 2007, and 2010. The website’s
opening screen with Access 2007 selected is shown in Figure 1.4.

Extensive Microsoft Access information and help is available as can be seen
in Figure 1.4. After selecting the appropriate version on the right (see the arrow in
Figure 1.4) the site provides information and help related to using Access. A good
starting place, irrespective of your Access version, is the Access Basics section in Access
2010. The basics are basically the same for each version except that Access 2007 and
Access 2010 use the ribbon for the selection of tasks. There are also other websites with
Access information and several of these are listed on the companion site for this book.

An Access database is a tool for collecting, storing, and analyzing data, and repor-
ting information. A database consists of unprocessed data and other objects associated
with collecting, editing, adding, deleting, processing, organizing, reporting on, and
sharing the data. The objects listed below are of most interest from a forensic analytics
perspective:

FIGURE 1.3 Opening Screen of a New Access Database Named Chapter1a

FIGURE 1.4 Microsoft Website with Access Information and Help
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■ Tables. Transaction data is stored in one or more tables. The layout of a table is the
same as the layout of an Excel worksheet. Each row in the table is called a record
and a record holds all the known information about one item or subject. These
items or subjects could be employees, transactions, or books. The fields (columns)
store similar data or facts for the various records. In a table of transactions,
examples of possible fields are invoice date, invoice number, vendor number,
invoice amount, and so on. In a table of census data by county examples of
possible fields are county number, county name, state, area, count of people 2010,
and projected count of people 2015. It is good practice to have an ID field in each
table. This field is also called a primary key and holds a unique number for each
record so that you can identify the record uniquely.

■ Queries. Queries are fundamental to forensic analytics and many other Access-
related tasks. Queries are often used to select a subset of records that meet certain
criteria. For example, a query could retrieve all the counties in Texas with a
population of less than 1,000 people. Every forensic question in Access will need a
query. There are also other data-related tasks that require queries and these include
appending data and updating data in tables. Queries are the workhorses of forensic
analytics.

■ Reports. Reports are used for the neat presentation of the results of the forensic
analytics work. The reporting features and routines in Access allow for the creation
of very neat and professional-looking reports. These reports can include conditional
formatting for highlighting data. The reports can include professional-looking
headings including company logos and other images. The report’s footer also
has many useful versatile features and capabilities. The reports can be previewed,
printed on paper, viewed on a screen, exported to another program, and even
converted to pdf files and sent as an attachment to an e-mail message.

■ Forms. Forms are a user interface that can be used to enter data into tables or to
edit existing data in tables. Forms can vary from being complex with command
buttons and input controls to being just a basic screen with areas for data entry.
Forms can also be used to neatly display the results of queries or to provide a neat
way to input data. The form most often used in forensic analytics is called a
switchboard. The switchboard has command buttons that can run queries or
prepare reports with a single click. Switchboards allow users who are not familiar
with Access to run a query or prepare a report.

Access databases can also include macros. Macros are generally time-saving
objects. Macros can be used to automate tasks such as opening a report, running a
query, or closing a database. The procedures for creating macros are reviewed on the
Microsoft website or in any comprehensive Access book.

Access databases can also include modules that are procedures written in Visual
Basic for Applications (VBA) that add functionality to a database. A module is a set of
declarations, statements, and procedures that form a unit because they relate to one
clearly defined task. Modules are flexible and we can do much more with modules than
can be done by using the usual query designmodes (using the design grid, SQL view, or a
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Wizard). Getting started with VBA requires an upfront learning curve and the good
news is that all the forensic analytics tests in this book can be done without modules.

For our forensic applications we always use tables and queries. Tables hold the raw
data, and queries are used to analyze the data and also to update and manipulate
tables (perhaps using append queries). Reports might, or might not, be needed for neatly
formatted output, and the only form that fits well with data analysis is the switchboard.

A REVIEW OF ACCESS TABLES

Tables are the starting point for any forensic analytics project. Data is stored in tables
and a database can be made up of many tables. An example of a database with several
tables is shown in Figure 1.5.

The database included tables for data related to a large chain of restaurants. One
goal in database design is to avoid storing duplicate information (also known as
redundant data). This reduces storage costs, the chances of data inconsistencies, and

FIGURE 1.5 Access Database with Several Tables that Have Names, Descriptions,
a Created Date, and a Modified Date
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simplifies the task of updating records. Another principle of database design is that the
database is divided into tables that each stores a relevant part of the total picture. A
single table might work in some applications. Another goal is that the tables can be
linked in some meaningful manner. Each restaurant in the example in Figure 1.5 has a
unique restaurant number and that number (called a primary key) can be used for
queries that use more than one table.

Tables are made up of records and fields. Each record contains all the information
about one instance of the table subject. If the table has details about the books in a
library, then each record would relate to a single book in the library. A field contains
data about one aspect of the table subject. In the library example we might have a field
for the book’s title and another field for the acquisition date. Each record consists of field
values which are also called facts. A field value might be Lesa or Car or $19.64. There are
many data types of which numeric data, dates, and text data are most applicable to
forensic analytics.

For most forensic applications the data will be imported into Access from another
program or from a flat file. A file with more than one million records is quite normal. The
desired properties of an imported data table or of a created table are listed below:

■ Each field value should contain one value only such as one date, one amount, one
census count, or one first name. Text fields can use more than one word if this
describes an attribute of the record, such as New Jersey or Loveland Supply Company
for vendor name. In contrast, F46bl could indicate that the person is a female,
46 years old, with blue eyes, but storing all this in one field value is not good
practice. The investigator would then not be able to group by Gender and calculate
descriptive statistics, or group by Age and calculate descriptive statistics. The
correct practice would be to have one field for each of gender, age, and eye color.

■ Each field should have a distinct name. Access allows users to add a caption in the
Field Properties to more fully describe the field. This caption is very useful when
using databases created by other people.

■ All field values should hold a value for that field only and all the field values should
be of the same data type (e.g., text, or numeric, or date). A blank field value is
acceptable. For example, in a table of addresses, one field might be used for the
apartment or suite number and in some cases this number would not be applicable
and so the field value might be blank. A blank field value is also called a null value for
numeric data, or a zero-length string for text, memo, or hyperlink fields.

■ The order of the records in a table is not important and should have no effect on the
results of any query.

■ The order of the fields relative to each other is not important. Conventional practice
is that the unique identifier field that identifies each record (the field usually
called ID) is the first field in the table.

■ Each record should be unique in that it differs from all the other records in the table.
The record may differ on only one field such as the ID field, but nonetheless each
row (record) should be unique. In a table of library books, a library with two
identical books should be able to distinguish between the two books by a field called
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Copy (or something similar) and the first copy of the book could have Copy 1 and
the second copy of the book could have Copy 2.

■ A table should have a primary key that is unique and that contains no duplicate
values so that each record (row) can be identified uniquely. A table can also have a
foreign key, which is a way to link to the primary key in another table.

■ The field values must pertain to the subject matter of the table and must completely
describe the contents of the table. A table for library books should hold all the data
pertaining to each book, and should not contain superfluous data such as the home
address of the last patron to read the book.

■ The preferred situation is that users should be able to change the data in one
field without affecting any of the other fields. Access 2010 does allow users to have
a calculated data type. This means that, for example, ExtendedValue could be equal
to Count * Amount. If either Count or Amount is updated, then ExtendedValue is
updated automatically.

If the data for the investigation is already in an Access format then the analysis can
begin with little or no data preparation.When the data is in the form of a flat file (or files)
then the data needs to be imported into Access. Some preparation work is also needed
when the database was created in a prior version of Access. These prior-version data-
bases can be converted to Access 2007 databases. The new Access 2007 file format is
preferred because it has some new functions that were not previously available. Access
2007 is backward-compatible to Access 97.

IMPORTING DATA INTO ACCESS

Importing data into Access is reasonably straightforward. Data is imported from Excel
using External Data Import Excel as is shown in Figure 1.6.

FIGURE 1.6 Commands Used to Import Data from Excel into Access
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Figure 1.6 shows the starting steps for importing data from Excel. Exporting data
and results from Access to Excel can present some challenges when the data exceeds the
size of the clipboard. One solution is to then use Excel to import the data from Access.
The Import Spreadsheet Wizard for importing data from Excel is shown in Figure 1.7.

Importing data one sheet at a time from Excel is reasonably straightforward. It
makes the importing procedure easier if the first row in Excel contains column headings.
It is usually a good idea to format any field that will be used for calculations as the
Currency data type. The imported data is shown in Figure 1.8.

Purchasing card data is shown in Figure 1.8 in a table that looks like a familiar Excel
worksheet. A difference between Access and Excel is that in Access all calculations need

FIGURE 1.7 Import Spreadsheet Wizard Used to Import Data from Excel

FIGURE 1.8 Purchasing Card Data in Excel
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to be done using queries. Another difference is that (almost) all changes to tables such as
edits to records, deletions of records, additions of records, and deletions of fields are
permanent. Excel has the Control+Z command to backtrack, but in Access there is no
option to either backtrack or to exit without saving.

A REVIEW OF ACCESS QUERIES

Queries are the main focus in forensic analytics. A query is essentially a question, and
forensic analytics is all about asking questions and scrutinizing or auditing the answers.
The main types of queries are reviewed below:

■ Creating calculated fields. Here we create one or more fields in the table that are
calculated values using the data in the other fields. For example, with Benford’s Law
we need to calculate the first-two digits in every number and this first step is a
query. The general rule is that any calculation is always based on other field values
in that same record. For example, quantity times unit price will give us a total cost.
Access can easily perform calculations using field values from the same row or
record. It is difficult to perform a calculation that requires Access to use a field value
from a preceding or succeeding row. An example of such a calculation is a cumu-
lative sum. The problem with using preceding or succeeding rows is that if the table
is resorted then the cumulative sums need to be recalculated and the order of the
records in a table should not affect a calculated value.

■ Grouping records. In these queries various parameters are calculated for
each group in a field (e.g., CardNum, MerchNum, Date, or MerchZip). Examples
of these parameters are the sum, average, count, maximum,minimum, first, last, or
the standard deviation. Some forensic analytics tests simply involve calculating
the sums or averages for selected groups of records.

■ Identifying duplicate records. In these queries duplicate records are identified.
This will usually be a selective identification of duplicates because one of the criteria
in table design is that all the records are unique. This query will usually look for
cases where we have duplicates on two or three fields only.

■ Filtering data. Access has a powerful filtering function and many types of condi-
tions can be used. A query could be used to show all the purchasing card trans-
actions for employee x for a range of dates (perhaps a range when the employee was
on vacation). The filter could be combined with a grouping command using the
powerful Where criteria in Access.

■ Using a Join to query conditions in two ormore tables. A query that requires
Access to use the data in two or more tables needs to include a Join. The most
common type of Join is where we identify all our forensic units of interest at the start
of the analysis and we want the next query to only give us the results for our
selected vendors, merchants, or employees.

■ Appending data. Append queries are important in forensic analytics because
these queries can be used to retrieve data from one table and add it to another table.
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This is a useful way to add (say) November’s data to the year-to-date data table.
Append queries are also useful to convert data from an Excel format where the data
for each time period is in separate columns, to the table format in an Access
database where the data for the various time periods are stacked on each other. An
example is shown later in this chapter.

■ Crosstab queries. Crosstab queries allow users to add another level of grouping.
With the purchasing card data one could calculate the merchant totals for the year.
A crosstab query could also add another layer of analysis to also include merchant
totals per month.

■ Parameter query. A parameter query returns all the records for a specified field
value. This is useful for the risk-scoring models in Chapters 15, 16, and 17. A
parameter query would be used to show all the card transactions for the Crown
Plaza Hotel as is shown in Figure 1.9.

Figure 1.9 shows a parameter query in Design View. The “Enter Name of Merchant”
in square brackets is an informative message that appears when the query is run. The
query is run by clicking Design Results Run, and the dialog screen is shown
in Figure 1.10.

Figure 1.10 shows the dialog box of a parameter query. The words Crown Plaza
Hotel are entered and after clicking OK the results will show only the transactions for
the Crown Plaza Hotel. A parameter query can have more than one parameter.

Queries are the workhorses of forensic analytics and the book shows many
examples of queries from Chapter 4 through Chapter 18. Reports are either based
on tables or queries. In a forensic environment the reports will usually be based on
queries. The only real issue with Access is with calculations that are based on records
that come before or after the record in question. Access has difficulty in looking up and
down when performing calculations.

FIGURE 1.9 Parameter Query in Design View. The Query Is a Parameter Query Because of
the “Enter Name of Merchant” in Square Brackets
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Some forensic analytics testswill use several queries to get the final result. Thegeneral
format for a query is to state which table (or tables or prior query) should be used, which
fields (or columns) are to be queried, what calculations or comparisons should be done,
which records should be returned, and how to format the output (sorting is one option).
The usual method will be to use the Create Other Query Design sequence to create
queries. The important features in Access supporting queries are:

■ The ability to create queries using the wizards, Design View, or SQL view.
■ The ability to query a combination of one or more tables or the results of prior

queries.
■ The ability to use SQL to change a query created in Design View.
■ The Performance Analyzer (Database Tools Analyze Analyze Performance),

which helps to make queries more efficient.
■ The ability to format the output of the query (usually by displaying results to two

digits after the decimal point).
■ The ability to sort and resort query results without creating more queries.
■ The extensive library of built-in functions for calculated fields.
■ The built-in statistical operations such as Sum, Count, Average, Minimum, Maxi-

mum, First, and Last.
■ The built-in IIf (Immediate If) function and the Switch function, which allows for

multiple If statements, together with a full complement of operators including And,
Or, and Not.

■ The ability to work with empty (null) fields.
■ The ability to easily export tables and the results of queries to Excel for further

analysis or neat presentation.

Access was made to analyze data and the calculation speed is quite remarkable.
With practice and patience the Access grid becomes quite logical. The next section
demonstrates how to prepare Excel data for use in Access.

FIGURE 1.10 Dialog Box of a Parameter Query
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CONVERTING EXCEL DATA INTO A USABLE ACCESS FORMAT

Data tables that are developed in Excel usually do not follow the rules and logic of
database tables. These Excel tables need to be “converted” to a usable Access format.
Quite often these Access conversions need to be performed on data downloaded from
statistical agencies. An example of such a table is the Fuel Oil table of the EIA shown in
Figure 1.11. This data was copied from the U.S. Energy Information Administration’s
website (www.eia.gov) by clicking through to Petroleum Prime Supplier Sales
Volumes No. 2 Fuel Oil (1983–2010).

The fuel oil data in Figure 1.11 is accumulated row by row. As time progresses,
more rows are added to the bottom of the table. In other Excel worksheets columns
could be added to the right of the table as time progresses. This data was imported
into Excel using the Copy and Paste commands. A portion of the Excel file is shown in
Figure 1.12.

This data needs some preparatory steps because Access cannot work with time-
related data when the time period is indicated in the field’s name (e.g., Jan, Feb, or Mar).

FIGURE 1.11 U.S. Fuel Oil Sales from 1983 to 2010
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Many types of Excel layouts exist and they all need to be converted to an Access-friendly
format. The blank rows can be deleted by highlighting the blank rows one at a time and
then deleting the row because we only have six blank rows. Another option would be to
sort the Excel table so that all the blanks are at the top of the table and then to delete the
blank rows. You might need to copy the smaller table to a new Excel worksheet before
importing this into Excel. This is because Excel seems to remember that the original table
had (say) 35 rows and when it is imported into Access then Access imports 35 rows,
even though the last six rows are blank. The Access table is shown in Figure 1.13.

Figure 1.13 shows the Access table with the Excel fuel oil data. The first step is to use
Design View to change the name of the field Year to YearTxt (for year text). This is
because the new table will have a field called Year with Year being a numeric field. The
name change is shown in Figure 1.14.

The field name is changed to YearTxt in Design View in Figure 1.14. The table can
now be converted to an Access format. The next step is to convert the numeric values to

FIGURE 1.12 Fuel Oil Data in an Excel Worksheet

FIGURE 1.13 The Access Table with the Imported Excel Fuel Oil Data
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Currency. It is best to do this conversion at this early stage. The Currency conversions
need to be done for each of the 12 numeric fields and the first conversion is shown in
Figure 1.15.

This conversion needs to be done for all 12 numeric fields. The table needs to be
saved before the changes take effect. Access gives a prompt that some accuracy might
be lost with the currency format. When the table is viewed again in Datasheet View, the
numbers will usually (but not always) be shown with leading dollar signs and negative
numbers in parentheses. The currency format helps to prevent rounding errors in
calculations.

FIGURE 1.14 Field Name Changed to Yeartxt in Design View

FIGURE 1.15 Conversion of the Field Jan to Currency with Two Decimal Places
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The next step is to create a table that will be the starting building block for our
complete table. This is done with a Make Table query as is shown in Figure 1.16. The
January data is used as a foundation to start the ball rolling. The new table is called
OilSales2.

The conversion of a text field to a numeric value is sometimes tricky. In this case the
Year field had two spaces to the left of the visible characters, which is not usually an issue
with data formatted as text. The conversion to a numeric value required the use of the
Val (value) and the Mid (middle) functions as shown below:

Year Val Mid YearTxt 3 4

The field Month was converted from Jan to the number 1, which makes it easier to
use in queries. The GallonsPD (gallons per day) field was formatted as currency using the
field properties. The GallonsPM (gallons per month) field was automatically formatted as
currency. The table is in gallons per day and the new table will include both the
daily average and the monthly total. Even though OK is clicked in the dialog box in
Figure 1.16, the query must still be run using Design Results Run. Access always
gives a warning that you are about to paste x rows into a new table. This warning can be
ignored if you are safely below the size limit of an Access database. Click Yes and the
OilSales2 table should be as is shown in Figure 1.17.

The next step is to Append the February data to this table and then to do the same
for all the other months. The query to append February is shown in Figure 1.18.

The fields and data from OilSales are appended to OilSales2. The monthly total is a
little complex because February sometimes has 28 days and sometimes the month has
29 days. The formula for GallonsPM is:

GallonsPM IIf Year 1984Or Year 1988Or Year

1992Or Year 1996Or Year 2000Or Year

2004Or Year 2008 Feb 29 Feb 28

FIGURE 1.16 Make Table Query Used to Start the Process of Building a New Access Table
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FIGURE 1.17 The First Table in the Creation ofOilSales2

FIGURE 1.18 The Append Query Used to Build theOilSales2 Table
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The formula uses the If function (IIf in Access for Immediate if) together with the
Or function.

The query needs to be run using Design Results Run. Access gives a warning
that you are about to append 28 rows. Once you have clickedYes, the command cannot
be undone. Run the query and click Yes. It is a good idea to make backup copies of your
tables until you are quite familiar with the appending process. The query used for
appending the March data is shown in Figure 1.19.

TheMonth is changed to “3”without any quotes, and the gallons per day and gallons
per month formulas are also revised. The GallonsPM calculation for March is simply the
gallons per day multiplied by 31. There is no leap year complication. This process is
repeated for March through December. The final table is shown in Figure 1.20.

The record indicator at the bottom of the screen shows that there are 336 records in
the table. This is correct because there are 28 years and 28*12 months equals 336
records. Access does not necessarily stack the tables one on top of the other in the order
in which the append queries were run. One way to tidy up the table is to use another
Make Table query to sort the data as you would like it to be sorted. It is good practice to
check whether each month has been added just once. One or two queries can confirm
this and the query in Figure 1.21 counts and sums the records for each month.

The query in Figure 1.21 tests whether there are 27 or 28 records per year and also
whether the average of the numbers is logical. The results are shown in Figure 1.22.

The results of the query in Figure 1.22 confirm that the appending steps were done
correctly. For each month there are either 27 or 28 records. September to December,
2010, did not have data at the time that the file was downloaded and the results show
that months 9 to 12 have only 27 records. The average gallons per day has a seasonal
pattern with high sales in the cold winter months (12, 1, 2, and 3 corresponding to
December to March) and low sales in the summer months (5 to 8 corresponding to May
to August). The table OilSales2 can now be used for Access queries. This heating oil
example is continued in Chapter 14 with the heating oil sales application.

FIGURE 1.19 Query Used to Append the March Data

18 ■ Using Access in Forensic Investigations



c01 05/07/2019 11:40:5 Page 19

FIGURE 1.20 Completed Heating Oil Table

FIGURE 1.21 How to Check Whether the Append Queries Were Correctly Run
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USING THE ACCESS DOCUMENTER

A forensic report is prepared after a forensic investigation is completed. This report
should describe all the evidence gathered, the findings, conclusions, recommendations,
and the corrective actions (if any) that were taken. The contents of this report should
have a tone that is not inflammatory, libelous, or with prejudicial connotations. The
report should include a description of the forensic analytics work that was done. The
working papers should include a copy of the data analyzed on either a CD or a USB flash
drive, and the results of the queries. A full description of the database should also be
included in the report. A useful feature in Access is the Database Documenter. The
database documenter is activated by using Database Tools Analyze Database
Documenter. The dialog screen is shown in Figure 1.23.

For a complete documentation each object (in this case just Tables and Queries)
needs to be selected using Select All. Click OK to run the documenter. The documen-
tation is comprehensive and includes facts related to the database objects and the SQL
code describing the queries. With the SQL code, the same query can be run on another
computer using the same data table. The documenter also includes the time and date
that the table was last updated giving a record of any changes to the table after a query
was run. The Database Documenter does not meet the standards of absolute proof but it
goes a long way to documenting and supporting a description of the tests that were run.

Another useful Access feature is the ability to describe tables and queries in the table
and query properties. The Table Properties dialog box is activated by right clicking on
the table names to give the dialog box shown in Figure 1.24.

The table description is entered using the Table Properties dialog box shown in
Figure 1.24. The Apply and OK buttons are used after the description is typed. The
fields can be described when the table is in Design View as is the case in Figures 1.14

FIGURE 1.22 Results of the Query Designed to Test the Appending Operations
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and 1.15. Access also allows for a complete description to be included for all queries. The
Query Properties dialog box is activated using a right click on the query name and
clicking Object Properties. An example is shown in Figure 1.25.

Access allows for a reasonably long description of each query using the Object
Properties shown in Figure 1.25. The buttons Apply and OK are used to save the
description. There is also a way to include a detailed description of the whole database
using Manage Database Properties as is shown in Figure 1.26.

The step to retrieve the database properties is shown in Figure 1.26. The details are
shown across five tabs. A printout or an electronic jpg image of each of the tabs should
be included in the working papers. The Contents tab is shown in Figure 1.27.

FIGURE 1.23 Dialog Screen for the Database Documenter

FIGURE 1.24 Dialog Box Used to Enter the Table Description
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The Contents tab lists the names of all the Access objects. The Summary tab is
made up of details added by the forensic analyst. The database properties together with
the documenter, the descriptions that can be included in the Design View of a table, and
the tables and queries properties all make it easier for the analyst, or someone else, to
understand the contents of the database. The table and query properties can be seen by
expanding the details shown in the Navigation Pane. The procedure to see the properties
is shown in Figure 1.28.

The procedure to view the object details is to right click on either the Tables or
the Queries heading and then select View By Details. The details will then be visible
in the Navigation Pane. To return to the names only one would select List. The
documentation options are valuable and allow other users to understand the contents
when the database is used at some time in the future.

FIGURE 1.25 Dialog Box Used to Include a Description of a Query

FIGURE 1.26 Retrieving the Database PropertiesOptions in Access
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FIGURE 1.27 Database Properties Documentation Feature of Access

FIGURE 1.28 How to View the Access Object Details Instead of Just a List of the Objects
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DATABASE LIMIT OF 2 GB

Access databases are limited to 2 gigabytes (2 GB). This limit applies to the database size
when the database is saved and also while the database is being used. Assume that a
database has onemain table and the file size is 1.8 gigabytes. A query that selects most of
the records would then double the size of the database to 3.6 gigabytes (the original table
plus the query that selects most of the records). Access will not execute this query. The
“size exceeded” error messages that Access displays do not clearly say “you have ex-
ceeded the Access maximum database size.” The user is simply supposed to realize why
the query is not executing properly. There is a solution to the 2 GB limit in that the data
can be housed in multiple databases (each say one gigabyte in size) and the main Access
database can then be linked to those tables. Linked tables do not add to the size of a
database. Users still have to be aware that if one links to two 1.5 GB tables and then runs
two queries that each selects most of the records in each table, then the second of those
two queries will not run if the first query is still open.

There are a fewmore solutions to the database size limit. In a forensic investigations
project the database size can be kept down by deleting fields that are not needed.
Deleting text fields is a big help with reducing the size of the database. Another option is
to upgrade to a data analysis software program and IDEA (www.caseware.com) works
well in an environment with large data sets.

MISCELLANEOUS ACCESS NOTES

This section reviews some miscellaneous aspects of Access that are relevant to forensic
analytics. The list is based on personal experience and users should refer to one of the
many comprehensive books on Access and/or the Microsoft website for more details.

■ It is normal to format the output of a query for presentation purposes by (say)
displaying only the significant digits of numbers. In Access all formatting must be
done before the query is run. After the query is run the only formatting step that
can be taken is to export the results to Excel and to format the results in Excel.

■ Keep field names and table names short. Long field and table names cause extra
work if these are used in calculated fields in queries.

■ If a wrong field specification (e.g., define a date field as numeric) is entered when
importing data into Access, then this issue cannot be corrected after the table has
been created.

■ It is good practice to create a backup copy of a table that will be queried frequently.
Changes (deletions) to a table cannot be reversed. Access does not allow an “exit
without saving” option.

■ If a table is sorted immediately after creating the table then this sort is a “built-in”
query that will run each time that the table is opened. This action can be undone.

■ Dollar amounts should not be formatted as Double. The Currency data type should
be used instead.
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■ It is a good practice to include a Primary key in tables. This optimizes computer
performance for queries. The Database Tools Analyze Analyze Performance
tool provides performance and other suggestions.

■ To end a query that seems to have Access going in a loop use Control Break.
■ Access has a password encryption feature. The tool is accessed through Database

Tools Database Tools Encrypt with Password. This tool is good enough to
keep unsophisticated hackers at bay, but a determined tech-smart person could still
work around the password.

■ Including a switchboard with an application makes it look professional to another
user and will allow users to create reports and to run queries with a single click. It is
a good idea to practice creating a switchboard on a simple database with one or two
tables and just a few queries. The Switchboard Manager helps with the process
and it is accessed through Database Tools Database Tools Switchboard
Manager.

Access has many Access Options. It is a good idea to use the “Compact on Close” option.
This saves hard drive space and helps with the 2 GB limit. With large databases the
Compact on Close procedure might take a few minutes.

SUMMARY

The chapter introduces Microsoft Access 2007 (Access) as a capable forensic analytics
tool. Access is a Windows-based database program that keeps the tables, queries, and
reports neatly compartmentalized. Access requires data to be housed in tables, calcula-
tions to be run as queries, and results to be shown in reports. Microsoft has a website for
Access 2007, which contains excellent reference materials.

The usual forensic analytics starting point is to import the data into Access and to
store it in a table. Tables are made up of fields, with each field storing one type of data for
all the records. Records relate to one instance of a table subject, such as a book in a
library’s collection of books. Field values are a single number, date, or text value relating
to a record. A table with eight fields and 1,000 records would have 8,000 field values.
The data import procedure is usually quite straightforward especially if the data is being
imported from an Excel file or from another Access database.

Queries are the workhorses used in forensic analytics. Queries are used to perform
calculations or to select records with specific attributes (e.g., all the transactions for
vendor #2204). Queries are also used to append tables to each other, to create tables, to
delete data, and to update the data in tables. Queries are also used to group data and
to run calculations on the groups (e.g., sums and averages). Queries can also be used to
identify duplicate or near-duplicate records.

It is usually necessary to do some data cleansing and some data reorganizing work
on data downloaded from the Internet. This is because the way that data is accumulated
in Excel worksheets does not work well in an Access database. This chapter shows how
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to use a series of append queries to create an Access table that is compatible with the
required attributes of a table and the logic of Access queries.

The chapter reviews the need for adequate documentation in a forensic analytics
setting, and Access has tools available for this purpose. The Database Documenter
creates a complete record of the contents of the database. Access also allows forensic
investigators to fully describe tables, queries, and reports in the database documenta-
tion. There is also a way to describe in detail each field in an Access table. Access also
allows users to document the database at a high level in the Database Properties section.
Documentation is important so that someone can understand the contents and queries
in a database months or years down the road. The chapter concludes with notes related
to formatting, field names, data-type specifications, passwords, and switchboards.
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