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CHAPTER ONE

Using Access in Forensic
Investigations

ORENSIC ANALYTICS IS THE procurement and analysis of electronic data to

reconstruct, detect, or otherwise support a claim of financial fraud. The main

steps in forensic analytics are (a) data collection, (b) data preparation, (c) data
analysis, and (d) reporting. This book casts a wider net than simply the detection of
financial fraud. Using computer-based analytic methods our goal is the detection
of fraud, errors, and biases where biases involve people gravitating to specific numbers
or number ranges to circumvent actual or perceived internal control thresholds. These
analytic methods are directed at determining the likelihood or magnitude of fraud
occurring. They would be a part of a fraud deterrence cycle that would include other
steps such as employment screening procedures, including background checks. The
techniques described in the book rely on the analysis of data, usually transactional data,
but at times, other data such as statistical data or aggregated data of some sort.

The main workhorses for the preparation and analysis of data will be Microsoft
Access and Microsoft Excel (or Access and Excel, for short). Other valuable and depen-
dable and high-quality tools for data analysis include IDEA, Minitab, and SigmaPlot
for preparing high-quality complex graphs. The reporting and presentation of the
results is usually done using Microsoft Word and/or Microsoft PowerPoint. These
results could include images cropped from various sources (including Access and Excel).
Images can be copied and pasted into Word or PowerPoint by using a software tool
called Snag-It.

This chapter introduces Access and the components and features of Access that are
used in a forensic analytics environment. The next two chapters do the same for Excel
and PowerPoint. In summary, Access has almost everything that is needed for a forensic
analytics application with reasonably sized data sets, where there is not a high
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requirement for high security. Forensic-related applications can be created in
Access and other users with little or no knowledge of Access could use the system.
The chapter reviews the Access components and features that make it useful for
forensic analytics.

AN INTRODUCTION TO ACCESS

Access is Windows-based and so, fortunately, all the basic Windows operations work in
Access. Your trusted mouse works just like before with right clicks, left clicks, and double
clicks. Access is launched just like any other program using a shortcut or the Start
button. Copying, moving, naming, and deleting files are done as usual. There are some
differences that are mainly related to the fact that Access is a database program that
expects the data tables to be continually changed and updated.

Access differs from Word and Excel in that for most users there was no mig-
ration from other products. Microsoft did an excellent job in showing people how to do
task x in Word given that you used to do task x following a set of procedures using
perhaps WordPerfect or Wordstar. Microsoft also showed people how to do task y in
Excel given that you used to do task y using a series of steps in perhaps Quattro Pro or
Lotus 1-2-3. For example, you can still enter @sum(B1..B5) in cell B6 in Excel (2007)
and not only will it calculate the sum correctly, but it will convert the formula to =
SUM(B1:B5) for you. There is no help in Access geared to making you more familiar with
the program, because there was not a preceding product that users were used to. This
makes the logic of Access a little tricky to follow at first. With practice comes familiarity,
and it will not be too long before you will prefer to use Access for those projects that are
more suited to Access than to Excel.

One reason for favoring Access over Excel for forensic analytics work is that Access
forces some discipline onto the data analysis project. Excel is basically a large free-form
rectangle divided into smaller rectangles (called cells). In these cells you can (a) paste
images, (b) enter numbers, (c) enter formulas, or (d) display a graph (called a chart in
Excel). When you view a number in Excel, unless you click on the cell itself, you are
never really sure if this is a data point or the result of a formula (a calculation). Excel is
(unfortunately) very forgiving in that a column heading can be repeated (you can call
both columns A and B, People), Excel does not mind if you call a column Dollars and
immediately below the field name you enter the word Rambo. Excel has some built-in
documenting capabilities (including the ability to Insert Comment) but most of the
structure and the integrity are left up to the user. Without clear documentation it is easy
for another user to have no clue as to what is happening in a complex spreadsheet, and
even the original developer might have trouble figuring out what is happening if they
look at a complex spreadsheet six months later. The opening screen for Access 2007 is
shown in Figure 1.1.

In contrast to Access, most computer programs will at least do something once
opened. For example, in PowerPoint you can immediately click on the blank slide and
type a title or some text. This is not the case with Access. To get Access to start working
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FIGURE 1.1 Opening Screen for Microsoft Access 2007

you either need to open an existing file or you need to create a new blank database. For a
new forensic analytics project, the New Blank Database is the starting point. Clicking
on Blank Database will start the series of dialog boxes creating a new Access database.
The next step is shown in Figure 1.2.

Figure 1.2 shows the step needed to create an Access database named Chapterla.
accdb in a folder named DataDrivenForensics. Clicking the Create button will give the
result in Figure 1.3.

The opening screen of the new database named Chapterla is shown in Figure 1.3.
Table 1 is shown in the open objects panel and this is there so that the spot does not look
empty. The table disappears once a new table is created and Table 1 is closed. The
navigation pane on the left lists all the Access objects and the details can be shortened or
extended by selecting the drop down arrow and selecting Object Type or All Access
Objects. The architecture of Access and the components of a database are discussed in
the next section.

Blank Database

Create a Microsoft Office Access database that does
not contain any existing data or objects.

File Name:
|Chapteria.accdh &
C:\DataDrivenForensics)

Create w

ISeIect this template and create a new database from it

FIGURE 1.2 Creation of a New Blank Database in the DataDrivenForensics Folder
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- Field Fields  Column [0 Rename ||| \§ 8% o || %58 5% Dependencies
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FIGURE 1.3 Opening Screen of a New Access Database Named Chapteria

THE ARCHITECTURE OF ACCESS

The Microsoft Access homepage at http://office.microsoft.com/en-us/access-help/ has
lots of useful and reliable information on Access 2003, 2007, and 2010. The website’s
opening screen with Access 2007 selected is shown in Figure 1.4.

Extensive Microsoft Access information and help is available as can be seen
in Figure 1.4. After selecting the appropriate version on the right (see the arrow in
Figure 1.4) the site provides information and help related to using Access. A good
starting place, irrespective of your Access version, is the Access Basics section in Access
2010. The basics are basically the same for each version except that Access 2007 and
Access 2010 use the ribbon for the selection of tasks. There are also other websites with
Access information and several of these are listed on the companion site for this book.

An Access database is a tool for collecting, storing, and analyzing data, and repor-
ting information. A database consists of unprocessed data and other objects associated
with collecting, editing, adding, deleting, processing, organizing, reporting on, and
sharing the data. The objects listed below are of most interest from a forensic analytics
perspective:

B Access 2010
Access Help and How-to
— . Aceess 2007
u Accen demas = Fotmi and repont
B » Accers projcs = Geming help
| 2 = = Artvaing Access = Gamting stamed
Getting started with - ooty Gy
) |
L | = Dats collection = Macros and
. CceSS « Database design programmabdity
|  Exprassians " Gueslas
3 i 1) = Evtoenal data ® Sacurity and privacy
Start now = Fie and data management T3t
= Fitering and sarting = Training courses
= What's rew
- AN Categorics
[1] 2
Access videos b Access 2003

FIGURE 1.4 Microsoft Website with Access Information and Help
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= Tables. Transaction data is stored in one or more tables. The layout of a table is the
same as the layout of an Excel worksheet. Each row in the table is called a record
and a record holds all the known information about one item or subject. These
items or subjects could be employees, transactions, or books. The fields (columns)
store similar data or facts for the various records. In a table of transactions,
examples of possible fields are invoice date, invoice number, vendor number,
invoice amount, and so on. In a table of census data by county examples of
possible fields are county number, county name, state, area, count of people 2010,
and projected count of people 2015. It is good practice to have an ID field in each
table. This field is also called a primary key and holds a unique number for each
record so that you can identify the record uniquely.

= Queries. Queries are fundamental to forensic analytics and many other Access-
related tasks. Queries are often used to select a subset of records that meet certain
criteria. For example, a query could retrieve all the counties in Texas with a
population of less than 1,000 people. Every forensic question in Access will need a
query. There are also other data-related tasks that require queries and these include
appending data and updating data in tables. Queries are the workhorses of forensic
analytics.

= Reports. Reports are used for the neat presentation of the results of the forensic
analytics work. The reporting features and routines in Access allow for the creation
of very neat and professional-looking reports. These reports can include conditional
formatting for highlighting data. The reports can include professional-looking
headings including company logos and other images. The report’s footer also
has many useful versatile features and capabilities. The reports can be previewed,
printed on paper, viewed on a screen, exported to another program, and even
converted to pdf files and sent as an attachment to an e-mail message.

= Forms. Forms are a user interface that can be used to enter data into tables or to
edit existing data in tables. Forms can vary from being complex with command
buttons and input controls to being just a basic screen with areas for data entry.
Forms can also be used to neatly display the results of queries or to provide a neat
way to input data. The form most often used in forensic analytics is called a
switchboard. The switchboard has command buttons that can run queries or
prepare reports with a single click. Switchboards allow users who are not familiar
with Access to run a query or prepare a report.

Access databases can also include macros. Macros are generally time-saving
objects. Macros can be used to automate tasks such as opening a report, running a
query, or closing a database. The procedures for creating macros are reviewed on the
Microsoft website or in any comprehensive Access book.

Access databases can also include modules that are procedures written in Visual
Basic for Applications (VBA) that add functionality to a database. A module is a set of
declarations, statements, and procedures that form a unit because they relate to one
clearly defined task. Modules are flexible and we can do much more with modules than
can be done by using the usual query design modes (using the design grid, SQL view, or a
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Wizard). Getting started with VBA requires an upfront learning curve and the good
news is that all the forensic analytics tests in this book can be done without modules.

For our forensic applications we always use tables and queries. Tables hold the raw
data, and queries are used to analyze the data and also to update and manipulate
tables (perhaps using append queries). Reports might, or might not, be needed for neatly
formatted output, and the only form that fits well with data analysis is the switchboard.

A REVIEW OF ACCESS TABLES

Tables are the starting point for any forensic analytics project. Data is stored in tables
and a database can be made up of many tables. An example of a database with several
tables is shown in Figure 1.5.

The database included tables for data related to a large chain of restaurants. One
goal in database design is to avoid storing duplicate information (also known as
redundant data). This reduces storage costs, the chances of data inconsistencies, and

All Access Objects >l |«
Tables 7l -
: ——| AgingDetails Table

Date Created: 11/25/2008 11:38:57 AM
Date Modified: 11/25/2008 11:40:41 AM
Final table showing amounts due by restaurant.

== | AllIRestNumOpen Table
- Date Created: 11/25/2008 9:39:11 PM
Date Modified: 11/26/2008 9:45:57 PM
All Open with Address, FranGroup, Status, PriorSco...

Gateway123 Table
Date Created: 11/20/2008 3:23:31 PM

Date Modified: 11/20/2008 3:35:42 PM
Combined Sales Premium and Ticket data

Gateway3 Table
Date Created: 11/20/2008 3:23:41 PM

Date Modified: 11/20/2008 3:24:10 PM

Gateway data for October 2008

Scorecard Table
Date Created: 11/20/2008 9:58:10 PM

Date Modified: 11/20/2008 9:58:18 PM
Final 2008 scorecard data for Open restaurants

tblFromExcel Table
Date Created: 11/14/2008 11:53:41 AM

Date Modified: 11/14/2008 11:54:27 AM
SIMS data after cleansing. Unneeded rows deleted...

= |lhlSaIesFood Table

Date Created: 11/14,/2008 2:21:43 PM
Date Modified: 11/11/2010 10:58:28 AM
Sales and food data for all restaurants in columnar ...

Time Table

] Date Created: 11/14/2008 2:23:34 PM
Date Modified: 11/25/2008 11:52:55 AM
Average Sales, Food, and Cases data used for corre... ¥

Ml

il

il

FIGURE 1.5 Access Database with Several Tables that Have Names, Descriptions,
a Created Date, and a Modified Date
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simplifies the task of updating records. Another principle of database design is that the
database is divided into tables that each stores a relevant part of the total picture. A
single table might work in some applications. Another goal is that the tables can be
linked in some meaningful manner. Each restaurant in the example in Figure 1.5 has a
unique restaurant number and that number (called a primary key) can be used for
queries that use more than one table.

Tables are made up of records and fields. Each record contains all the information
about one instance of the table subject. If the table has details about the books in a
library, then each record would relate to a single book in the library. A field contains
data about one aspect of the table subject. In the library example we might have a field
for the book’s title and another field for the acquisition date. Each record consists of field
values which are also called facts. A field value might be Lesa or Car or $19.64. There are
many data types of which numeric data, dates, and text data are most applicable to
forensic analytics.

For most forensic applications the data will be imported into Access from another
program or from a flat file. A file with more than one million records is quite normal. The
desired properties of an imported data table or of a created table are listed below:

= Each field value should contain one value only such as one date, one amount, one
census count, or one first name. Text fields can use more than one word if this
describes an attribute of the record, such as New Jersey or Loveland Supply Company
for vendor name. In contrast, F46bl could indicate that the person is a female,
46 years old, with blue eyes, but storing all this in one field value is not good
practice. The investigator would then not be able to group by Gender and calculate
descriptive statistics, or group by Age and calculate descriptive statistics. The
correct practice would be to have one field for each of gender, age, and eye color.

= Each field should have a distinct name. Access allows users to add a caption in the
Field Properties to more fully describe the field. This caption is very useful when
using databases created by other people.

= All field values should hold a value for that field only and all the field values should
be of the same data type (e.g., text, or numeric, or date). A blank field value is
acceptable. For example, in a table of addresses, one field might be used for the
apartment or suite number and in some cases this number would not be applicable
and so the field value might be blank. A blank field value is also called a null value for
numeric data, or a zero-length string for text, memo, or hyperlink fields.

= The order of the records in a table is not important and should have no effect on the
results of any query.

= The order of the fields relative to each other is not important. Conventional practice
is that the unique identifier field that identifies each record (the field usually
called ID) is the first field in the table.

= Each record should be unique in that it differs from all the other records in the table.
The record may differ on only one field such as the ID field, but nonetheless each
row (record) should be unique. In a table of library books, a library with two
identical books should be able to distinguish between the two books by a field called
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Copy (or something similar) and the first copy of the book could have Copy = 1 and
the second copy of the book could have Copy = 2.

= A table should have a primary key that is unique and that contains no duplicate
values so that each record (row) can be identified uniquely. A table can also have a
foreign key, which is a way to link to the primary key in another table.

= The field values must pertain to the subject matter of the table and must completely
describe the contents of the table. A table for library books should hold all the data
pertaining to each book, and should not contain superfluous data such as the home
address of the last patron to read the book.

= The preferred situation is that users should be able to change the data in one
field without affecting any of the other fields. Access 2010 does allow users to have
a calculated data type. This means that, for example, ExtendedValue could be equal
to Count * Amount. If either Count or Amount is updated, then ExtendedValue is
updated automatically.

If the data for the investigation is already in an Access format then the analysis can
begin with little or no data preparation. When the data is in the form of a flat file (or files)
then the data needs to be imported into Access. Some preparation work is also needed
when the database was created in a prior version of Access. These prior-version data-
bases can be converted to Access 2007 databases. The new Access 2007 file format is
preferred because it has some new functions that were not previously available. Access
2007 is backward-compatible to Access 97.

IMPORTING DATA INTO ACCESS

Importing data into Access is reasonably straightforward. Data is imported from Excel
using External Data—Import—Excel as is shown in Figure 1.6.

T ]
J Home Create External Data | Database Tools Acrobat

PICIE R

Saved | Access | Excel SharePolnt Saved | Excel SharePomt
Imports List %34 More - ‘ Exports | List
I Import Export
All Tables Import Excel spreadsheet

Import data from or link to data in
a Microsoft Office Excel file.

(@ Press F1 for more help.

FIGURE 1.6 Commands Used to Import Data from Excel into Access
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)
\_/ Home Create External Data | Database Tools Acrobat

. =g ﬁ % o Text File j A e Wer = ﬂ i # & Discard Changes - @
X T (= o o — 1 + "
Jfl @ & Al =] XML File & B S ¥ Text File = 0 < Cache List Data

Saved | Access Ewcel SharePoint Saved Excel SharePoint POF Create Manage | Work Synchronize ., Move to
Imports List  kRMarET | Eports i or¥Fs =k Mare || Email Replies || Online 2 Relink Lists SharePaint
NETE e T I | (SO0 [ T T | N

All Tables et B3

Microsaft Access can use your column headings as field names for your table, Doss the first
row specified contain calumn headings?

fmm Contains Calumn Headings

[CARDHUM DATE ERCHNUM RCHDESCRIFTICH
5142124791 1/1/2010 (725000466504

[F142124%60 1/1/2010 BS05006296254 FEDEX SHP 12/14/10 RB#
[F142125684 1/1/2010 F509006296254 DEX SHP 12/22/10 AS$
(5142131721 p/1/2010 503082993600 PEFFICE DEPOT #1391
5142132941 1/1/2010 BS09006296254 12727710 BBF
[142135500 0/1/2010 ES09006296254 12/22/10 RES
5142137416 [1/1/2010 F509006296254 E 12/23/10 As#
5142133349 1/1/2010 F509006296254 E 12f23f10 nE§
[F1421447930 [1/1/2010 BS0S006296254 12/21/10 RB#
[F142146134 1/1/2010 F509006296254 F 12/21/10 AE$
[F142146833 1/1/2010 F509006296254 HP 12/21/10 AS§
(5142148452 1/1/2010 pS0S006296254 12/22/10 BB
142148452 1/1/2010 E509006296254 12/22/10 AB#
[f142148452 1/1/2010 F509006296254 L 12/28/10 A5

FIGURE 1.7 Import Spreadsheet Wizard Used to Import Data from Excel

Figure 1.6 shows the starting steps for importing data from Excel. Exporting data
and results from Access to Excel can present some challenges when the data exceeds the
size of the clipboard. One solution is to then use Excel to import the data from Access.
The Import Spreadsheet Wizard for importing data from Excel is shown in Figure 1.7.

Importing data one sheet at a time from Excel is reasonably straightforward. It
makes the importing procedure easier if the first row in Excel contains column headings.
It is usually a good idea to format any field that will be used for calculations as the
Currency data type. The imported data is shown in Figure 1.8.

Purchasing card data is shown in Figure 1.8 in a table that looks like a familiar Excel
worksheet. A difference between Access and Excel is that in Access all calculations need

All Takles o | E=] w#
PurchasingCards2011 ES o «| CARDNUM «| DATE  « |MERCHNUM s |MERCHDESC » |MERCHSTAT = | MERCHZIP » | TRANSTYPE = | AMOUNT -«
= PurchasingCards2010 : Table bl 5142124791 1/1/2010 5725000456504 COW*GOVERN IL 60061 P 106.89
2 5142124560 1/1/2010 5503006296254 FEDEX SHE 12/7 TN 38118 e 362
3 5147125634 1/1/2010 5503006296254 FEDEX SHP 12/7 TN 33113 P .67
4 5142131721 1/1/2010 4503082393600 OFFICE DEPOT | MD 20706 P 178.43
| 5| 5142132541 1/1/2010 5503006296254 FEDEX SHP 1247 TN 38113 P 3.62
6 5142135500 1/1/2010 5509006296254 FEDEX SHP 12/2 TN 38118 P 3.62
7 5142137416 1172010 5505006296254 FEDEX SHP 127 TN as118 P 3.74
B 5142139349 1/1/2010 5509006296254 FEDEX SHP 12/2 TN 38118 P 367
9 5142144790 1/1/2010 5503006296254 FEDEX SHP 12/% TH 38118 P 1129
10 5147146134 1/1/2010 5509006296254 FEDEX SHP 12/2 TN 38113 P 385
11 5142146833 1/1/2010 5503006296254 FEDEX SHP 12/2 TH 38118 e 3.62
[ | 12 5147148457 1/1/2010 5509006296254 FEDEX SHP 12/7 TN 38113 P 3.74
13 5142148452 1/1/2010 5503006296254 FEDEX SHP 12/1 TN 38118 P 3.74
|| 14 5147148452 1172010 5503006296254 FEDEX SHP 1247 TN 32113 P 3.62
15 5142148452 1/1/2010 354 FEDEX SHP 12/ TH 38113 P 3.62

FIGURE 1.8 Purchasing Card Data in Excel
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to be done using queries. Another difference is that (almost) all changes to tables such as
edits to records, deletions of records, additions of records, and deletions of fields are
permanent. Excel has the Control+Z command to backtrack, but in Access there is no
option to either backtrack or to exit without saving.

A REVIEW OF ACCESS QUERIES

Queries are the main focus in forensic analytics. A query is essentially a question, and
forensic analytics is all about asking questions and scrutinizing or auditing the answers.
The main types of queries are reviewed below:

= Creating calculated fields. Here we create one or more fields in the table that are
calculated values using the data in the other fields. For example, with Benford’s Law
we need to calculate the first-two digits in every number and this first step is a
query. The general rule is that any calculation is always based on other field values
in that same record. For example, quantity times unit price will give us a total cost.
Access can easily perform calculations using field values from the same row or
record. It is difficult to perform a calculation that requires Access to use a field value
from a preceding or succeeding row. An example of such a calculation is a cumu-
lative sum. The problem with using preceding or succeeding rows is that if the table
is resorted then the cumulative sums need to be recalculated and the order of the
records in a table should not affect a calculated value.

= Grouping records. In these queries various parameters are calculated for
each group in a field (e.g., CardNum, MerchNum, Date, or MerchZip). Examples
of these parameters are the sum, average, count, maximum, minimum, first, last, or
the standard deviation. Some forensic analytics tests simply involve calculating
the sums or averages for selected groups of records.

= Identifying duplicate records. In these queries duplicate records are identified.
This will usually be a selective identification of duplicates because one of the criteria
in table design is that all the records are unique. This query will usually look for
cases where we have duplicates on two or three fields only.

= Filtering data. Access has a powerful filtering function and many types of condi-
tions can be used. A query could be used to show all the purchasing card trans-
actions for employee x for a range of dates (perhaps a range when the employee was
on vacation). The filter could be combined with a grouping command using the
powerful Where criteria in Access.

= Using a Join to query conditions in two or more tables. A query that requires
Access to use the data in two or more tables needs to include a Join. The most
common type of Join is where we identify all our forensic units of interest at the start
of the analysis and we want the next query to only give us the results for our
selected vendors, merchants, or employees.

= Appending data. Append queries are important in forensic analytics because
these queries can be used to retrieve data from one table and add it to another table.
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This is a useful way to add (say) November’s data to the year-to-date data table.
Append queries are also useful to convert data from an Excel format where the data
for each time period is in separate columns, to the table format in an Access
database where the data for the various time periods are stacked on each other. An
example is shown later in this chapter.

= Crosstab queries. Crosstab queries allow users to add another level of grouping.
With the purchasing card data one could calculate the merchant totals for the year.
A crosstab query could also add another layer of analysis to also include merchant
totals per month.

= Parameter query. A parameter query returns all the records for a specified field
value. This is useful for the risk-scoring models in Chapters 15, 16, and 17. A
parameter query would be used to show all the card transactions for the Crown
Plaza Hotel as is shown in Figure 1.9.

Figure 1.9 shows a parameter query in Design View. The “Enter Name of Merchant”
in square brackets is an informative message that appears when the query is run. The
query is run by clicking Design—Results—Run, and the dialog screen is shown
in Figure 1.10.

Figure 1.10 shows the dialog box of a parameter query. The words Crown Plaza
Hotel are entered and after clicking OK the results will show only the transactions for
the Crown Plaza Hotel. A parameter query can have more than one parameter.

Queries are the workhorses of forensic analytics and the book shows many
examples of queries from Chapter 4 through Chapter 18. Reports are either based
on tables or queries. In a forensic environment the reports will usually be based on
queries. The only real issue with Access is with calculations that are based on records
that come before or after the record in question. Access has difficulty in looking up and
down when performing calculations.

PurchasingCards2010

-
?
CARDNUM  |=
DATE
MERCHNUM
MERCHDESCRIF
MERCHSTATE ¥

4
Field: | Date CARDNUM MERCHMNUM MERCHDESCRIPTION MERCHSTATE AMOUNT
Table: | PurchasingCards2010 |PurchasingCards2010  PurchasingCards2010 | PurchasingCards2010 PurchasingCards2010 | PurchasingCards2010
Sort: | Ascending Ascending Descending
Showe: @ = = @
Criteria: [Enter Name of Merchant]
on

FIGURE 1.9 Parameter Query in Design View. The Query Is a Parameter Query Because of
the “Enter Name of Merchant” in Square Brackets
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e e

PurchasingCards2010

Enter Parameter Value m

-

7D Enter Name of Merchant
CARDNUM =| r :
DATE |Crown Flaza Hotel |
MERCHNUM
MERCHESCRIF Lo
MERCHSTATE ¥ 3%
4
Field: | Date CARDNUM MERCHNUM MERCHDESCRIFTION MERCHSTATE AMOUNT
Table: | PurchasingCards2010 | PurchasingCards2010 | PurchasingCards2010 | PurchasingCards2010 PurchasingCards2010 | PurchasingCards2010
Sort: | Ascending Ascending Descending
Show: ] & ¥ & 52 ]
Criteria: [Enter Mame of Merchant]
orn

FIGURE 1.10 Dialog Box of a Parameter Query

Some forensic analytics tests will use several queries to get the final result. The general

format for a query is to state which table (or tables or prior query) should be used, which
fields (or columns) are to be queried, what calculations or comparisons should be done,
which records should be returned, and how to format the output (sorting is one option).
The usual method will be to use the Create— Other— Query Design sequence to create
queries. The important features in Access supporting queries are:

The ability to create queries using the wizards, Design View, or SQL view.

The ability to query a combination of one or more tables or the results of prior
queries.

The ability to use SQL to change a query created in Design View.

The Performance Analyzer (Database Tools—Analyze— Analyze Performance),
which helps to make queries more efficient.

The ability to format the output of the query (usually by displaying results to two
digits after the decimal point).

The ability to sort and resort query results without creating more queries.

The extensive library of built-in functions for calculated fields.

The built-in statistical operations such as Sum, Count, Average, Minimum, Maxi-
mum, First, and Last.

The built-in IIf (Immediate If) function and the Switch function, which allows for
multiple If statements, together with a full complement of operators including And,
Or, and Not.

The ability to work with empty (null) fields.

The ability to easily export tables and the results of queries to Excel for further
analysis or neat presentation.

Access was made to analyze data and the calculation speed is quite remarkable.

With practice and patience the Access grid becomes quite logical. The next section
demonstrates how to prepare Excel data for use in Access.
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U.S. No. 2 Fuel Qil All Sales/Deliveries by Prime Supplier (Thousand Gallons per Day)

1983 65.251.4 63.848.0 623754 53,0490 36,302.8 40598.8 358026 41,1198 38,1502 41,6368 549582 78,1192
1984 §88.893.7 66.567.9 748169 548034 48251.7 40018.0 404059 45209.1 47,1002 46.981.7 61.917.7 74.286.6

1985 87,3921 77,6600 67,7314 558294 456738 40,8803 41,0820 449852 452627 549548 383695 80,9120
1986 72,1502 80,349.3 64,5234 51,8924 47,6438 40,559.1 40,2212 47,7739 46,7876 55,2722 58,2402 74,4489
1987 78,1480 73,2922 655793 52,600.1 46,0282 43,4268 44,1106 41,079.7 474237 60,5385 62,190.7 78,3715
1988 90,6183 398244 77,0983 56,6839 50,7353 474579 436873 50,8744 3504532 61,3330 67,8268 822902
1989 70,0986 79,5809 75,1444 552645 46,2603 455473 39,889.0 50,7784 50,7425 56433.0 64,3787 92,250.9
1990 742568 73,7523 632548 55,5715 494314 480502 463141 54,1960 53.803.8 543972 60,7109 64,9337
1991 $§1.366.5 684724 608025 53,5746 46,5385 42,6996 43.889.8 46,7244 46,8823 3530135 55,8074 68.245.1
1992 78.609.0 700942 64,7002 57.430.5 46,793.0 46,8594 43287.0 448602 522095 56.162.9 592042 72,803.0
1993 62.959.1 699279 65,6199 49,0320 38,7449 414054 38368.4 40,131.1 414142 320732 38,8759 51,6277
1994 68.199.7 62,1915 49,8044 329603 274442 26,0097 22,623.7 27.619.0 303912 32976.0 34,1857 45,9325

1995 474434 548324 414342 313475 26,1953 243222 21,6760 248395 26,623.0 29076.7 389862 53,0549
1996 57,988.5 55,685.0 42,789.1 33,6432 25,651.8 232387 22987.0 24,1388 27,8104 31,9935 38958.1 447232
1997 52,887.5 46,281.0 39,4577 33,1287 25,986.1 24,4333 23,4369 239675 27,1524 30,3584 35,0059 45,2000
1998 432535 424539 383138 28,1224 22,5659 23,5809 22,1984 21,1118 228210 26,7452 30,257.7 35,7904
1999 45,6742 42,8675 408350 251780 204914 197717 194443 204786 206864 26,5518 31,2257 39,1827
2000 443027 448546 325565 26,536.6 23,0965 213367 18,980.8 23288.6 250798 284444 325174 459905
2001 530259 471725 416076 31,3838 22,8900 20,8736 20,666.7 21,5384 222546 26,139.6 29,7568 344098
2002 411016 372464 31,8834 254882 214121 18,6805 19,0144 191577 205228 26,888.9 3249635 42,7604
2003 483636 447996 353921 27,6974 20,5068 189657 189124 192268 22,7971 26,7634 26,669.6 37.965.0
2004 479798 418524 324403 259772 182516 179294 16,7026 18.643.1 20,1384 233117 273184 354683
2005 33,673.1 37,5364 33,0965 21,9963 199223 18,0323 15,6227 188663 19,6704 208157 259784 34780.1
2006 31,7405 339407 304239 18,6026 150260 13,1991 12,1922 13,8054 14,1577 16,863.6 20,1072 224137
2007 2383703 35,8729 26,3264 18,7455 12,7246 94948 83447 89429 83613 10809.0 175326 244481
2008 26,658.0 26,270.8 20,1953 13,1603 82279 70247 46,5531 75411 90024 12,8983 157283 24,1430
2009 29,8531 25,1362 19,5503 12,1962 73143 62975 52624 50572 75187 109757 11,7979 20,549.5

2010 244491 233289 134916 69920 53250 45456 33147 43815 55200 85885

FIGURE 1.11 U.S. Fuel Oil Sales from 1983 to 2010

CONVERTING EXCEL DATA INTO A USABLE ACCESS FORMAT

Data tables that are developed in Excel usually do not follow the rules and logic of
database tables. These Excel tables need to be “converted” to a usable Access format.
Quite often these Access conversions need to be performed on data downloaded from
statistical agencies. An example of such a table is the Fuel Oil table of the EIA shown in
Figure 1.11. This data was copied from the U.S. Energy Information Administration’s
website (www.eia.gov) by clicking through to Petroleum—Prime Supplier Sales
Volumes—No. 2 Fuel 0il (1983-2010).

The fuel oil data in Figure 1.11 is accumulated row by row. As time progresses,
more rows are added to the bottom of the table. In other Excel worksheets columns
could be added to the right of the table as time progresses. This data was imported
into Excel using the Copy and Paste commands. A portion of the Excel file is shown in
Figure 1.12.

This data needs some preparatory steps because Access cannot work with time-
related data when the time period is indicated in the field’s name (e.g., Jan, Feb, or Mar).
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Home Insert Page Layout Formulas Data Review View Developer Add-Ins Acrobat

1983 6525140 6384800 62375400 3304000 3630280 4039880 3580260 4111080 3815020 4163680 3493820 7811920
1984 8390370 66,567.00 7481690 5480340 4825170 4001800 4049590 4520010 47,10020 4698170 6191770 74,8660

1
2

3

4

5 | 1985 8739210 77,660.00 6773140 5582040 4567380 4088930 4108200 4498520 4526270 5495430 3836950 8091200
(5 | 1986 7215020 2034980 6432340 35185240 4764380 4055910 4022120 4777390 4678760 3327220 3824020 7444890
7| 1987 7314800 7326220 6557930 3260010 4602820 4342680 4411060 4107970 4742370 6053830 62,1070 78.371.30
8| 1988 0061830 8082440 77,00830 3668800 3073330 4743790 4868780 3087440 35043320 6133300 6782680 8220020
5 | 1980 7900860 7058080 7514440 5526450 4626030 4554730 39,889.00 50,77840 5074250 5643300 6437870 92,5090
11| 1990 7425680 7375230 6325480 5537150 4943140 4905020 4631410 5419600 5330330 3439720 6071090 6493370
(12| 1991 2136650 6847240 6080250 3357460 4633850 4260960 4388980 4672440 4688230 3301350 3380740 6824510
13| 1992 7860000 7009420 6470020 5743050 4679300 4683940 4328700 4486020 3220050 3616290 3920420 72,803.00
14| 1993 6295010 6902790 6561000 4003200 3874490 4140540 3836840 4013110 4141420 3207320 3887580 31,627.70
15| 1994 6810070 62,190.50 40,80440 32960.30 2744420 2600070 22,623.70 2761000 3039120 3297600 3418570 4593250
16

17| 1995 4744340 5485240 41434200 3134750 2619530 2431220 2167600 2485050 2662500 2907670 3898620 3305490
(15| 1996 5798850 3368500 4278910 3364320 2565180 2323870 2296700 2418880 2781040 3199330 3895810 4472320

FIGURE 1.12 Fuel Oil Data in an Excel Worksheet

Many types of Excel layouts exist and they all need to be converted to an Access-friendly
format. The blank rows can be deleted by highlighting the blank rows one at a time and
then deleting the row because we only have six blank rows. Another option would be to
sort the Excel table so that all the blanks are at the top of the table and then to delete the
blank rows. You might need to copy the smaller table to a new Excel worksheet before
importing this into Excel. This is because Excel seems to remember that the original table
had (say) 35 rows and when it is imported into Access then Access imports 35 rows,
even though the last six rows are blank. The Access table is shown in Figure 1.13.

Figure 1.13 shows the Access table with the Excel fuel oil data. The first step is to use
Design View to change the name of the field Year to YearTxt (for year text). This is
because the new table will have a field called Year with Year being a numeric field. The
name change is shown in Figure 1.14.

The field name is changed to YearTxt in Design View in Figure 1.14. The table can
now be converted to an Access format. The next step is to convert the numeric values to

I
W - Year -| Jan -| Feb .| Mar | Apr - May -| Jun - Jul -| Aug -| Sep -| Ot - Nev - Dec -
1| 1983 65,251.40 63,843.00 62,375.40 53,049.00 36,302.80 40,598.80 35,802.60 41,119.80  3E,150.20 41,636.80 54,93E.20 78,119.20

2 1984 88,893.70  66,567.90 74,1650 5480340 4825170 40,018.00 4049550 4529910 47,0020 4698170 6191770  74,286.60

3 1383 87,352.10 77,660.00 67,7310 35,825.40 43,673.80 A E89.30  ALOBLO0  44,385.20 4526270 34,954.80  58,305.50 80,512,00

4 1386 72,150.20 80,349.80 54,523.40 51,892.40 47,643.80 40,559.10  40,22L.20 47,773.90 46,787.60 55,272.20 58,240.20 7444830

5 1987 78,148.00 73,292.20 65,579.30 52,600.10 46,023.20 4342680 4411060 41,079.70 4742370 60,538.50 62,190.70 78,371.50

6 1988 90,618.30  89,824.40  77,098.30  56,688.90  50,735.30 47457.90 48,687.80 50,8740 5045320  61,333.00 6782680  82,290.20

71388 73,098.60 73,580,930 73,1440 55,204.50 46,260.30 A5,.347.30  39,883.00  50,77840  50,742.50 S6,A33.00  64,378.70 92,250.30

B8 1390 74,256.80 73,752.30 63,254.80 55,57L50 45,431.40 43,050.20 46,314.10 54,196.00 53,803.80 54,397.20 60,710.90 64,533.70

9 1991 81,366.50 68,472.40 60,802.50 53,574.60 46,538.50 42,699.60 43,889.80 46,724.40 46,882.30 53,013.50 55,807.40 68,245.10

10 1992 78,609.00 70,094.20 64,700.20 57,430.50 46,793.00 46,859.40  43,287.00 44.360.20 52,209.50 56,162.90  59,294.20 72,803.00
|13 19 6295900 G9,527.90  65,619.50  49,032.00 3574450 4140540 3836840 4013100 4141420 3207320 3887590  51,627.70
1z 1334 68,199.70 62,191.50 43,804.40 32,360.30 27,444.20 26,009.70 22,623.70 27,613.00 30,331.20 32,976.00 34,185.70 45,532.50

13 1995 47,443.40 54,852.40 41,434.70 31,347.50 26,195.30 2432220 21,676.00 24,859.50 26,625.00 2907670  38,986.20 53,054.90

14 1996 57,988.50 55,685.00 42,769.10 33,643.20 25,651.80 23,238.70  229B87.00 24,188.80 27,810.40 31,992.50 33,958.10 44.723.20

15 1997 52,887.50  46,28100  39,457.70 3312670 0598610  34.433.30  23,436.50 2396750  27,152.40  30,358.40 3500590  45,200.00

FIGURE 1.13 The Access Table with the Imported Excel Fuel Oil Data
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7 oilsales
Field Name Data Type |

VAL AutoNumber
| vearTxt Text
| Jan Number

Feb Number

:Mar Number

Apr Number

:May Number

Jun Number
__Jul Number

Aug Number
_Sep Number

FIGURE 1.14 Field Name Changed to Yeartxt in Design View

Currency. It is best to do this conversion at this early stage. The Currency conversions
need to be done for each of the 12 numeric fields and the first conversion is shown in
Figure 1.15.

This conversion needs to be done for all 12 numeric fields. The table needs to be
saved before the changes take effect. Access gives a prompt that some accuracy might
be lost with the currency format. When the table is viewed again in Datasheet View, the
numbers will usually (but not always) be shown with leading dollar signs and negative
numbers in parentheses. The currency format helps to prevent rounding errors in
calculations.

] OilSales
Field Name Data Type
YearTxt Text
Jan Currency E
Feb Number
Mar Number
Apr Number
May Number
Jun Number
~[Jul Number
~ |Aug Number
~ |Sep Number
| Oct Number
~ |Nov Number
Dec Number
Format Standard
Decimal Places 2
Input Mask

FIGURE 1.15 Conversion of the Field Jan to Currency with Two Decimal Places
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= Home Create External Data Database Tools Acrobat Design

E ' @ Ei' 1 A B x§ @umen 1F‘ﬂ Tainsert Rows i Insert Columns >3 5 Property Sheet
- ||~ Lt * @ rassnrough 2 petete Rows A Delete Columns 5 Table Names
View  Run Select | Make |Append Update Crosstab Delete how - Totals
= Table 7, Data Definition | Tapje S Builder {38 Retum: Al - Gy Parameters

Results Query Type Quuery Setup ShowyHide

All Access Objects
Tables

Make Table

B3 oitsales | Dilsales

[ onsalessackup | tw Make New Table
Queries 2 YearTwt Table Hame: | oilsales2
LY anMakeFirst | Jan @ Current Database

Feb ) Another Database:

Mar

apr File Mame:

Field: | Year: Val(Mid[¥earTet], 3,41} Month: 1 GallonsPD: Jan GallansFh: [lan]*31
Table: Oilsales
Sort:
Show: & = = (]
Criteris:

FIGURE 1.16 Make Table Query Used to Start the Process of Building a New Access Table

The next step is to create a table that will be the starting building block for our
complete table. This is done with a Make Table query as is shown in Figure 1.16. The
January data is used as a foundation to start the ball rolling. The new table is called
OilSales2.

The conversion of a text field to a numeric value is sometimes tricky. In this case the
Year field had two spaces to the left of the visible characters, which is not usually an issue
with data formatted as text. The conversion to a numeric value required the use of the
Val (value) and the Mid (middle) functions as shown below:

Year : Val(Mid([YearTxt], 3,4))

The field Month was converted from Jan to the number 1, which makes it easier to
use in queries. The GallonsPD (gallons per day) field was formatted as currency using the
field properties. The GallonsPM (gallons per month) field was automatically formatted as
currency. The table is in gallons per day and the new table will include both the
daily average and the monthly total. Even though OK is clicked in the dialog box in
Figure 1.16, the query must still be run using Design— Results—Run. Access always
gives a warning that you are about to paste x rows into a new table. This warning can be
ignored if you are safely below the size limit of an Access database. Click Yes and the
OilSales2 table should be as is shown in Figure 1.17.

The next step is to Append the February data to this table and then to do the same
for all the other months. The query to append February is shown in Figure 1.18.

The fields and data from OilSales are appended to OilSales2. The monthly total is a
little complex because February sometimes has 28 days and sometimes the month has
29 days. The formula for GallonsPM is:

GallonsPM : IIf ([Year] = 1984 Or[Year] = 1988 0Or[Year]
= 19920r [Year] = 19960r[Year] = 20000r [Year]
= 2004 Or|Year] = 2008, [Feb]*29, [Feb]*28)
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] oilSales2
| Year - Month -| GallonsPD - | GallonsPM -
| 1983 1 $65,251.40 $2,022,793.40
1984 1 $88,893.70 52,755,704.70
1985 1 $87,392.10  $2,709,155.10
. 1986 1 $72,150.20 $2,236,656.20
|| 1987 1 $78,148.00 $2,422,588.00
|| 1988 1 $90,618.30 $2,809,167.30
| 1989 1 $79,098.60 $2,452,056.60
| 1990 1 $74,256.80 $2,301,960.80
|| 1991 1 $81,366.50 $2,522,361.50
| 1992 1 $78,609.00 $2,436,879.00
| 1993 1 $62,959.10 $1,951,732.10
o 1994 1 $68,199.70 $2,114,190.70
1995 1 $47,443.40 51,470,745.40
1996 1 $57,988.50 $51,797,643.50
| 1997 1 $52,887.50 $1,639,512.50
| 1998 1 $43,253.50 $1,340,858.50
| 1999 1 $45,674.20  51,415,900.20
| 2000 1 $44,302.70 $1,373,383.70
| 2001 1 $53,025.90 $1,643,802.90
| 2002 1 $41,101.60 $1,274,149.60
| 2003 1 $48,363.60 $1,499,271.60
| 2004 1 $47,979.80 $1,487,373.80
| 2005 1 $38,673.10 51,198,866.10
2006 1 $31,740.50 $983,955.50
2007 1 $28,370.30 $879,479.30
Record: 4 < [1of28 | » M b= | ' 1o Filter | Search ]
FIGURE 1.17 The First Table in the Creation of OilSales2
@D Union }G Insert Rows Jﬁ" Insert Columns @ Froperty Sheet
ﬂ /! % x! @ Pass-Through — =¥ Delete Rows W Delete Columns z W
pend|Update Crosstab Delete ow Tatals
ﬁ Data Definition Table i\ Builder @ Return: _N_I ﬁg] Parameters
Query Type Query Setup Show/Hide J
e

Oil5ales

*
LR
YearTut

—— Jan
Feb
Mar

»

Apr
4w
Field: | Year: ValiMidi[YearT«t],3,4)) |Month: 2 GallonsPD: Feb | GallonsPM: If{[Year]=1984 Or [Year]=1988 Or [Year]=1992 Or [Year]=.
Table: OilSales
Sort:
Append To: | Year Month GallonsPD GallansPM
Criteria:

FIGURE 1.18 The Append Query Used to Build the OilSales2 Table
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QilSales
* s
¥ 0
YearTut E
Jan
Feb
Mar
Apr ot
¢
Field: |Year: Val(Mid([YearTxt],3,4)) |Month: 3 GallonsPD: [Mar] GallonsPM: [Mar]*31
Table: QilSales
Sort:
Append To: |Year Month GallonsPD GallonsPM
Criteria:
or:

FIGURE 1.19 Query Used to Append the March Data

The formula uses the If function (IIf in Access for Immediate if) together with the
Or function.

The query needs to be run using Design— Results—Run. Access gives a warning
that you are about to append 28 rows. Once you have clicked Yes, the command cannot
be undone. Run the query and click Yes. It is a good idea to make backup copies of your
tables until you are quite familiar with the appending process. The query used for
appending the March data is shown in Figure 1.19.

The Month is changed to “3” without any quotes, and the gallons per day and gallons
per month formulas are also revised. The GallonsPM calculation for March is simply the
gallons per day multiplied by 31. There is no leap year complication. This process is
repeated for March through December. The final table is shown in Figure 1.20.

The record indicator at the bottom of the screen shows that there are 336 records in
the table. This is correct because there are 28 years and 28*12 months equals 336
records. Access does not necessarily stack the tables one on top of the other in the order
in which the append queries were run. One way to tidy up the table is to use another
Make Table query to sort the data as you would like it to be sorted. It is good practice to
check whether each month has been added just once. One or two queries can confirm
this and the query in Figure 1.21 counts and sums the records for each month.

The query in Figure 1.21 tests whether there are 27 or 28 records per year and also
whether the average of the numbers is logical. The results are shown in Figure 1.22.

The results of the query in Figure 1.22 confirm that the appending steps were done
correctly. For each month there are either 27 or 28 records. September to December,
2010, did not have data at the time that the file was downloaded and the results show
that months 9 to 12 have only 27 records. The average gallons per day has a seasonal
pattern with high sales in the cold winter months (12, 1, 2, and 3 corresponding to
December to March) and low sales in the summer months (5 to 8 corresponding to May
to August). The table OilSales2 can now be used for Access queries. This heating oil
example is continued in Chapter 14 with the heating oil sales application.
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] oiisales2
] Year w7 Month il GallonsPD - | GallonsPM -
1983 1 $65251.40  $2,022,793.40
| 1984 1 $88,893.70  $2,755,704.70
| 1985 1 $87,392.10  $2,709,155.10
1986 1 $72,150.20  $2,236,656.20
| 1987 1 $78,148.00  $2,422,588.00
| 1988 1 $90,618.20  $2,809,167.30
1983 1 $79,098.60  $2,452,056.60
| 1990 1 $74,256.80  $2,301,960.80
| 1991 1 $81,366.50  $2,522,361.50
1992 1 $78,609.00  $2,436,879.00
| 1993 1 $62,959.10  $1,951,732.10
| 1994 1 $68,199.70  $2,114,190.70
1995 1 $47,443.40 $1,470,745.40
| 1996 1 $57,988.50  $1,797,643.50
|| 1997 1 $52,887.50  $1,639,512.50
1998 1 $43,253.50  $1,340,858.50
| 1999 1 $45,674.20 $1,415,900.20
| 2000 1 $44,302.70  $1,373,383.70
2001 1 $53,025.90  $1,643,802.90
| 2002 1 $41,101.60  $1,274,149.60
| 2003 1 $48,363.60  $1,499,271.60
2004 1 $47,979.80  $1,487,373.80
| 2005 1 $38,673.10  $1,198,866.10
| 2006 1 $31,740.50 $983,955.50
2007 1 $28,370.30 $879,479.30
Record: W < [107336 | » M b | ‘o Fiter [searcn |

FIGURE 1.20 Completed Heating Oil Table

T S

- y

OilSales2

*

Year
Month
GallonsPD
GallonsPM

< )

Field: | Month GallonsPD GallonsPD
Table: | OilSales2 QilSales2 OilSales2
Total: | Group By Count Avg
Sort:
Show:
Criteria:

FIGURE 1.21 How to Check Whether the Append Queries Were Correctly Run
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Month - | CountOfGallonsPD ~ | AvgOfGallonsPD ~
1 28 $56,739.58
2 28 $54,133.31
3 28 $46,832.27
4 28 $36,031.88
5 28 $29,494.13
6 28 $27,723.15
7 28 $26,431.48
8 28 $28,942.81
9 27 $31,322.94
10 27 $35,348.54
11 27 $40,410.84
12 27 $52,040.78

FIGURE 1.22 Results of the Query Designed to Test the Appending Operations

USING THE ACCESS DOCUMENTER

A forensic report is prepared after a forensic investigation is completed. This report
should describe all the evidence gathered, the findings, conclusions, recommendations,
and the corrective actions (if any) that were taken. The contents of this report should
have a tone that is not inflammatory, libelous, or with prejudicial connotations. The
report should include a description of the forensic analytics work that was done. The
working papers should include a copy of the data analyzed on either a CD or a USB flash
drive, and the results of the queries. A full description of the database should also be
included in the report. A useful feature in Access is the Database Documenter. The
database documenter is activated by using Database Tools—Analyze—Database
Documenter. The dialog screen is shown in Figure 1.23.

For a complete documentation each object (in this case just Tables and Queries)
needs to be selected using Select All. Click OK to run the documenter. The documen-
tation is comprehensive and includes facts related to the database objects and the SQL
code describing the queries. With the SQL code, the same query can be run on another
computer using the same data table. The documenter also includes the time and date
that the table was last updated giving a record of any changes to the table after a query
was run. The Database Documenter does not meet the standards of absolute proof but it
goes a long way to documenting and supporting a description of the tests that were run.

Another useful Access feature is the ability to describe tables and queries in the table
and query properties. The Table Properties dialog box is activated by right clicking on
the table names to give the dialog box shown in Figure 1.24.

The table description is entered using the Table Properties dialog box shown in
Figure 1.24. The Apply and OK buttons are used after the description is typed. The
fields can be described when the table is in Design View as is the case in Figures 1.14
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4} Modules (£ Current Database B3 All Object Types
Tables Queries | [ Forms | 8 Reports Z Macos

;=21 GrvAppendOilSales

v gryCheckResults
¥ & aryMakeFirst

FIGURE 1.23 Dialog Screen for the Database Documenter

and 1.15. Access also allows for a complete description to be included for all queries. The
Query Properties dialog box is activated using a right click on the query name and
clicking Object Properties. An example is shown in Figure 1.25.

Access allows for a reasonably long description of each query using the Object
Properties shown in Figure 1.25. The buttons Apply and OK are used to save the
description. There is also a way to include a detailed description of the whole database
using Manage— Database Properties as is shown in Figure 1.26.

The step to retrieve the database properties is shown in Figure 1.26. The details are
shown across five tabs. A printout or an electronic jpg image of each of the tabs should
be included in the working papers. The Contents tab is shown in Figure 1.27.

All Access Objects v« OilSales2 Prope m-
Tables _
E oilsales General
1 oilsales2 g

S QilSales2

B3 oilsales Backup
Type: Table

Description: | This table contains U.S. Mo. 2 fuel oil sales in B }

»

»

Queries
#?  ayAppendOilsales thousands of gallons per day and also the minthly

5 qryMakeFirst totals. The data was downloaded from www.eia.gov ™

ﬁ qryCheckResults

Created: 1/19/2011 4:07:26 PM
Modified: 1/19/2011 4:09:49 PM
Owner:  Admin
Attributes: Hidden [ Replicable
Row Level Tracking

[ ok | Cancel || Aoty |

FIGURE 1.24 Dialog Box Used to Enter the Table Description
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All Access Objects ][R5

Tables ®

£ oilsales

= oilsalesz - <t

= OilsalesBackup

Queries ~ Query: Make Table Query

) \This query makes the base table for QilSales2. The

#?  aryAppendoilsales February to December data is appended to this base
5i?  qryMakeFirst table using gryAppendQilSales.

ﬁ qryCheckResults

Created: 11/14/2010 7:46:45 PM
Modified: 1/19/2011 3:58:52PM
Owner:  Admin

Attributes: [T Hidden [ Ireplicable

(oK J [ Cancel | [ Aoy

FIGURE 1.25 Dialog Box Used to Include a Description of a Query

The Contents tab lists the names of all the Access objects. The Summary tab is
made up of details added by the forensic analyst. The database properties together with
the documenter, the descriptions that can be included in the Design View of a table, and
the tables and queries properties all make it easier for the analyst, or someone else, to
understand the contents of the database. The table and query properties can be seen by
expanding the details shown in the Navigation Pane. The procedure to see the properties
is shown in Figure 1.28.

The procedure to view the object details is to right click on either the Tables or
the Queries heading and then select View By— Details. The details will then be visible
in the Navigation Pane. To return to the names only one would select List. The
documentation options are valuable and allow other users to understand the contents
when the database is used at some time in the future.

T A
D New L SIS EE e | q% Database Documenter @ %ﬁ
- | |
f Compact and Repair Database s | ‘24 Analyze Performance |
— Perform routine maintenance on the il = SQL  Access
./ Open database to ensure data integrity. 3 Analyze Table | Server Database
7. Back Up Database Analyze Move Data
| I Save —— Back up important databases regularly to
- prevent data loss.
— E Database Properties %
Save As || B Review and set the basic ploperties of the |

database, incduding the name and owner.

FIGURE 1.26 Retrieving the Database Properties Options in Access
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| General | Summary | Statistics | Contents | Custom |

Document  iraples

contents: [

Oilsales
QilSales2
QilSalesBackup

Queries

gryAppendQilSales
gryCheckResults
qryMakeFirst

Forms

Reports

Data Access Pages
Macros

Modules

FIGURE 1.27 Database Properties Documentation Feature of Access
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All Access Objects

v « || =3 oilsales2

Tables

Year

E4 oilsales
£ oilsales2
5 oilsalesB

Queries
¥ aryAppen

X

5Y  qryMakeF
@ qryCheck

—>1 I
Il ]

e

Sort By »
View By >
Show all groups
Rename

Delete

Collapse Group
Expand All

Collapse All

Show Only Tables
Hide

Paste

Icon

V]| List

—_——

1

Details h

1988
1989
1990
1991
1992
1993
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FIGURE 1.28 How to View the Access Object Details Instead of Just a List of the Objects
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DATABASE LIMIT OF 2 GB

Access databases are limited to 2 gigabytes (2 GB). This limit applies to the database size
when the database is saved and also while the database is being used. Assume that a
database has one main table and the file size is 1.8 gigabytes. A query that selects most of
the records would then double the size of the database to 3.6 gigabytes (the original table
plus the query that selects most of the records). Access will not execute this query. The
“size exceeded” error messages that Access displays do not clearly say “you have ex-
ceeded the Access maximum database size.” The user is simply supposed to realize why
the query is not executing properly. There is a solution to the 2 GB limit in that the data
can be housed in multiple databases (each say one gigabyte in size) and the main Access
database can then be linked to those tables. Linked tables do not add to the size of a
database. Users still have to be aware that if one links to two 1.5 GB tables and then runs
two queries that each selects most of the records in each table, then the second of those
two queries will not run if the first query is still open.

There are a few more solutions to the database size limit. In a forensic investigations
project the database size can be kept down by deleting fields that are not needed.
Deleting text fields is a big help with reducing the size of the database. Another option is
to upgrade to a data analysis software program and IDEA (www.caseware.com) works
well in an environment with large data sets.

MISCELLANEOUS ACCESS NOTES

This section reviews some miscellaneous aspects of Access that are relevant to forensic
analytics. The list is based on personal experience and users should refer to one of the
many comprehensive books on Access and/or the Microsoft website for more details.

= It is normal to format the output of a query for presentation purposes by (say)
displaying only the significant digits of numbers. In Access all formatting must be
done before the query is run. After the query is run the only formatting step that
can be taken is to export the results to Excel and to format the results in Excel.

= Keep field names and table names short. Long field and table names cause extra
work if these are used in calculated fields in queries.

= If a wrong field specification (e.g., define a date field as numeric) is entered when
importing data into Access, then this issue cannot be corrected after the table has
been created.

= It is good practice to create a backup copy of a table that will be queried frequently.
Changes (deletions) to a table cannot be reversed. Access does not allow an “exit
without saving” option.

= If a table is sorted immediately after creating the table then this sort is a “built-in”
query that will run each time that the table is opened. This action can be undone.

= Dollar amounts should not be formatted as Double. The Currency data type should
be used instead.
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= [t is a good practice to include a Primary key in tables. This optimizes computer
performance for queries. The Database Tools—Analyze— Analyze Performance
tool provides performance and other suggestions.

= To end a query that seems to have Access going in a loop use Control + Break.

= Access has a password encryption feature. The tool is accessed through Database
Tools— Database Tools—Encrypt with Password. This tool is good enough to
keep unsophisticated hackers at bay, but a determined tech-smart person could still
work around the password.

= Including a switchboard with an application makes it look professional to another
user and will allow users to create reports and to run queries with a single click. It is
a good idea to practice creating a switchboard on a simple database with one or two
tables and just a few queries. The Switchboard Manager helps with the process
and it is accessed through Database Tools—Database Tools— Switchboard
Manager.

Access has many Access Options. It is a good idea to use the “Compact on Close” option.
This saves hard drive space and helps with the 2 GB limit. With large databases the
Compact on Close procedure might take a few minutes.

SUMMARY

The chapter introduces Microsoft Access 2007 (Access) as a capable forensic analytics
tool. Access is a Windows-based database program that keeps the tables, queries, and
reports neatly compartmentalized. Access requires data to be housed in tables, calcula-
tions to be run as queries, and results to be shown in reports. Microsoft has a website for
Access 2007, which contains excellent reference materials.

The usual forensic analytics starting point is to import the data into Access and to
store it in a table. Tables are made up of fields, with each field storing one type of data for
all the records. Records relate to one instance of a table subject, such as a book in a
library’s collection of books. Field values are a single number, date, or text value relating
to a record. A table with eight fields and 1,000 records would have 8,000 field values.
The data import procedure is usually quite straightforward especially if the data is being
imported from an Excel file or from another Access database.

Queries are the workhorses used in forensic analytics. Queries are used to perform
calculations or to select records with specific attributes (e.g., all the transactions for
vendor #2204). Queries are also used to append tables to each other, to create tables, to
delete data, and to update the data in tables. Queries are also used to group data and
to run calculations on the groups (e.g., sums and averages). Queries can also be used to
identify duplicate or near-duplicate records.

It is usually necessary to do some data cleansing and some data reorganizing work
on data downloaded from the Internet. This is because the way that data is accumulated
in Excel worksheets does not work well in an Access database. This chapter shows how
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to use a series of append queries to create an Access table that is compatible with the
required attributes of a table and the logic of Access queries.

The chapter reviews the need for adequate documentation in a forensic analytics
setting, and Access has tools available for this purpose. The Database Documenter
creates a complete record of the contents of the database. Access also allows forensic
investigators to fully describe tables, queries, and reports in the database documenta-
tion. There is also a way to describe in detail each field in an Access table. Access also
allows users to document the database at a high level in the Database Properties section.
Documentation is important so that someone can understand the contents and queries
in a database months or years down the road. The chapter concludes with notes related
to formatting, field names, data-type specifications, passwords, and switchboards.



