Mobility on the Internet:
Introduction

The bestoway 1o prodect the Tetare s weoinvent i —Adin Kay

In order to understand what mobility on the lntemet means. et us consider Fig-
ure 1.1, Bob, 2 user connected to the Lnfernat by means of an access network (such as
a cable modem or a DSL or a dial-up networkd. is "talking” to Alice. who is another
user vonnected 10 the Internet by a different access netwirk (e.g.. WLAN) We do
not show Bob and Alice themselves, but only their devices, Now. consider that Alice
"moves” trom her current access nefwark (o another access network (e.g., the Code
Division Multiple Access (CDMA) cellular network). There are two basic problems
we can see. Flhst, how can Bob continue the existing convarsation with Alice? Sec-
and, how can Bob reliably reach Adice once she has moved? The ficst problemn can
be broudly considerad to be the Aandover problem. Tois quite stmilar fo that of users
cantinuing their calls on their cell phones in spiie of movement (such as it a moving
train}. The second (s the recchability problem. 1is guite similar to being able to reach
users on thelr ¢ell phones even when they are oul of town (Le., roaming). These two
problems, which appear w be very straightforward. create muny technical challenges
assoctdted with mobilicy on the Internet.

Perhaps it s tempiivg (o asswine that Mohile Internet is a given. Evensol it might be
warthwhile to consider why the Internet Protoceol is the best fit for a Mobile Internet.
As we know, 1P has been an unguestionable success in "glning” disparate nerworks
the world aver. Az the Tniernet becomeas increasingly maobile, spearheaded by the
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mohile communication devices. users ure bound to roam freely and attach to & variety
of networks. [n fact, this is already beginning 1o take place. Mobile Smartphones
and Personal Dhgial Assistanis egquipped with cellular packer radio snd WLAN are
hecoming all too common.  In 2 Mobile [nternet composed of numerous wiveless
{and wired) technologies, no single access network itself can provide mobility sup-
pewt acrnss all kinds of networks. [P is best suited to address this imminent problem.
More specifically, IF' mobility 1s primarily a routing problem, but 1t includes prob-
lems involving fast switching of conneciions, smooth bandovers, iranspoit protocol
aptimizations, and many others.

The general problem of mohility is guite complicated, und no one protocel can
be expected W provide a complete selution. In fact, just considering the problems
uitroduced by mobhility at the network layer (i, 1P mobility), we sttt cannot expect o
find & single protoced seluiion for all of them. These problems include the following:

Authentication for access rights o ithe new network

2. Obtaiming an IP address at the new point of attachment

o

Routing packets to cach now point of uttachment

4. During trunsitions between poines of attachment, taking appropriate actions o
minimise handover delay and data loss ot directly atributable to unavailabilicy
of the underlying communications medium

5. When packef is to be transmitted. sefecting the appropriate source 1P address

Sotving the Girst two of these problems without attempiing o solve the other
problems can be said (o provide a solution for portable computing. In other worls.



onie can establish o link and start to work at 4 oew poiat of attachmient, but the uscr
experience more closely resembles rebooting than relocating.  Whalever getivilies
were in progress before the new link is established may be aborted or sart behaving
unprediciably. In this bouk. making use of this kind of portable computing will be
called rogrmny.

Solving the third probiem s offen related to network-layer proticol consideratinny
because the act of supplying o new TP address depends on being able to prove tha
one is authorized to receive 6 There are maay different preexisting selutions to
the problem of access control and authorizations. Many or even most of them are
challenging 1o adapt 1o the needs of nerwork-faver mohiity, To authorize roaming
i& not 3o demanding. bevause, by the above definitions, the mobike user i abready
expecting significant disruption of whatever activities (it any) might have been in
progeess on the mobile device. For roaming scenarios. then, we can expect the acgess
control te proceed withoot any dependency on mobilily managemend, if indecd there
is any mobility management. Once the access contrel 12 granted, the TP address can
be allocated and the routing tor bridging, even} enabled fur the particular device.

Roaming in this way is partcolarly casy for devices that are not named within
the global Domain Name Svstesr or DNS |1, 2. This is because there Is no need o
update the DNS eqiry for such devices. even when they receive new IP addresses '
On the other hand, for devices that Jo have o persistent name that is published by
DINS, gerting o new 1P address immedistely invalidates the DNS entry and effectively
wiakes the device unreachable for incoming transmissions that are based on resalving
the device's persistent name.  [n order to solve this prohlem. methods have heen
specihed (see, for iistance. {3]).

It is worthwhile o emphasize that updating DNS carries with it an ebligation o
provide streng proot that the update is properly authorized. Otherwise, if DNS were
tor gocept such update requests without sufficient assurance ghout the identity of the
requesting tode, havoe would ensue. In fuct, in today 's Internet, these secure update
procedures are not so widely depioyed. and etfectively musi be considered o be
unavaitable (o the majoriiy of roaming nodes.

In this way. we con see ulready that the restrictions imposed by focusing only
an the roaming problem have the effect of relegaling roaming nodes ro the status of
"second-class citizens” of the Internet. They can operdate as clients of well-known
services (typicatly including e-muil services and hrowsing web pages that are statically
addressahle). But, for instance, such devices cannot by themse{ves recerve telephone
calls by way of the lnernei, or publish web pages. or operate in true peer-to-pecr
fashion. Forinstance, Bob (o Figure 1.1y can naither reach Alice reliably nor maintain
his call once shie moves to a different network, Muny people ate content with these
restrictions. hecause right now web browsing s the dominant application. and e-nail
1s not closely died to real-time inreractions.

VA TINS entry s reguired in order fur o pode 1o delevmine ihe (P address ul it peer with which it wishes w
comuuancaie. The DNS contains the TP addresses for entries such as www.vahoo com oF any user recogd
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We can distinguish between roaming and handover by observing that haadover
usually means arranging for transfer of cowirol or responsibiuy. In the case of han-
dover for a mobile network device, this meuans that a new network eatity has to begin
taking over snme of the funciions currently opecating au some other network entity
that is lnteracting with the mobile device. When the handover completes, all inter-
actions are handled by the gew entity. and the previous one can deallocate whatever
resourees were assigned for use with the maobile device.

That's all very absiract. If we think of network entifics as aceess ronters, then
they are supposed o be delivering packets 1o the mobile device and Forwarding traffic
from the moble device o Ity peers. From the standpoint of IP networking, the
basic responsibility of the access routers is to forward packets to their destination, s
indicated by the TP address of the destination. Tlowever, the aocess routers only have
this responsibility for the addresses that are roepelogicallv-correct for their place in
the network. and when the access routers are in different places. their customers will
he expected w have different 1P addresses. From this perspective, the access routers
do not really otter any handover feaiures to the mobile device unless they have been
wngmented with exrea Fuonctions, such as those deseribed in later chapters.

Using the same idew. we can think asbout designing other sorts of mobility-related
handovers. For instance, one could handaver a sesston from one display device to
aother. A new display controller woukl have to take over responsibuity for showing
the pixels and a new path created for transnitting the picnire information to the display
contraller. 11 the devices are on different hardware platforms, some transiation has in
occur so that the pichure information is presented 1o the display controller o a way
that is suitable for the hardware. Perhups the size of the screen is different, or perhaps
one screen has fewer colors than the other. T the displays are attached w different
points of the neowork, then some communications protocol has 0 be defined as a
way of translevring the picisre information 1o the new network node. It this is done
carefully, one could well imagine & smooth haadover with no frames lost. Perhaps
with a lot of buffering, there could be a time when the same images are streanting o
bath display controliers. so that the viewer would not miss a single dot.

Perhaps it is usetul to discuss wopological correchiess of 1P addresses a little bt
Fhe iernet wddressing 15 often termed as Aderarchical meaning that organizations
typieally et chunks of 1P addresses which are valid for all the hosts attached to thar
particular segment of the Internet. In order to maintain its tamazing) scalability, the
Internet routing works bazed on the network prefixes and not on individual host P
addresses: only when a packel reaches the destination subnet does the hosi-based
forwarding rake place, This means when o host with an P address 7774 valid on
network A moves to network # with its own set of wddresses on the lnteroet opology.,
the Internet routing cannot ensure forwarding of packees tothe host’s P address 1 F4.
The host must ubrain another IP addres: ou notwork 8, and then evervthing moves
like clockwiork, In other words, @ hast address aast be rapologically-cansistent or
topelogically-correct for packers to reach i,

Tn order to vackle the problem of change of P address, Mobile IP provides a way
for 4 mobile device to maintain a persistent IP address at the same time that 1t acguires
avew [P address from every new access network that it visits, The mobile device miay



be viewed as king soinie ot ihe responstbility {or overcoming the effects tha result
from clianging its TP address by shielding the change tram its applicatinns, Since the
applications don’t see any change of address. they continue without najor disrupiion
whien the mohile device acquires ¢ new [P address al its new point of atachment.

Mobile IP allows the mobile device to remain addressable at its persistent IP
address, kaown as the device's Home Address. This 15 the address vsed by the
applications running an the mobile device, and it is the address registered n the
globul DINS. Since the address doesn’t change. the need for secure updates to DNS s
siestepped comyprletely. Thar is already a major benefin, By the same token. existing
Transnuission Contol Protoco]l (TCPY connections cin suevive relocation o o new
point of attachment. since Mobile P allows the device 1o canrinue using its persisient
address even when the device is only reachable at an address other thun its persistent
address Such a “roaming address™ is called as Care-of Addresy in Mobile IR Both of
these addresses are known to the mobile node us well as its trusted partner called the
Haome Agenr, which can be considered as a router on the mobile node™s fome network,
the IF subnet that the mohile node normally resides in when it is not roamting. In @
way, quite a bit of the Mohile [P protocel 15 between the mobile node and Gis home
agent. The rest of the protocol 15 between the mohile node and its Correspondent
Node, which is any Internet-enabled device that communicales with the mobile nule,

A good portion of this book deseribes the esseatials of the Mobile [P protocol
in the context of EIPvH. The other parts are dedicared 0 protocols that provide the
necessary performance tor real-time applications such as Voice over TP (VolPy. Tn
order to fully understand these protecols, it s necessary to understand the basics
of IPvh and some elements of the TP security (IPscet archiwecture. In the next two
chapters, we provide a brief introduction to these twa opics, expecting the users 1o
consit references elsewhere for a much more detailed Jiscussion. We will refurn to
the detalled deseription ol the Mobile 1P protocol in Part 11

The Reguesr For Comments (REFCx) in References m this chapter and the rest of
the book can be accessed via hitpdfietf oredfifesfhim).
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