
CHAPTER 1

Architecting Information Infrastructures 
for Security

Cliff Wang

The current Internet started with an implicit assumption of trust among the parties making up the infrastructure of the net-
work. This assumption might have been valid during the earlier days of the Internet when it was a self-policing organization of
academic, military, and corporate users, but it began to falter when millions of new users were added to the Internet on a year-
ly basis and the Internet became an unregulated territory. Today, hackers of various levels of sophistication freely exploit the
vulnerabilities and weakness of the Internet. Numerous large-scale attacks and intrusions have resulted in billions of dollars of
damage. Maintaining the security of our information infrastructure has become a top priority in recent years.

There have been constant efforts to retrofit security into the existing Internet. However, such approaches have largely been
hampered by the fundamentally open nature of the Internet architecture and the lack of good security principles in the existing
Internet architecture. There is a critical need to develop a novel architecture that allows robust, thorough security to be easily
implemented on a network designed with different assumptions than those of the existing Internet. The next generation infor-
mation and communications infrastructure must provide authentic, accurate, secure, and reliable services, even under a full
range of threats or attacks. These qualities must be assured across a heterogeneous information infrastructure that provides in-
terconnectivity via both wired and wireless links, at a wide range of link speeds. This new architecture will enable many
emerging applications such as mobile computing or virtual office. In this new architecture, an individual user could rely on
networking technologies to perform various tasks (from business transactions to research experiments) at any place and time,
with the confidence that a high level of information assurance will be guaranteed.

For the next generation communication infrastructure, managing security and maintaining trust are critical challenges.
Contrary to the initial assumption of trust in place, the new network architectures will operate on an implicit assumption of
mistrust. The architecture will enable the trust level to be dynamically modified over time based upon the characteristics and
behaviors of the network itself. The network will have the capability to operate in degraded mode at all times, while trading off
performance with security continually in response to the threat environment.

In the past decade, we have experienced an explosive growth in both the scale of the infrastructure and the speeds of the
networks. In addition, mobile devices are widely in use today with wireless connections to the Internet. Maintaining a high
level of security for the infrastructure is an enormous technical challenge that demands the development of new capabilities in
many areas. For example, innovative approaches and techniques to defend against sophisticated intrusions have always been a
top priority. Currently available techniques have severe limitations. For example, they:

� Can detect only the most common attacks,

� Do not adapt to changing conditions,

� Inadequately detect sophisticated multi-stage, multi-level attacks against network infrastructure elements,

� Do not perceive indirect attacks,

� Exhibit high false alarm rates.

We need both host-based and network-based defenses against attacks and intrusions. These require the development of
breakthrough technologies in the areas of anomaly based detection, correlation, fusion methods, adaptive response mecha-
nisms, and automatic generation of responses. Furthermore, new techniques and tools are required to scale to very high-speed,
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dynamic networks and to provide a real-time or near real-time, network-wide capability to accurately detect, analyze, and re-
spond to intrusions, intrusion attempts, suspicious network activities, and anomalies.

Military tactical communication relies on a dynamic and mobile wireless infrastructure to support a heterogeneous mixture
of individual soldiers, ground vehicles, airborne platforms, unmanned aerial vehicles, robotics, and unattended sensor net-
works. A tactical mobile ad hoc network works in a challenging environment of noisy wireless channels, high mobility of in-
dividual nodes, and a mobile network infrastructure. Tactical networks also need to perform self-configuration and dynamic
addressing while maintaining interoperability with non-wireless infrastructures. Techniques designed for fixed infrastructures
may not work for highly mobile, wireless, high-bit error-rate communications. Protection techniques for this type of wireless
infrastructure must be resilient and fault tolerant against communication channel interruption, data loss, or even malicious at-
tacks or intrusions.

To support critical missions of network-centric operations and to achieve information superiority, the next generation Inter-
net must be a high-performance network infrastructure that can serve as a reliable, high-capacity information backbone to
make information resources readily available. This requires that the infrastructure provide a quality-of-service (QoS) guaran-
tee in terms of timeliness, precision, and accuracy. To establish and maintain a high level of QoS assurance, the next genera-
tion architecture needs to incorporate advanced techniques and technologies that can effectively and intelligently monitor and
allocate the available resources and meet QoS requirements dynamically and at different levels.

In this chapter, we have contributed technical papers from six Critical Infrastructure Protection (CIP) MURI teams working
on the following aspects of next-generation Internet and secure information infrastructure:

� Communication infrastructure protection, defense, and response,

� Service assurance of communication infrastructure,

� Resiliency and robustness of communication infrastructure,

� Highly assured mobile communication systems,

� Distributed system security and assurance.

The paper “Overview of the ASRDI (Architectures for Secure and Robust Distributed Infrastructures) Project” discusses
the development of new theoretical tools for analysis of the dynamics of large-scale networked infrastructures. The Stanford
MURI team focused on unifying mathematical principles, ideas, and frameworks from communications, controls, computa-
tion, and dynamical systems theory, with an emphasis on attempting to reduce the use of ad hoc methods and capture more
fundamental notions of limits on performance. Another paper, “Quality of Service Assurance for Dependable Information In-
frastructures,” summarizes the work carried out by the Arizona State University researchers on providing QoS service assur-
ance at different levels, ranging from local service assurance to global service assurance, along with security assurance for the
next-generation communication infrastructure. 

The paper “Summary of the Hi-DRA Project: A System for High-Speed, Wide-Area Network Detection, Response, and
Analysis” summarizes the University of California Santa Barbara MURI project on developing a network surveillance, analy-
sis, and response infrastructure for high-speed, wide-area networks, whereas the paper “Anomaly and Misuse Detection in
Network Traffic Streams—Checking and Machine Learning Approaches” presents the University of Pennsylvania MURI
team’s latest work on building effective defenses against malware, including both network-based and host-based approaches.

The MURI team at University of Maryland has been working on developing innovative distributed methods and algorithms
to secure wireless communication. The paper “Distributed Immune Systems for Wireless Networks Information Assurance”
summarizes their scientific achievements. The MURI project at Carnegie Mellon University has been focusing on advancing
security in distributed systems. The paper “Distributed System Security via Logical Frameworks” provides a detailed descrip-
tion of the application of logical frameworks to distributed systems.
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(Cohen, et al, 2000). An attack on a single or very few nodes will in general not bring down the

network, the possibility of breakdown triggered by an attack on or failure of even only a single node

attacks on complex networks. In particular, for a scale-free network, the majority of the nodes deal
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provides a way to monitor the state of a (finite) network to assess the risk of cascading breakdown.
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Copyright 2005 by the American Physical Society.
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the Internet, and the sensitivity of the information stored throughout have made the problem of network



1.3.1 Anomaly and Misuse Detection in Network Traffic Streams—Checking and Machine Learning Approaches 89



90 1.3.1 Anomaly and Misuse Detection in Network Traffic Streams—Checking and Machine Learning Approaches



1.3.1 Anomaly and Misuse Detection in Network Traffic Streams—Checking and Machine Learning Approaches 91



92 1.3.1 Anomaly and Misuse Detection in Network Traffic Streams—Checking and Machine Learning Approaches



1.3.1 Anomaly and Misuse Detection in Network Traffic Streams—Checking and Machine Learning Approaches 93



94 1.3.1 Anomaly and Misuse Detection in Network Traffic Streams—Checking and Machine Learning Approaches



1.3.1 Anomaly and Misuse Detection in Network Traffic Streams—Checking and Machine Learning Approaches 95

The sinkhole then plays “TCP games” with the bots, delaying them in routing- or application-level tarpits,

approach exploits the fact that viruses are built from standard building blocks and thus exhibit substantial
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100 Presented at the International Workshop on Feature Selection for Data Mining: Interfacing Machine Learning and Statistics, April 22, 2006
[held in conjunction with the 2006 SIAM Conference on Data Mining (SDM)] <http://www.siam.org/meetings/sdm06> Reprinted by permission. 
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116 Reprinted with kind permission of Springer Science and Business Media from Information Security: 8th International Conference,
ISC 2005, Lecture Notes in Computer Science, Vol 3650, 431-445. Copyright Springer-Verlag 2005.
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