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PART I
The Problem and

Basic Tools
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CHAPTER 1
The Problem: Securing Confidential

Electronic Documents

The element of surprise has accounted for more victories throughout
history than any other tactic, according to Sun Tzu in The Art of War. In

1941, the United States military was surprised by the attack on Pearl Harbor
and, as a result, would learn a valuable lesson about preparedness and
vulnerability.1

WikiLeaks: A Wake-Up Call

Today, attacks on organizations’ information infrastructure occur daily, si-
phoning off confidential information. The most well-known cybersecurity
breach is that associated with the WikiLeaks incident, in which confidential
military, diplomatic, and corporate information was accessed and exposed
online. This is perhaps the most visible example of an information secu-
rity failure, but all types of organizations—not just the government and
military—are at risk. And such breaches can be difficult to discover. Many
times these types of incursions take place undetected for months, or even
years, compromising the position of the victim organization and eroding the
value of its information and stakeholder equity.

Since it is now widely known and accepted that the impact of leaked
confidential information is real and the consequences are serious, organiza-
tions must constantly be on guard to protect confidential documents. There
are specific steps that can be taken to counter the ongoing threat.

A number of countermeasure steps and processes that support informa-
tion governance (IG) are available. These must be implemented alongside
new technologies to enforce electronic document security (EDS). IG deals
with the policies that control access to and use of information. They are a
critical first step. For instance, in the case of WikiLeaks, a U.S. Army private
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allegedly provided classified military information to Julian Assange. A policy
should have been in place to disallow low-level personnel from accessing
the Secret Internet Protocol Router Network (SIPRNet), which is used to
transmit classified information. Protecting confidential e-documents begins
with robust and thorough policy analysis, starting with the questions “How
are we going to govern the use of our confidential information? Who gets
access to which information? Where? And when?”

Ironically, the technology that could have secured documents and pre-
vented them from leaking is used by WikiLeaks itself to control access.

Once these key questions are answered, newer EDS technologies
can be applied to enforce the policies and control the access and use
of information. Commercial and defense software providers have cre-
ated systems that can safeguard electronic documents and records, wher-
ever they may reside or be transported. The latest generation of this
technology has advanced so that policy management is more stream-
lined and control over e-documents can occur remotely, anytime or any-
place, whether on a hard drive, thumb drive, mobile device, website, or
in transit.

The goal of a program to secure confidential information assets is to
provide complete document lifecycle security (DLS) for critical electronic
documents and records, from their creation and use to their final archiving
or destruction.

In 2010, the federal government took steps to better protect its in-
formation infrastructure by launching United States Cyber Command (CY-
BERCOM). The mission of the project is to “synchronize the Defense De-
partment’s various networks and cyberspace operations to better defend
them against the onslaught of cyber attacks.”2 Unfortunately, it does little to
address the issue of misuse of authorized data retrievals by insiders with se-
curity clearance. That is where clear and enforced IG, and technology tools,
are critical to securing internal information assets.

The goal of a program to secure confidential information assets is to
provide complete document lifecycle security (DLS) for critical elec-
tronic documents and records, from their creation and use to their final
archiving or destruction.
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This book details the specific policies that need to be created for various
information delivery platforms as well as the specific technologies that are
needed to control, manage, and audit the use of electronic documents.
These solutions are available; they simply take time, a focused effort, an
adequate budget, and strong management resources to accomplish. And
IG is not a one-off, one-time effort; once the program is in place, it must
be consistently monitored, audited, and reviewed. Leaving an organization
vulnerable to data spills and breaches is due to poor management, and
presents an avoidable business risk. This risk can be avoided with proper
policy analysis, planning, communication, and auditing as part of an overall
IG program, and by leveraging security technologies.

U.S. Government Attempts to Protect Intellectual Property

The theft of intellectual property (IP), which includes software source code,
patented designs and blueprints, research, customer lists, and business
methods, is a growing problem, and the U.S. government stepped in to
combat it. In early 2010, the Department of Justice (DoJ) formed an IP task
force to focus law enforcement efforts on the nettlesome and increasing
problem of IP theft.3

The DoJ is trying to coordinate at multiple levels to streamline efforts be-
tween state, federal, and international law enforcement agencies to address
IP theft, which has real economic consequences, especially for providers of
software which is commonly illegally copied. Access to proprietary software
source code must be securely monitored as it is a critical information asset
for software development companies. The same is true of other providers
of IP, such as law firms, consulting firms, advertising agencies, research
companies, and the like.

Threats Persist across the Pond: U.K. Companies on Guard

The problem of inappropriate or criminal access of confidential information
assets spans the globe. In the United Kingdom, it was reported that cases
involving employees taking confidential data from the workplace tripled
from 2008 to 2009, and they have continued to increase today.4

Hard economic times may have contributed to the rise, as employees
moved to new jobs or started new businesses using confidential information
(e.g., client contact information) stolen from their previous employer. But
many of these cases could have been prevented with proper IG polices and
enforcement using EDS technologies.
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Increase in Corporate and Industrial Espionage

Corporate espionage is not new, and it has tangible costs. Ford is reported
to have suffered a loss estimated at $50–$100 million as a result of the
theft of confidential documents by one of its own employees. A former
product engineer who had access to thousands of trade secret documents
and designs sold them to a competing Chinese car manufacturer.

In another case of industrial espionage, the car manufacturer Renault
filed a criminal complaint, asserting that another company tried to buy
secrets related to its electric car program.5 Several executives were ultimately
suspended, showing that in our highly competitive business environment,
ethics may be cast to the wayside if it means gaining an advantage—or, in
the case of the complicit executives, financial gain. This can occur at the
highest levels of enterprises, not just in the trenches.

Some schemes can be quite deceptive and devious, masked by stan-
dard operating procedures. Granting remote access to confidential informa-
tion assets for key personnel is common. Granting medical leave is also
common. But a deceptive and dishonest employee could feign a medical
leave while downloading volumes of confidential information assets for a
competitor—and that is exactly what happened at Accenture, a global con-
sulting firm. During a fraudulent medical leave, an employee was allowed
access to Accenture’s Knowledge Exchange (KX), a detailed knowledge
base containing previous proposals, expert reports, cost-estimating guide-
lines, and case studies. The employee went to work for a direct competitor
and continued to download the confidential information from Accenture,
estimated to be as many as 1,000 critical documents. While the online ac-
cess to KX was secure, the use of the electronic documents could have
been restricted even after the documents were downloaded, if newer tech-
nologies were deployed to secure them. Software security protections can
be employed to seal the documents and control their use—even after they
leave the organization.

Ford’s loss from stolen documents in a single case of IP theft was esti-
mated at $50–$100 million.

Other recent high-profile industrial espionage and document leakage
cases include:

� Hybrid car trade secrets were stolen from General Motors by an engi-
neering employee in a scheme to sell them to rival Chinese car manu-
facturers.
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� Huawei Technologies, the largest networking and mobile communica-
tions company in China, was sued by U.S.-based Motorola for allegedly
conspiring to steal trade secrets through former Motorola employees.

� Health information of 1,600 cardiology patients at Texas Children’s Hos-
pital was compromised when a doctor’s laptop was stolen. The in-
formation included personal and demographic information about the
patients, including their names, dates of birth, diagnoses, and treatment
histories.6

� Car burglars made off with personal records of 4,000 patients of a Port-
land, Oregon, psychologist and the names and Social Security numbers
of 2,900 jobless residents in the county.

� MI6, the U.K. equivalent of the U.S. Central Intelligence Agency (CIA),
learned that one of its agents in military intelligence attempted to sell
confidential documents to the intelligence services of The Netherlands
for £2 million GBP ($3 million USD).

� U.K. medics lost the personal records of nearly 12,000 National Health
Service (NHS) patients in just eight months. Also, a hospital worker was
suspended after it was discovered he had sent a file containing pay-slip
details for every member of staff to his home e-mail account.7

� Personal information about more than 600 patients of the Fraser Health
Authority in British Columbia, Canada, was stored on a laptop stolen
from Burnaby General Hospital.

The list of breaches and espionage could go on and on, more than
filling the pages of this book. It is clear that it is occurring and that it will
continue. Safeguarding confidential information assets cannot rely solely on
the trustworthiness of employees and basic security measures. It takes up-to-
date information governance efforts and newer technology sets. Executives
and senior managers can no longer avoid the issue, as it is abundantly clear
that the threat is real and the costs of taking such avoidable risks can be
high. A single security breach can cost the entire business.

Risks of Medical Identity Theft

Rising medical identity theft is alarming and damaging to consumers and
represents a liability for health care organizations. The U.S. government has
become more involved, establishing the President’s Task Force on Iden-
tity Theft and a medical-specific program in conjunction with the Office
of the National Coordinator for Health Information Technology (ONC).8

There are new initiatives and incentives for health care providers and insti-
tutions to automate health records. However, this move toward electronic
patient records carries new medical identity theft risks. ONC commissioned
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technology consulting firm Booz Allen Hamilton to conduct a study of the
extent and impact of medical identity theft, the results of which were pub-
lished in a January 2009 report. It stated, in part:

The consumer has the greatest potential for loss as well as key roles in
prevention, detection, and remediation. Of course, many other parties
may be involved or affected by medical identity theft. An individual may
inappropriately access health data when it is held by many participants
in the health care delivery chain, including the insurer, health care
provider, a third party (e.g., lab, pharmacy), or the consumer. When
these misappropriations result in medical identity theft, however, the
impact on the consumer has the possibility of being the most severe.

Some potential effects on the consumer include compromise of patient
care as a result of inaccurate health information entering his or her
health record; inability to receive health insurance or other benefits;
or financial obligations for services that were never received. In turn,
the consumer is most knowledgeable about his or her own health record
and, therefore, is the first line of defense for protecting against medical
identity theft and identifying a potential issue early, which may help to
reduce the damage. [emphasis added] 9

The consumer has the most to lose from medical identity theft.

Why Don’t Organizations Safeguard Their Information Assets?

A leading document security software provider has issued this statement,
which sums up the problematic irony in most organizations, regarding their
internal documents:

Despite repeated examples of data loss the industry has witnessed over the
past few years, and despite their disastrous consequences, many organi-
zations still lack clear data security policies and fail to deploy the right
security arsenal to prevent them. While they take all the necessary mea-
sures to protect their physical infrastructure and facilities—controlling
and restricting access to their physical sites—they fail to protect their in-
formational and digital assets. Yet, this is where a company’s innermost
secrets, intellectual property and value resides—confidential files, finan-
cial documentation, acquisition plans, customer information, sensitive
e-mails, exclusive product releases and other corporate records. All are
ultra-capital assets that need to be shielded from the outside world.10
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Organizations lacking in the policies and technologies necessary to
protect their internal confidential documents and communications should
begin an IG initiative and investigate technologies that can assist in enforcing
policies, such as endpoint security tools like information rights management
(IRM) that can secure electronic documents from their creation through their
entire lifecycle.11

But it’s not all about technology. It is also about leadership, commu-
nications, and corporate culture. Leveraging and enforcing IG policies to
create a culture of security and compliance may be the best weapon se-
nior management has to combat internal theft and industrial espionage.
Communications and training must be planned, methodical, and regular.
Safeguarding information assets is not a project—it is a constant process.

One thing is painfully true: Corporate espionage will continue to in-
crease. Most of it will go undetected, quietly eroding information assets
over time. The biggest question is whether or not your organization has put
in place the necessary steps to counter it and mitigate its risk, or whether it
will suffer steep losses like so many others.12

The most effective way to prevent industrial espionage is by embedding
data and document security into an organization’s culture.

The Blame Game: Where Does Fault Lie When Information
Is Leaked?

When information is spilled through an unintentional disclosure or data
breach the most frequent scapegoat is the employee who was closest to it.
He or she could be the person who lost a thumb drive or laptop, or the
one responsible for securing a particular document type in their functional
area. The higher-ups zero in on this person and place the blame squarely
on them, but what level of responsibility does the employer share? Are they
not responsible for corporate governance, and therefore IG? Are they not re-
sponsible for providing the technology and tools to help secure confidential
information assets?

There are policies that must be formed and technologies that must be
deployed, and these are the responsibility of the employer and senior man-
agement. In the event of a data breach, they need to first look at their
IG policies and business processes. Were the procedures (and enabling
technologies)—the tools employees need—in place to protect critical doc-
uments and data? Are lines of responsibility clear? Is there auditability and
accountability?
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Accidental or unintentional data breaches can be as damaging as mali-
cious or intentional ones. So IG policies must be set and tested and audited
regularly to ensure compliance and effectiveness. Only certain employees
should have access to confidential information assets, and always at the
proper time. Also, employees must be made aware of possible ways to lose
or compromise data. Training should be ongoing. Communication should
consistently enforce the message over a variety of media, week after week,
month after month. As Peter Abatan states in his blog, “It is only after
an organisation has employed the right tools that it can begin to hold its
employees responsible for a security breach.”13

Consequences of Not Employing E-Document Security

A senior executive pondered what could happen if his organization did
not use EDS software for safeguarding critical documents. What are the
potential consequences? The following are six ways an organization can be
negatively impacted, according to Abatan:

1. The perceived value of your business is eroded slowly through the loss
of your intellectual property to competitors that former employees join
or new startups by former employees.

2. Investor confidence in your business’ ability to safeguard trade secrets
begins to wane.

3. You really don’t have full control of where your information assets
are located and as such you cannot know when your confidential
information gets into the wrong hands.

4. You cannot control how your confidential information or sensitive
data is used once you send it to a third party.

5. Staff could mail confidential documents or sensitive data to the wrong
recipient after which you have no control.

6. You might never know when your intellectual property is taken with-
out permission and used in a way that is counter-intuitive to your
business.14

In addition, there is the potential direct cost of fines and legal fees
for compliance failures.15 To mitigate this risk, managers need to find out
how technologies, such as IRM and data loss prevention (DLP)—which are
discussed in detail later in this book—can prevent the flow of confiden-
tial information and intellectual property to competitors, and also develop
and enforce IG to implement the policies needed to protect confidential
e-documents.
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Chapter Summary: Key Points

■ Electronic document security (EDS) came to the forefront with the
revelation of leaked documents openly published by WikiLeaks.
This should be a wake-up call to all organizations.

■ The goal of a program to secure confidential information assets is
to provide complete document lifecycle security (DLS) for critical
electronic documents.

■ Industrial espionage and loss of confidential documents is rising,
and will continue to increase.

■ Loss of confidential documents and intellectual property causes real
economic damage to organizations, and erodes information asset
value.

■ Organizations should first take a serious look at the business pro-
cesses that support information governance when there is a data
breach or loss/misuse of confidential information assets.

■ Leakage and misuse of internal e-documents can be avoided by
developing information governance strategies to create and enforce
policies for EDS, and by deploying specific technologies to monitor
compliance.
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