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Dependability Concepts and Taxonomy

1.1 Introduction

Every single failure in any computing device is a potential cause for concern.
Reliable computing and fault tolerance, or, to use a more current term, dependable
computing, is a longstanding area of research and practical implementation. This
broad area of study started in the mid-fifties with John von Neumann’s construction
of reliable systems from unreliable systems or components. Over the years, signifi-
cant advancements and deployments have been made in commercial telecommuni-
cations, defense, and business applications that address a wide range of potential
failures. Today, an explosion in the complexity of systems, applications, and operat-
ing systems has resulted in ever-expanding failure sources. That, combined with
explosive growth in computing as an enterprise in all areas of human endeavor, has
brought forth new challenges and opportunities in designing dependable systems.
Further, early detection, rapid concurrent/online diagnosis, and efficient and com-
plete recovery are key to the design of systems that continue to operate in the event
of errors. They must be complemented by ongoing analysis and monitoring of fail-
ures, supported by strong statistical models. In dependability, an understanding of
real failures is critical in the design, implementation, deployment, and validation of
reliability techniques. Design and validation must go hand in hand in developing
new systems. While dependability techniques protect systems against known faults,
their greatest efficacy comes from their ability to safeguard against unanticipated
failures due to accidental errors or malicious attacks.

This chapter sets the theme of the book by first placing classic work on depend-
ability techniques in perspective and relating their importance for current com-
puting systems. That assessment is followed by a description of the complexity of
systems built using present-day hardware designs, architectures, and software
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technologies that pose compelling challenges in providing continuous availability
against a vast array of potential failures. Examples are provided of the develop-
mental (or changing) trends in these areas that motivate the need for a newer
perspective on dependability. The purpose of this chapter is to bring forth the
recent challenges and opportunities in the reliability domain. (Possible solutions
and techniques for fault tolerance and security will be explained as the book
unfolds in the remaining chapters.) The discussion concludes with an introduc-
tion of dependability concepts, definitions, a taxonomy of failures, and a sample
set of measurements from real systems in preparation for the next chapter’s
description of basic techniques.

The entire book follows the theme set by this chapter in introducing fundamen-
tals of techniques with examples of prior deployment of the techniques in systems
currently in use, with the goal of educating the reader on the applicability of these
techniques, and any modifications or adaptations they need for use in modern
and upcoming systems.

1.2 Placing Classical Dependability Techniques
in Perspective

The earliest diagnostic techniques were developed for testing and failure recovery
in the ILLTIAC machine at the University of Illinois [1, 2] in the 1950s. When
ILLIAC I (1950) and ILLIAC II (1961) were built at Illinois, fault diagnosis con-
sisted of a battery of programs that exercised different sections of the machine.
Typically, the test programs compared answers computed in two different ways, or
stressed what was suspected to be a vulnerable part. In the ILLTAC II, the arithme-
tic and control units were designed to operate asynchronously, using a double
handshake for each control signal and its acknowledgment. That protocol simpli-
fied the fault diagnosis, as it was used as an automatic fault detection mechanism.
Most faults caused the control to wait for the next step in the asynchronous hand-
shake protocol; that next step was identified using indicator lights for the flip-flops.

Spaceborne computing systems were one of the earliest avenues for dependabil-
ity design. Early work on dependability in space-mission systems was performed
on the JPL-STAR (Jet Propulsion Laboratory Self-Testing and Repair) computer
(1971) [3] and on Voyager [4], leading to work on the Boeing 777 [5]. Although the
craft carrying the JPL-STAR computer never went into space, its development
resulted in the design and implementation of a range of techniques that are con-
sidered standard today. The Voyager computer (launched in 1977) used block
redundancy (a form of a standby redundancy whereby redundancy is provided at
the subsystem level, e.g., at the altitude control subsystem, rather than internally
in each subsystem) for fault tolerance. Heartbeat-based hardware- and
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software-implemented techniques were used for error detection. For example, an
error would be detected in the hardware if a command for the primary (in the
dual-redundant configuration) arrived before the current command had been
completely processed, and in software error detection, an error would be detected
when the output unit in the primary remained unavailable for more than 14 sec-
onds. Further developments in dependability in aviation were used in the design
of the Boeing 777 fly-by-wire system, which used triple modular redundancy for
all hardware resources, including the computing system, airplane electrical
power, hydraulic power, and communication path.

The basic techniques established for hardware redundancy and software-based
fault and failure management, exceptions, and their handling in software, and the
use of error codes in memory systems, transmission, and disk systems have been
the mainstay of practical and commercial systems such as the AT&T No. 5 ESS [6],
IBM S/360, and IBM S/370 [7]. These systems included a combination of hard-
ware and software techniques and diagnostics that significantly advanced the
theory and practice of dependable computing. The methods have since been aug-
mented with computational algorithms and protocols to achieve consistency and
reliable operation in distributed systems [8].

While parity, ECC (error correcting codes) and redundant array of independent
disks have been widely used for commodity systems, the use of massive redun-
dancy in hardware and software has led to high overheads in performance costs,
hardware components, and software development costs. For example, the IBM
MVS operating system devotes 50% of its software code base to fault manage-
ment [9], while the IBM G5 processor dedicates 35% of its processor silicon area
to fault detection and tolerance hardware [10]. In addition to those overheads, the
validation of such systems has become increasingly complex and difficult. Thus,
the use of the techniques discussed above to build “one-size-fits-all” architectures
has become reserved for high-end, high-cost systems such as those used in mili-
tary, telecommunication, and financial applications. Until recently, those applica-
tion domains depended on traditional techniques in which redundancy in the
hardware, combined with hooks into the operating system, together supported
some level of software redundancy. On the other hand, until recently, failures in
commodity environments did not have such a big cost impact and hence were
either not addressed or at best marginally addressed.

With the explosion of computing devices, and in particular a variety of mobile/
handheld devices in a wide variety of applications, computing has become a social
enterprise. Massive computing data centers are distributed geographically, logi-
cally, and physically, servicing networked entities from telecom to Internet service
providers to banks (i.e., high-dependability domains). On the one hand, the likes
of Amazon and Google have increasingly adopted and invested in high-
performance computing systems. On the other hand, ubiquitous computing,
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present in everyday appliances such as washing machines and microwaves, vehi-
cles such as automobiles and airplanes, and applications such as e-commerce and
health monitoring, has dramatically changed the impact of computing system
failures on the world’s social and economic machinery. With computing now a
common enterprise, such outages can no longer be ignored or brushed aside with
a marginal or cursory solution. Dependability requirements for these systems are
nearly as high as those for the legacy systems that extensively used redundancy
throughout the system. However, the cost margin for high availability is typically
small, precluding the use of traditional techniques for commodity systems. New,
low-cost techniques that are tailored to the specific needs of the application are
required for the emerging domains. On the other end of the spectrum from
embedded, ubiquitous computing are new large-scale, high-performance com-
puting systems (i.e., supercomputers) for which dependability (or the ability to
compute through failures) is paramount for providing sustained performance at
scale. Such systems pose another important challenge with respect to dependabil-
ity. The domain-specific requirements of the varied systems discussed thus far,
failures during recovery in any system significantly change the dependability
dynamics of the system [6, 11]. However, this aspect has not been adequately con-
sidered in either the design or the assessment of computing systems.

1.3 Taxonomy of Dependable Computing

In this section, we introduce dependability concepts and definitions as prepara-
tion for the descriptions of dependability techniques that follow in the rest of
the book.

Avizienis and Laprie [12] described a taxonomy for dependable systems and
certain dependability measures. A subsequent publication by Avizienis et al. [13]
described a taxonomy that also included secure computing, as well as methodolo-
gies for evaluating the availability of a system with greater rigor. It introduced
dependability as a global concept that subsumes attributes such as reliability,
availability, safety, integrity, and maintainability. The consideration of security
brings in concerns for confidentiality, in addition to availability and integrity.
Although there have been attempts at quantification, e.g., [14], a consensus has
not yet emerged on how to measure dependability and security.

Figure 1.1 shows a refined dependability and security tree as described by
AviZienis et al. [13].

Since this book is primarily focused on dependability design and assessment,
this section will present a taxonomy related to dependability that draws on the
work mentioned above. We direct the reader to the referenced papers for more
in-depth understanding.
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Figure 1.1 Arefined dependability and security tree. Source: Avizienis et al.[13]. © IEEE.

1.3.1 Faults, Errors, and Failures

Within a computing system, it is useful to distinguish among faults, errors, and
failures as follows:

o A failure is a deviation of the delivered service from compliance with the speci-
fication, i.e., a failure is a departure from the service required of a system and is
a property of the external behavior of a system.

e An error is part of the system state that has been damaged by the fault and, if
uncorrected, can lead to a failure. Here, fault tolerance is based on detection of
latent errors before they become active, followed by replacement of the errone-

ous part of the state with an error-free state.

o A fault is the adjudged or hypothesized cause of an error.
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Example: A programmer’s mistake is a fault in the written software. When the
system executes the erroneous instructions with certain data values, the fault
becomes active and produces an error. When the erroneous data affect the deliv-
ered service, a failure occurs.

The ultimate result of a failure is loss of system reliability and availability. The
sections that follow discuss faults, errors, and failures and their relationships in
more detail and begin to consider approaches to meeting reliability requirements
in spite of them.

1.4 Fault Classes

One way to classify faults, based on Siewiorek and Swarz [6], is based on their
temporal persistence:

e Permanent faults, sometimes called hard faults, are continuous and stable. They
include random failures, natural radiation, hardware and software design
errors, system upgrades, and changes to requirements.

o Intermittent faults are present only occasionally and are due to instability in the
hardware or software. They include natural failures and faults triggered by tran-
sient power failures. They are the most difficult faults to diagnose; they may
appear transient and may be hard to recreate.

o Transient faults, sometimes called soft faults, result from temporary environ-
mental conditions. Transient faults include power failures, switching failures,
natural radiation, single upsets, multiple upsets, and software faults. They origi-
nate in hardware or are due to software bugs such as synchronization and tim-
ing errors. Ninety percent of field errors are due to transient faults [15].

Faults may also be classified by their origin, again following [6]:

e Physical faults stem from physical phenomena internal to the system, such as
shorts, or from external changes, such as vibration.

e Human-made faults include design and procedural faults as well as human-
machine interaction faults that occur during maintenance or operation.

1.5 The Fault Cycle and Dependability Measures

Four important metrics measure system dependability: reliability, maintainabil-
ity, availability, and safety. They are defined in terms of the concepts of mean time
to failure (MTTF) or mean time to error (MTTE), mean time between failures
(MTBF), mean time to catastrophic failure (MTTCF), fault latency, error latency,
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Reliability:
- Previous repair A measure of the continuous delivery of service;
R(t) is the probability that the system will survive
(will not fail) throughout [0, t];
<— Fault occurs expected value: MTTF(Mean Time To Failure)

Maintainability:
Fault latency A measure of the service interruption
M(t) is the probability that the system will be
| Error—(fault repaired within a time less than t;
T becomes active) expected value: MTTR (Mean Time To Repair)
Error latency Availability:
A measure of the service delivery with respect to
Error/failure detection  the alternation of the delivery and interruptions
I (parity error) A(t) is the probability that the system will deliver
a proper (conforming to specification)service at
Repair time agiven time t.
expected value: EA=MTTF/(MTTF+MTTR)
—+— Repair memory Safety:
A measure of the time to catastrophic failure
1 Next fault occurs S(t) is the probability that no catastrophic failures
will occur during [0, {];
expected value:
MTTCF(Mean Time To Catastrophic Failure)

MTTF | mTBF

Figure 1.2 Dependability measures in relation to the fault cycle.

and repair time; all are understood with reference to the fault cycle, as shown in
Figure 1.2.

Note that increased error latency increases the likelihood that multiple errors
will occur, placing a greater burden on recovery mechanisms. It also increases the
likelihood of error propagation, which is why error containment boundaries are
important.

Figure 1.2 also defines basic dependability metrics: (i) reliability (a measure of
the continuous delivery of services), (ii) maintainability (a measure of the service
interruption), (iii) availability (a measure of service delivery with respect to the
alternation of the delivery and interruptions), and (iv) safety (a measure of the
time to catastrophic failure).

Note that in theory, high availability can be achieved with a low MTTF, as long
as the MTTR is very low. In practice, however, those two quantities are closely
related: they tend to increase together. In other words, it is very unlikely that a
system that crashes frequently will offer a very fast and robust recovery service.

1.6 Fault and Error Classification

This section provides a brief, somewhat generic discussion of broad classes of
faults/errors. The purpose is not to be comprehensive, but to articulate major dif-
ferences between hardware and software faults/errors.
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1.6.1 Hardware Faults

Hardware fault modeling is better understood than software fault modeling.

Hardware fault models include four types: the gate level or stuck-at model, the

module-level model, the functional-level model, and the system-level model.
The stuck-at model assumes the following:

1) The lines in the gate-level circuit are stuck at 0 or 1.
2) Faults are located at inputs and outputs of gates.
3) The basic functionality of gates remains unchanged.

Examples: Physical failures in MOS circuits; a faulty contact; a transistor stuck
open or closed; open metal lines; or shorts between adjacent metal lines.

The module-level model applies to hardware components that are more complex
than simple logic gates, such as decoders and programmable logic arrays.
Examples: In a decoder, an incorrect line is activated instead of the desired line, or
an incorrect line is activated in addition to the desired line.

The functional-level model applies to memories, ALUs (arithmetic logic units),
and network switches. Examples: Memory in which one or more cells are stuck at
0 or 1, one or more cells fail to undergo 0-1 or 1-0 transition, two or more cells are
coupled, a 1-0 transition in one cell changes contents in another cell, more than
one cell is accessed during a READ or WRITE, or a wrong cell is accessed during
a READ or WRITE.

The system-level model applies to higher-level system components, e.g., several
CPUs, or a memory, network, or disk subsystem. Example: In a parallel processor
topology, a processor or a communication link between processors is faulty.

1.6.2 Software Faults and Errors

Software faults are often referred to as software bugs. Computer pioneer Grace
Hopper described how that term was coined after a malfunction in an early elec-
tromechanical computer was caused by a “moth trapped between points at Relay
#70, Panel F, of the Mark II Aiken Relay Calculator while it was being tested at
Harvard University, 9 September 1945. . .. The operators affixed the moth to the
computer log, with the entry: First actual case of bug being found [. . .]”. They thus
coined the term bug and joked that they had “debugged” the machine - thus also
introducing the term debugging now used to describe removal of software faults
from a computer program [16].

Most software bugs are mistakes made by people during the design or coding of
a program, and a few are caused by compilers that produce incorrect code.
Software bugs have been classified as permanent and transient; Gray [17], for
example, classified software faults into “Bohrbugs” and “Heisenbugs.” Bohrbugs,
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whose name was inspired by the Bohr model of the atom, are permanent design
faults. By nature they are very nearly deterministic. During testing and debugging
(i.e., the early deployment phase), Bohrbugs can be easily identified and weeded
out. On the other hand, Heisenbugs (whose name was inspired by the Heisenberg
uncertainty principle in physics) are intermittent and, as such, belong to the class
of temporary internal faults. Heisenbugs are, in essence, permanent faults with
activation conditions that occur rarely and are not easy to reproduce. Such faults
give rise to transient failures, and if the software is restarted, the failures will not
necessarily recur. Heisenbugs are likely to circumvent testing, as the bug-catcher
may perturb the situation enough to make the Heisenbug disappear [17].

The majority of studies on failure data have shown that a significant proportion
of software failures are transient [15, 17] and are caused by phenomena such as
timing, overloads, and exception errors. Studies of failure data from Tandem’s
fault-tolerant computer system reported that 70% of its failures were transient,
triggered by faults such as race conditions and timing problems [11].

1.6.2.1 The GUARDIAN90 Operating System

Lee and Iyer [11] presented an analysis of software failure data on the Tandem
GUARDIANO90 operating system. The analysis examined a collection of memory
dumps of field reports on software failures, and resulted in the classification
scheme presented in Table 1.1. A total of six classes of software errors were
distinguished.

1.6.2.2 IBM-MVS (z0S) and IBM Database Management Systems

Table 1.2 presents a classification of error types obtained from failure reports from
the IBM-MVS operating systems [18] and two large IBM database management
systems, DB2 and IMS [19]. A total of 12 classes of faults were distinguished in
these studies. It was observed that the overall error-type distributions for the three

Table 1.1 Error classes for Tandem GUARDIAN90.

Incorrect computation  Arithmetic overflow or use of incorrect arithmetic function

Data fault Use of an incorrect constant or variable

Data definition fault ~ Fault in declaring data or in defining data structure

Missing operation Omission of a few lines of source code
Side effect of code Not all dependencies between software modules were
update considered when software was being updated

Unexpected situation  Routines to handle rare but legitimate operational scenarios not
provided

9



10| 1 Dependability Concepts and Taxonomy

Table 1.2 Error classes for IBM-MVS and IBM database management systems.

Allocation management Module uses a memory region after deallocating it.

Copying overrun Program copies data past end of buffer.

Pointer management Variable containing address of data was corrupted.
Wrong algorithm Program works but uses wrong algorithm.
Uninitialized variable Variable used before it is initialized.

Undefined state System goes into state designers did not anticipate.
Data error Program produces or reads wrong data.

Statement logic Statements executed in the wrong order or are omitted.
Interface error Module’s interface is defined or used incorrectly.
Memory leak Program does not deallocate memory it has allocated.
Synchronization Error occurs in locking or synchronizing code.

products (IBM-MVS, DB2, and IMS) differ significantly. However, some aspects of
the error type distributions are invariant, for instance, the dominating error type,
undefined state.

An important contribution to the classification and understanding of software
faults/errors was the development of Orthogonal Defect Classification (ODC) [20].
ODC was proposed by R. Chillarege at IBM T.J. Watson to bring measurement into
the software development process. By measuring and analyzing software defects,
ODC provides methods for understanding and controlling the design and test
process.

ODC'’s roots go back to the early stages of software-implemented fault injection
(SWIFI). The concept of ODC Trigger reflects the need to understand the error
mechanisms for fault injection by studying real field failures [18]. A defect, defined
as a necessary change to software that must be made for the software to be usa-
ble [21], is the target of the final repair actions that follow the discovery of a fault.
Since defects can exist through the entire development process and field life of a
product, they are an excellent source of information that can be used to under-
stand and characterize all stages of the software development process.

ODC requires that each defect be categorized/characterized by a prescribed
attribute value set. A rigorous empirical process is employed to determine the
attribute values that describe the defect and produce a specific measurement of
the development process [22]. For example, Defect Type and Trigger are two key
ODC attributes. The Defect Type captures the meaning of the fix, expressed in a
value set that describes design or programming terms and maps to the develop-
ment process via a set of associations and probabilities. The defect type attributes
were initially established empirically [20]. The Trigger maps into the test process
and expresses conditions that lead to the surfacing of a defect.
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The classes of software faults identified using ODC were used as a basis for
emulation of software faults using fault injection. Based on the observation that a
large percentage of faults can be characterized in a precise way, a set of emulation
operators was established to mimic software faults. A software fault injection
technique (G-SWFIT) based on emulation operators derived from field study was
proposed [23].

1.7 Mean Time Between Failures

We also know that mean time between failures (MTBF) can vary greatly between
systems designed for fault tolerance and other systems. For example, consider the
data in Table 1.3.

The Los Alamos National Laboratory collected and published data regarding
the failure and usage of 22 of their supercomputing clusters [24]. The root causes
of the failures were classified into the following categories: (i) Facilities, (ii)
Hardware, (iii) Human Error, (iv) Network, (v) Undetermined, and (vi) Software.
The data were previously analyzed by Schroeder and Gibson [25] from CMU to
study the statistics of the data in terms of the root causes of the failures, mean
time between failures, and the mean time to repair.

Table 1.3 provides the details of the systems. In the “Production Time” column,
the range of times specifies the node installation-to-decommissioning times. A
value of “N/A” indicates that the nodes were installed before the observation period
began. For those machines, the beginning of the observation period (January 1996)
was used as the starting date for calculating the production time. For some machines,
multiple ranges of production times were provided because the systems were
upgraded during the observation period; each production time range corresponds to
a set of nodes within the system. For the sake of simplicity, for all such machines,
we consider the production time to be the longest range among the specified ranges.

The failure data for a single system include the following fields:

System: The number of the system under study (as specified by the Los Alamos
National Laboratory).

Machine type: The type of the system (smp, cluster, numa).

Number of nodes: The number of nodes in the system.

Number of processors per node: Notably, some systems are heterogeneous in
that they contain nodes with different numbers of processors per node.

k
Number of processors total: Total number of processors in the system = Z"i X D,
i

where, for a system, k is the number of node types in the system, n; is the num-
ber of nodes of type i, and p; is the number of processors in a node of type i.

11
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Production time: The time between the installation and decommission of the
system. If the system was in production at the end of the observation period, we
consider that to be the end time.

Mean time between failures (MTBF) (in hours, h): The average time between
failures of the system, calculated as the ratio of the production time and the
number of failures.

Mean time to repair (MTTR) (in hours, h): The average time for which the sys-
tem was unavailable due to repair.

MTBF -MTTR
Availability: Calculated as (—)
MTBF

1.8 User-perceived System Dependability

Some studies on failure data analysis have attempted to measure dependability as
it is perceived by customers/users. From the user’s perspective, dependability
characterizes the ability of a machine or system to provide service, not just to
survive.

In 2000, Chandra and Chen [26] evaluated the hypothesis that generic recovery
techniques such as process pairs can survive most application faults without using
application-specific information. They examined three large, open-source appli-
cations examined. Information from the bug reports and source code were used to
classify faults related to the faults’ dependence on the operating environment. A
quite large percentage of the faults (72-87%) were found to be independent of the
operating environment, and recovery from the failures caused by these faults
required the use of application-specific knowledge. Of the remaining faults, half
depended on a condition in the operating environment that was likely to persist
on retry, and the failures caused by these faults were also likely to require
application-specific recovery. Only 5-14% of the faults were triggered by transient
conditions (e.g., timing and synchronization) that inherently self-correct during
recovery. Results from this study showed that classical application-generic recov-
ery techniques (e.g., process pairs) would be insufficient to enable applications to
recover from the majority of failures caused by application faults.

For example, a study [27] of a LAN of Windows NT-based mail servers indicates
that while the measured availability of the system was 99%, the user-perceived
availability was only 92%, i.e., the system was often alive but unable to provide a
required service. A later analysis [28] reports similar figures on system availability
of a Windows NT cluster consisting of two thousand workstations and servers.
The need to account for the user’s perception of system dependability is also
stressed in an analysis of Windows 2000 dependability [29].

13
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1.9 Technology Trends and Failure Behavior

As technology matures, the user set changes, the degree of product sophistication
increases, and new sources of failures become prominent. It is important to
understand these trends to determine the techniques that would be most effective
in preventing, detecting, and recovering from the new sources of errors. One of
the main trends driving the design of modern dependable systems has been the
change in failure rates as well as the change in the dominant sources of failures.
By and large, we can conclude that hardware failure rates are currently down,
while the relative contribution of software in failures is up.

Through the years, transient faults have typically been associated with the
corruption of stored data values. The phenomenon was reported in adverse
operating conditions as early as 1954, first in areas close to nuclear bomb test
sites and later in space applications [30, 31]. Since 1978, dense memory circuits
(both DRAM and SRAM) have been known to be at risk from soft errors caused
by alpha particles from both IC packaging and cosmic rays. Following a tran-
sient failure, a hardware device can recover its full capability. Nonetheless,
such a failure can be catastrophic for the correct execution of a program; a cor-
rupted intermediate value, if not handled, can corrupt all subsequent
computations.

Continuously decreasing feature sizes and supply voltages of devices will lessen
capacitive node charge and noise margin. Inevitably, even flip-flop circuits will
become susceptible to soft errors [32]. The high clock rate of modern processors
makes the problem worse by increasing the probability of a new failure mecha-
nism whereby a momentarily corrupted combinational signal is latched by a flip-
flop. Continual pushing of the processor performance envelope will soon place
users and developers in an unfamiliar realm where logically correct implementa-
tions alone cannot guarantee correct program execution with acceptable confi-
dence. Explicit error detection and correction techniques have long been
incorporated into the architectures provided by vendors of high-availability plat-
forms. The basic techniques involve space redundancy (achieved by carrying out
the same computation on multiple independent pieces of hardware at the same
time and corroborating the redundant results to expose errors), information redun-
dancy (e.g., parity and ECC), and time redundancy (whereby redundant computa-
tion is obtained by repeating the same operations multiple times on the same
hardware).

Memory arrays can be ECC-protected relatively efficiently because the cost of
the coding logic can be amortized over the array. Application of ECC to indi-
vidual registers in a processor may require a significant amount of overhead
and increases the critical path delay. Typically, information redundancy is
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reserved for memory, caches, and perhaps register files, whereas space-
and time-redundant techniques are employed elsewhere in the processor. A
shortcoming of time redundancy is that persistent hardware faults may intro-
duce identical errors to all redundant results, making errors indiscernible. A
complementary shortcoming of space redundancy is that a transient failure
may affect the space-redundant hardware identically, again making errors
indiscernible.

Table 1.4 summarizes the changes over the last four decades in terms of the
technology, error/fault sources, number of users, and their level of sophistication/
training [33]. One consequence of the dropping hardware failure rate is that other
failure modes have become more prominent. Increasing software complexity has
gradually contributed to a larger proportion of system outages. Throughout the
1980s, as fault tolerance methods were being developed for hardware and the inci-
dence rate of hardware failures was dropping, software failures became more
prominent. At the same time, the focus on software reliability methods was mar-
ginal. In the high-end server business, most of the development budgets were
focused on new functionality, as that was a growth segment into the 1990s. The PC
segment was at its inception, and functionality was the focus there as well. As a
consequence, software failures - a class of problems whose damaging effects
could be as significant as hardware outages that took down entire systems -
became more evident.

An important development in providing runtime mechanisms for handling
software failures was the inception of design diversity. The seminal academic
work materialized as the N-Version Programming [34], Recovery Blocks [35], and
N-Self-Checking [36] approaches. Extensive experimental studies (e.g., [37]) were
conducted to assess the effectiveness of the proposed solutions. Examples of
industrial use span embedded control systems, in particular in the avionics and
railway domains; e.g., [38, 39].

The following sections briefly discuss the issues that have emerged at the hard-
ware and platform levels. We then turn to a discussion of cloud computing as an
example of a computing paradigm that encompasses new technological trends
while still being impacted by the aforementioned challenges.

1.10 Issues at the Hardware Level

o If standard redundancy techniques were to be applied as is, they would scale
costs by a factor of the degree of integration of the processing elements.

- For instance, consider this quick back-of-the-envelope calculation. For the

$200 million Blue Waters supercomputer deployed at the University of
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1.11 Issues at the Platform Level

Illinois [40], requiring a hardware overhead of 35% would incur approxi-
mately $70 million in costs ($200M X 0.35), a sizeable amount.

e Process variations are an additional factor that has grown more important over
time because of the decreasing feature size and increasing complexity that are
resulting from greater and greater levels of integration.

o With decreasing feature sizes, issues such as negative bias temperature instabil-
ity (NBTI) [41] have arisen as key reliability concerns at the device level.

- The bug in Intel's Cougar Point SATA (Serial Advanced Technology
Attachment) port on the 6-Series Chipset is an example of the impact of fail-
ures on device-level integration [42]. Cougar Point (Intel’s 6-Series Chipsets,
H67/P67) has two sets of SATA ports: four that support 3-Gbps operation,
and two that support 6-Gbps operation. Each set of ports requires its own PLL
(phase-locked loop) source. On 31 January 2011, Intel announced that it had
identified a bug in the 6-Series Chipset, specifically in its SATA control-
ler [43]. Intel stated that “in some cases, the Serial-ATA (SATA) ports within
the chipsets may degrade over time, potentially impacting the performance
or functionality of SATA-linked devices such as hard disk drives and DVD
drives.” Intel began shipping the corrected version of the chipset in late
February of 2011. The recall reduced Intel’s revenue by around $300 million,
and it cost around $700 million to completely repair and replace affected
systems.

1.11 Issues at the Platform Level

The use of virtual machine-based systems has drastically transformed the system
view by introducing the hypervisor in between the operating system and the hard-
ware. The relationship between the hypervisor/virtual machine monitor (VMM)
and a guest operating system is analogous to the former relationship between the
operating system and the application processes running atop it. The hypervisor
introduces a new set of interactions (with both the operating system and applica-
tions) and consequent system failure modes.

The non-uniform, dynamic geographic distribution of nodes (in the current
cloud computing environment) violates the assumptions of traditional distributed
systems regarding communication overheads, resulting in a need to adapt these
systems for efficiency in spite of the additional performance-deterring factors.
Legacy techniques such as synchronous and asynchronous checkpointing already
incur significant overhead and cannot be applied naively in the new scenario
without investigation. Added to that are the high and nondeterministic costs that
result from the dynamic nature of distributed systems.

17
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1.12 What is Unique About this Book?

While this book reflects the experience and expertise of the authors in design and
validation of dependable systems, it also introduces a holistic view of dependabil-
ity and discusses techniques and approaches for achieving dependability from the
system perspective.

System or application failures can originate in faults/errors at different levels of
the system hierarchy (hardware, operating system, communication layer, middle-
ware, or application). Therefore, a system (hardware and software) perspective is
needed to properly handle design issues in dependable computing. Figure 1.3
depicts a basic system hierarchy and poses relevant questions that a system designer
or developer must answer before building a dependable computing system.

At each system level - applications, middleware, communications, operating
system, hardware, and network — we can ask ourselves what reliable dependability-
supporting mechanisms are provided and what mechanisms can be added. In
answering those questions, we must consider how hardware and software tech-
niques can be combined; specifically, how fast error detection in hardware and
high-efficiency detection and recovery in software can be coordinated, bearing in
mind that fault-tolerance mechanisms in both hardware and software must them-
selves be self-checking and fault tolerant. We must also consider how to assess
whether the dependability achieved is sufficient to meet system requirements.
State-of-the-art techniques available to us at each of the four levels (and discussed
in this book) are shown in Figure 1.4.
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Applications

Checkpointing and rollback, application
replication, software, voting (fault masking),
process pairs, robust data structures,

recovery blocks, N-version programming,

Application program

. Software interface (API)
implemented

resilience

Middleware

CRC on messages, acknowledgment,

Reliable communications watchdogs, heartbeats, consistency protocols

. Memory management, detection of process
Operating system failures, hooks to support software fault
tolerance for application

System network

Error correcting codes, N_of_M and standby
redundancy , voting, watchdog timers, reliable
storage (RAID, mirrored disks)

Hardware | Processing elements
Memory
Storage system

Figure 1.4 Techniques available at each system level.

1.13 Overview of the Book

The intended audience of this book ranges from students who wish to learn the
fundamentals of dependable computing, to dependability researchers and engi-
neers and software and hardware developers. The goal of this book is to present
the fundamentals of designing computer systems for dependability. We will
begin by introducing key terms and concepts and go on to illustrate and explain
a wide range of design and implementation techniques. Because the design of
dependable systems is as much an art as a science, our approach will be to pro-
vide, through real-life examples, a repertoire of ideas and techniques that you,
the designer, can draw upon and adapt according to your constraints and require-
ments. We will discuss issues and techniques from both hardware and software
viewpoints in the context of selected dependable systems, including distributed
systems and networks.

To interest readers in the potential applications of dependability, in Chapter 5,
we start with a set of illustrative case studies of systems that have paved the way
for modern dependability and still remain relevant. At the same time, we present
a spectrum of computing paradigms in which dependability has applications. We
are going to present a system-level perspective that encompasses both hardware
and software. To do so, we will first introduce hardware redundancy techniques.
We will then present a variety of error-detecting and -correcting codes as well as
noncoding detection techniques. Fault-tolerance techniques employed at the pro-
cessor level in academic research and commercial systems will be presented. We
will describe software fault tolerance techniques, including process pairs, robust

19
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data structures, recovery blocks, and N-version programming, giving examples of
an online transactional processing system and a controller database.

An entire chapter is devoted to dependability measurement of real and labora-
tory systems, in particular how to measure the robustness of operating systems
and the effectiveness of techniques introduced at the operating system level. The
fault models and primitives used in evaluating computing systems through
software-implemented fault injection are presented in the chapter that covers
fault injection techniques/approaches.

Network-specific issues include mechanisms and algorithms for providing
consistent data and reliable communications in a network of distributed applica-
tions. We present broadcast, agreement, and commit protocols and illustrate
them in the context of a reliable platform. We also compare the effectiveness and
costs of a reliable design that relies on replication and one that relies on
self-checking.

We then introduce the fundamentals of checkpointing and recovery techniques,
followed by a discussion of the additional considerations involved in checkpoint-
ing large-scale systems. Checkpointing and rollback recovery are illustrated using
three examples: a commercial, distributed database system (a “macro” example);
checkpointing of multi-threaded processes (a “micro” example); and an operating
system that supports checkpointing and recovery.

Validation is a key step, often overlooked or inadequately executed, in the design
of any dependable system. Early validation of a system using modeling has been
dealt with in detail by many others, e.g., Trivedi [44] and Sahner and Trivedi [45]
(SHARPE), Clark et al. [46] (M6bius), and Ciardo and Miner [47] (SMART). In
this book, we will address validation through field measurements and fault injec-
tions. Fault injection is an effective and common method for validating a depend-
ability technique. Fault injection techniques can be implemented at various levels
in a system, either in hardware or in software.

The book concludes with a chapter on understanding the dependability chal-
lenges of modern-day systems and paradigms: virtualization and cloud systems in
software and system architecture, multicore processors in hardware, and stream
processing in applications. We look into the dependability techniques applied in
those areas in light of the techniques discussed in all the previous chapters.

References
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