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Historical Evolution of Substation 
Automation Systems (SASs)

The key goal in the operation of electrical power systems is to maintain the energy balance 
between generation and demand in an economic manner. This often requires changes in system 
configuration to keep voltage and frequency parameters at acceptable pre‐specified ranges; 
furthermore, configuration changes are needed for maintenance work at utility installations or 
for clearing faults due to short‐circuit currents. Typical changes in system configurations include 
connection and disconnection of generators, power transformers, transmission lines, shunt reac-
tors and static reactive power compensators. Therefore, such changes in system configuration 
are made through control facilities available in both generation stations and substations located 
along transmission and distribution systems (see a view of a substation in Figure 1.1).

Until a few decades ago, the control of electric substations was based on systems consisting 
of discrete electronic or electromechanical elements, where several functions were carried out 
separately by specific subsystems. Although those arrangements were reliable because the 
failure of a subsystem does not affect the performance of the rest of control facilities, it was 
also quite expensive, as they require a large investment in wiring, cubicles and civil engi-
neering work. Back then, stations were controlled through a large mimic control board located 
in the main control house, as shown in Figure 1.2.

Sometimes, primary arrangements of substations were placed outside control cubicles 
lodged in dedicated relay rooms (Figure 1.3).

One of the most emblematic components of that age was the flag relay shown in Figure 1.4, 
which was the main way to display alarms for the attention of the substation operator.

In terms of civil engineering work, some substations were provided with large concrete 
channels where several kilometers of copper cables were run, as shown in Figure 1.5.

When microprocessor based substation control systems were originally developed, they 
were conceived as RTU‐centric architecture, and later a distributed LAN architecture became 
the predominant technology. In more recent years, when control systems and other secondary 
systems began to incorporate new communication technologies and Intelligent Electronic 

1

0002570024.indd   1 9/5/2015   1:17:27 PM

CO
PYRIG

HTED
 M

ATERIA
L



Figure 1.1  View of a 765 kV electric substation. Source: © Corpoelec. Reproduced with permission 
of Corpoelec

Figure 1.2  Old mimic control board. Source: © Corpoelec. Reproduced with permission of Corpoelec
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Figure  1.3  Substation primary arrangement shown outside control cubicles. Source: © Corpoelec.  
Reproduced with permission of Corpoelec

Figure 1.4  Flag relay. Source: © Corpoelec. Reproduced with permission of Corpoelec
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Devices (IEDs), the complete set of secondary facilities and functionalities was referred to as 
“Substation Automation Systems” (SASs).

1.1  Emerging Communication Technologies

Development of communication technologies represents an important step allowing SASs to 
be more and more versatile and increase functionality. The most influential new technologies 
applied in substations are described in the following sections.

1.1.1  Serial Communication

Serial communication is the process of sending data one bit at a time, over a single commu-
nication line. In contrast, parallel communication requires at least as many lines as there are 
bits in a word being transmitted. This kind of communication was widely used at the 
beginning of the digital technology incursion in substations; in particular for relay to relay 
connections through a RS‐232 interface. In recent years, instead of serial communication, 
Ethernet connectivity is gaining a place.

1.1.2  Local Area Network

As a group of computers/devices connected together locally to communicate with one another 
and share resources, this solution was early dedicated to office environments and later intro-
duced to industrial applications, including substations. The use of LANs in a substation is 
increasing, in particular the Ethernet LAN specified in Standard IEEE 802.3.

Figure 1.5  Old cabling channels. Source: © Corpoelec. Reproduced with permission of Corpoelec
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1.2  Intelligent Electronic Devices (IEDs)

Generally, this refers to any device provided with one or several microprocessors able to 
receive/send data to or from another element. The most common IEDs used in substations are 
the following types:

1.2.1  Functional Relays

Digital relays (sometimes called computer relays, numerical relays or microprocessor‐based 
relays) are devices that accept inputs and process them using logical algorithms to develop 
outputs addressed to make decisions resulting in trip commands or alarm signals. Early on, 
this kind of relay was designed to replace existing electromechanical or electronic protective 
relays and some years later they were also extended for use in control and monitoring functions.

1.2.2  Integrated Digital Units

Integrated digital units (also called multifunctional relays) have been developed for improving 
the efficiency of the substation secondary system decreasing the total cost of the asset by adding, 
in one element, several functions such as protection, control, monitoring and communication. 
This kind of device is widely used in particular for medium voltage substations where required 
availability is not a critical aspect.

1.3  Networking Media

The physical structure of LANs compresses cabling segments and connectivity devices allow 
computers and other IEDs connected to the LAN to share data and communicate. In the past, 
these elements were made up of copper wires and standardized communication ports and 
interfaces. Nowadays, these networking media are made with the following resources:

1.3.1  Fiber‐Optic Cables

The use of optical technology eliminates the need for thousands of copper wires in a substa-
tion and replaces them with a few fiber‐optic cables, making savings derived from installation 
and maintenance work while at the same time increasing worker safety and power system 
reliability. The main technical advantages in using fiber‐optic cables in substations include 
high immunity to electrical interference and generous bandwidth. Today, the industry offers 
standardized fiber systems compatible with IEC 61850 devices oriented at reducing the chance 
of mistakes and minimizing costs in testing and commissioning activities.

1.3.2  Network Switches

These components are required to network multiple devices in a LAN. Their main function is 
to forward data from one device to another on the same network. They do it in an efficient 
manner since data can be directed from one device to another without affecting other devices 
on the same network. The most popular network switch used today in substations is the 
Ethernet switch, with different features or functions.
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1.4  Communication Standards

Standards development is currently like “the motor” for SAS evolution. Initially, the 
Standard IEC 61850 had solved the important paradigm of vendor dependence that was 
blocking the advances in digital SAS installation for some years. Now, the Standard IEEE 
803.2 allows an increase in networking facilities and functionalities. Both standards repre-
sent the state of art of SAS design and implementation as we know today, bringing clear 
rules for hardware design trends by manufacturers and more confidence in SAS users 
worldwide.

1.4.1  IEC Standard 61850 (Communication Networks and Systems 
for Power Utility Automation)

This Standard is a collection of publications intending to satisfy existing and emerging needs 
of the power transmission industry keeping interoperability as the main goal (allowing IEDs 
provided by different vendors to exchange data and work together in an acceptable manner). 
The Standard is based on continuous research and studies carried out by prestigious institutions 
such as UCA, CIGRE and IEEE, as well as the IEC itself. The scope of the standard currently 
is mainly addressed at the following:

•• Technically define communication methods and specify their quality attributes.
•• Provide guidelines for SAS project management and network engineering.
•• Give recommendations for SAS testing and commissioning.
•• Establish procedures for communication between substations.
•• Define methods for communication between substations and remote control facilities.
•• Provide guidelines for wide area control and monitoring.

The IEC still continues to develop several new areas. Utilities are waiting for them.

1.4.2  IEEE Standard 802.3 (Ethernet)

This standard defines the communication protocol called the “Carrier Sense Multiple Access 
Collision Detect” (CSMA/CD), which works under the broadcasting principle of carrying all 
delivered messages to all IEDs connected to a LAN. Currently, the standard maintains leadership 
on a LAN substation since such protocols were adopted by the IEC 61850 Standard as their 
communication platform. IEEE is very active in introducing innovations as the basis for network 
protocols, leaving behind a long history of proprietary protocols.

All these technological changes now provide the opportunity to have comfortable solu-
tions for SAS design at reasonable cost and with reasonable levels of risk, in such a way 
that modern SAS are equipped with clean and sophisticated control cubicles lodged in 
appropriate control rooms (see Figure 1.6), and are operated from the main control house 
by means of ergonomic control desks such as that shown in Figure 1.7. This allows substa-
tion owners to get a high performance system characterized by excellent availability and 
reliability.
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Figure 1.6  Control cubicles of a modern SAS. Source: © Corpoelec. Reproduced with permission of 
Corpoelec

Figure 1.7  Operation desk of a modern SAS. Source: © Corpoelec. Reproduced with permission of 
Corpoelec
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