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Windows Server 2016 InstallationWi d S 2016 I t ll ti
and Management
Windows Server 2016 builds on the installation and management processes of earlier

Windows Server versions. To install Windows Server 2016, you need to understand the edi-

tions of Windows Server 2016 and how they are licensed. This will enable you to select the 

edition of Windows Server 2016 that best meets your needs. You also need to select an 

appropriate installation method such as automation with Windows Deployment Services.

After installing Windows Server 2016, Server Manager is the main interface that you’ll use 

for management. From Server Manager, you can launch tools that you can use to manage and 

monitor Windows Server 2016.

IN THIS CHAPTER, YOU WILL LEARN TO:

◆ Defi ne a deployment process

◆ Select an edition of Windows Server 2016

◆ Select an activation method

◆ Monitor Windows Server 2016

Windows Server 2016 Editions and Licensing
Microsoft has had various editions of Windows Server with each generation. Depending on the

generation of Windows Server, varying editions came with different features or different licens-

ing. You can obtain Windows Server 2016 Standard or Windows Server 2016 Datacenter. The vast 

majority of features are the same between the two editions, but there are some signifi cant differ-

ences worth noting and they are listed in Table 1.1.

Table 1.1: Windows Server 2016 Edition Diff erences

Feature Description

Virtualization Licensing One Windows Server 2016 Standard license can be used for two virtual 
machines on a single virtualization host.

One Windows Server 2016 Datacenter license can be used for an unlimited 
number of virtual machines on a single virtualization host.
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Feature Description

Software Defi ned
Networking

Th is feature that applies policies to control network confi guration and secu-
rity is not included in Standard edition.

Shielded Virtual
Machines

To confi gure Shielded virtual machines, the Hyper-V host must be running 
Windows Server 2016 Datacenter edition.

Hyper-V Containers Windows Server 2016 Standard has a limit of two Hyper-V Containers
per Hyper-V host. Windows Server 2016 can have an unlimited number
of Hyper-V Containers.

Both editions of Windows Server 2016 can have an unlimited number of 
standard containers.

Storage Replica Th is feature that synchronizes data between two servers is available only in
Windows Server 2016 Datacenter edition.

Storage Spaces Direct Th is feature that provides high availability for fi le shares is available only in
Windows Server 2016 Datacenter edition.

As you can see from Table 1.1, there are only a few feature differences between Windows

Server 2016 Standard and Windows Server 2016 Datacenter. If those features are not required,

then the primary driver for selecting an edition of Windows Server 2016 is usually virtualiza-

tion licensing.

Most organizations deploy new servers as virtual machines. With a single Windows Server 

2016 Standard license, you can install Windows Server 2016 Standard with Hyper-V for a vir-

tualization host and confi gure two virtual machines with Windows Server 2016 Standard. By 

purchasing a second Windows Server 2016 Standard license, you can add two more virtual 

machines running Windows Server 2016 Standard. In smaller organizations with only a few

virtual machines per virtualization host, it is often cost-effective to use Windows Server 2016

Standard.

In larger organizations with many virtual machines, it is often more cost-effective and easier

to manage if you use Windows Server 2016 Datacenter. With a single Windows Server 2016

Datacenter license, you can install Windows Server 2016 Datacenter with Hyper-V for a virtual-

ization host and confi gure an unlimited number of virtual machines on that host.

Virtualization Licensing without Hyper-V

Hyper-V is an excellent hypervisor that is widely used to implement server and desktop virtualiza-
tion. However, there are other hypervisors such as VMware, XenServer, and others. When you use 
a hypervisor other than Hyper-V, the licensing for the virtual servers works exactly the same as 
if you were using Hyper-V. A Windows Server 2016 Standard license allows you to implement two 
virtual machines running Windows Server 2016 Standard on any hypervisor. A Windows Server 
2016 Datacenter license allows you to implement an unlimited number of virtual machines run-
ning Windows Server 2016 Datacenter on any hypervisor. 

Table 1.1: Windows Server 2016 Edition Differences   (continued)
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Processor Core-Based Licensing 
At one time, before virtualization became common, Windows Server was licensed based on 

a ratio of one-to-one with physical machines. Older editions of Windows Server were limited 

based on the number of physical processors and the amount of memory they could address. 

When virtualization became common, a number of virtual machines were included per license. 

Now, physical hardware has become so powerful that limitations have been introduced based

on the number of processor cores in the physical server.

Windows Server 2016 Standard and Windows Server 2016 Datacenter use the same core-

based licensing structure. The base operating system license provides licensing for two eight-

core processors (a total of 16 cores). If there are more than eight physical cores per processor

(hyperthreading does not count as additional cores), then you need to purchase additional core

licenses in minimum increments of two cores.

Each processor in a server must be licensed for a minimum of eight cores. So, if you have four 

processors in a server, then you need to be licensed for a minimum of 32 cores. You can meet

this requirement by purchasing two Windows Server licenses. In the case of Windows Server

2016 Standard, this would give you rights to install two virtual machines. To allow four virtual 

machines, you would need to fully license all processors in the server again.

Client Access Licenses
On a Windows-based network, you need to license your clients in addition to the servers. A 

Client Access License (CAL) provides users or devices with rights to access services that are run-

ning on the servers. For example, if a computer is joined to the domain and a user signs in to the 

network, then a CAL is required. That CAL can be a user CAL for the person who is connecting

to the network. The CAL can also be a device CAL for the computer that is being used to con-

nect to the network. Only one CAL is required, either a user CAL or a device CAL.

When you purchase CALs, you need to determine whether user or device CALs are most

cost-effective for your organization. If a single user has multiple devices that access network ser-

vices, such as a desktop computer and laptop computer, then a user CAL is most cost-effective. If 

a single device is used by multiple users, such as a call center with multiple shifts, then a device

CAL is most cost-effective. You can combine user and device CALs as you deem appropriate.

CALs are paper-based licensing. This means that you need to track your users and devices 

accurately, but Windows Server 2016 does not monitor licenses in use. You also do not need to

specifi cally assign your licenses to user accounts or computers.

Licensing Programs
Microsoft has a variety of different licensing programs with different benefi ts, restrictions,

and costs. You can obtain Windows Server 2016 licenses and CALs through a number of these 

programs. As these programs change over time, you’ll need to talk with an expert about how

you should purchase your licenses. However, here is a high-level overview of a few licensing

methods:

◆ Original Equipment Manufacturer (OEM). This type of licensing can be purchased when 

you buy a new physical server. It is generally the least expensive option but cannot be 

moved to other hardware.

◆ Volume license. This type of license is more fl exible than OEM licensing because it is 

not restricted to a specifi c physical server. The frequency that you can move this license 
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between servers is restricted. This is an important consideration for high-availability sce-

narios where virtual machines can move between virtualization hosts.

◆ Software assurance. This type of license is added on to volume licensing to include soft-

ware upgrades. Software assurance also offers additional benefi ts such as the ability to 

move licenses between physical servers as often as you like.

◆ Enterprise agreement. This type of licensing is user-based rather than server-based. For a

set fee per user in the organization, you can run the number of server instances necessary 

to meet your needs. This type of license also includes CALs and may include other prod-

ucts such as SQL Server and Exchange Server.

Other Editions of Windows Server 2016
Windows Server 2016 Essentials is an edition of Windows Server 2016 that is targeted at small

businesses. Licensing for this edition of Windows Server 2016 is simpler than Standard or

Datacenter editions because it does not require CALs. Instead, Windows Server 2016 Essentials 

has a limit of 25 users and 50 devices. There are also no virtualization rights for multiple 

instances, a 64 GB limit on memory, and a limit of two physical CPUs. To simplify deployment 

some server roles and features are automatically installed and confi gured.

Windows Storage Server 2016 is available only through hardware vendors for storage

appliances. There are a limited number of server roles because this edition is designed to be a

general-purpose operating system. For example, you can’t confi gure Windows Storage Server

2016 as a domain controller.

For more information about Windows Server 2016 licensing, see Windows Server 2016 Licensing &

Pricing at https://www.microsoft.com/en-us/cloud-platform/windows-server-pricing.

Installing Windows Server 2016
Physical servers are specialized hardware that often require drivers that are not included as part 

of Windows Server 2016. Before you begin installing, you should obtain all the necessary drivers

for your server. Some manufacturers have a specialized process for installing Windows Server

2016 that injects the drivers during the installation process.

The fi rmware for a modern server is Unifi ed Extensible Firmware Interface (UEFI) rather 

than the older Basic Input Output System (BIOS). Although you can set UEFI fi rmware to legacy

mode to emulate BIOS, there is no need to do that. Windows Server 2016 can be booted using

UEFI fi rmware. Additionally, using UEFI provides advantages such as booting from larger disks 

and a more secure boot process.
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Installing in Virtual Machines

It’s likely that you’ll be deploying most servers as virtual machines. Virtual machines provide a lot 
of fl exibility for deployment and management. To work properly in a virtual environment, Windows 
Server 2016 needs to have the correct drivers for that virtual environment, just as Windows Server 
2016 needs to have the correct drivers to work properly on physical hardware.

When you install Windows Server 2016 in a virtual machine on a Hyper-V host, the installation 
fi les include all the necessary drivers. If you create a Generation 1 virtual machine, it emulates BIOS 
fi rmware. If you create a Generation 2 virtual machine, it uses UEFI fi rmware. Windows Server 
2016 works properly with either type of fi rmware.

If you install Windows Server 2016 in a virtual machine using another type of hypervisor, such 
as VMware, then you generally need to install additional drivers. For example, you would install 
VMware Tools for virtual machines running on VMware.

Before installing, you should also plan the disk partitioning for your server. A key consid-

eration is the size of the C: drive that is used for the operating system. The C: drive needs to be 

large enough to support not only the initial installation of Window Server 2016, but also any 

updates that are installed over time. Additionally, most organizations keep applications and 

data on separate partitions from the operating system whenever possible. Separating applica-

tions and data from the operating system helps to prevent the operating system drive from run-

ning out of space and can simplify backup and restore. 

Installation Steps
To begin installing Windows Server 2016, ensure that your server is confi gured to boot from

DVD. This will be a confi guration option in the fi rmware. Place the installation DVD in the DVD 

drive and complete the following process.

 1. Start the server and press a key, when prompted, to start installing from DVD.

 2. Select a language, time and currency format, and a keyboard layout that are appropriate 

for your location, as shown in Figure 1.1, and click Next.

 3. Click Install Now.

 4. In the Activate Windows window, enter your product key and click Next. If you select

I Don’t Have a Product Key, you can enter the product key later.

 5. In the Select the Operating System You Want to Install window, select the operating

system version you want to install, as shown in Figure 1.2, and then click Next.



6 | CHAPTER 1 WINDOWS SERVER 2016 INSTALLATION AND MANAGEMENT

c01.indd 3:5:0:PM/05/17/2018 Page 6

Figure 1.1
Select localization
settings

Figure 1.2
Select an operat-
ing system.

 6. In the Applicable Notices and License Terms Window, select the I Accept the License 

Terms check box and click Next.
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Server Core and Desktop Experience

When you install Windows Server 2016 Standard or Datacenter edition, you have the option of 
installing Server Core or Desktop Experience. Th e Desktop Experience is the full server installation 
that includes the graphical interface. Th is installation type can run all the management tools at 
the server console. In Windows Server 2012 R2, you could add or remove the graphical interface. 
Th is is not possible in Windows Server 2016.

Server Core is a stripped-down version of Windows Server 2016 that does not include the graphical 
interface. To manage Server Core, you can use a command prompt or Windows PowerShell locally. 
To use graphical tools, you can use the Remote Server Administration Tools (RSAT) in Windows 10.

A subset of server roles is available in Server Core. Th ese roles include most of the network ser-
vices such as DNS, DHCP, Active Directory Domain Services (AD DS), Active Directory Certifi cate 
Services, File Services, and Windows Server Update Services. If you are running applications on 
the server, you need to verify that the applications are compatible with Server Core.

Th e limited functionality in Server Core, reduces the attack surface of the operating system. It also 
reduces the need to update and consequently increases uptime. Disk utilization is also reduced, 
which allows more effi  cient disk utilization in large-scale virtualization. 

 7. In the Which Type of Installation Do You Want window, shown in Figure 1.3, click

Custom: Install Windows Only (Advanced). Performing an in-place upgrade from 

one server operating system version to another is rare. It is more common to install a 

new server and migrate services and applications to the new server.

Figure 1.3
Select an installation 
type.
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 8. In the Where Do You Want to Install Windows window, shown in Figure 1.4, select the 

correct drive for the operating system installation and click Next. If your disk is not dis-

playing in this window, then you can use the Load Driver option to install the missing

storage driver. You also have the option manually create and delete partitions.

Figure 1.4
Select the installation
location.

Boot and System Partitions

When the server is using UEFI fi rmware and you allow the Windows Server 2016 installation 
process to create partitions on the disk, it will create three partitions:

◆ Recovery partition. Th is partition is 450 MB and contains the recovery tools for Windows Server 
2016. If Windows Server 2016 can’t start, then the server boots from this partition and you 
can use these tools to attempt recovery.

◆ EFI system partition. Th is partition is 100 MB and stores the operating system fi les that are 
required to begin the Windows Server 2016 boot process.

◆ Boot partition. Th is partition uses the remainder of the disk and stores the Windows Server 
2016 operating system fi les. Th is partition is also used to store the paging fi le.

If the server is using legacy BIOS fi rmware, only two partitions are created:

◆ System partition. Th is 500 MB partition contains fi les used to start the Windows Server 2016 
boot process and fi les used for recovery.

◆ Boot partition. Th e partition uses the remainder of the disk and stores the Windows Server 
2016 operating system fi les. Th is partition is also used to store the paging fi le.
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 9. Wait while fi les are copied and the installation fi nishes. This can take up to 30 minutes if 

your server or disks are slow. 

 10. After the server reboots, on the Customize Settings screen, in the Password and Reenter 

Password boxes, type a password for the local Administrator account and click Finish.

Post-Installation Confi guration
To simplify the installation process for Windows Server 2016, many settings have a default

value. However, you’ll probably want to change these four items right away:

◆ Computer name. During installation, a computer name is generated automatically in the 

format of WIN-RandomString. You’ll want to change that computer name to match the nam-gg
ing standard used by your organization.

◆ Workgroup. Each computer is automatically a member of a workgroup named 

WORKGROUP. In most cases, you’ll want to join the domain. 

◆ IPv4 address. IPv4 is confi gured to obtain an IP address automatically from DHCP after 

installation. Most organizations set a static IPv4 address rather than using DHCP.

◆ Time zone. The default time zone (UTC-08:00) Pacifi c Time (US & Canada). Change the 

time zone to match where the server is located.

If the Desktop Experience is installed, you can use Server Manager, shown in Figure 1.5, to

confi gure these items. You can also use Server Manager to review and confi gure other common

settings.

Figure 1.5
Server Manager
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If Server Core is installed, you need to use either command-line tools or Windows 

PowerShell to confi gure these items. To simplify confi guration of Server Core, you can use 

sconfig.cmd, shown in Figure 1.6. This script is included with Server Core and provides a 

menu-driven interface for confi guring common items.

Figure 1.6
Sconfig.cmd

Activation
All editions of Windows Server 2016 need to be activated. Activation is what proves that your 

license key is valid. If you do not activate a copy of Windows Server 2016, it will enter notifi ca-

tion mode after 180 days. In notifi cation mode, you will receive reminders to activate and some

features such as personalization will be disabled.

Smaller organizations might purchase Windows Server 2016 with the physical servers. The

original equipment manufacturer (OEM) licenses are less expensive than volume licensing but 

cannot moved to another physical server. So, if a physical server is retired, the license is retired 

with it.

OEM licenses are activated by contacting Microsoft. Typically, you activate the server over 

the Internet, but you can also do it by phone.

Larger organizations typically purchase volume licenses that are more fl exible. Volume

licenses can be moved among physical servers. Volume licenses also have more options for

activation.

A Multiple Activation Key (MAK) can be activated more than once. The number of activa-

tions is tracked by Microsoft, but you are responsible for ensuring that the correct number of 

licenses is being used. Activation for a MAK key can be done over the Internet or by phone.

A Key Management Service (KMS) key allows new servers to activate automatically within

your organization and does not require the new servers to communicate over the Internet. This 

is important because most organizations do not allow servers to communicate with the Internet. 

Table 1.2 describes the activation methods for using KMS keys.



AUTOMATING THE INSTALLATION OF WINDOWS SERVER 2016 | 11

c01.indd 3:5:0:PM/05/17/2018 Page 11

Table 1.2: Activation Methods for Using KMS Keys

Method Description

KMS host You can confi gure Windows Server 2016 to be a KMS host. Th en you can add the KMS
key to the KMS host. When you add the KMS key to the KMS host, it is activated with
Microsoft. However, new servers activate by contacting the KMS host.

A KMS host has minimum activation thresholds. For server operating systems, the
activation threshold is fi ve. If you have fewer than fi ve servers using a KMS host for 
activation, then activation never occurs. Th is makes a KMS host diffi  cult to use for
smaller organizations or remote sites.

Active Directory-
Based Activation

When you implement Active Directory-Based Activation, the activation information 
is stored in Active Directory instead of on a KMS host. Because the new server com-
municates with Active Directory, there is no single point of failure for activation. Also, 
there are no minimum activation thresholds for Active Directory-Based Activation.
Th is is the preferred activation method for software that supports it.

To confi gure a KMS host or Active Directory-Based Activation, install the Volume 

Activation Services server role in Windows Server 2016. After installing this server role, 

you run Volume Activation Tools, which allows you to select to enable either KMS or Active

Directory-Based Activation and manage keys.

Generic Volume License Keys

When you use KMS or Active Directory-Based Activation, you do not manually install a license 
key in Windows Server 2016. By default, Windows Server 2016 includes a generic volume 
license key (GVLK) that activates against KMS or Active Directory-Based Activation.

In rare cases, volume activation fails because someone accidentally changes the key. You can change 
the key back to the correct GVLK.

For a list of GVLKs, see Appendix A: KMS Client Setup Keys at https://technet.microsoft
.com/en-us/library/jj612867(v=ws.11).aspx.

For detailed information about volume activation, see Planning for Volume Activation at

https://technet.microsoft.com/en-us/library/dd996589.aspx.

Automating the Installation of Windows Server 2016
To simplify the installation of Windows Server 2016 in larger organizations, you should auto-

mate the process. An automated deployment process reduces the administrative effort required 

to deploy new servers. So, instead of taking 30 to 60 minutes to perform an installation, you can 

start the automated process and walk away until it’s done.
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Automated deployment also provides consistent results. You can defi ne specifi c sets of fea-

tures to be installed. For example, you can automatically enable BitLocker to encrypt the local 

hard disk. With a manual installation, you would need to enable BitLocker as a separate process 

after the server is deployed. 

Windows Server 2016 deployment can be automated a few different ways. Some options have 

no additional cost, while others use tools you’ll need to buy. If your environment is virtualized,

you’ll have additional options.

Sysprep and Imaging
Imaging is the process of taking a prepared computer and copying its confi guration. The image 

that you take of the prepared computer is stored in a fi le, and that image can be applied to other 

physical computers or virtual machines.

When you install Windows Server 2016, it confi gures system-specifi c information such as the 

computer name, hardware information, and a local machine internal security identifi er (SID).

Those system-specifi c confi guration items need to be removed as part of the imaging process.

When those items are removed, the image can be applied to a computer running different 

hardware. 

The Sysprep (System Preparation) utility is included in Windows Server 2016 to prepare the 

operating system for imaging. Sysprep removes the computer name, hardware information, and

SID. Then when the image is applied to a new computer, those items are re-created.

Sysprep Options
Sysprep.exe is stored in C:\Windows\System32\Sysprep. When you run Sysprep with the

graphical interface, you need to select a system cleanup action, as shown in Figure 1.7. The 

system cleanup action controls what happens after Sysprep runs and the operating system is 

restarted.

Figure 1.7
Sysprep graphical 
interface

The two system cleanup actions are

◆ Enter System Out-of-Box Experience (OOBE). This option causes Windows to run the 

OOBE process that occurs during the installation of Windows. During the OOBE process, a 

new computer name is generated and you are prompted for a new administrator password.
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◆ Enter System Audit Mode. This option is used for maintenance of the image. Instead of 

running OOBE, the operating system starts and you can perform tasks such as adding 

drivers and updates. After modifying the image, you can put it into audit mode again or 

OOBE to ready it for deployment.

When preparing an image for deployment, you should select the Generalize option. This

option removes computer-specifi c information such as the computer name, SID, and hardware 

drivers.

The three shutdown options are

◆ Quit. Sysprep will quit and the operating system will remain running. You will need to

shut down the operating system to capture the image.

◆ Reboot. The computer will restart and enter the mode defi ned by the system cleanup

action. This is not appropriate if you want to capture the image.

◆ Shutdown. The computer will shut down after Sysprep completes. This is the option you 

should use before capturing the image.

Running Sysprep for Virtualization

You are creating a new Windows Server 2016 image for deployment. One of the complaints you 
had in previous deployments after using Sysprep was that it took a long time for new images to 
detect the hardware. When many servers were being deployed, it signifi cantly slowed down the 
deployment process.

To speed up the initial confi guration of each VM, you can use the /mode:vm option when you run 
Sysprep. Th is will prevent generalization from removing the hardware drivers. Leaving the hard-
ware drivers in place signifi cantly speeds up the deployment process for new virtual machines.

When you use /mode:vm, the image will be specifi c to a hypervisor. So, an image you create from 
a Hyper-V virtual machine would not be appropriate to use on VMware hypervisor.

DISM
Many tools are available to perform imaging. Some of those tools allow you to capture all the 

partitions on a disk, and some only do one partition at a time. The Deployment Image Servicing 

and Management (DISM) tool included with Windows Server 2016 images the contents of one 

partition at a time and stores the image in a .wim fi le. It is a fi le-based imaging tool.

The .wim format used by DISM can store multiple images in a single fi le. When multiple

images are stored in the .wim fi le, deduplication is used. If there are multiple copies of the 

same fi le, only one copy is stored in the .wim, but that copy is available to each image con-

tained in the fi le.
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When multiple images are stored in a single .wim fi le, you need to reference either the index 

number or name of the image inside the fi le. The index number is based on the order in which 

the images were added to the fi le. The names are assigned as each image is added to the fi le.

To use DISM to capture an operating system image, the operating system must be shut

down to ensure that there are no open fi les. To run DISM, you need to boot the computer using

an alternative operating system. Microsoft provides Windows PE as part of the Windows 

Assessment and Deployment Kit (ADK). You can confi gure Windows PE to boot from a USB 

drive or other boot media.

For more information about Windows ADK and creating Windows PE boot media, see 

Download WinPE (Windows PE) at https://docs.microsoft.com/en-us/windows-hardware/
manufacture/desktop/download-winpe--windows-pe.

When you boot from the Windows PE media, you can run DISM to capture or apply images.

Typically, the images are stored on network drives, but they can also be stored on local media 

such as a USB drive.

If you were capturing the local C: drive to a .wim fi le on a network drive Z:, you would use 

the following syntax:

Dism /Capture-Image /ImageFile:Z:\Win2016.wim /CaptureDir:C: /Name:Win2016Image

To apply an image to the local C: drive, you would use the following syntax:

Dism /Apply-Image /ImageFile:Z:\Win2016.wim /Name:Win2016Image /ApplyDir:C:\

In addition to capturing and deploying images, DISM can also be used to mount and modify 

images stored in .wim fi les. You can make simple modifi cations such as adding, removing, or

editing fi les. You can also apply Windows Updates or install new drivers to the image.

Windows System Image Manager
One way to automate the installation of Windows Server 2016 is by using answer fi les. An

answer fi le provides information to the Windows Server 2016 setup process that modifi es the

default installation options. For example, you could create an answer fi le that defi nes the disk

partitions to be created during installation, the install language, and the local Administrator 

password to avoid the need to interact with Setup during deployment.

The tool that you use to create answer fi les is Windows System Image Manager (SIM), which

is included as part of Windows ADT.

Beyond creating a simple answer fi le, Windows SIM also creates a distribution share that you

can use for deployment (Figure 1.8). In the distribution share, you can store the .wim fi le being 

used for installation (copied from installation media or customized), drivers to be added during 

deployment, and updates to be added during deployment. Note that adding drivers and updates

during deployment avoids the need to update the image in the .wim fi le.

The installation process for Windows Server 2016 has multiple confi guration phases. Settings 

for unattended installations are applied during specifi c stages of the installation process. When

you add a setting, you might be offered multiple confi guration-phase options to which you can

add it. You need to ensure that you add the setting to a confi guration pass that is being used in

your scenario. The confi guration passes are listed in Table 1.3.
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Figure 1.8
Windows SIM

Table 1.3: Confi guration Passes

Configuration Pass Description

windowsPE Th ese settings are implemented when you run setup.exe and before the
Windows operating is installed. You can include settings required by setup
.exe, such as the language and keyboard settings. You can also include disk-
partitioning information. Th ese settings are not used after an image has been
prepared with Sysprep.

offl  ineServicing Th is confi guration pass copies and applies drivers and Windows updates. 
Adding drivers may be required for specialized hardware such as storage driv-
ers that are not included with Windows Server 2016. Th ese settings are not
used after an image has been prepared with Sysprep.

Generalize Th ese settings are applied when you select the Generalize option in Sysprep.
Th ese settings are not used when you run setup.exe.

Specialize Th ese settings are applied after Windows detects new hardware and gener-
ates the SID.

AuditSystem Th ese settings are applied only when you enter audit mode after running
Sysprep.

AuditUser Th ese settings are applied only when you enter audit mode after running
Sysprep.

oobeSystem Th is is the fi nal confi guration pass before the user is prompted to sign in. 
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For detailed information about Windows Confi guration passes and using answer fi les,

see Windows Setup Confi guration Passes at https://docs.microsoft.com/en-us/
windows-hardware/manufacture/desktop/windows-setup-configuration-passes.

Windows Deployment Services
Windows Deployment Services (WDS) is a server role included with Windows Server 2016 as a 

method for deploying operating system images over the network. You can use WDS to install

Windows Server 2016 on new servers or new virtual machines. Some other deployment methods 

also use WDS as a base set of features on which to build.

Preboot Execution Environment (PXE) is a system that allows all new computers to boot

directly from the network. A PXE boot downloads the operating system over the network. WDS

uses PXE to download a small operating-system image and either apply or capture images. 

Table 1.4 lists the image types used by WDS.

Table 1.4: WDS Image Types

Image type Description

Boot A boot image is based on Windows PE and is delivered to computers via PXE boot to apply 
an image containing the desired operating system. Th e boot.wim fi le included on the 
Windows Server 2016 installation media displays a menu that allows you to select which 
image you want to install from the WDS server. If necessary, you can customize the 
boot.wim fi le with network or storage drivers required for your hardware.

Capture A capture image is based on Windows PE and is delivered to computers via PXE boot to
capture an image containing the operating system of the computer. You need to run
Sysprep before the image is captured.

Install An install image contains the operating system that you want to deploy. A boot image is
used to deploy an install image. A capture image is used to collect an install image and 
store it on the WDS server.

Discover A discover image is a bootable ISO that contains Windows PE. Th is ISO can be used with 
removable media on computers that do not support PXE boot. It is very uncommon to 
require discover images because almost all computers support using PXE to boot. 

Installing WDS
A typical deployment of WDS requires Active Directory, DNS, and DHCP. Active Directory is

used for authentication, and the WDS server is a domain member. Client computers to which

you are deploying use DNS and DHCP during the deployment process.

When you install the Windows Deployment Services server role, you are prompted to select

the Deployment Server and Transport Server role services. You should select both role services 

to have a fully functional WDS server. The Transport Server role service can be used alone in a 

lab environment for multicasting images, but this is not typical.
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After installation is complete, you must confi gure WDS. To confi gure WDS:

 1. Open the Windows Deployment Services tool in Server Manager.

 2. In Windows Deployment Services, click Servers, right-click the server to be confi gured,

and click Confi gure Server.

 3. In the Windows Deployment Services Confi guration Wizard, on the Before You Begin 

page, click Next.

 4. On the Install Options page, click Integrated with Active Directory and click Next.

 5. On the Remote Installation Folder Location page, enter a path to store all the images and

click Next. Because this directory can become very large, it should not be stored on the C:

drive.

 6. On the PXE Server Initial Settings page, shown in Figure 1.9, select the option for comput-

ers that the server will respond to and click Next. As a best practice, you should select Do

Not Respond to Any Client Computers. After you have confi gured images, you can con-

fi gure the server to Respond Only to Known Client Computers or Respond to All Client 

Computers (Known and Unknown). When you respond to unknown devices, you have

the option to require administrator approval.

Figure 1.9
PXE Server Initial
Settings page

 7. On the Operation Complete page, click Finish.
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The Confi guration Wizard confi gures some of the basic options for the server, but you can 

view the properties of the server to access additional confi guration options such as:

◆ PXE Response settings. These settings defi ne how PXE responds to clients. If you selected

to not respond to any clients during initial confi guration, then you need to allow responses

here before deploying images.

◆ AD DS settings. These settings defi ne the format for computer names and which organiza-

tional unit in AD DS should store the computer objects.

◆ Boot settings. These settings defi ne options for the PXE boot process, such as whether 

pressing F12 is required to boot from PXE.

◆ Client settings. These settings allow you to provide an answer fi le that clients will use and

whether the client should be joined to the domain.

◆ DHCP settings. If WDS is deployed on the same server as DHCP, these options need to be

enabled to avoid confl icts.

◆ Multicast settings. These settings defi ne which multicast addresses should be used and

whether clients should be split into separate groups based on speed.

Deploying an Image
Before you can deploy images to computers, you need to add at least one boot image and one 

install image to the WDS server. For the boot image, you can use boot.wim from Sources folder 

of the Windows Server 2016 installation media. For an install image, you can:

◆ Use the install.wim fi le from the Sources folder on the Windows Server 2016 installation 

media. This will import one image for each edition of Windows Server 2016 that is on the 

installation media, as shown in Figure 1.10.

◆ Use a customized WIM fi le that you have already created. This will import one image for 

each image in the WIM fi le.

◆ Capture the install image from preconfi gured server.

Figure 1.10
Install images.
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When you deploy the image, you can deploy by using unicast or multicast. Unicast is typical

for servers and allows you to deploy to one server at a time. Multicast is more useful for client 

computers because it allows a single image to be sent to multiple computers at the same time.

The process for deploying an image is as follows:

 1. Perform a PXE boot on the computer.

 2. PXE downloads the boot image to the computer.

 3. The boot image starts on the computer and presents a menu.

 4. From the menu, you select the install image that you want to deploy.

 5. The install image you select is copied to the computer.

 6. The computer restarts and you complete the confi guration.

Microsoft Deployment Toolkit
To help automate the deployment of Windows Server 2016, you can use the Microsoft 

Deployment Toolkit (MDT). MDT is primarily a tool for automating the deployment of desktop 

operating systems, such as Windows 10, but it also works for Windows Server 2016.

One of the diffi cult parts of automating the installation of Windows Server 2016 is building

an answer fi le. There are many settings that need to be confi gured to completely automate an 

installation and require no user input. MDT creates the answer fi le for you. You can also use 

MDT to inject drivers as part of the deployment process.

MDT uses task sequences to defi ne operations that need to be performed. Within the task

sequence, you can confi gure detailed information such as how disks should be partitioned. The 

task sequence also defi nes where addition drivers are located. You can also defi ne how the com-

puter name is generated. For example, you could confi gure the computer name based on

the computer serial number.

You have the option to create a Lite Touch ISO for the task sequence. If you add this ISO to 

WDS as a boot image, you can automate the deployment of the operating system to a new com-

puter or virtual machine. The Lite Touch ISO automatically deploys the image defi ned in the

task sequence.

If you have System Center Confi guration Manager in your organization, you can implement 

Zero Touch deployment. A Zero Touch deployment can be pushed out from Confi guration

Manager and won’t require you to be at the console of the server or virtual machine to which it 

is being deployed.

For detailed information about MDT, see the Microsoft Deployment Toolkit at https://
technet.microsoft.com/en-us/windows/dn475741.aspx.

Deployment Solutions for Virtualization
Most data centers are now virtualized, and this provides you with additional options for auto-

matically creating and confi guring virtual machines. Rather than having to go through an 

imaging process, a virtual hard disk with a prepared operating system can be copied instead.

The operating system must be prepared by using Sysprep, just as when imaging is performed.
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You can copy the virtual hard disks of a virtual machine after running Sysprep instead of 

performing an imaging process. Then you can create a new virtual machine using the copied 

virtual hard disk. You can do more advanced deployment of virtual machines that includes vir-

tual hardware confi guration by using more advanced tools.

If you are using Hyper-V, System Center Virtual Machine Manager (VMM) can be used to 

manage the Hyper-V hosts and virtual machines. In VMM, you can create virtual machine tem-

plates and store them in a library. Then when you need to deploy a new server, you can use the 

virtual machine template.

For more information about VMM, see the Virtual Machine Manager Documentation at 

https://docs.microsoft.com/en-us/system-center/vmm/.

Activation for Hyper-V Virtual Machines

You are creating a new image for Windows Server 2016 virtual machines and want activation for 
the new image to be as easy as possible. You don’t ever want to manually enter a product key during 
deployment. You also want to ensure that activation can occur without other infrastructure in test 
environments where network connectivity is limited. 

If you are using Windows Server 2016 Datacenter for your hypervisor, you have the option to use 
Automatic Virtual Machine Activation (AVMA) to activate virtual machines running Windows 
Server 2016 or Windows Server 2012 R2. Eff ectively, the activation of the Hyper-V host is being 
used to allow the activation of the virtual machines.

When a virtual machine uses an AVMA key, it activates directly with the Hyper-V host. Th is works 
even if the virtual machine has no network connectivity. You need to enter the AVMA key in the 
virtual machine. Th ere are no minimum activation thresholds for AVMA.

To obtain a list of AVMA keys, see Automatic Virtual Machine Activation at https://technet
.microsoft.com/en-us/library/dn303421(v=ws.11).aspx.

If you are using VMware ESXi as your virtualization host, you can use VMware vSphere

client and vCenter Server to manage the deployment of new servers by using templates. The

vSphere client is used to initiate and manage the process, but the vCenter Server stores the 

template.

For more information about vSphere client and vCenter Server, see the VMware website at 

http://www.vmware.com.

Common Management Tools
You can use Windows PowerShell to manage almost any aspect of Windows Server 2016, but

there are still graphical tools that many administrators prefer to use. Server Manager is the

main graphical administration tool that you can use to confi gure Windows Server 2016 and start 

other administration tools. Computer Management, Device Manager, and Task Scheduler are 

also commonly used graphical tools for server administration.
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Overview of Server Manager
Server Manager is the starting point for graphical administration tools in Windows Server 2016.

It provides an interface to perform some of the common post-installation tasks and links to start 

other graphical administration tools. You can also use Server Manager to add or remove server

roles and features.

A single Server Manager console can be used to manage multiple computers running

Windows Server 2016. This allows you to confi gure a single central instance of Server Manager 

for centralized administration of multiple servers. For example, you could install the Remote 

Server Administration Tools on a computer running Windows 10 and centrally manage all your 

computers running Windows Server 2016.

On a Server Core installation of Windows Server 2016, there is no graphical interface for 

administration. However, you can use Server Manager to remotely manage Server Core.

To manage a server remotely by using Server Manager, Windows PowerShell remoting needs 

to be enabled on the remote server. This is enabled by default on Windows Server 2016.

To add a server to Server Manager, follow these steps:

 1. In Server Manager, click Manage and click Add Servers.

 2. In the Add Servers window, on the Active Directory tab, type the name of the server and 

click Find Now.

 3. Double-click the server name and click OK.

 4. Verify that the server is listed in the All Servers view.

Role and Features
The functionality of Windows Server 2016 is divided into roles and features. Roles perform a 

specifi c service for clients such as Active Directory Domain Service, DNS server, DHCP server, 

or web server. Features are generally software that support those roles but don’t provide services 

to clients. When you install a server role, you are often prompted to install additional features

that are required. Some examples of features are .NET Framework 4.6 Features, BitLocker Drive 

Encryption, Failover Clustering, and Windows Server Backup.

To install roles and features, follow these steps:

 1. In Server Manager, click Manage and click Add Roles and Features.

 2. In the Add Roles and Features Wizard, on the Before You Begin Page, click Next.

 3. On the Select Installation Type page, select Role-Based or Feature-Based Installation and

click Next. The Remote Desktop Services Installation option is used to confi gure one or 

more servers to provide access to session-based desktops or virtual desktops.

 4. On the Select Destination Server page, select the server you want to install roles and fea-

tures on and click Next.

 5. On the Select Server Roles page, shown in Figure 1.11, select any server roles you want to 

install and click Next. If prompted to add required features, click Add Features.
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Figure 1.11
Server roles

 6. On the Select Features page, shown in Figure 1.12, select any features you want to install

and click Next.

Figure 1.12
Features
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 7. Complete any additional pages required by the server roles you are adding. Some server 

roles add pages to the wizard to gather additional confi guration information.

 8. On the Confi rmation page, click Install.

 9. On the Installation Progress page, click Close. If you close the wizard before installation 

is complete, the installation continues in the background.

After the server roles and features are installed, you might be prompted to restart the server.

Some server roles required additional confi guration after installation. In most cases, if a server

role requires additional confi guration, you will be notifi ed in Server Manager and provided 

with a link to begin that additional confi guration.

For some server roles, administrative and monitoring functionality is added to Server

Manager. This is accessible in the far-left navigation menu.

Monitoring
Server Manager provides high-level monitoring functionality that you can use to quickly iden-

tify if there are problems that need to be addressed. The Dashboard view, shown in Figure 1.13, 

provides an overview of servers and server roles. If there are problems that need to be investi-

gated, the role or server appears in red. You can drill down into the identifi ed areas by clicking 

on them.

Figure 1.13
Dashboard view

The Local Server view provides an overview of server confi guration and some monitoring

information. The monitoring information available includes:

◆ Events. This section lists warning and error events from the event logs.

◆ Services. This area shows the status of services and allows you to stop and start services.

◆ Best Practices Analyzer (BPA). This area shows the results of BPA scans. Unlike most other 

monitoring, this shows potential confi guration problems rather than just functional prob-

lems such as a failing service. You need to trigger a BPA scan to collect results.
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◆ Performance. This area shows performance alerts for CPU usage and memory based on

thresholds that you can confi gure. The functionality is not enabled by default.

◆ Role and Features. This area shows the server roles and features that are installed on the

server.

The All Servers view displays the same information types as the Local Server view, but 

aggregates the information for all servers being monitored by this instance of Server Manager. 

Computer Management
Computer Management, shown in Figure 1.14, contains many useful tools for managing and

monitoring Windows Server 2016. These tools include: Task Scheduler, Event Viewer, Shared 

Folders, Performance, Device Manager, Disk Management, and Services. Each of these tools can 

be run separately from the Tools menu in Server Manager or by adding a snap-in to a Microsoft 

Management Console (MMC), but Computer Management provides one central place to access

them.

Figure 1.14
Computer
Management

Device Manager 
You use Device Manager, shown in Figure 1.15, to view and troubleshoot hardware in Windows 

Server 2016. If the server is virtualized, there is seldom a need to troubleshoot hardware drivers. 

This tool is primarily used for physical servers.

Some of the tasks you can perform in Device Manager include:

◆ View device properties. In the properties of a device, you can view the driver that is loaded

and view many device properties such as the hardware IDs that are used by plug-and-play 

to identify the device and load an appropriate driver.

◆ Identify unknown devices. If Windows Server 2016 cannot locate a driver for hardware, it

will appear as an unknown device. This is common for specialized hardware such as stor-

age controllers. After identifying the unknown device, you can load the driver for it. The 

necessary driver is typically obtained from the manufacturer.

◆ Update drivers. If the hardware vendor doesn’t distribute device driver updates as an

executable fi le that automatically installs them, you can update drivers from within Device 

Manager. The device driver installation is based on an .inf fi le that defi nes the other fi les 

that need to be loaded.
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◆ Roll-back drivers. If hardware is not performing properly after a driver update, you can

roll back the device driver to the previous version.

◆ Disable hardware. In rare cases, if hardware is malfunctioning, disabling it in Device 

Manager can prevent it from interfering with server operation. It can be enabled again for

troubleshooting.

Figure 1.15
Device Manager

Task Scheduler
Task Scheduler, shown in Figure 1.16, is used by Windows Server 2016 to perform many back-

ground maintenance tasks. In most cases, you do not need to interact with scheduled tasks cre-

ated by the operating system. If you use Task Scheduler, it is more likely that you will use it to 

run your own scripts for scheduled maintenance. For example, you can create a scheduled task

to delete log fi les from Internet Information Services when they are more than 30 days old.

Figure 1.16
Task Scheduler
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When you create a new task, the critical items to consider are

◆ Triggers

◆ Action

◆ Security

Triggers defi ne when a task is going to run. Most of the time tasks are scheduled based on

time of day, day of the week, or day of the month. However, you can also schedule a task to run 

when the computer starts, when a user signs in, or when a specifi c event is logged.

The action for a task defi nes what the task is going to do. There are legacy options to send an

email or display a message, but those are deprecated. You should select the option to start a pro-

gram. You need to identify the executable to be run and any parameters that it required. If you 

are scheduling a Windows PowerShell script, then you specify powershell.exe as the program 

and provide the path to the script in Add Arguments box, as shown in Figure 1.17.

Figure 1.17
Task action

When you create a basic task, the wizard does not prompt you for security information. By 

default, a basic task is confi gured to run as the user that created the task and run only when the 

user is logged on. You saw these settings in Figure 1.16. In most cases, you want the task to run 

whether the user is logged on or not.

As a best practice, you should not confi gure scheduled tasks to run as normal user accounts.

Instead, you should confi gure tasks to run as service accounts or as special accounts defi ned

in Windows Server 2016. A service account is a user account you have created with the correct 

permissions to perform the task. When you confi gure a service account for a task, you will be 

prompted to enter a password for the service account. When the password is saved as part of 

the task, it allows the task to access network resources. If you choose not to store the password, 

then the service account only has access to local resources. If you need the account to run with 

administrative permissions, select the Run with Highest Privileges check box.
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The special accounts in Windows Server 2016 do not require you to enter a password. The

special accounts are listed here:

◆ SYSTEM. This account has full access to all local resources and the permissions of the com-

puter account on the network. If the server running the task is a domain controller, then 

SYSTEM has access to modify Active Directory objects.

◆ SERVICE. This account has limited permissions on the local computer and anonymous 

permissions on the network.

◆ NETWORK SERVICE. This account has limited permissions on the local computer and the 

permissions of the computer account on the network.

For detailed information about the permissions for the special accounts, see Service

User Accounts at https://msdn.microsoft.com/en-us/library/windows/desktop/
ms686005(v=vs.85).aspx.

Monitoring and Troubleshooting Tools
When a server or application is not performing properly, you need to troubleshoot to identify

the source of the problem and then resolve it. Application problems can be identifi ed by error 

messages or just generally slow performance.

If there is an error message, that is your starting point for troubleshooting. Often, you can 

enter the error message into a search engine to identify possible resolutions. This works well for 

commonly used software when many people have posted information on the Internet.

The better you understand the process you are trying to troubleshoot, the better you will be

at interpreting which web pages have relevant information for you. For example, if you under-

stand that the application server is running on Windows Server 2016 with Internet Information

Services (IIS) and the backend is a Microsoft SQL Server database, that will help you identify 

places where you should look for error messages to aid in your troubleshooting. If you are lim-

ited only to error messages directly within the application user interface, you have much less 

data with which to work.

For more specialized software, you are unlikely to fi nd much troubleshooting information on

the Internet. In this case, you should contact the vendor for support. Many vendors include sup-

port as part of the product purchase. Even if there is a cost for opening a support case, the cost 

of the support case is often less than the cost of downtime for the applications.

Some of the most diffi cult problems to troubleshoot are performance issues because there is 

often no error, just an application running slower than users expect. Performance problems are 

typically caused by bottlenecks in CPU utilization, memory capacity, network utilization, and

disk utilization.

Microsoft has System Center Operations Manager as a full-featured system for monitoring

errors and performance. Operations Manager can generate alerts and send notifi cation to spe-

cifi c groups of administrators when errors occur or when system utilization is high. However, 

Operating Manager is an extra cost that not all organizations choose to implement. There

are tools included with Windows Server 2016 that can be used to troubleshoot and monitor 

performance.



28 | CHAPTER 1 WINDOWS SERVER 2016 INSTALLATION AND MANAGEMENT

c01.indd 3:5:0:PM/05/17/2018 Page 28

Event Viewer
Most components of Windows Server 2016 record information to the event logs, which are 

viewed by using Event Viewer, shown in Figure 1.18. The logs are broadly grouped in the 

Windows Logs and Applications and Services Logs. The Windows Logs are a general set 

of event logs that have remained the same for many versions of Windows and are probably 

familiar to you. The Applications and Services Logs are much more detailed about the type of 

information they contain. Each log contains events for a specifi c Windows component, such as

the DNS server.

Figure 1.18
Event Viewer

These Windows Logs are commonly used for troubleshooting:

◆ Application. This log contains events from Windows services and applications. 

Applications installed on a server often also write events in this log. For example,

Microsoft SQL Server and Microsoft Exchange Server both write events to this log. Errors 

and warnings in this log should be investigated.

◆ Security. This log contains events related to auditing resource access and authentication.

Some basic auditing is in place by default, but you can confi gure additional auditing. 

For example, you can confi gure auditing of fi le system access to identify which users are

accessing or modifying fi les. 

◆ System. This log contains operating-system-level events. Information about drivers

loading or services starting and stopping are located here.

You should scan the Application and System logs occasionally to identify any errors or warn-

ings. These are items that may indicate a problem. Most of the time, it is not worthwhile to read 

all of the information events. However, when you review the entire process performed by a 

piece of software, it can be useful to review the information events from that software along 

with the error and warning events.
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To simplify reading events in a log, you can fi lter the log to show specifi c event types and 

events from specifi c sources. You can also create custom views that search across multiple event 

logs and display events matching the criteria that you specify. An Administrative Events custom 

view exists by default that shows the warnings and errors from all event logs. Some server roles 

also create a custom view to display events related to that server role.

Each event log has a maximum log size. Most logs have a maximum log size of 20 megabytes

(MB) or larger, but this varies among logs. You can modify the maximum log size to a level that 

you determine is appropriate. Generally, you want the logs to contain enough information to be

useful for troubleshooting. So, there should be enough room in the logs to contain at least a few 

weeks of information. The amount of data collected in logs varies widely, depending on how 

busy a server is and whether it is experiencing errors. For example, the default size of 128 MB for 

a security log may contain months of events for a small organization but only an hour of events

for a large organization.

By default, when an event log is full, it begins to overwrite older events to maintain the maxi-

mum number of events in the log but not skip any newer events. You also have the option to 

archive event logs that hit the maximum size. However, you will need to monitor the size of the

archived event logs over time because they are never removed automatically and could fi ll up 

the C: drive on your server. Finally, you have the option to stop collecting events when the event 

log is full. This option is seldom used because in most scenarios the most recent events are the 

most important.

If there are events you are watching for across multiple servers, you can confi gure event 

log subscriptions. Event log subscriptions allow you to collect specifi c events from multiple

servers into a single log on one server. Centralizing the events on a single server will make it 

easier to review. 

For detailed information about forwarding event logs, see Windows Event Collector at 

https://msdn.microsoft.com/en-us/library/bb427443(v=vs.85).aspx.

Task Manager
In Windows Server 2016, the default view for Task Manager shows only the name of the applica-

tions running on the system. It does not show any details about resource utilization or services.

Fortunately, if you click More Details, it shows a view with much more information, as shown in

Figure 1.19.

The tabs in Task Manager display the following:

◆ Processes. The list of processes running on the server are displayed along with the CPU 

and memory utilization for each. The processes are grouped as apps, background pro-

cesses, and Windows processes.

◆ Performance. Information about CPU utilization, memory utilization, and network utili-

zation are displayed. That information can be useful to identify if a specifi c resource is a 

bottleneck for performance.
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◆ Users. All users signed in to the server at the console or via Remote Desktop are displayed 

along with the CPU and memory utilization for processes started by that user. If you

expand the user, you can view individual processes.

◆ Details. For each process, the executable name, process ID, status, user name, CPU utiliza-

tion, memory utilization, and description are displayed. You can sort the data based on

those columns.

◆ Services. For each service, the service name, process ID, description, and status are 

displayed. This is a fast way to get a quick overview of service information.

Depending on the tab you are reviewing, you can perform various actions on the items

displayed. You can stop, start, and restart services. You can also end specifi c tasks that are not 

responding properly. You can also open the fi le location for a process to identify the location of 

the executable.

Figure 1.19
Task Manager

Resource Monitor
Resource Monitor, shown in Figure 1.20, shows more detailed performance information than 

what is available in Task Manager. Information is grouped into the four resources that are most

likely to be bottlenecks: CPU, memory, disk, and network.
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Figure 1.20
Resource Monitor

A useful feature in Resource Monitor is the ability to fi lter the view based on processes. If 

you select the check boxes for specifi c processes, the view is fi ltered to show only information

for those processes and that fi ltering is applied to all the tabs.

 The Overview tab shows a summary of the most commonly used information for CPU,

memory, disk, and network. You can expand each section to view detailed information for each 

process.

On the CPU tab, you can see the CPU utilization for each process or service. If you select a

specifi c process, you can also see all of the resources it is accessing in the Associated Handles 

section. The Associated Modules section shows the Dynamic Link Library (DLL) fi les that the 

process uses. This tab also shows the utilization of each CPU core so that you can identify if 

a process is saturating one core.

The Memory tab identifi es the memory used by each process and how it is allocated over-

all to the operating system. It shows how much memory is in use, how much is being used for 

cache, and how much is free.

The Disk tab shows how much disk activity is being generated by each process. It also shows

how much disk activity is being performed for each fi le. This can help identify problematic 

processes when disk utilization is high. The storage section shows the level of activity for each

drive, including the disk queue length, which is an indicator of disk utilization. If the disk

queue length is above one for extended periods of time, then the disk system is a bottleneck.

The Network tab displays network utilization for each process. It shows overall utilization for

the process and breaks it down into individual conversations with other hosts. You can also see

a list of all TCP connections and listening ports.
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Windows Sysinternals

Windows Sysinternals is a set of advanced troubleshooting tools that are available for download at 
no charge from Microsoft. Th ese tools can provide very low-level information about how Windows 
is performing tasks, and they can be useful for troubleshooting diffi  cult problems when standard 
Windows tools do not provide enough information.

Some of the tools available include:

◆ TCPView. Th is utility shows detailed information about TCP and UDP ports on your computer.

◆ Process Explorer. Th is tool identifi es the fi les and DLLs that a process has open.

◆ Process Monitor. Th is utility allows you to capture the fi le and Registry activity for a process 
so that you can understand what it does over a period of time or when an error occurs.

For more information about the Windows Sysinternals tools and to download them, see the 
Windows Sysinternals page at https://docs.microsoft.com/en-us/sysinternals/.

Performance Monitor
Windows Server 2016 includes an extensive set of performance counters that allow you to

monitor many detailed aspects of system performance. The data provided by the performance

counters is much more detailed than what is available in Task Manager or Resource Monitor

but can be harder to interpret. You can use Performance Monitor, shown in Figure 1.21, to 

record and view these performance counters.

Figure 1.21
Performance
Monitor
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The Performance node provides an overview of commonly monitored performance counters.

The data displayed here is similar to what is available on the Performance tab in Task Manager.

When you want to monitor performance counters in real time, you use the Performance

Monitor node. In this node, you can add and remove various performance counters and choose

how they are displayed. Performance counters can be displayed as a line graph, a histogram bar

chart, or a report displaying numerical values.

To log system activity for later analysis, you need to create a data collector set. The data col-

lector set defi nes which performance counters to record, when to start, and when to stop. Create

your data collector sets in the User Defi ned node.

The System node in Data Collector Sets contains data collector sets included with Windows

Server 2016. When you add server roles, they sometimes include a data collector set for trou-

bleshooting that server role. For example, when you install the AD DS server role an Active

Directory Diagnostics data collector set is added.

After a data collector set runs, a report is generated and stored in the Reports node. The 

report provides a summary of the data that was collected. For performance counters, it displays 

mean, minimum, and maximum values.

If you are trying to troubleshoot a performance problem that happened at a specifi c point in

time, you need to review the value of performance counters over time. To view the value of per-

formance counters at various points in time, use the Performance Monitor node to open the log 

fi les from the data collector set. The line graph view in the Performance Monitor node will allow

you to select a specifi c point in time when viewing performance counter values.

Th e Bottom Line
Defi ne a deployment process.  You can deploy Windows Server 2016 by running setup.exe
or by using various imaging processes. In general, you should try to automate deployment as 

much as possible, but you need to defi ne a consistent deployment process that works for your 

organization. A well-defi ned deployment process helps to ensure consistency in your server 

confi guration for easier troubleshooting.

Master It  Your organization has completely virtualized its infrastructure for deploying 

servers. To create new servers, your team copies a virtual hard drive with an operating

system that has been prepared by using Sysprep. How can you improve this process?

Solution  If your organization is large enough to justify the cost, you should imple-

ment software that manages the deployment of virtual machines. You can use VMM for

Hyper-V hosts or vCenter for VMware hosts. By using more advanced deployment soft-

ware, you can automate processes better.

Select an edition of Windows Server 2016.  Windows Server 2016 can be purchased as

Standard edition or Datacenter edition. The basic functionality of both editions is the same,

but some advanced features are available only in the Datacenter edition. If you need those 

advanced features, such as Storage Replica or shielded virtual machines, then you should

purchase the Datacenter edition.

Master It  You are planning the standardized images that you will be using to deploy 

Windows Server 2016. For previous versions of Windows Server, you have always used 
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the graphical interface on each server. What would be the benefi ts of introducing Server 

Core in a highly virtualized environment?

Solution  The basic benefi ts of Server Core are a reduced attack surface and a reduced 

requirement for updates. In a highly virtualized environment, you also get increased

server density. Server Core uses less disk space and less memory, which allows you to

have more virtual machines running on each virtualization host.

Select an activation method.  When you use volume licensing, Windows Server 2016 can 

be activated by using a MAK key, KMS, or Active Directory–Based Activation. A MAK key is 

entered on each server. A KMS key is entered in a KMS host or Active Directory.

Master It  In the past, your organization has used OEM licensing for servers. As part of 

your migration to Windows Server 2016, you have purchased volume licenses to allow 

greater fl exibility to move virtualized servers between hosts. The deployment will be

small at fi rst with only two or three servers in the fi rst year. What is the preferred activa-

tion method?

Solution  In this scenario, you can’t use a KMS host because this deployment will not

meet the minimum activation threshold for over a year. As a best practice, you should

not require your servers to access the Internet for activation. This leaves Active 

Directory–Based Activation as the best solution.

Monitor Windows Server 2016.  Windows Server 2016 includes a number of tools for moni-

toring and troubleshooting. Task Manager and Resource Monitor are good tools for getting

a quick overview of current system performance. Performance Monitor can provide detailed

information about current system performance or log performance for later analysis. Event 

Viewer allows you to review logs to look for errors related to performance issues.

Master It  You work for a large organization with several hundred servers. Your server

monitoring is reactive rather than proactive. You don’t know that there is a performance 

problem until users begin calling the help desk. How can monitoring be managed better?

Solution   In a large organization, it’s not possible to manually scan event logs and per-

formance statistics to be proactive. Instead, you need centralized monitoring software 

like System Center Operations Manager. When you implement Operations Manager, per-

formance information is constantly collected over time and event logs are monitored for

errors. When a problem occurs, the administration team can be notifi ed by email. 


