Cyberconflicts and National Security
Originally published in UN Chronicle, July 18, 2013

Whenever national cybersecurity policy is discussed, the same sto-
ries come up again and again. Whether the examples are called acts
of cyberwar, cyberespionage, hacktivism, or cyberterrorism, they all
affect national interest, and there is a corresponding call for some sort
of national cyberdefense.

Unfortunately, it is very difficult to identify attackers and their
motivations in cyberspace. As a result, nations are classifying all seri-
ous cyberattacks as cyberwar. This perturbs national policy and fuels a
cyberwar arms race, resulting in more instability and less security for
everyone. We need to dampen our cyberwar rhetoric, even as we adopt
stronger law enforcement policies towards cybersecurity, and work to
demilitarize cyberspace.

Let us consider three specific cases:

In Estonia, in 2007, during a period of political tensions between
the Russian Federation and Estonia, there were a series of denial-
of-service cyberattacks against many Estonian websites, including
those run by the Estonian Parliament, government ministries, banks,
newspapers and television stations. Though Russia was blamed for
these attacks based on circumstantial evidence, the Russian Govern-
ment never admitted its involvement. An ethnic Russian living in
Tallinn, who was upset by Estonia’s actions and who had been act-
ing alone, was convicted in an Estonian court for his part in these
attacks.
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In Dharamsala, India, in 2009, security researchers uncovered a
sophisticated surveillance system in the Dalai Lama’s computer net-
work. Called GhostNet, further research found the same network had
infiltrated political, economic and media targets in 103 countries.
China was the presumed origin of this surveillance network, although
the evidence was circumstantial. It was also unclear whether this net-
work was run by an organization of the Chinese Government, or by
Chinese nationals for either profit or nationalist reasons.

In Iran, in 2010, the Stuxnet computer worm severely damaged,
and possibly destroyed, centrifuge machines in the Natanz uranium
enrichment facility, in an effort to set back the Iranian nuclear pro-
gram. Subsequent analysis of the worm indicated that it was a well-
designed and well-executed cyberweapon, requiring an engineering
effort that implied a nation-state sponsor. Further investigative report-
ing pointed to the United States and Israel as designers and deployers
of the worm, although neither country has officially taken credit for it.

Ordinarily, you could determine who the attacker was by the weap-
onry. When you saw a tank driving down your street, you knew the
military was involved because only the military could afford tanks.
Cyberspace is different. In cyberspace, technology is broadly spread-
ing its capability, and everyone is using the same weaponry: hackers,
criminals, politically motivated hacktivists, national spies, militaries,
even the potential cyberterrorist. They are all exploiting the same vul-
nerabilities, using the same sort of hacking tools, engaging in the same
attack tactics, and leaving the same traces behind. They all eavesdrop
or steal data. They all engage in denial-of-service attacks. They all
probe cyberdefenses and do their best to cover their tracks.

Despite this, knowing the attacker is vitally important. As members
of society, we have several different types of organizations that can
defend us from an attack. We can call the police or the military. We can
call on our national anti-terrorist agency and our corporate lawyers.
Or we can defend ourselves with a variety of commercial products
and services. Depending on the situation, all of these are reasonable
choices.

The legal regime in which any defense operates depends on two
things: who is attacking you and why. Unfortunately, when you are
being attacked in cyberspace, the two things you often do not know are
who is attacking you and why. It is not that everything can be defined
as cyberwar; it is that we are increasingly seeing warlike tactics used
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in broader cyberconflicts. This makes defense and national cyberde-
fense policy difficult.

The obvious tendency is to assume the worst. If every attack is
potentially an act of war perpetrated by a foreign military, then the
logical assumption is that the military needs to be in charge of all
cyberdefense, and military problems beg for military solutions. This
is the rhetoric we hear from many of the world’s leaders: the problem
is cyberwar and we are all fighting one right now. This is just not true;
there is no war in cyberspace. There is an enormous amount of crimi-
nal activity, some of it organized and much of it international. There is
politically motivated hacking—hacktivism—against countries, com-
panies, organizations and individuals. There is espionage, sometimes
by lone actors and sometimes by national espionage organizations.
There are also offensive actions by national organizations, ranging
from probing each other’s cyberdefenses to actual damage-causing
cyberweapons like Stuxnet.

The word “war” really has two definitions: the literal definition of
war which evokes guns and tanks and advancing armies, and the rhe-
torical definition of war as in war on crime, war on poverty, war on
drugs, and war on terror. The term “cyberwar” has aspects of both
literal and rhetorical war, making it a very loaded term to use when
discussing cybersecurity and cyberattacks.

Words matter. To the police, we are citizens to protect. To the mil-
itary, we are a population to be managed. Framing cybersecurity in
terms of war reinforces the notion that we are helpless in the face
of the threat, and we need a government—indeed, a military—to
protect us.

The framing of the issue as a war affects policy debates around the
world. From the notion of government control over the Internet, to
wholesale surveillance and eavesdropping facilitation, to an Internet
kill switch, to calls to eliminate anonymity—many measures proposed
by different countries might make sense in wartime but not in peace-
time. (Except that like the war on drugs or terror, there is no winning
condition, which means placing a population in a permanent state of
emergency). We are seeing a power grab in cyberspace by the world’s
militaries. We are in the early years of a cyberwar arms race.

Arms races stem from ignorance and fear: ignorance of the other
side’s capabilities and fear that its capabilities are greater than one’s
own. Once cyberweapons exist, there will be an impetus to use them.
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Stuxnet damaged networks other than its intended targets. Any
military-inserted back doors in Internet systems will make us more
vulnerable to criminals and hackers.

The cyberwar arms race is destabilizing. It is only a matter of time
before something big happens, perhaps by the rash actions of a low-
level military officer, an enthusiastic hacker who thinks he is working
in his country’s best interest, or by accident. If the target nation retal-
iates, we could find ourselves in a real cyberwar.

I am not proposing that cyberwar is complete fiction. War expands
to fill all available theatres, and any future war will have a cyberspace
component. It makes sense for countries to establish cyberspace
commands within their militaries, and to prepare for cyberwar. Sim-
ilarly, cyberespionage is not going away anytime soon. Espionage is
as old as civilization, and there is simply too much good information
in cyberspace for countries not to avail themselves of hacking tools
to get at it.

We need to dampen the war rhetoric and increase international
cybersecurity cooperation. We need to continue talking about cyber-
war treaties. We need to establish rules of engagement in cyberspace,
including ways to identify where attacks are coming from and clear
definitions of what does or does not constitute an offensive action.
We need to understand the role of cybermercenaries, and the role of
non-state actors. Cyberterrorism is still a media and political myth,
but there will come a time when it will not be. Lastly, we need to
build resilience into our infrastructure. Many cyberattacks, regardless
of origin, exploit fragilities in the Internet. The more we can reduce
those, the safer we will be.

Cyberspace threats are real, but militarizing cyberspace will do
more harm than good. The value of a free and open Internet is too
important to sacrifice to our fears.

Counterterrorism Mission Creep
Originally published in TheAtlantic.com, July 16, 2013

One of the assurances I keep hearing about the US government’s spy-
ing on American citizens is that it’s only used in cases of terrorism.
Terrorism is, of course, an extraordinary crime, and its horrific nature
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is supposed to justify permitting all sorts of excesses to prevent it. But
there’s a problem with this line of reasoning: mission creep. The defi-
nitions of “terrorism” and “weapon of mass destruction” are broaden-
ing, and these extraordinary powers are being used, and will continue
to be used, for crimes other than terrorism.

Back in 2002, the Patriot Act greatly broadened the definition of
terrorism to include all sorts of “normal” violent acts as well as non-
violent protests. The term “terrorist” is surprisingly broad; since the
terrorist attacks of 9/11, it has been applied to people you wouldn’t
normally consider terrorists.

The most egregious example of this are the three anti-nuclear
pacifists, including an 82-year-old nun, who cut through a chain-
link fence at the Oak Ridge nuclear-weapons-production facility in
2012. While they were originally arrested on a misdemeanor tres-
passing charge, the government kept increasing their charges as
the facility’s security lapses became more embarrassing. Now the
protestors have been convicted of violent crimes of terrorism—and
remain in jail.

Meanwhile, a Tennessee government official claimed that com-
plaining about water quality could be considered an act of terrorism.
To the government’s credit, he was subsequently demoted for those
remarks.

The notion of making a terrorist threat is older than the cur-
rent spate of anti-terrorism craziness. It basically means threaten-
ing people in order to terrorize them, and can include things like
pointing a fake gun at someone, threatening to set off a bomb, and
so on. A Texas high-school student recently spent five months in
jail for writing the following on Facebook: “I think I'ma shoot up a
kindergarten. And watch the blood of the innocent rain down. And
eat the beating heart of one of them.” Last year, two Irish tourists
were denied entry at the Los Angeles Airport because of some mis-
understood tweets.

Another term that’s expanded in meaning is “weapon of mass
destruction.” The law is surprisingly broad, and includes anything
that explodes, leading political scientist and terrorism-fear skeptic
John Mueller to comment:

As I understand it, not only is a grenade a weapon of mass
destruction, but so is a maliciously-designed child’s rocket
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even if it doesn’t have a warhead. On the other hand,
although a missile-propelled firecracker would be considered
a weapon of mass destruction if its designers had wanted to
think of it as a weapon, it would not be so considered if it had
previously been designed for use as a weapon and then rede-
signed for pyrotechnic use or if it was surplus and had been
sold, loaned, or given to you (under certain circumstances) by
the secretary of the army...

All artillery, and virtually every muzzle-loading mili-
tary long arm for that matter, legally qualifies as a WMD.
It does make the bombardment of Ft. Sumter all the more
sinister. To say nothing of the revelation that The Star
Spangled Banner is in fact an account of a WMD attack
on American shores.

After the Boston Marathon bombings, one commentator described
our use of the term this way: “What the United States means by terror-
ist violence is, in large part, ‘public violence some weirdo had the gall
to carry out using a weapon other than a gun.’ ... Mass murderers who
strike with guns (and who don’t happen to be Muslim) are typically
read as psychopaths disconnected from the larger political sphere.”
Sadly, there’s a lot of truth to that.

Even as the definition of terrorism broadens, we have to ask how far
we will extend that arbitrary line. Already, we’re using these surveil-
lance systems in other areas. A raft of secret court rulings has recently
expanded the NSA’s eavesdropping powers to include “people possi-
bly involved in nuclear proliferation, espionage and cyberattacks.” A
“little-noticed provision” in a 2008 law expanded the definition of “for-
eign intelligence” to include “weapons of mass destruction,” which, as
we’ve just seen, is surprisingly broad.

A recent Atlantic essay asks, somewhat facetiously, “If PRISM is
so good, why stop with terrorism?” The author’s point was to dis-
cuss the value of the Fourth Amendment, even if it makes the police
less efficient. But it’s actually a very good question. Once the NSA’s
ubiquitous surveillance of all Americans is complete—once it has
the ability to collect and process all of our emails, phone calls, text
messages, Facebook posts, location data, physical mail, financial
transactions, and who knows what else—why limit its use to cases
of terrorism? I can easily imagine a public groundswell of support
to use to help solve some other heinous crime, like a kidnapping.
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Or maybe a child-pornography case. From there, it’s an easy step
to enlist NSA surveillance in the continuing war on drugs; that’s
certainly important enough to warrant regular access to the NSA’s
databases. Or maybe to identify illegal immigrants. After all, we’ve
already invested in this system, we might as well get as much out
of it as we possibly can. Then it’s a short jump to the trivial exam-
ples suggested in the Atlantic essay: speeding and illegal download-
ing. This “slippery slope” argument is largely speculative, but we’ve
already started down that incline.

Criminal defendants are starting to demand access to the NSA data
that they believe will exonerate themselves. How can a moral govern-
ment refuse this request?

More humorously, the NSA might have created the best backup
system ever.

Technology changes slowly, but political intentions can change
very quickly. In 2000, I wrote in my book Secrets and Lies about police
surveillance technologies: “Once the technology is in place, there will
always be the temptation to use it. And it is poor civic hygiene to install
technologies that could someday facilitate a police state.” Today we’re
installing technologies of ubiquitous surveillance, and the temptation
to use them will be overwhelming.

Syrian Electronic Army Cyberattacks

Originally published in the Wall Street Journal website,
August 29, 2013

The Syrian Electronic Army attacked again this week, compromising
the websites of the New York Times, Twitter, the Huffington Post, and
others.

Political hacking isn’t new. Hackers were breaking into systems for
political reasons long before commerce and criminals discovered the
Internet. Over the years, we’ve seen U.K. vs. Ireland, Israel vs. Arab
states, Russia vs. its former Soviet republics, India vs. Pakistan, and
US vs. China.

There was a big one in 2007, when the government of Estonia was
attacked in cyberspace following a diplomatic incident with Russia. It
was hyped as the first cyberwar, but the Kremlin denied any Russian
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government involvement. The only individuals positively identified
were young ethnic Russians living in Estonia.

Poke at any of these international incidents, and what you find are
kids playing politics. The Syrian Electronic Army doesn’t seem to be an
actual army. We don’t even know if they’re Syrian. And—to be fair—I
don’t know their ages. Looking at the details of their attacks, it’s pretty
clear they didn’t target the New York Times and others directly. They
reportedly hacked into an Australian domain name registrar called
Melbourne IT, and used that access to disrupt service at a bunch of
big-name sites.

We saw this same tactic last year from Anonymous: hack around at
random, then retcon a political reason why the sites they successfully
broke into deserved it. It makes them look a lot more skilled than they
actually are.

This isn’t to say that cyberattacks by governments aren’t an issue,
or that cyberwar is something to be ignored. Attacks from China
reportedly are a mix of government-executed military attacks,
government-sponsored independent attackers, and random hack-
ing groups that work with tacit government approval. The US also
engages in active cyberattacks around the world. Together with
Israel, the US employed a sophisticated computer virus (Stuxnet) to
attack Iran in 2010.

For the typical company, defending against these attacks doesn’t
require anything different than what you’ve been traditionally been
doing to secure yourself in cyberspace. If your network is secure,
you’re secure against amateur geopoliticians who just want to help
their side.

The Limitations of Intelligence
Originally published in CNN.com, September 11, 2013

We recently learned that US intelligence agencies had at least three
days’ warning that Syrian President Bashar al-Assad was preparing to
launch a chemical attack on his own people, but wasn’t able to stop
it. At least that’s what an intelligence briefing from the White House
reveals. With the combined abilities of our national intelligence
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apparatus—the CIA, NSA, National Reconnaissance Office and all the
rest—it’s not surprising that we had advance notice. It’s not known
whether the US shared what it knew.

More interestingly, the US government did not choose to act on that
knowledge (for example, launch a preemptive strike), which left some
wondering why.

There are several possible explanations, all of which point to a fun-
damental problem with intelligence information and our national
intelligence apparatuses.

The first possibility is that we may have had the data, but didn’t
fully understand what it meant. This is the proverbial connect-the-
dots problem. As we’ve learned again and again, connecting the
dots is hard. Our intelligence services collect billions of individual
pieces of data every day. After the fact, it’s easy to walk backward
through the data and notice all the individual pieces that point to
what actually happened. Before the fact, though, it’s much more
difficult. The overwhelming majority of those bits of data point in
random directions, or nowhere at all. Almost all the dots don’t con-
nect to anything.

Rather than thinking of intelligence as a connect-the-dots picture,
think of it as a million unnumbered pictures superimposed on top of
each other. Which picture is the relevant one? We have no idea. Turn-
ing that data into actual information is an extraordinarily difficult
problem, and one that the vast scope of our data-gathering programs
makes even more difficult.

The second possible explanation is that while we had some informa-
tion about al-Assad’s plans, we didn’t have enough confirmation to act
on that information. This is probably the most likely explanation. We
can’t act on inklings, hunches, or possibilities. We probably can’t even
act on probabilities; we have to be sure. But when it comes to intelli-
gence, it’s hard to be sure. There could always be something else going
on—something we’re not able to eavesdrop on, spy on, or see from our
satellites. Again, our knowledge is most obvious after the fact.

The third is that while we were sure of our information, we couldn’t
act because that would reveal “sources and methods.” This is proba-
bly the most frustrating explanation. Imagine we are able to eaves-
drop on al-Assad’s most private conversations with his generals and
aides, and are absolutely sure of his plans. If we act on them, we reveal
that we are eavesdropping. As a result, he’s likely to change how he
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communicates, costing us our ability to eavesdrop. It might sound per-
verse, but often the fact that we are able to successfully spy on some-
one is a bigger secret than the information we learn from that spying.

This dynamic was vitally important during World War II. During
the war, the British were able to break the German Enigma encryp-
tion machine and eavesdrop on German military communications.
But while the Allies knew a lot, they would only act on information
they learned when there was another plausible way they could have
learned it. They even occasionally manufactured plausible explana-
tions. It was just too risky to tip the Germans off that their encryption
machines’ code had been broken.

The fourth possibility is that there was nothing useful we could have
done. And it is hard to imagine how we could have prevented the use
of chemical weapons in Syria. We couldn’t have launched a preemptive
strike, and it’s probable that it wouldn’t have been effective. The only
feasible action would be to alert the opposition—and that, too, might not
have accomplished anything. Or perhaps there wasn’t sufficient agree-
ment for any one course of action—so, by default, nothing was done.

All of these explanations point out the limitations of intelligence.
The NSA serves as an example. The agency measures its success by
amount of data collected, not by information synthesized or knowl-
edge gained. But it’s knowledge that matters.

The NSA’s belief that more data is always good, and that it’s worth
doing anything in order to collect it, is wrong. There are diminishing
returns, and the NSA almost certainly passed that point long ago. But
the idea of trade-offs does not seem to be part of its thinking.

The NSA missed the Boston Marathon bombers, even though the
suspects left a really sloppy Internet trail and the older brother was on
the terrorist watch list. With all the NSA is doing eavesdropping on the
world, you would think the least it could manage would be keeping
track of people on the terrorist watch list. Apparently not.

I don’t know how the CIA measures its success, but it failed to pre-
dict the end of the Cold War.

More data does not necessarily mean better information. It’s much
easier to look backward than to predict. Information does not necessarily
enable the government to act. Even when we know something, protect-
ing the methods of collection can be more valuable than the possibility
of taking action based on gathered information. But there’s not a lot of
value to intelligence that can’t be used for action. These are the para-
doxes of intelligence, and it’s time we started remembering them.



Computer Network Exploitation vs. Computer Network Attack 11

Of course, we need organizations like the CIA, the NSA, the NRO and
all the rest. Intelligence is a vital component of national security, and can
be invaluable in both wartime and peacetime. But it is just one security
tool among many, and there are significant costs and limitations.

We’ve just learned from the recently leaked “black budget” that
we’re spending $52 billion annually on national intelligence. We
need to take a serious look at what kind of value we’re getting for our
money, and whether it’s worth it.

Computer Network Exploitation vs.
Computer Network Attack

Originally published in TheAtlantic.com, March 6, 2014

Back when we first started getting reports of the Chinese breaking into
US computer networks for espionage purposes, we described it in some
very strong language. We called the Chinese actions cyber-attacks.
We sometimes even invoked the word cyberwar, and declared that a
cyber-attack was an act of war.

When Edward Snowden revealed that the NSA has been doing
exactly the same thing as the Chinese to computer networks around
the world, we used much more moderate language to describe US
actions: words like espionage, or intelligence gathering, or spying. We
stressed that it’s a peacetime activity, and that everyone does it.

The reality is somewhere in the middle, and the problem is that our
intuitions are based on history.

Electronic espionage is different today than it was in the pre-Internet
days of the Cold War. Eavesdropping isn’t passive anymore. It’s not the
electronic equivalent of sitting close to someone and overhearing a
conversation. It’s not passively monitoring a communications circuit.
It’s more likely to involve actively breaking into an adversary’s com-
puter network—be it Chinese, Brazilian, or Belgian—and installing
malicious software designed to take over that network.

In other words, it’s hacking. Cyber-espionage is a form of cyber-
attack. It’s an offensive action. It violates the sovereignty of another
country, and we’re doing it with far too little consideration of its diplo-
matic and geopolitical costs.

The abbreviation-happy US military has two related terms for what
itdoesin cyberspace. CNE stands for “computer network exploitation.”
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That’s spying. CNA stands for “computer network attack.” That
includes actions designed to destroy or otherwise incapacitate enemy
networks. That’s—among other things—sabotage.

CNE and CNA are not solely in the purview of the US; everyone
does it. We know that other countries are building their offensive
cyberwar capabilities. We have discovered sophisticated surveillance
networks from other countries with names like GhostNet, Red
October, The Mask. We don’t know who was behind them—these
networks are very difficult to trace back to their source—but we sus-
pect China, Russia, and Spain, respectively. We recently learned of a
hacking tool called RCS that’s used by 21 governments: Azerbaijan,
Colombia, Egypt, Ethiopia, Hungary, Italy, Kazakhstan, Korea,
Malaysia, Mexico, Morocco, Nigeria, Oman, Panama, Poland, Saudi
Arabia, Sudan, Thailand, Turkey, UAE, and Uzbekistan.

When the Chinese company Huawei tried to sell networking
equipment to the US, the government considered that equipment a
“national security threat,” rightly fearing that those switches were
backdoored to allow the Chinese government both to eavesdrop and
attack US networks. Now we know that the NSA is doing the exact
same thing to American-made equipment sold in China, as well as to
those very same Huawei switches.

The problem is that, from the point of view of the object of an attack,
CNE and CNA look the same as each other, except for the end result.
Today’s surveillance systems involve breaking into the computers and
installing malware, just as cybercriminals do when they want your
money. And just like Stuxnet: the US/Israeli cyberweapon that dis-
abled the Natanz nuclear facility in Iran in 2010.

This is what Microsoft’s General Counsel Brad Smith meant when
he said: “Indeed, government snooping potentially now constitutes
an ‘advanced persistent threat, alongside sophisticated malware and
cyber attacks.”

When the Chinese penetrate US computer networks, which they
do with alarming regularity, we don’t really know what they’re doing.
Are they modifying our hardware and software to just eavesdrop, or
are they leaving “logic bombs” that could be triggered to do real dam-
age at some future time? It can be impossible to tell. As a 2011 EU
cybersecurity policy document stated (page 7):

...technically speaking, CNA requires CNE to be effective. In
other words, what may be preparations for cyberwarfare can
well be cyberespionage initially or simply be disguised as such.
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We can’t tell the intentions of the Chinese, and they can’t tell ours,
either.

Much of the current debate in the US is over what the NSA should
be allowed to do, and whether limiting the NSA somehow empowers
other governments. That’s the wrong debate. We don’t get to choose
between a world where the NSA spies and one where the Chinese spy.
Our choice is between a world where our information infrastructure
is vulnerable to all attackers or secure for all users.

As long as cyber-espionage equals cyber-attack, we would be much
safer if we focused the NSA’s efforts on securing the Internet from
these attacks. True, we wouldn’t get the same level of access to infor-
mation flows around the world. But we would be protecting the world’s
information flows—including our own—from both eavesdropping
and more damaging attacks. We would be protecting our information
flows from governments, nonstate actors, and criminals. We would be
making the world safer.

Offensive military operations in cyberspace, be they CNE or CNA,
should be the purview of the military. In the US, that’s CyberCommand.
Such operations should be recognized as offensive military actions,
and should be approved at the highest levels of the executive branch,
and be subject to the same international law standards that govern
acts of war in the offline world.

If we’re going to attack another country’s electronic infrastructure,
we should treat it like any other attack on a foreign country. It’s no
longer just espionage, it’s a cyber-attack.

iPhone Encryption and the Return of
the Crypto Wars

Originally published in CNN.com, October 3, 2014

Last week, Apple announced that it is closing a serious security vul-
nerability in the iPhone. It used to be that the phone’s encryption only
protected a small amount of the data, and Apple had the ability to
bypass security on the rest of it.

From now on, all the phone’s data is protected. It can no longer be
accessed by criminals, governments, or rogue employees. Access to
it can no longer be demanded by totalitarian governments. A user’s
iPhone data is now more secure.
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To hear US law enforcement respond, you'd think Apple’s move
heralded an unstoppable crime wave. See, the FBI had been using that
vulnerability to get into people’s iPhones. In the words of cyberlaw
professor Orin Kerr, “How is the public interest served by a policy that
only thwarts lawful search warrants?”

Ah, but that’s the thing: You can’t build a backdoor that only the
good guys can walk through. Encryption protects against cybercrim-
inals, industrial competitors, the Chinese secret police and the FBI.
You're either vulnerable to eavesdropping by any of them, or you're
secure from eavesdropping from all of them.

Backdoor access built for the good guys is routinely used by the bad
guys. In 2005, some unknown group surreptitiously used the lawful-
intercept capabilities built into the Greek cell phone system. The same
thing happened in Italy in 2006.

In 2010, Chinese hackers subverted an intercept system Google had
put into Gmail to comply with US government surveillance requests.
Back doors in our cell phone system are currently being exploited by
the FBI and unknown others.

This doesn’t stop the FBI and Justice Department from pumping up
the fear. Attorney General Eric Holder threatened us with kidnappers
and sexual predators.

The former head of the FBI’s criminal investigative division went
even further, conjuring up kidnappers who are also sexual predators.
And, of course, terrorists.

FBI Director James Comey claimed that Apple’s move allows peo-
ple to “place themselves beyond the law” and also invoked that now
overworked “child kidnapper.” John J. Escalante, chief of detectives
for the Chicago police department now holds the title of most hysteri-
cal: “Apple will become the phone of choice for the pedophile.”

It’s all bluster. Of the 3,576 major offenses for which warrants
were granted for communications interception in 2013, exactly one
involved kidnapping. And, more importantly, there’s no evidence that
encryption hampers criminal investigations in any serious way. In
2013, encryption foiled the police nine times, up from four in 2012—
and the investigations proceeded in some other way.

This is why the FBI’s scare stories tend to wither after public scru-
tiny. A former FBI assistant director wrote about a kidnapped man
who would never have been found without the ability of the FBI to
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decrypt an iPhone, only to retract the point hours later because it
wasn’t true.

We’ve seen this game before. During the crypto wars of the 1990s,
FBI Director Louis Freeh and others would repeatedly use the exam-
ple of mobster John Gotti to illustrate why the ability to tap telephones
was so vital. But the Gotti evidence was collected using a room bug,
not a telephone tap. And those same scary criminal tropes were trot-
ted out then, too. Back then we called them the Four Horsemen of
the Infocalypse: pedophiles, kidnappers, drug dealers, and terrorists.
Nothing has changed.

Strong encryption has been around for years. Both Apple’s File-
Vault and Microsoft’s BitLocker encrypt the data on computer
hard drives. PGP encrypts email. Off-the-Record encrypts chat ses-
sions. HTTPS Everywhere encrypts your browsing. Android phones
already come with encryption built-in. There are literally thousands
of encryption products without back doors for sale, and some have
been around for decades. Even if the US bans the stuff, foreign com-
panies will corner the market because many of us have legitimate
needs for security.

Law enforcement has been complaining about “going dark” for
decades now. In the 1990s, they convinced Congress to pass a law
requiring phone companies to ensure that phone calls would remain
tappable even as they became digital. They tried and failed to ban
strong encryption and mandate back doors for their use. The FBI tried
and failed again to ban strong encryption in 2010. Now, in the post-
Snowden era, they’re about to try again.

We need to fight this. Strong encryption protects us from a pano-
ply of threats. It protects us from hackers and criminals. It protects
our businesses from competitors and foreign spies. It protects peo-
ple in totalitarian governments from arrest and detention. This isn’t
just me talking: The FBI also recommends you encrypt your data for
security.

As for law enforcement? The recent decades have given them an
unprecedented ability to put us under surveillance and access our
data. Our cell phones provide them with a detailed history of our
movements. Our call records, email history, buddy lists, and Facebook
pages tell them who we associate with. The hundreds of companies
that track us on the Internet tell them what we’re thinking about.
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Ubiquitous cameras capture our faces everywhere. And most of us
back up our iPhone data on iCloud, which the FBI can still get a war-
rant for. It truly is the golden age of surveillance.

After considering the issue, Orin Kerr rethought his position,
looking at this in terms of a technological-legal trade-off. I think he’s
right.

Given everything that has made it easier for governments and oth-
ers to intrude on our private lives, we need both technological secu-
rity and legal restrictions to restore the traditional balance between
government access and our security/privacy. More companies should
follow Apple’s lead and make encryption the easy-to-use default. And
let’s wait for some actual evidence of harm before we acquiesce to
police demands for reduced security.

Attack Attribution and Cyber Conflict

Originally published in the Christian Science Monitor,
March 4, 2015

The vigorous debate after the Sony Pictures breach pitted the
Obama administration against many of us in the cybersecurity
community who didn’t buy Washington’s claim that North Korea
was the culprit.

What’s both amazing—and perhaps a bit frightening—about that
dispute over who hacked Sony is that it happened in the first place.

But what it highlights is the fact that we’re living in a world where
we can’t easily tell the difference between a couple of guys in a base-
ment apartment and the North Korean government with an esti-
mated $10 billion military budget. And that ambiguity has profound
implications for how countries will conduct foreign policy in the
Internet age.

Clandestine military operations aren’t new. Terrorism can be hard
to attribute, especially the murky edges of state-sponsored terrorism.
What’s different in cyberspace is how easy it is for an attacker to mask
his identity—and the wide variety of people and institutions that can
attack anonymously.
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In the real world, you can often identify the attacker by the weap-
onry. In 2006, Israel attacked a Syrian nuclear facility. It was a con-
ventional attack—military airplanes flew over Syria and bombed the
plant—and there was never any doubt who did it. That shorthand
doesn’t work in cyberspace.

When the US and Israel attacked an Iranian nuclear facility in 2010,
they used a cyberweapon and their involvement was a secret for years.
On the Internet, technology broadly disseminates capability. Every-
one from lone hackers to criminals to hypothetical cyberterrorists to
nations’ spies and soldiers are using the same tools and the same tac-
tics. Internet traffic doesn’t come with a return address, and it’s easy
for an attacker to obscure his tracks by routing his attacks through
some innocent third party.

And while it now seems that North Korea did indeed attack Sony,
the attack it most resembles was conducted by members of the hacker
group Anonymous against a company called HBGary Federal in 2011.
In the same year, other members of Anonymous threatened NATO,
and in 2014, still others announced that they were going to attack
ISIS. Regardless of what you think of the group’s capabilities, it’s a
new world when a bunch of hackers can threaten an international
military alliance.

Even when a victim does manage to attribute a cyberattack, the
process can take a long time. It took the US weeks to publicly blame
North Korea for the Sony attacks. That was relatively fast; most of
that time was probably spent trying to figure out how to respond.
Attacks by China against US companies have taken much longer to
attribute.

This delay makes defense policy difficult. Microsoft’s Scott Charney
makes this point: When you’re being physically attacked, you can call
on a variety of organizations to defend you—the police, the military,
whoever does antiterrorism security in your country, your lawyers.
The legal structure justifying that defense depends on knowing two
things: who’s attacking you, and why. Unfortunately, when you’re
being attacked in cyberspace, the two things you often don’t know are
who’s attacking you, and why.

Whose job was it to defend Sony? Was it the US military’s, because
it believed the attack to have come from North Korea? Was it the FBI,
because this wasn’t an act of war? Was it Sony’s own problem, because
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it’s a private company? What about during those first weeks, when
no one knew who the attacker was? These are just a few of the policy
questions that we don’t have good answers for.

Certainly Sony needs enough security to protect itself regardless
of who the attacker was, as do all of us. For the victim of a cyberat-
tack, who the attacker is can be academic. The damage is the same,
whether it’s a couple of hackers or a nation-state.

In the geopolitical realm, though, attribution is vital. And not only is
attribution hard, providing evidence of any attribution is even harder.
Because so much of the FBI's evidence was classified—and probably
provided by the National Security Agency—it was not able to explain
why it was so sure North Korea did it. As I recently wrote: “The agency
might have intelligence on the planning process for the hack. It might,
say, have phone calls discussing the project, weekly PowerPoint status
reports, or even Kim Jong-un’s sign-off on the plan.” Making any of
this public would reveal the NSA’s “sources and methods,” something
it regards as a very important secret.

Different types of attribution require different levels of evidence.
In the Sony case, we saw the US government was able to generate
enough evidence to convince itself. Perhaps it had the additional evi-
dence required to convince North Korea it was sure, and provided that
over diplomatic channels. But if the public is expected to support any
government retaliatory action, they are going to need sufficient evi-
dence made public to convince them. Today, trust in US intelligence
agencies is low, especially after the 2003 Iraqi weapons-of-mass-
destruction debacle.

What all of this means is that we are in the middle of an arms
race between attackers and those that want to identify them:
deception and deception detection. It’s an arms race in which the
US—and, by extension, its allies—has a singular advantage. We
spend more money on electronic eavesdropping than the rest of
the world combined, we have more technology companies than
any other country, and the architecture of the Internet ensures
that most of the world’s traffic passes through networks the NSA
can eavesdrop on.

In 2012, then US Secretary of Defense Leon Panetta said publicly
that the US—presumably the NSA—has “made significant advances
in ... identifying the origins” of cyberattacks. We don’t know if this
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means they have made some fundamental technological advance, or
that their espionage is so good that they’re monitoring the planning
processes. Other US government officials have privately said that
they’ve solved the attribution problem.

We don’t know how much of that is real and how much is blus-
ter. It’s actually in America’s best interest to confidently accuse North
Korea, even if it isn’t sure, because it sends a strong message to the
rest of the world: “Don’t think you can hide in cyberspace. If you try
anything, we’ll know it’s you.”

Strong attribution leads to deterrence. The detailed NSA capabili-
ties leaked by Edward Snowden help with this, because they bolster
an image of an almost-omniscient NSA.

It’s not, though—which brings us back to the arms race. A world
where hackers and governments have the same capabilities, where
governments can masquerade as hackers or as other governments,
and where much of the attribution evidence intelligence agencies col-
lect remains secret, is a dangerous place.

So is a world where countries have secret capabilities for deception
and detection deception, and are constantly trying to get the best of
each other. This is the world of today, though, and we need to be pre-
pared for it.

Metal Detectors at Sports Stadiums
Originally published in the Washington Post, April 14, 2015

Fans attending Major League Baseball games are being greeted in a
new way this year: with metal detectors at the ballparks. Touted as a
counterterrorism measure, they’re nothing of the sort. They’re pure
security theater: They look good without doing anything to make us
safer. We're stuck with them because of a combination of buck pass-
ing, CYA thinking, and fear.

As a security measure, the new devices are laughable. The ballpark
metal detectors are much more lax than the ones at an airport check-
point. They aren’t very sensitive—people with phones and keys in
their pockets are sailing through—and there are no X-ray machines.
Bags get the same cursory search they’ve gotten for years. And fans
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wanting to avoid the detectors can opt for a “light pat-down search”
instead.

There’s no evidence that this new measure makes anyone safer.
A halfway competent ticketholder would have no trouble sneak-
ing a gun into the stadium. For that matter, a bomb exploded at a
crowded checkpoint would be no less deadly than one exploded in
the stands. These measures will, at best, be effective at stopping the
random baseball fan who’s carrying a gun or knife into the stadium.
That may be a good idea, but unless there’s been a recent spate of fan
shootings and stabbings at baseball games—and there hasn’t—this is
a whole lot of time and money being spent to combat an imaginary
threat.

But imaginary threats are the only ones baseball executives have
to stop this season; there’s been no specific terrorist threat or actual
intelligence to be concerned about. MLB executives forced this change
on ballparks based on unspecified discussions with the Department
of Homeland Security after the Boston Marathon bombing in 2013.
Because, you know, that was also a sporting event.

This system of vague consultations and equally vague threats
ensure that no one organization can be seen as responsible for the
change. MLB can claim that the league and teams “work closely”
with DHS. DHS can claim that it was MLB’s initiative. And both
can safely relax because if something happens, at least they did
something.

It’s an attitude I've seen before: “Something must be done. This is
something. Therefore, we must do it.” Never mind if the something
makes any sense or not.

In reality, this is CYA security, and it’s pervasive in post-9/11 Amer-
ica. It no longer matters if a security measure makes sense, if it’s
cost-effective or if it mitigates any actual threats. All that matters is
that you took the threat seriously, so if something happens you won’t
be blamed for inaction. It’s security, all right—security for the careers
of those in charge.

I’'m not saying that these officials care only about their jobs and not
at all about preventing terrorism, only that their priorities are skewed.
They imagine vague threats, and come up with correspondingly vague
security measures intended to address them. They experience none of
the costs. They’re not the ones who have to deal with the long lines and
confusion at the gates. They’re not the ones who have to arrive early to
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avoid the messes the new policies have caused around the league. And
if fans spend more money at the concession stands because they’ve
arrived an hour early and have had the food and drinks they tried to
bring along confiscated, so much the better, from the team owners’
point of view.

I can hear the objections to this as I write. You don’t know these
measures won’t be effective! What if something happens? Don’t we
have to do everything possible to protect ourselves against terrorism?

That’s worst-case thinking, and it’s dangerous. It leads to bad deci-
sions, bad design and bad security. A better approach is to realistically
assess the threats, judge security measures on their effectiveness and
take their costs into account. And the result of that calm, rational look
will be the realization that there will always be places where we pack
ourselves densely together, and that we should spend less time trying
to secure those places and more time finding terrorist plots before they
can be carried out.

So far, fans have been exasperated but mostly accepting of these
new security measures. And this is precisely the problem—most of
us don’t care all that much. Our options are to put up with these mea-
sures, or stay home. Going to a baseball game is not a political act, and
metal detectors aren’t worth a boycott. But there’s an undercurrent
of fear as well. If it’s in the name of security, we’ll accept it. As long
as our leaders are scared of the terrorists, they’re going to continue
the security theater. And we’re similarly going to accept whatever
measures are forced upon us in the name of security. We’re going to
accept the National Security Agency’s surveillance of every American,
airport security procedures that make no sense and metal detectors
at baseball and football stadiums. We’re going to continue to waste
money overreacting to irrational fears.

We no longer need the terrorists. We’re now so good at terrorizing
ourselves.

This essay previously appeared in the Washington Post.

The Future of Ransomware
Originally published in the Washington Post, May 16, 2017

Ransomware isn’t new, but it’s increasingly popular and profitable.
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The concept is simple: Your computer gets infected with a virus that
encrypts your files until you pay a ransom. It’s extortion taken to its
networked extreme. The criminals provide step-by-step instructions
on how to pay, sometimes even offering a help line for victims unsure
how to buy bitcoin. The price is designed to be cheap enough for peo-
ple to pay instead of giving up: a few hundred dollars in many cases.
Those who design these systems know their market, and it’s a profit-
able one.

The ransomware that has affected systems in more than 150 coun-
tries recently, WannaCry, made press headlines last week, but it
doesn’t seem to be more virulent or more expensive than other ran-
somware. This one has a particularly interesting pedigree: It’s based
on a vulnerability developed by the National Security Agency that can
be used against many versions of the Windows operating system. The
NSA’s code was, in turn, stolen by an unknown hacker group called
Shadow Brokers—widely believed by the security community to be
the Russians—in 2014 and released to the public in April.

Microsoft patched the vulnerability a month earlier, presumably
after being alerted by the NSA that the leak was imminent. But
the vulnerability affected older versions of Windows that Microsoft
no longer supports, and there are still many people and organiza-
tions that don’t regularly patch their systems. This allowed who-
ever wrote WannaCry—it could be anyone from a lone individual
to an organized crime syndicate—to use it to infect computers and
extort users.

The lessons for users are obvious: Keep your system patches up
to date and regularly backup your data. This isn’t just good advice to
defend against ransomware, but good advice in general. But it’s
becoming obsolete.

Everything is becoming a computer. Your microwave is a computer
that makes things hot. Your refrigerator is a computer that keeps things
cold. Your car and television, the traffic lights and signals in your city
and our national power grid are all computers. This is the much-
hyped Internet of Things (IoT). It’s coming, and it’s coming faster than
you might think. And as these devices connect to the Internet, they
become vulnerable to ransomware and other computer threats.

It’s only a matter of time before people get messages on their car
screens saying that the engine has been disabled and it will cost $200
in bitcoin to turn it back on. Or a similar message on their phones
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about their Internet-enabled door lock: Pay $100 if you want to get
into your house tonight. Or pay far more if they want their embedded
heart defibrillator to keep working.

This isn’t just theoretical. Researchers have already demonstrated a
ransomware attack against smart thermostats, which may sound like
a nuisance at first but can cause serious property damage if it’s cold
enough outside. If the device under attack has no screen, you’ll get the
message on the smartphone app you control it from.

Hackers don’t even have to come up with these ideas on their own;
the government agencies whose code was stolen were already doing it.
One of the leaked CIA attack tools targets Internet-enabled Samsung
smart televisions.

Even worse, the usual solutions won’t work with these embedded
systems. You have no way to back up your refrigerator’s software, and
it’s unclear whether that solution would even work if an attack targets
the functionality of the device rather than its stored data.

These devices will be around for a long time. Unlike our phones and
computers, which we replace every few years, cars are expected to last
at least a decade. We want our appliances to run for 20 years or more,
our thermostats even longer.

What happens when the company that made our smart washing
machine—or just the computer part—goes out of business, or other-
wise decides that they can no longer support older models? WannaCry
affected Windows versions as far back as XP, a version that Microsoft
no longer supports. The company broke with policy and released a
patch for those older systems, but it has both the engineering talent
and the money to do so.

That won’t happen with low-cost IoT devices.

Those devices are built on the cheap, and the companies that make
them don’t have the dedicated teams of security engineers ready
to craft and distribute security patches. The economics of the IoT
doesn’t allow for it. Even worse, many of these devices aren’t patch-
able. Remember last fall when the Mirai botnet infected hundreds of
thousands of Internet-enabled digital video recorders, webcams and
other devices and launched a massive denial-of-service attack that
resulted in a host of popular websites dropping off the Internet? Most
of those devices couldn’t be fixed with new software once they were
attacked. The way you update your DVR is to throw it away and buy
a new one.



24 Crime, Terrorism, Spying, and War

Solutions aren’t easy and they’re not pretty. The market is not going
to fix this unaided. Security is a hard-to-evaluate feature against a pos-
sible future threat, and consumers have long rewarded companies that
provide easy-to-compare features and a quick time-to-market at its
expense. We need to assign liabilities to companies that write insecure
software that harms people, and possibly even issue and enforce regu-
lations that require companies to maintain software systems through-
out their life cycle. We may need minimum security standards for
critical IoT devices. And it would help if the NSA got more involved in
securing our information infrastructure and less in keeping it vulner-
able so the government can eavesdrop.

I know this all sounds politically impossible right now, but we sim-
ply cannot live in a future where everything—from the things we own
to our nation’s infrastructure—can be held for ransom by criminals
again and again.



