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The fact that you’re reading this book means you want to
learn about the Linux operating system (OS). To begin this

. journey, you must first understand what Linux is and what
an OS is. This chapter describes what an OS is, how users interact with an OS, how
Linux compares to other popular OSs, and how even specific Linux implementations vary.
Understanding these issues will help you as you make the switch to Linux and learn about
the various Linux-based systems.

What Is an OS?

An OS provides all the fundamental features of a computer, at least from a software point
of view. An OS enables you to use the computer’s hardware devices, defines the user inter-
face standards, and provides basic tools that allow applications to run on the computer.
This section describes the different parts that make up an OS and how they work together
to create your computing experience.

What Is a Kernel?

An OS kernel is a software component responsible for managing various low-level features
of the computer, including:

= Interfacing with hardware devices (network adapters, hard disks, and so on)
= Allocating memory to individual programs

= Allocating CPU time to individual programs

*  Enabling programs to interact with one another

When you use a program (say, a web browser), it relies on the kernel for many of its
basic functions. The web browser can communicate with the outside world only by using
network functions provided by the kernel. The kernel allocates memory and CPU time to
the web browser, without which it couldn’t run. The web browser may rely on plug-ins to
display multimedia content; such programs are launched and interact with the web browser
through kernel services. Any program you run on a computer relies on the kernel in a
similar way, although the details vary from one OS to another and from one program to
another.

The kernel is the software “glue” that holds the computer together. Without a kernel, a
modern computer can do very little.
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Kernels are not interchangeable; the Linux kernel is different from the macOS kernel
used in Apple workstations and laptops, and from the Windows kernel used in Microsoft-
compatible workstations and laptops. Each of these kernels uses a different internal design
and provides different software interfaces for programs to use. Thus, each OS is built from
the kernel up and uses its own set of programs that further define each OS’s features.

)/ Some programs run on multiple kernels, but most need OS-specific
‘érz tweaks. Programmers create binaries—the program files for a particular
processor and kernel—for each OS. You need to run the binary file created
for the specific OS you're running the program on.

Linux uses a kernel called Linux—in fact, technically speaking, the word Linux refers
only to the kernel. Other features that you might associate with Linux are provided by non-
kernel programs, most of which are available on other platforms, as described shortly, in
“What Else Identifies an OS?”

A student named Linus Torvalds created the Linux kernel in 1991. Linux has evolved
considerably since that time. Today, it runs on a wide variety of CPUs and other hardware.
The easiest way to learn about Linux is to use it on a desktop or laptop PC, so that’s the
type of configuration emphasized in this book. The Linux kernel, however, runs on every-
thing from tiny cell phones to powerful supercomputers.

What Else Identifies an 0S?

The kernel is at the core of any OS, but it’s a component that most users don’t directly
manipulate. Instead, most users interact with a number of other software components,
many of which are closely associated with particular OSs. Such programs include the
following:

Command-Line Shells Years ago, users interacted with computers exclusively by typing
commands in a program (known as a shell) that accepted such commands. The commands
would rename files, launch programs, and so on. Although many computer users today
don’t use text-mode shells, they’re still important for intermediate and advanced Linux
users, so we describe them in more detail in Chapter 5, “Getting to Know the Command
Line,” and subsequent chapters rely heavily on your ability to use a text-mode shell. Many
different shells are available, and which shells are available and popular differ from one OS
to another. In Linux, a shell known as the Bourne Again Shell (Bash) is popular.

Graphical User Interfaces A graphical user interface (GUI) is an improvement on a text-
mode shell, at least from the perspective of a beginning user. GUIs rely on icons, menus,
and a mouse pointer rather than typed commands. Windows and macOS both have their
own OS-specific GUIs. Linux relies on a GUI known as the X Window System, or X for
short. X is a very basic GUI, so Linux also uses desktop environment program suites, such
as the GNU Object Model Environment (GNOME) or the K Desktop Environment (KDE),
to provide a more complete user experience. It’s the differences between a Linux desktop
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4 Chapter 1 = Selecting an Operating System

environment and the GUIs in Windows or macOS that will probably strike you most when
you first begin using Linux.

Utility Programs Modern OSs invariably ship with a wide variety of simple utility
programs—calculators, calendars, text editors, disk maintenance tools, and so on. These
programs differ from one OS to another. Even the names and methods of launching these
programs can differ between OSs. Fortunately, you can usually find the programs you want
by perusing menus in the main desktop environment.

Libraries Unless you’re a programmer, you’re unlikely to have to work with libraries
directly; nonetheless, we include them in this list because they provide critical services to
programs. Libraries are collections of programming functions that can be used by a variety
of programs. For instance, in Linux most programs rely on a library called libc. Other
libraries provide features associated with the GUI or that help programs parse options
passed to them on the command line. Many libraries exist for Linux, which helps enrich
the Linux software landscape.

Productivity Programs Major productivity programs—web browsers, word processors,
graphics editors, and so on—are the usual reason for using a computer. Although such
programs are often technically separate from the OS, they are sometimes associated with
certain OSs. Even when a program is available on many OSs, it may have a different “feel”
on each OS because of the different GUIs and other OS-specific features.

programs on popular open source software websites such as

You can search for Linux equivalents to popular macOS or Windows
P
www . Linuxalt.com.

In addition to software that runs on an OS, several other features can
ITE distinguish between OSs, such as the details of user accounts, rules
for naming disk files, and technical details of how the computer starts
up. These features are all controlled by software that’s part of the OS,
sometimes by the kernel and sometimes by non-kernel software.

Investigating User Interfaces

Earlier, we noted the distinction between text-mode and graphical user interfaces.
Although most users favor GUIs because of their ease of use, Linux retains a strong text-
mode tradition. Chapter 5 describes Linux’s text-mode tools in more detail, and Chapter
4, “Using Common Linux Programs,” covers basic principles of Linux GUI operations.

It’s important that you have some grounding in the basic principles of both text-mode and
graphical user interfaces now, since user interface issues crop up from time to time in inter-
vening chapters.
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Using a Text-Mode User Interface

In the past, and even sometimes today, Linux computers booted in text mode. After the
system had completely booted, the screen would display a simple text-mode login prompt,
which might resemble this:

Fedora 30 (Workstation Edition)
Kernel 5.0.9-301.fc30.x86_64 on an x86_64 (ttyl)

essentials login:

)’ To try a text-mode login, you must first install Linux on a computer. Neither
‘@TE the Linux Essentials exam nor this book covers Linux installation; consult
your distribution’s documentation to learn more.

The details of such a login prompt vary from one system to another. This example
includes several pieces of information:

= The OS name and version: Fedora Linux version 30

= The computer’s name: essentials

= The name of the hardware device being used for the login: ttyl
= The login prompt itself: login:

)’ If you see a GUI login prompt, you can obtain a text-mode prompt by
A TE pressing Ctrl+Alt+F2 or Ctrl+Alt+F3. To return to the GUI login prompt,
press Ctrl+Alt+F1 or Ctrl+Alt+F7.

To log into such a system, you must type your username at the login: prompt. The
system then prompts you for a password, which you must also type. If you entered a valid
username and password, the computer is likely to display a login message, followed by a
shell prompt:

[rich@essentials:~]$

In this book, we omit most of the prompt from example commands when they appear on
their own lines. We keep the dollar sign ($) prompt, though, for ordinary user commands.
Some commands must be entered as the root user account, which is the Linux administra-
tive user. We change the prompt to a hash mark (#) for such commands, since most Linux
distributions make a similar change to their prompts for the root user.

é Chapter 13, “Creating Users and Groups,” describes Linux accounts,
P including the root user account, in more detail.
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6 Chapter 1 = Selecting an Operating System

The details of the shell prompt vary from one installation to another, but you can type
text-mode commands at the shell prompt. For instance, you could type 1s (short for list) to
see a list of files in the current directory. The most basic commands are shortened by remov-
ing vowels, and sometimes consonants, to minimize the amount of typing required to execute
a command. This has the unfortunate effect of making many commands rather obscure.

Some commands display no information, but most produce some type of output. For
instance, the 1s command produces a list of files:

$ s
chapterl.doc figure@l.png

This example shows two files in the current directory: chapter0l.doc and figure0l.png.
You can use additional commands to manipulate these files, such as cp to copy them or rm
to remove (delete) them. Chapter 5 (“Getting to Know the Command Line”) and Chapter 7
(“Managing Files”) describe some common file manipulation commands.

Some text-mode programs take over the display in order to provide constant updates or
to enable you to interact with data in a flexible manner. Figure 1.1, for instance, shows the
nano text editor, which is described in more detail in Chapter 10, “Editing Files.” When
nano is working, you can use your keyboard’s arrow keys to move the cursor around, add
text by typing, and so on.

FIGURE 1.1 Some text-mode programs take over the entire display.

rich@rich-VirtualBox fetc

File Edit View Search Terminal Help

s@:root:/root: /bin/bash
tdaemon: fusr/sbin: fusr/sbin/nologin
Jbin:fusr/skin/nolegin
Jdev: fusr/sbin/nolegin
2sync:sbin: fbingsync
6B iganes  fusr/gamas: fusr/shin/nalogin
man: fvar/cache/man: fusr/shin/nalogin
svarfapanl /1 pd: fusrishingnnlagin
:Bimail:fvar/mail; fusr/sbin/nologin
s : (var/spool/news : fusr/sbingnolegin
tuucp: fvaryspeel/uucp: fusr/sbin/nelogin
proxy: /bin: fusr/sbin/nolegin
133 rwea-datac Svar e fusc/shin/nologin
34:backup: /var/backups: fusr/sbin/nologin
flislix:38:30:Mailing Lisl Manager: van/lisLz/use/sbin/mologin
lirc:x:39:30:ircd: fvar/run/ired: fusr/sbin/nologin
fgnats:x:41:41:Gnats Bug-Reparting System {adnin):fvar/lib/gnats:/usr/shin/nalogin
jrobody:x:65534:65534: nobody: /nonexistent: fusr/sbin/nologin
systemd-timesync:x:188:182:systemd Time Synchronizationm,,,:/run/systend:/bin/false
3:systend Metwork Management,,,:/run/systemd/netif:/bin/false
18d4;systemd Resolver,,,:/run/systend/resolve: /bin/false
3:185:systemd Bus Proxr. coifrungsystend: fhing false
tt/home/syslog: /bin/false
nonexistent:/bin/false
8 fvan S rungdlbus: fbing Talse
B 5 :11 unfuuidd: fbin/Talse
lsgntdm %:188:114" Light Display Manager:/var/Lib/Lightdm: /bin/false
prtprx:189:116: : shome/ntp: /bin/ falsa
fpvahi -autoipd:x:118:119: Avahi autoip daeman,,,:/var/lib/avahi-autoipd: /bin/false
fvahi:x:111:128:Avahi mONS daencn, ,, : fvar/runfavahi-daemon: /bin/ false
dnsnasq x 112 65534 dnswasa, ., : /var/Lib/misc: bin/false
lard colaur management daemen,,,:/var/lib/calord: /hin/false
- dsvar/lib/gecclue: sbin/false
-dispatcher:x:115:29:Speech Dispatcher,,,:/var/run/speech-dispatcher:/bin/false
1116:7: HPLIP system user,,,:/var/run/hplip:/bin/false
oops:x:117:65534:Kernel Oops Tracking Daemon, .. :/:/bin/false
jpulse:x:118:125:Fulsedudio daenen, , . :/var/run/pulse: .fblmffa

il Prev Page First Line Wherels Next
W NexT page LasT Line 1o Bracket

LR S ]

Justify
©wo 1o Line

fl 1o spell

P Get Help Write Qut Where Ts et
g Exit Head File Rep'lace UNCUT 1ext

"I rich@rich-VirtualB...

Even if you use a graphical login, you can use a text-mode shell inside a window, known
as a terminal. With common Linux GUISs, you can launch a terminal program, which pro-
vides a shell prompt and the means to run text-mode programs.
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Using a Graphical User Interface

Most users are more comfortable with GUIs than with text-mode commands. Thus, many Certification
modern Linux systems start up in GUI mode by default, presenting a login screen similar to ~ Objective
the one shown in Figure 1.2. You can select your username from a list or type it, followed

by typing your password, to log in.

Some Linux GUI login screens don’t prompt you for a password until after
A TE you’ve entered a valid username.

FIGURE 1.2 Graphical login screens on Linux are similar to those for Windows or
macOS.

rich-virtualBox

Unlike Windows and macOS, Linux provides a number of different desktop environ-
ments for you to choose from. Which one you use depends on the specific variety of
Linux you’re using, what software options you selected at installation time, and your own
personal preferences. Common choices include GNOME, KDE Plasma, Cinnamon, and
Xfce. Many other options are available as well. Many graphical desktops have assistive
technology features built in. In Figure 1.2, the person icon at the top-right corner of the
Fedora login window allows you to select an assistive technology such as a screen reader or
onscreen keyboard to assist with the login entry.

Linux desktop environments can look quite different from one another, but they all
provide similar functionality. Figure 1.3 shows the default Cinnamon desktop on a Mint
18.3 installation, with a couple of programs running. Chapter 4 describes common desktop
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environments and their features in more detail, but for now, you should know that they all
provide features such as the following:

Program Launchers You can launch programs by selecting them from menus or lists. Typically,
one or more menus reside along the top, bottom, or side of the screen. In Figure 1.3, you can
click the Mint leaf icon in the bottom-left corner of the screen to produce the menu that appears
in that figure.

File Managers Linux provides GUI file managers similar to those in Windows or macOS.
A window for one of these is open in the center of Figure 1.3.

Window Controls You can move windows by clicking and dragging their title bars, resize
them by clicking and dragging their edges, and so on.

Multiple Desktops Most Linux desktop environments enable you to keep multiple vir-
tual desktops active, each with its own set of programs. This feature helps keep the screen
uncluttered while you run several programs simultaneously. Typically, an icon in one of the
menus enables you to switch between virtual desktops.

Logout Options You can log out of your Linux session, which enables you to shut down

the computer or let another user log in.

FIGURE 1.3 Linux desktop environments provide the types of GUI controls that most
users expect.
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As you learn more about Linux, you’ll discover that its GUI environments are quite
flexible. If you find you don’t like the environment that’s the default for your distribu-
tion, you can change it. Although they all provide similar features, some people have
strong preferences about desktop environments. Linux gives you a choice in the mat-
ter that’s not available in Windows or macOS, so feel free to try multiple desktop
environments.

)’ You may need to install extra desktop environments to use them. This
AéTE topic is not covered in this book.

Where Does Linux Fit in the OS World?

This chapter’s title implies a comparison, and as this book is about Linux, the comparison
must be to non-Linux OSs. Thus, we compare Linux to three other OSs or OS families:
Unix, Apple macOS, and Microsoft Windows.

y As described later in “What Is a Distribution?” Linux can be considered a
‘&TE family of OSs. Thus, you can compare one Linux version to another one.

Comparing Linux to Unix

If you were to attempt to draw a “family tree” of OSs, you would end up scratching your
head a lot. This is because OS designers often mimic one another’s features and sometimes
even incorporate one another’s code into their OSs’ workings. The result can be a tangled
mess of similarities between OSs, with causes ranging from coincidence to code “borrow-
ing.” Attempting to map these influences can be difficult. In the case of Linux and Unix,
though, a broad statement is possible: Linux is modeled after Unix.

Unix was created in 1969 at AT&T’s Bell Labs. Unix’s history is complex and involves
multiple forks (that is, splitting of the code into two or more independent projects) and even
entirely separate code rewrites. Modern Linux systems are, by and large, the product of
open source projects that clone Unix programs, or of original open source code projects for
Unix generally.

)’ Open source software is software that you can not only run, but modify
,&TE and redistribute yourself. Chapter 3, “Investigating Linux’s Principles and
Philosophy,” covers the philosophy and legal issues concerning open
source software.
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These projects include:

The Linux Kernel Linus Torvalds created the Linux kernel as a hobby programming project in
1991, but it soon grew to be much more than that. The Linux kernel was designed to be compat-
ible with other Unix kernels in the sense that it used the same software interfaces in source code.
This made using open source programs for other Unix versions with the Linux kernel easy.

The GNU Project The GNU’s Not Unix (GNU) project is an effort by the Free Software
Foundation (FSF) to develop open source replacements for all the core elements of a Unix
OS. In 1991, the FSF had already released the most important such tools, with the notable
exception of the kernel. (The GNU HURD kernel is now available but is not as popular as
the Linux kernel.) Alternatives to the GNU tools include proprietary commercial tools and
open source tools developed for the BSD Unix variants. The tools used on a Unix-like OS
can influence its overall “flavor,” but all of these tool sets are similar enough to give any
Unix variety a similar feel compared to a non-Unix OS.

GNU is an example of a recursive acronym—an acronym whose expansion
OTE includes the acronym itself. This is an example of geek humor.

Xorg-X11 The X Window System is the GUI environment for most Unix OSs. Most
Linux distributions today use the Xorg-X11 variety of X. As with the basic text-mode tools
provided by the GNU project, choice of an X server can affect some features of a Unix-like
OS, such as the types of fonts it supports. Wayland is a newer X Windows System software
package used in Linux and is gaining in popularity.

Desktop Environments GNOME, KDE Plasma, Cinnamon, Xfce, and other popular open
source desktop environments have largely displaced commercial desktop environments even
on commercial versions of Unix. Thus, you won’t find big differences between Linux and
Unix in this area.

macOS, described shortly, is technically a commercial Unix but uses a
OTE proprietary Apply GUIl instead of an open source desktop environment
running on the X Window System.

Server Programs Historically, Unix and Linux have been popular as server OSs—
organizations use them to run web servers, database servers, email servers, and so on.
Linux runs the same popular server programs as do commercial Unix versions and the
open source BSDs.

User Productivity Programs In this realm, as in server programs, Linux runs the same
software as do other Unix-like OSs. In a few cases, Linux runs more programs or runs
them better. This is mostly because of Linux’s popularity and the vast array of hardware
drivers that Linux offers. If a program needs advanced video card support, for example, it’s
more likely to find that support on Linux than on a less popular Unix-like OS.
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On the whole, Linux can be thought of as a member of the family of Unix-like OSs.
Although Linux is technically not a Unix OS, it’s similar enough that the differences are
unimportant compared to the differences between this family as a whole and other OSs,
such as Windows. Because of its popularity, Linux offers better hardware support, at least
on commodity PC hardware. Some Unix varieties offer specific features that Linux lacks,
though. For instance, Oracle’s Solaris Unix uses built-in zones that handle virtual machines
better than the tools currently available in Linux.

)’ Although computers understand only ones and zeroes, human beings

‘é“ prefer to write programs in a text form known as source code. Although
source code can seem arcane to the uninitiated, it’s crystal clear
compared to the form a program must take for a computer to run it: binary
code. A program known as a compiler translates source code to binary
code. (Alternatively, some programming languages rely on an interpreter,
which converts source code to binary code “on the fly,” eliminating the
need to compile source code.)

The term open source refers to the availability of source code, which is
generally withheld from the public in the case of commercial programs and
0Ss. A programmer with access to a program’s source code can fix bugs,
add features, and otherwise alter how the program operates.

Comparing Linux to macOS

Apple macOS is a commercial Unix-based OS that borrows heavily from the BSDs and dis-
cards the usual Unix GUI (namely X) in favor of its own user interface. This makes macOS
both very similar to Linux and quite different from it.

You can open a macOS Terminal window and type many of the same commands
described in this book to achieve similar ends. If a command described in this book isn’t
present, you may be able to install it in one way or another. macOS ships with some popu-
lar Unix server programs, so you can configure it to work much like Linux or another
Unix-like OS as a network server computer.

macOS differs from Linux in its user interface, though. The macOS user interface is
known as Cocoa from a programming perspective, or Aqua from a user’s point of view.
It includes elements that are roughly equivalent to both X and a desktop environment in
Linux. Because Cocoa isn’t compatible with X from a programming perspective, applica-
tions developed for macOS can’t be run directly on Linux (or on other Unix-like OSs), and
porting them (that is, modifying the source code and recompiling them) for Linux is a non-
trivial undertaking. Thus, native macOS applications seldom make the transition to Linux.

macOS includes an implementation of X that runs under Aqua. This makes the trans-
fer of GUI Linux and Unix programs to macOS relatively straightforward. The resulting
programs don’t entirely conform to the Aqua user interface, though. They may have but-
tons, menus, and other features that look out of place compared to the usual appearance of
macOS equivalents.
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Apple makes macOS available only for its own computers. Its license terms forbid instal-
lation on non-Apple hardware, and even aside from licensing issues, installing macOS on
non-Apple hardware is a nontrivial undertaking. A variant of macOS, known as iOS, runs
on Apple’s iPad and iPhone devices, and is equally nonportable to other devices. Thus,
macOS is largely limited to Apple hardware. Linux, by contrast, runs on a wide variety of
hardware, including most PCs. You can even install Linux on Macintosh computers.

Comparing Linux to Windows

Most desktop and laptop computers today run Microsoft Windows. Thus, if you’re consid-
ering running Linux, the most likely comparison is to Windows. Broadly speaking, Linux
and Windows have similar capabilities; however, there are significant differences in details.
These include the following:

Licensing Linux is an open source OS whereas Windows is a proprietary commercial
OS. Chapter 2, “Understanding Software Licensing,” covers open source issues in greater
detail, but for now you should know that open source software gives you greater control
over your computer than does proprietary software—at least in theory. In practice, you
may need a great deal of expertise to take advantage of open source’s benefits. Proprietary
software may be preferable if you work for an organization that’s only comfortable with
the idea of software that’s sold in a more traditional way. (Some Linux variants, though,
are sold in a similar way, along with service contracts.)

Costs Many Linux varieties are available free of charge and so are appealing if you're try-
ing to cut costs. However, the expertise needed to install and maintain a Linux installation
is likely to be greater, and therefore more expensive, than the expertise needed to install
and maintain a Windows installation. Different studies on the issue of total cost of owner-
ship of Linux versus Windows have gone both ways, but most tend to favor Linux.

Hardware Compatibility Most hardware components require OS support, usually in the
form of drivers. Most hardware manufacturers provide Windows drivers for their devices
or work with Microsoft to ensure that Windows includes appropriate drivers. Although
some manufacturers provide Linux drivers, too, for the most part the Linux community as
a whole must supply the necessary drivers. This means that Linux drivers may take a few
weeks or even months to appear after a device becomes available. At the same time, Linux
developers tend to maintain drivers for old hardware for much longer than manufacturers
continue to support their own old hardware. Thus, a modern Linux may run better than a
recent version of Windows on old hardware. Linux also tends to be less resource intensive,
so you can be productive on older hardware when using Linux.

Software Availability Some popular desktop applications, such as Microsoft Office, are

available on Windows but not on Linux. Although Linux alternatives such as LibreOffice

are available, they haven’t caught on in the public’s mind. In other realms, the situation

is reversed. Popular server programs, such as the Apache web server, were developed first

for Linux or Unix. Although many such servers are available for Windows, they run more
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efficiently on Linux. If you have a specific program you must run, you may want to research
its availability and practicality on any platforms you’re considering.

User Interfaces Like macOS, Windows uses its own unique user interface. This fact
contributes to poor inter-OS portability. (Tools exist to help bridge the gap, though; X
Window System implementations for Windows are available, as are tools for running
Windows programs in Linux.) Some users prefer the Windows user interface to any Linux
desktop environment, but others prefer a Linux desktop environment.

OTE The idea behind Metro is that it works the same on everything from
smartphones to desktop computers. However, the Metro user interface
quickly became unpopular because it made it difficult for experienced
desktop Windows users to maneuver around, so it was removed as the
default user interface starting with Windows 10 but is still available for
those who prefer it.

%’ Microsoft introduced a new user interface, called Metro, in Windows 8.

Configurability Linux is a much more configurable OS than is Windows. Although both
OSs provide means to run specific programs at startup, change user interface themes, and
so on, Linux’s open source nature means you can tweak any detail you want. Furthermore,
you can pick any Linux variant you like to get a head start on setting up the system as you
see fit.

Security Advocates of each OS claim it’s more secure than the others. They can do this
because they focus on different security issues. Many of the threats to Windows come from
viruses, which by and large target Windows and its huge installed user base. Viruses are
essentially a nonissue for Linux; in Linux, security threats come mostly from break-ins
involving misconfigured servers or untrustworthy local users.

For over a decade, Windows has dominated the desktop arena. In both homes and
offices, users have become familiar with Windows and are used to popular Windows
applications, such as Microsoft Office. Although Linux can be used in such environments,
it’s a less popular choice for a variety of reasons—its unfamiliarity, the fact that Windows
comes preinstalled on most PCs, and the lack of any compelling Linux-only applications
for most users.

Unix generally, and Linux in particular, on the other hand, have come to dominate the
server market. Linux powers the web servers, database servers, email servers, and so on
that make up the Internet and that many businesses rely on to provide local network ser-
vices. Thus, most people use Linux daily even if they don’t realize it.

In most cases, it’s possible to use either Linux or Windows on a computer and have it do
an acceptable job. Sometimes, though, specific needs dictate use of one OS or another. You
might need to run a particular exotic program, for instance, or your hardware might be too
old for a modern Windows or too new for Linux. In other cases, your own or your users’
familiarity with one OS or the other may favor its use.
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What Is a Distribution?

Up until now, we’ve described Linux as if it were a single OS, but this isn’t really the case.
Many different Linux distributions are available, each consisting of a Linux kernel along
with a set of utilities and configuration files. The result is a complete OS, and two Linux
distributions can differ from each other as much as either differs from macOS or even
Windows. We therefore describe in more detail what a distribution is, what distributions
are popular, and the ways in which distribution maintainers keep their offerings up-to-date.

Creating a Complete Linux-Based OS

We’ve already described some of what makes up a Linux OS, but some details need reitera-
tion or elaboration:

A Linux Kernel A Linux kernel is at the core of any Linux OS, of course. We’ve written
this item as @ Linux kernel because the Linux kernel is constantly evolving. Two distribu-
tions are likely to use slightly different kernels. Distribution maintainers also often patch
kernels—that is, they make small changes to fix bugs or add features.

Core Unix Tools Tools such as the GNU tool set, the X Window System, and the utilities
used to manage disks are critical to the normal functioning of a Linux system. Most Linux
distributions include more or less the same set of such tools, but as with the kernel, they
can vary in versions and patches.

Supplemental Software Additional software, such as major server programs, desk-
top environments, and productivity tools, ships with most Linux distributions. As with
core Unix software, most Linux distributions provide similar options for such software.
Distributions sometimes provide their own “branding,” though, particularly in desktop
environment graphics.

Startup Scripts Much of a Linux distribution’s “personality” comes from the way it man-
ages its startup process. Linux uses scripts and utilities to launch the dozens of programs
that link the computer to a network, present a login prompt, and so on. These scripts and
utilities vary between distributions, which means they have different features and may be
configured in different ways.

An Installer Software must be installed to be used, and most Linux distributions provide
unique installation software to help you manage this important task. Thus, two distribu-
tions may install in very different ways, giving you options for key features such as disk
layouts and initial user account creation.

Typically, Linux distributions are available for download from their websites. You can
usually download a CD-R or DVD image file that you can then burn to an optical disc.
When you boot the resulting disc, the installer runs and you can install the OS. You can
also use the same image to create a bootable USB flash drive if your computer lacks an opti-
cal drive. There are also cloud versions of many Linux distributions, which allow you to
download a complete Linux system to run in either a private virtual machine or a commer-
cial cloud such as Amazon Web Services (AWS) or Google Cloud Platform.
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If you're curious about trying out Linux but don’t have a dedicated work-
station or laptop available, install a virtual machine software package such

as VMWare or VirtualBox, which allows you to run a Linux OS inside an
existing macOS or Windows workstation environment without having to

change the system.

Some Linux installers come complete with all the software you’re likely to install. Others

come with only minimal software and expect you to have a working Internet connection so

that the installer can download additional software. If your computer isn’t connected to the
Internet, be sure to get the right type of installer.

A Summary of Common Linux Distributions

Depending on how you count, there are about a dozen major Linux distributions for desk-
top, laptop, and small server computers, and hundreds more that serve specialized pur-
poses. Table 1.1 summarizes the features of the most important distributions.

TABLE 1.1 Features of major Linux distributions
Package Administrator skill
Distribution Availability format Release cycle requirements
Arch Free pacman Rolling Expert
CentOS Free RPM approximately 2-year Intermediate
Debian Free Debian 2-year Intermediate to
expert
Fedora Free RPM approximately Intermediate
6-month
Gentoo Free ebuild Rolling Expert
Mint Free Debian 6-month Novice to
intermediate
openSUSE Free RPM 8-month Intermediate
Red Hat Enterprise  Commercial RPM approximately 2-year Intermediate
Slackware Free tarballs Irregular Expert
SUSE Enterprise Commercial RPM 2-3 years Intermediate
Ubuntu Free Debian 6-month Novice to

intermediate

Certification
Objective
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These features require explanation:

Availability Most Linux distributions are entirely open source or free software; however,
some include proprietary components and are sold for money, typically with a support
contract. Red Hat Enterprise Linux (RHEL) and SUSE Enterprise Linux are the two most
prominent examples of this type of distribution. Both have completely free cousins. For
RHEL, CentOS is a near-clone that omits the proprietary components, and Fedora is an
open version that serves as a testbed for technologies that may eventually be included in
RHEL. For SUSE Enterprise, openSUSE is a free alternative.

Package Format Most Linux distributions distribute software in packages, which are
collections of many files in one. Package software maintains a local database of installed
files, making upgrades and uninstallations easy. The RPM Package Manager (RPM) system
is the most popular one in the Linux world, but Debian packages are very common, too.
Other packaging systems work fine but are distribution-specific, such as the pacman pack-
age management system used in Arch Linux. Slackware is unusual in that it uses tarballs
for its packages. These are package files created by the standard tar utility, which is used
for backing up computers and for distributing source code, among other things. The
tarballs that Slackware uses for its packages contain Slackware-specific information to help
with package management. Gentoo is unusual because its package system is based on com-
piling most software from source code. This is time-consuming but enables experienced
administrators to tweak compilation options to optimize the packages for their own hard-
ware and software environments.

' Tarballs are similar to the zip files common on Windows. Chapter 8,
P “Searching, Extracting, and Archiving Data,” describes how to create and
use tarballs.

Release Cycle We describe release cycles in more detail shortly, in “Understanding Release
Cycles.” As a general rule, distributions with short release cycles aim to provide the latest
software possible, whereas those with longer release cycles strive to provide the most stable
environments possible. Some try to have it both ways; for instance, Ubuntu releases long-
term support (LTS) versions in April of even-numbered years. Its other releases aim to pro-
vide the latest software.

Administrator Skill Requirements The final column in Table 1.1 provides our personal
estimation of the skill level required to administer a distribution. As you can see, we’ve
described most Linux distributions as requiring “intermediate” skill to administer. Some,
however, provide less in the way of user-friendly GUI administrative tools and so require
more skill. Ubuntu aims to be particularly easy to use and administer.

Don’t be scared off by the “intermediate” classification of most distribu-
TE tions. This book’s purpose is to help you manage the essential features of

such distributions.
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Most Linux distributions are available for at least two platforms—that is, CPU types:
x86 (also known as IA32, 1386, and several variants) and x86-64 (also known as AMD64,
EM64T, and x64). Until about 2007, x86 computers were the most common variety, but
now x86-64 computers have become the standard. If you have an x86-64 computer, you
can run either an x86 or an x86-64 distribution on it, although the latter provides a small
speed improvement. More exotic platforms, such as ARM (for tablets), PowerPC, Alpha,
and SPARC, are available. Such platforms are mostly restricted to servers and to specialized
devices (described shortly).

@ Real World Scenario

Which Distribution to Use?

With a plethora of different Linux distributions available, one of the most often asked
questions for novice Linux users is which one to try. Some Linux distributions, such as
Red Hat and Oracle, focus on commercial Linux installations, providing paid customer
support. These distributions can be expensive, and they are often hard for novice users
to install and use.

A second type of Linux distributions are those geared toward advanced Linux users. The
CentOS, Slackware, and Gentoo Linux distributions fall in this category. They expect
you to know how to install and configure most of the software and hardware yourself.
Advanced Linux users like to use these distributions because they can customize exactly
what to install on the system.

The third type of Linux distributions are those geared toward novice Linux users. The
popular Fedora, Ubuntu, and Mint Linux distributions fall in this category. The default
installation takes care of most of the software and hardware configuration issues you
need to worry about, and they all provide a wealth of user-friendly graphical tools for
doing administrator functions, such as adding user accounts, exploring disk space, and
working with network connections. These types of Linux distributions are the best way to
go if you're a novice to the Linux world.

Understanding Release Cycles

Table 1.1 summarized the release cycles employed by a number of common Linux distri-
butions. The values cited in that table are the time between releases. For instance, new
versions of Ubuntu come out every six months, like clockwork. Most other distributions’
release schedules provide some “wiggle room™; if a release date slides a month, that may be
acceptable.

After its release, a distribution is typically supported until sometime after the next ver-
sion’s release—typically a few months to a year or more. During this support period, the

Certification
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distribution’s maintainers provide software updates to fix bugs and security problems.
After the support period has passed, you can continue to use a distribution, but you’re on
your own—if you need updated software, you’ll have to compile it from source code your-
self or hope that you can find a compatible binary package from some other source. As a
practical matter, therefore, it’s generally a good idea to upgrade to the latest version before
the support period ends. This fact makes distributions with longer release cycles appealing
to businesses, since a longer time between installations minimizes disruptions and costs
associated with upgrades.

Two of the distributions in Table 1.1 (Arch and Gentoo) have rolling release cycles.
Such distributions have no version numbers in the usual sense; instead, upgrades occur
in an ongoing manner. Using such a distribution makes it unnecessary to ever do a full
upgrade, with all the hassles that creates; however, you’ll occasionally have to do a dis-
ruptive upgrade of one particular subsystem, such as a major upgrade in your desktop
environment.

Before the release of a new version, most distributions make pre-release versions avail-
able. Alpha software is extremely new and very likely to contain serious bugs, whereas
beta software is more stable but nonetheless more likely to contain bugs than is the final
release software. As a general rule, you should avoid using such software unless you want
to contribute to the development effort by reporting bugs or unless you’re desperate to
have a new feature.

Embedded Linux Systems

In addition to the mainstream PC distributions, several other Linux distributions are avail-
able that serve more specialized purposes. The term embedded systems describes running a
small stripped-down Linux system on a small microcomputer, such as a phone or monitor-
ing device. Common uses of embedded Linux systems are:

Android Many cell phones today use a Linux-based OS known as Android. Its user
interface is similar to that of other smartphones, but underneath lies a Linux kernel and a
significant amount of the same Linux infrastructure you’ll find on a PC. Such phones don’t
use X or typical desktop applications, though; instead, they run specialized applications for
cell phones.

Android is best known as a cell phone OS, but it can be used on other
OTE devices. Some tablets and e-book readers, for instance, run Android.

Network Appliances Many broadband routers, print servers, and other devices you plug
into a local network to perform specialized tasks run Linux. You can sometimes replace
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the standard OS with a customized one if you want to add features to the device. Tomato
(www . polarcloud.com/tomato) and OpenWrt (openwrt.org) are two examples of such
customized Linux distributions. Don’t install such software on a whim, though; if done
improperly, or on the wrong device, they can render the device useless!

IoT Devices In recent years the term Internet of Things (IoT) has exploded both in the
news and in classrooms. IoT relates to creating a network of small devices that can sense
physical conditions and control systems. Small microprocessors running a specialized OS
monitor data from sensors, such as the temperature, humidity, light, or motion, and use
that data to control motors, locks, and switches. Embedded controllers such as the Arduino
and Beagle Bones devices, as well as more powerful larger controllers such as the Raspberry
Pi, are becoming all the craze in schools and manufacturing environments. The larger con-
trollers, such as the Raspberry Pi, often run a stripped-down version of Linux to provide
more versatility in the applications, such as sending out email alerts for specific sensor
conditions.

TiVo This popular digital video recorder (DVR) uses a Linux kernel and a significant
number of standard support programs, along with proprietary drivers and DVR software.
Although many people who use them don’t realize it, they are Linux-based computers
under the surface.

Most embedded Linux systems typically require little or no administrative work from
users, at least not in the way such tasks are described in this book. Instead, these devices
have fixed basic configurations and guided setup tools to help inexperienced users set criti-
cal basic options, such as network settings and your time zone.

Linux in the Cloud

Cloud technology has greatly changed the landscape of the computer world. Moving com-
puter resources and applications into a shared network environment changes how many
companies do business and provide services to customers. Linux plays an important role in
the cloud world, so it’s a good idea to define just what a cloud is and what type of resources
it provides. This section covers the basics of cloud computing.

What Is Cloud Computing?

The first mention of the term cloud came in documentation for the original ARPANET
network environment in 1977, the precursor to the modern-day Internet. In that documen-
tation, the cloud symbol was commonly used to represent the large network of intercon-
nected servers geographically dispersed. However, in this environment each server was
self-contained and self-sufficient—there was no distributed computing.
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The term cloud computing is related to distributed computing. In distributed computing,
resources are shared among two or more servers to accomplish a single task, such as run
an application. This environment became the precursor to what we know today as cloud
computing, popularized by companies such as Amazon Web Services (AWS), Google Cloud
Platform, and Microsoft Azure.

Cloud computing provides the ability to deliver computing resources across the Internet.
Now customers can purchase both hardware and software resources as needed from cloud
computing vendors. This includes servers, storage space, databases, networks, operating
systems, and even individual applications. Figure 1.4 demonstrates the three methods for
providing cloud computing services.

FIGURE 1.4 Cloud computing methods

Public cloud

Hybrid cloud

Private cloud

As you can see in Figure 1.4, there are three primary methods for providing cloud com-
puting environments:

= Public: In the public cloud computing environments, a third party provides all of the
computing resources outside of the organization. These resources are usually shared
between multiple organizations.

= Private: In the private cloud computing environments, each individual organization
builds its own cloud computing resources to provide resources internally.

= Hybrid: In hybrid cloud computing environments, computing resources are provided
internally within the organization but also connected to an external public cloud to
help supplement resources when needed.



Linux in the Cloud 21

What Are the Cloud Services?

Cloud computing environments can customize the level of resources provided to customers,
depending on each customer’s needs. This section describes the three most popular models
for providing resource levels that you’ll find from cloud computing vendors.

Infrastructure as a Service (laaS)

In the infrastructure as a service (IaaS) model, the cloud computing vendor provides low-
level server resources to host applications for organizations. These low-level resources
include all of the physical components you'd need for a physical server, including CPU time,
memory space, storage space, and network resources, as shown in Figure 1.5.

FIGURE 1.5 ThelaaS cloud model
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The server resources provided may be on a single server, or they may be distributed
among several servers. In a distributed environment. the servers may be co-located in a sin-
gle facility or they may be separated into multiple facilities located in separate cities. This
helps provide for increased availability.

As shown in Figure 1.5, in an IaaS model the customer supplies the operating system and
any applications that it needs to run. Most Iaa$ environments support a multitude of differ-
ent operating systems, including Linux and Windows servers. The customer is responsible
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for any system administration work required for the operating system, as well as any appli-
cation administration. The cloud computing vendor maintains the physical infrastructure
environment.

Platform as a Service (PaaS)

In the platform as a service (PaaS) model, the cloud computing vendor provides both the
physical server environment as well as the operating system environment to the customer,
as shown in Figure 1.6.

FIGURE 1.6 The PaaS cloud model
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With the PaaS model. the cloud computing vendor takes responsibility for both the phys-
ical components as well as the operating system administration. It provides system admin-
istration support to ensure the operating system is properly patched and updated to keep
up with current releases and security features. This allows the customer to focus mainly on
developing the applications running within the PaaS environment.

Software as a Service (SaaS)

In the software as a service (SaaS) model, the cloud computing vendor provides a complete
application environment, such as a mail server, database server, or web server. The vendor
provides the physical server environment, the operating system, and the application soft-
ware necessary to perform the function. This is shown in Figure 1.7.
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FIGURE 1.7 The SaaS cloud model
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Summary

Linux is a powerful OS that you can use on everything from a cell phone to a supercom-
puter. At Linux’s core is its kernel, which manages the computer’s hardware. Built atop that
are various utilities (many from the GNU project) and user applications. Linux is a clone

of the Unix OS, with which it shares many programs. Apple macOS is another Unix OS,
although one with a unique user interface. Although Windows shares many features with
Unix, it’s an entirely different OS, so software compatibility between Linux and Windows
is limited. Linux comes in many varieties, known as distributions, each of which has its
own unique “flavor.” Because of this variety, you can pick a Linux version that best suits
your needs, based on its ease of use, release cycle, and other unique features. Linux is a
popular OS used for embedded systems, due to its customizable features and small size.
The same customizable features also makes it ideal for large cloud computing environments
that support applications distributed around the world.

Exam Essentials

Describe what makes a Linux distribution and why there are so many. A Linux distri-
bution is a bundle of components required to run a Linux system. This includes a Linux
kernel and usually utilities for managing the system, application software, and a package



24 Chapter 1 = Selecting an Operating System

management system for installing and removing software. Different Linux users have dif-
ferent needs, such as desktop office automation, multimedia production, mathematical
simulations, or server features, such as a web or database server. The different Linux dis-
tributions are each customized to support specific features and functions so that you don’t
have to do that yourself.

Explain how Linux is used in embedded systems. Embedded systems often use a stripped-
down Linux system that specializes in controlling specific hardware. Devices such as
Android phones, IoT monitors, and TiVo recorders each use a customized Linux system
that performs only the functions required for those devices.

Explain how Linux is used in cloud environments. The cloud environment requires a dis-
tributed computing environment that can be expanded as needed. Linux servers provide an
inexpensive platform that can be easily modified.

Describe the basic differences between Linux and the more popular macOS and Windows
environments. The basic difference between Linux and the macOS and Windows envi-
ronments is choice. For just about every feature of the OS, Linux doesn’t lock you in to

a specific environment, but instead provides multiple options for you to choose from.

This includes desktop features, application software, and even what you pay for software
support.

Explain Linux distribution life-cycle management. Each OS requires updating from time
to time to keep up with technology, improve features, fix software bugs, and guard against
security vulnerabilities. Life-cycle management relates to how often an OS is updated.
Some OSs are updated on a regular basis, whereas others are updated only as needed.
Different Linux distributions support different life cycles, depending on their user base.
Some Linux distributions produce long-term support (LTS) versions that are maintained for
three to five years, ideal for corporate environments that don’t want to change OS versions
for hundreds of thousands of employees.



Review Questions

Review Questions

You can find the answers in the Appendix A.

1.  Which of the following is a function of the Linux kernel? (Choose all that apply.)
Allocating memory for use by programs

Allocating CPU time for use by programs

A

B

C. Creating menus in GUI programs
D. Controlling access to hard disks
E

Enabling programs to use the network

2. Which of the following is an example of an embedded OS?

A. Android
B. CentOS
C. Fedora
D. Mint

E. Red Hat

3.  Which of the following is a notable difference between Linux and macOS?
A. Linux can run common GNU programs, whereas macOS cannot.

B. Linux’s GUI is based on the X Window System, whereas macOS is not.

C. Linux cannot run on Apple Macintosh hardware, whereas macOS can run only on

Apple hardware.
D. Linux relies heavily on BSD software, whereas macOS uses no BSD software.

E. Linux supports text-mode commands, whereas macOS is a GUI-only OS.

4. Where did the Linux kernel come from?
A. Tt was derived from Microsoft Windows.
B. It was derived from Apple macOS.
C. It was derived from AT&T Unix.
D. It was derived from BSD Unix.
E

It was created by Linus Torvalds.

5. True or false: If you log into a Linux system in graphical mode, you cannot use text-mode

commands in that session.

6. True or false: CentOS is a Linux distribution with a long release cycle.

25
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7. A Linux text-mode login prompt reads
login:

welcome:

userid:

A

B

C. Enter:
D

E. Enter your userid:
A

common security problem with Windows that’s essentially nonexistent on Linux is

Commercial software

Network firewalls

A

B

C. Network routers
D. Viruses

E

Software management packages

9. Pre-release software that’s likely to contain bugs is known as and

A. First and second
B. Primary and secondary
C. Alpha and beta
D. Development and production
E. Development and test
10. Linux distributions that have no version number but instead release upgrades in an ongoing
manner are said to have a(n) release.
A. rolling
B. staggered
C. informal
D. systematic
E. hap-hazard



