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       Sci-fi movies and shows have always been my obsession. As a child, I would watch 

in awe when reruns of The Jetsons  showed people talking on video phones, the 

almost-human robot maid, and sidewalks that moved. Then there were the Star 
Trek  reruns where characters walked around with communicators that allowedk
them to talk to anyone just by tapping them. Later, Star Wars  had language trans-

lators that would automatically translate into any other language . . . rather like 

what Google Translator does now.

 Forty or fi fty years ago, many devices and capabilities that are commonplace 

now were considered ridiculous, impossible, or mere fantasy. Were these movies 

and TV shows predictions of the future, or did they help to shape the future 

by putting these notions of “impossible” devices into someone ’ s mind to start 

working on? Either way, many of those devices exist now for us in some form 

or another. Even 20 years ago, most people still depended on their home phones 

for communication. Do you know anyone who still has a landline at home? They 

are few and far between.

 The Electronics Technicians Association was founded in 1978 as the elec-

tronics industry was beginning to grow slowly. Now, it ’ s growing by leaps 

and bounds on a daily basis. It ’ s astonishing how far electronics have come in 

such a relatively short time when compared to human existence, and it ’ s even 

more incredible when we ponder how far we will be 50 years from now. Many 

of the technological advances of the future will be here due to artifi cial intelli-

gence, machine learning, and the myriad of sensors starting to cover our world. 

      IoT  and Eleectronics   
 “Toto, I have a feeling we ’ re not in Kansas anymore.” 

 —Dorothy,  The Wizard of Oz
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The world is about to take another leap forward, and if you want to be part of 

that journey, learning electronics is the place to start. As so many maps show 

us . . . “You Are Here.”

   IoT  in a Nutshell

 What is IoT? As you may know, IoT stands for “Internet of Things.” IoT refers to a 

vast array of connected devices that gather and transmit data over interconnected 

networks with or without human intervention, sometimes even responding to the 

captured data automatically as machines talk to machines and learn from each 

other. (When IoT involves manufacturing processes, it is often called industrial 

IoT [IIoT].) IoT can include data gathered by proximity sensors on your car ’ s 

front that detect deer in the roadway and signal your brakes to immediately 

slow down the car without you doing anything. It also includes when mois-

ture levels (or lack thereof) are transmitted from a fi eld to that fi eld ’ s watering 

system, signaling to turn on the   irrigation  system without a human lifting a 

fi nger. Even a dog ’ s GPS-enabled location device is part of an IoT system, as is 

the Tile that I press to locate my often-misplaced car keys. 

 Other systems considered part of IoT are smart cities, smart grids, smart homes, 

smart watches, and manufacturing machines talking to and learning from each 

other. Smart devices are used in hospitals, schools, retail, and nearly any other 

service or business you can think of. Last year, I attended a virtual meeting 

with someone from a major networking device company. He was speaking 

from his offi ce about power over Ethernet and how the interconnected devices 

controlling heat, lighting, air quality, etc., all ran automatically in the high-rise 

offi ce building he was in. I noticed a model of a pig on the credenza behind him 

and asked about it. Yes, it was a pig wearing an IoT collar. 

 What does this have to do with learning electronics? Everything! Electronic 

sensors and circuits are the beating heart of an IoT system.

  Parts of an  IoT  System 

 What comprises an IoT system changes depending on who you ask, but regardless 

of what particular twist an industry or company may put on it, certain things 

must be there. For an overview of an IoT system, see Figure   1.1  . 

       Devices
 What is an IoT device? IoT devices include sensors, circuits, software, actua-

tors (things that do something, such as switch from one state to another), and 
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microprocessors, all rolled into a neat little package. These devices also need 

a way to communicate and send data to a place where it will be processed, 

manipulated, and action taken based on the data, or they need to be able to 

communicate to receive instructions based on the data that was gathered by 

some other device. Therefore, an IoT device can be on either the sending end 

or the receiving end, or possibly both. 

 Take, for example, a smart home with a remote-controlled thermostat, which 

has a few layers of things going on. First, the thermostat is a device. It has a 

sensor that measures the temperature and sends that information to a circuit 

board with a microprocessor where the reading is converted into data, which 

is manipulated. If certain conditions within the software program are met, the 

microprocessor sends a command to another component, telling it to turn the 

furnace either off or on. This example is machine to machine but involves sen-

sors, circuits, software, microprocessors, communication, and actuators. 

 Another function of this device would be the ability to access the device from 

a cell phone via the Internet and Wi-Fi to tell the device to turn up the heat 

before the user gets home. This example involves a user interface, which is part 

of the entire user experience, but here we have the cell phone acting as a device 

and the thermostat acting as another device, communicating via the Internet. 

  Sensors

 The fi rst part of any IoT system is a device that senses something physical, 

whether a particular condition or event. It could be a fi ber optic cable in a 

 Figure 1.1:      An IoT system 
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building ’ s concrete that picks up a pressure change, or it could be a proximity 

sensor, heat sensor, humidity sensor, optical sensor (ambient light, IR, UV), 

gas sensor, position sensor, magnetic sensor, motion sensor (accelerometer, 

gyroscope), color sensor (light again), or touch sensor (pressure). A search for 

sensors  on an electronics components site at the time of this writing yielded tens

of thousands of results. 

 As mentioned in the preceding section, a sensor receives some form of raw 

data and passes it on to a circuit and most likely a microprocessor, where the 

data received is interpreted. Take, for example, a temperature. The sensor doesn ’ t 

send “temperature” to the circuit. Instead, a change in the temperature causes 

a rise or fall in either current or voltage through the device, which is passed to 

a circuit where it is read and interpreted according to instructions, known as 

software , controlling what the microprocessor tells the circuit to do. In future e
chapters, you ’ ll learn how to work with some of these sensors and what the 

technology is that drives them.

 Choosing the right sensor is an important fi rst step, and several characteris-

tics need to be considered.

■ What ’ s being measured:  Temperature, light, pressure, etc. 

■ Electrical:  Current, voltage, and power limitations. 

■ Physical:  How much pressure, heat, light, etc., can it endure and remain

viable?

■ Accuracy:  How far might it vary from the actual measurement? 

■ Sensitivity:  How much does the input need to change before the output 

changes?

■ Reliability:  What is the track record of this sensor? When does it stop 

being accurate? How often does it break down? 

■ Range:  What are the minimum and maximum values that can be

measured?    

  Circuits, Software, and Microprocessors

 Once the right sensor is found, the circuitry and software can be designed to 

interpret the information that is provided by the sensor. A myriad of choices 

exists for all of these. A microprocessor can be a single chip designed to perform 

logic or a microprocessor platform, such as an Arduino device. The choice of 

processor may determine the choice of software that is used.
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  Communication
 Because the “I” in IoT stands for Internet, the assumption can be made that the 

device is expected to be interconnected in some way either through a local area 

network (LAN) or through the Internet. However, different levels and aspects 

of communication may be used by IoT devices.

  Levels

 A device may communicate with other devices, such as a moisture sensor in a 

fi eld that triggers a watering system to work, or devices in a factory assembly 

line that communicate with other devices to either slow down or speed up 

the processes based on conditions. This is machine-to-machine communication . 

Systems like these may even use machine learning , which is a process wheregg
computers use algorithms to look for related data and learn, changing their 

programming based on data without human intervention. Machine learning 

is far too complicated to explain here but defi nitely an emerging technology 

worth paying attention to. 

 In the automatic watering system example, the devices may be connected 

only to a LAN, but most likely they will be gathering data and sending it, via 

one or more protocols and networks, to a place where it is processed.

  Protocols and Standards 

Protocols  are essentially rules for communication, and they are the topic of much 

learning and discussion in the computer world.  Standards  typically defi ne how 

a network is built and what protocols are used on it. Networking standards 

are needed to ensure that different devices, possibly from different vendors or 

manufacturers, are all able to communicate effectively. Knowing what type of 

communication is needed and used by each part of an IoT system is an important 

consideration. Any of the following standards might be part of an IoT system:

■ Ethernet:  Wired LAN networking standard

■ Bluetooth:  Short-range wireless, usually connecting mobile devices

■ Wi-Fi:  Wireless networking standard allowing wireless networks to con-

nect to a wired system or each other

■ Cellular:  For longer-range wireless connectivity via the cellular system   

 Each of these standards may have multiple protocols that are used with that 

particular standard, and any of them may allow a device to connect to the 

Internet. Often more than one will be used. In the case of the smart thermostat, 
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it may use Wi-Fi to connect to a local LAN using Ethernet, which is connected 

to the Internet via some other method, such as a cable modem, fi ber optics, or 

satellite. The remote user may be connecting their cell phone to the thermostat 

via Wi-Fi or the cellular network. All of these standards need to work in har-

mony for successful communications across an IoT system.   

  Data Analytics and Management
Data analytics  is the growing fi eld of sorting and analyzing raw data to derive

meaningful and actionable information from it. It is the stuff of algorithms and 

perhaps insight gained from the experience of working with data. Four basic 

types of data analysis exist.

■   Descriptive 

■  Diagnostic

■  Predictive 

■  Prescriptive

Descriptive analytics  identifi es what has happened based on data. It is often 

based on key performance indicators (KPIs). For example, did sales go up or 

down and by how much or what percentage? Did the fi eld have to be watered 

more often or less often? 

Diagnostic analytics  attempts to explain why the changes occurred. It can look

at data outliers and what was occurring when the change in data occurred. 

 Once the what and why are known,  predictive data analysis models   can be built 

to anticipate problems before they happen or identify future trends. 

 Finally, prescriptive data analysis  gives the user a course of action to take to

avoid the problems identifi ed in predictive models or to take full advantage of 

what ’ s around the corner.

 Data is more valuable than the hardware and software used to mine it from 

various sources, so managing that data is a primary concern for any business. 

The fi eld of data management  is concerned with collecting data, maintaining its

physical security, securing the privacy of any personally identifi able information 

(PII), and preserving that data in a cost-effective and effi cient manner. Data 

analytics is part of data management, and the way this data is used can cause 

a business to fl ourish or fail.  

  The User Experience
 The user experience  refers to every place that the user and the IoT system come 

into contact with each other. If, for example, an employee is tasked with iden-

tifying a problem quickly and accurately, then the interface that the employee 
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uses needs to have the right information in an application that is easy to use, 

and it needs to be updated in a timely manner. 

 Depending on the situation or business, the user experience can also include 

interacting with customer service or other personnel, how easy the phone 

system is to use, etc.

  Challenges in Implementing  IoT  

 Implementing technology is not without challenges, particularly in an IoT system. 

One of the biggest challenges for remote IoT devices is power. Running electrical 

wires is not always practical, and batteries have a limit to their capacity, so cre-

ating a system that runs on as little power as possible, or perhaps renewables like 

solar power, is a signifi cant hurdle to overcome in developing an IoT solution. 

 Another major concern is the security and ownership of data. If data is stored 

by a provider, who owns and has access to the data? What encryption will be 

used to transmit the data from where it ’ s gathered to where it ’ s used? These are 

questions that any businessperson would want to know before implementing 

a system. Determining the right data to gather is probably the fi rst question to 

answer, because measuring the wrong facts won ’ t help a business make the 

right decisions. 

 Perhaps the biggest challenge of all is cohesiveness. If a system is cohesive, 

then it works together smoothly, which can be a problem when so many differ-

ent systems are involved. Beginning with the sensors that detect data, through 

the circuitry and networks that transfer and store the data, then send the data 

to a user ’ s interface on a device such as a phone or computer, and back again as 

the user responds through a local network to the web and then to the actuator; 

during this process, there needs to be a seamless way to transmit and manipu-

late the data. With so many protocols and systems involved, that can be diffi cult 

indeed. Developing a system needs to start with a bird ’ s-eye view of the major 

parts, working down to the component level to ensure that all of the system ’ s 

parts work together to move data around smoothly.

   IoT  into the Future 

 IoT and IIoT will not be going away in the foreseeable future. In fact, they will 

continue to grow as processes and machines get smarter and people fi nd more 

uses for IoT. What may have started as a curiosity, with devices that were more 

fun than function in the hands of a few hackers, is now a major industry and 

will be causing paradigm shifts in virtually all industries and businesses. 
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 Devices and sensors will continue to get smaller, get less expensive, and work 

better. We will learn how to better harvest the data from IoT devices and put 

them to more and more uses. Already billions of IoT devices are being used, 

and the number increases exponentially as every day forward-thinking inven-

tors and electronics enthusiasts devise more uses for the technology. Where 

will you fi t into this growing industry? Perhaps the best place to start is with a 

basic understanding of electronics, and to that end, read on.   


