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A
Acceptable use policies (AUPs), 182, 190
Access, 230
Access control, 185
Accountability, 231
Account-based marketing system, 361
Accounting, finance, and regulatory
compliance systems, 348-354
Accounting systems, 349
Active data warehouse (ADW), 83
Active tags, RFID, 130
Ad hoc reports, 40
Administrative controls, 185-186
ADP Corporation, 235
Advanced data analytics, 215, 221
Advanced persistent threat (APT), 169
Adware, 163
Affinity analysis, 225
Age Discrimination in Employment Act
(ADEA), 357, 554
Agile methodology, 497, 499-501
Agility, 453
Airbnb access-over-ownership
business model, 2
Airbnb, business models of, 2-6, 18
Allied Forces, 32
Alteryx, 216
Always-on supply chain, 382
Amazon, 222, 280, 284
Amazon Mechanical Turk, 25
Amazon Pioneers, 295-296
Amazon View, 228
American Express (AMEX), 98
Americans with Disabilities Act (ADA), 357, 554
Analysts, 238
Anne Arundel Medical Center (AAMC), 98
Antidiscrimination employment laws, HR
monitors compliance with, 357
Anti-money laundering (AML), 411
Antivirus software, 179
Anything as a service (XaaS) models, 54-57, 469
Apache Hadoop, 216
Apache Spark, 216
API, 230
Apple, 50
Application defense controls, 184-186
Application layer, 124
Application Platform as a Service (aPaaS), 505
Application program interfaces (APIs), 254-255
automated, 125
business benefits of, 126
defined, 125
value chain in business, 125-126
Applications portfolio, 459
Application virtualization, 60
Argo Corporation, 223
Artificial general intelligence (AGI), 412
Artificial intelligence (Al), 17, 277, 385-386, 547
business applications, 419-426
deep learning, 415-416
defined, 411
expert system, 418

I-4

fuzzy logic, 418-419
HSBC, 410-411
Industrial Revolution, 412
machine learning, 415
NLP, 416-417
quantum computers, 436-437
recommendation systems, 441
robotics, 418-419
society/ethics, 426-429
stages of, 412-413
types of, 413-414
Artificial intelligence applications, 308
Artificial narrow intelligence (ANI), 412
Artificial super intelligence (ASI), 412-413
Asda, 382
Asynchronous JavaScript and XML (AJAX)
technologies, 254
Atomicity, 70
Atomicity, Consistency, Isolation, and
Durability (ACID), 70
Attack vector, 160
Audit, 186
Auditing information systems, 186
Augmented analytics, 209
Augmented reality (AR), 200, 228
Autonomous robots, 435-436
Autonomous vehicle (AV), 568
Aviation, 213
Azure databricks, 216

B
Backdoor, 164
Back-office operations, 380
Bag technology, 10
Balanced scorecard (BSC)
defined, 462
examples of measurement criteria, 464
IT strategy, 446-447
JetBlue and Southwest Airlines, 465
low-cost airline, 465, 466
metrics, 464
perspectives, 463
SMART criteria, 462, 463
Bandwidth, 114
Bankruptcy Act, 357
Bar code, 302
Bareburger, 228
Barriers to entry, 450
Baseline, 525-526
Batch processing, vs. online real-time
processing, 39
Behavioral feasibility, 495
Bl. See Business intelligence (BI)
Big data, 16-17, 200. See also data analytics
defined, 16, 217
in drug discovery, 220
four Vs of, 218-219
goals and challenges, 220-221
managing and interpreting, 23-25
vs. small data, 218
Big data specialists, 23
Biometric controls, 180
Biometric input devices, 424

Bits per second (bps), 114
BitTorrent, 142
Biz-tech ecosystem, 69
Black hat, 161
Blacklisted apps, 546
Blockchain technology, 75-77
business models in energy and
sustainability, 77
defined, 75
Blockchain waste management, 579
Blogging platform, 263
Blogs, 262-263
defined, 262
and public relations, 262-263
purpose of, 262
reading and subscribing to, 263
Bluetooth, 122
Boot record infector, 164
Botnets, 164-166
Bots, 270
Bounded rationality, 203
Brainstorming, 140-141, 396-397
Brand advocates, 264
Breach of privacy, 154
Bring your own device (BYOD), 174-175
Broad bandwidth (broadband), 253
Budgeting, in functional business
systems, 349
Bureau of Labor Statistics, 25
Business applications, artificial intelligence
adoption of, 419
barriers to, 425-426
CMS, 422
investments, 423
maturity model, 419-420
predictive analytics, 421-422
public sector, 424-425
sentiment analysis, 422
Business case, 518, 532-533, 588-589
eBay, 326-327
Equifax, 331-332
MAHLE GmbH, 361
Songkick, 290-291
Business continuity, 100
Business continuity plan, 182-183
Business drivers, 493
Business intelligence (BI), 203
evolution of, 209
hiring professionals, 207
software professionals, 208-210
traditional and modern, 204-205
Business intelligence (BI) analysts, 23-24
Business-IT alignment
ClO skills, 448
defined, 447
resistance to, 449
Business, market, and financial modeling,
437
Business model, 7
Business need, 493
Business networks, 110
Business objectives, 463
Business process
automation, 12-13



components of, 11

defined, 11

examples of, 11

gaining competitive advantage, 13-14

improving business processes, 12
Business process management (BPM), 13
Business process reengineering (BPR)

defined, 12

eight phases of, 13
Business records, legal duty to retain, 98
Business strategy, 447-448
Business to business (B2B), 310-311

e-commerce, 261

E-procurement, 310-311

E-sourcing (buy-side marketplaces), 310

sell-side B2B marketplaces, 310
Business to consumer (B2C), 306-309

A/B testing, 309

artificial intelligence applications, 308

DVAs, use of, 309

e-commerce, 261

mass personalization of, 307-308

recommendation systems, 308-309
Bus network configuration, 112
Buy-side marketplaces, 310

C
California Consumer Privacy Act (CCPA), 156
California Pizza Kitchen (CPK), 41
Capital budgeting, 349
Carbon footprint, 574
Cedar Park, 108-109
Centralized databases, 70-72
comparison with distributed and, 71
defined, 70
Change data capture (CDC), 82
Channel conflict, 312
Chatbots, 347-348
Chief information officer (CIO), 447, 448
Chipotle, 206
Chirantan Basu of Chron, 9
Choice phase, decision-making, 202
CIA, 169
Circuit switching
defined, 115
vs. packet switching, 115-116
CISCO, 395
Citizen data scientists, 216
Citizens’ digital data, 192
Civil rights, 154, 554
Civil Rights Act of 1966, 357
Clear accountability, 544-545
ClickList, 10
Click-through rates (CTRs), 276
Client, 115
Climate change, 437
CO, levels, 572-573
defined, 570
GHG emissions, 570-573
ICT and, 573-574
initiatives and agreements, 575-576
innovative technologies, 576-577
mitigation, 574-575
satellites, 572
social responsibility, 577
Climate change mitigation, 574-575
Climate Group’s SMART 2020 Report, 576
Closed-circuit television (CCTV), 424
Cloud computing, 16, 53
defined, 48
Cloud computing

cloud infrastructure, 53
defined, 48
infrastructure issues, 53-54
selecting cloud vendor, 57-58
Cloud data warehouse (CDW), 82
Cloud infrastructure, 53
Cloud service agreements (CSA), 57
Cloud services, 469-470
anything as a service (XaaS) models, 54-57
and cloud service agreements (CSAs), 57-58
data as a service (DaaS), 56
defined, 19, 54
infrastructure as a service (laaS), 56
platform as a service (PaaS), 55-56
service models, 56-57
software as a service (Saa$), 55
vendor management, 57-58
virtualization, 59-61
and virtual machines (VMs), 59-60
Cloud Standards Customer Council (CSCC), 58
Cloud storage service, 267
Cloud strategy, 469
Cloud vendors, 57-58
Clustered search, 281
COBIT 2019 framework, 188
Coca-Cola, 14, 228
Coca-Cola Amatil, 242
Code of ethics, 542-544
Cognitive overload, 564
Coherence, 437
Cold site, 183
Collaboration platforms, 250
Collaboration tools, 266
Collaborative filtering, 284
Collaborative problem solving, 139
Collaborative robots, 432
Collected data, 152
Collection analysis module, 272
Columbus Ohio School System, 206
Combined Systems, Inc., 169
Communication, 517
Communications controls, 185
Comparative advantage, 455, 456
Competitive advantage, 9, 10, 449
globalization, 453-456
localization, 449-453
Competitive forces model, 450
Comprehensive governance, 208
Comprehensive reporting, 544
Computer-aided design, 340
Computer-aided manufacturing, 340
Computer-aided software engineering
(CASE) tools
defined, 504
integrated, 505
lower, 505
upper, 504
Computer-integrated manufacturing
systems, 340-341
advantages of, 340
goal of, 340
implementation of, 341
Computer network, 109
Computer-related fraud, 548
Computer systems failures, 161
Computer vision (CV), 295, 296, 424
Connectivity, 129
Consistency, 70
Consistency, availability and partition
tolerance (CAP) theorem, 79
Constant times series, 239
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Consumer mashups, 264
Content-based filtering, 283
Content creation and sharing, 267
Content management systems (CMS), 422
Content marketing, 255
Continuous improvement, 231
Contract hackers, 162
Control objectives for information and related
technology framework (COBIT 2019), 187
Cookie, 163
Coordinated cloud strategy, 469-470
Core business processes, 366
Corporate governance, 545
Corporate procurement, 310-311
Corporate purchasing, 310-311
Cost efficiencies, 9
Cost estimation, 522
COVID-19 Digital Engagement Report, 18
COVID-19 pandemic, 583-585
accelerated digital transformation, 18-19
Uber and Airbnb business models in, 2-4
Crawler control module, 271
Crawlers, 270
Crawler search engines, 270-273
Critical infrastructure sectors, 171-172
Critical path, 524-525
Critical success factor (CSF), 12
Critical task, 524-525
Cross-functional, 11
Cross-functional business processes
vs. functional business systems, 332-333
Cross-functional business system, 335
Crowdfunding, 250, 258, 268-269, 521
Crowdsourcing, 268
CRUD, 73
Cryptojacking, 165
Customer, 233
Customer-centric, 89
Customer experience, 8, 389
Customer lifetime value (CLV), 204, 390
Customer relationship management (CRM),
8, 55,305
automation, 390
competitive edge, 391
critical success factors, 389
customer acquisition and retention,
390-391
defined, 388
functions, 367
implementation, 391-392
Lowe’s integrates augmented reality and
robot assistants, 406
multiple touchpoints, 389
process, 388
Customer satisfaction, 10
Cyberattacks, 158
backup and recovery, 181-182
business continuity planning, 182-183
BYOD raises serious, 174-175
critical infrastructure, 171-172
cyber defense strategies, 177-178
disaster recovery services, 183
high profile, 168-169
identity theft, 173-174
managing risk, 178-179
under the radar, 169
securing systems, 179-181
social media, 175
weak passwords, 170
Cyber criminals, 158
Cyber defense controls, 184
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Cyber defense strategies, 177-178

Cyber defense tools, 179

Cyber security, 159, 437
characteristics of, 182
terminology, 177

Cybersecurity analysts, 25

Cyber threats, 158
intentional (See intentional cyber threats)
unintentional, 161

Cycles, 239

Cycle time, 12

D

Dashboard, 204

Dashboards, 230
actionable, 232-233

defined, 17
real time, 231
Data, 36

Data analytics, 8, 16-17, 217
data driven decision-making, 203-204
predictive, 221-223
prescriptive, 223
Data as a service (DaaS), 56
Database management system (DBMS)
benefits of, 79
defined, 69
elements of, 73-79
evaluating the performance of, 80
functions, 73
NoSQL systems, 78-79
vendor rankings, 80
Database query language, 78
defined, 74
Databases, 70-71
defined, 69
Database technologies, 69-70
Data breaches
defined, 160
impact of, 150
by industry sector, 160
largest, 158
Data centers, 48-50
Data centers
data virtualization, 50-52
evolution of, 52
Software-defined data center (SDDC), 51-52
Data consistency, 80
Data deduplication, 82
Data discovery, 226
Data driven decision-making, 203-204
Data entity, 88
Data governance, 85-87
benefits of, 89
characteristics of, 87
defined, 86
master data, 87-89
and master data management (MDM), 87-89
Dataiku, 216
Data integrity, 335
Data lakes
architecture, 85
defined, 85
Data latency, 80
Data life cycle, 90
Data link (network interface) layer, 124-125
Data management
centralized databases, 70-72
databases, 70-71
database technologies, 69-70

defined, 69
distributed databases, 72
ThyssenKrupp Elevator saves $1.5 Million and
900 trees by digitizing documents,
67-68
Data mart, 70, 81
defined, 81
moving data from database to, 81-82
Data mashups, 204
for actionable dashboards, 232-233
Data mining, 213, 224
Data modeling language, 74
Data principles, 91
Data privacy, 136
confused, concerned, 152-153
defined, 152
European Union’s General Data Protection
Rules, 156
EU-U.S. Privacy Shield, 157
and out of control, 152-153
privacy paradox, 154
privacy rights are civil rights, 154
public lack of understanding, 157
state-sponsored actor, 152-153
U.S. Consumer Protection Data Privacy
Regulations, 154-155
U.S. State-Level Privacy Laws, 155-156
Data products, 213
Data requirements, of functional business
units, 335-336
Data science, 203, 210-212
adding value with, 212-213
building team, 213-215
roles and skills, 214
software, 215-216
Data security, 335
Data security controls, 185
Data silos, 91-92
Data structure, 73-74
defined, 73
Data tampering, 166
Data validity, 335
Data virtualization, 50-52
defined, 50
Data visualization, 204, 224, 225
consultants respond to demand, 210
Data warehouses, 70
building, 82
defined, 82
industrial applications, 84
moving data from database to, 81-82
real-time support from ADW, 83
Decision-making, phases, 202-203
Decision optimization, 241
Decision support systems (DSS), 38, 40-41, 334
defined, 40
Declarative language, 78
Decoherence, 438
Deep learning (DL), 295, 296, 415-416
Defend Trade Secrets Act (DTSA), 172
Defense-in-depth model, 189-191
Deliverables, 10, 495
Denial-of-Service (DoS), 166
Department of Defense (DOD), 487-488
Descriptive data analytics tools
adding value with data mining, 224-226
adding value with digital
dashboards, 231-233
adding value with mashups, 233-234
dashboards real time, 231

data discovery, visualization, 226-230
enterprise mashup architecture, 233
Design, 230
Design phase, decision-making, 202
Desktop virtualization, 60
DevOps, 497, 501-503
Differentiated services model (DiffServ), 144
Digital adoption
advanced analytics, 385
artificial intelligence, 385-386
automation, 384-385
digital connectivity, 384
Digital advertising, 250
Digital business model, 7-8
Digital connectivity, 384
Digital dashboard, 224
adding value with, 231-233
Digital data, 192
Digital fundraising (crowdfunding), 250
Digital transformation, Kroger’s mission to
customer satisfaction improvement, 10
Digitization, 16
Direct e-commerce model, 310
Direct procurement, 310-311
Direct-to-consumer (D2C) marketplace, 311
Dirty data, 93
cost of, 94-95
defined, 93
in predictive policing systems, 95
Disaster recovery services, 183
Discrimination, 552
Discussion groups and Q&A websites, 266
Distributed databases, 72
advantages of, 72
comparison with centralized and, 71
defined, 70
Distributed denial-of-service (DDoS)
attacks, 179
DokuWiki, 267
Do-not-carry rules, 180-181
Dow Chemical, 25
Drill down, 208, 225
Driver-assisted technology, 568
Driver’s Privacy Protection Act (DPPA), 155
Drones, 434
Dropbox, 267
Due diligence, 170
Dunkin Donuts mobile marketing, 315
Durability, 70

E
eBay, 326-327
Eco-efficiency, 559
E-commerce, 301, 306
business and strategic planning, 313
business to business, 310-311
business to consumer, 306-309
challenges to, 312
direct-to-consumer marketplace, 311
peer-to-peer marketplace, 311-312
types of, 306-312
E-commerce 2.0, 261-262
Economic feasibility, 495
Economic order quantity (EOQ) model, 337
Edge computing
architecture and apps, 138
defined, 137
industry applications of, 138
Edge service, 469
Electricity and communication networks, 582



Electric vehicle (EV) technology, 575
Electronic content, 96
Electronic data interchange (EDI), 380-381
Electronic data interchange (EDI) systems, 311
Electronic document, 96
Electronic document management, 97
Electronic documents management system
(EDMS), 97, 100
Electronic funds transfer (EFT), 380
Electronic record, 96
Electronic records management, 97-98
Electronic records management systems
(ERMS), 98, 99
E-mail, 250
Embedded BI, 205
Embedded sensors, improvement
opportunities for, 18
Emerging search technologies, 277
mobile search and mobile SEO, 277
personal assistants and voice search, 277
Employee development, 355
performance evaluation in, 356
training and human resources
development, 356
Employee relationship management, 356
Encryption, 180
Energy, 213
Enhanced display for grocery environment
(EDGE), 10
Entanglement, 436
Enterprise 2.0, 266
Enterprise application integration (EAIl), 371, 372
Enterprise architecture (EA)
adds value, 44-45
components of, 47
defined, 43
developing enterprise architecture (EA), 47
dynamic and evolving plan, 48
IT infrastructure vs. architecture, 43-44
KPIs, 45
maintain sustainability, 46-47
measuring success of, 45
Enterprise clouds, 53
Enterprise content management (ECM), 100
defined, 398
purpose and benefits of, 398-399
uses, 399
Enterprise content management system
(ECMS), 100
Enterprise data warehouses (EDWs), 84
Enterprise graph, 402-403
Enterprise knowledge management (EKM)
benefits of, 395-396
brainstorming, 396-397
defined, 394
mindmapping, 396-398
Enterprise mashup architecture, 233
Enterprise resource planning (ERP), 8
automation, 370-371
Boers & Co Fine Metalworking,
Netherlands, 372
consultant, 376-377
critical success factors, 373-374
failures, 375
functions, 367
IT infrastructure, 371-373
overview, 375-376
Peters Ice Cream, Australia, 372
selection rules, 372, 373
value-added resellers, 376

vendor, 376
Enterprise resource planning (ERP)
system, 310, 337
Enterprise risk management (ERM)
framework, 187-188
Enterprise search, 274-275
security issues in, 274
utilities, 275
Enterprise social platforms (ESPs)
defined, 399
functions, 367
growth in, 400-401
SharePoint, 402
Yammer, 402-403
Enterprise systems
core business processes, 366
CRM, 387-392
defined, 366
ECM, 398-399
EKM, 394-398
ERP, 370-377
ESPs, 399-401
interface, 368
knowledge management, 393-394
legacy systems, 368-370
SCM (See Supply chain management (SCM))
types of, 366-367
Walmart, 364-365
Environmental hazards, 161
Environmental justice, 559
Environmental sustainability
climate change, 570-577
CO, levels, 572-573
COVID-19 pandemic, 583-585
developing countries, 577-583
factors, 569
IT operations, 570
people-first approach, 583
winds and forest management, 570
E-procurement, 310-311
Equal Employment Opportunity Act, 357
Equal Employment Opportunity Commission
(EEOC), 554
Equal Pay Act of 1963, 357
Equifax, 331-332
E-sourcing (buy-side marketplaces), 310
Ethical behavior, 540
Ethical dilemma, 558
Ethics, 426-429
code of ethics, 542-543
compliance program, 544-545
defined, 540
ethical dilemma, 558
IT professionals, 543-544
principles and tenets, 541-542
recruiting regulations, 554-555
secure, respectful, and sustainable
workplace, 557-558
social media discrimination, 555-557
social media recruiting, 552-554
unethical behavior, 545-552
video case, 589-590
workplace training, 545
European Union’s General Data Protection
Rules (GDPR), 156-157
EU-U.S. Privacy Shield, 157
Eventual consistency, 80
Exabytes, 127
Exception reports, 40
Executive information system (EIS), 41-43, 334
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defined, 41
Experiential shopping, 303
Expert system (ES), 418
Explicit knowledge, 37
Extensibility, 470
eXtensible Business Reporting Language
(XBRL), 352, 353
reporting compliance, 354
External service provider, 471
External transactions, 38
Extract, transform, and load (ETL), 81
Extranet, 113
Extreme programming, 501

F
Facebook, 417
Faceted search, 281
Facial recognition, 427, 428
Facial recognition systems, 424
Fair Credit Reporting Act, 155
Fair Labor Standards Act (FLSA), 357
Fair trade, 559
Family Educational Rights and Privacy Act
(FERPA), 98
Faster broadband speeds, 128
Fault tolerance, 79, 437
Feature engineering, 410
Federal Deposit Insurance Corporation
(FDIC), 354
Federal Information Security Management Act
(FISMA), 187
Field service management (FSM) system, 343
File infector, 164
File sharing, instantaneous data and, 110
Financial Accounting Securities Board
(FASB), 352
Financial Accounting Standards Board
(FASB), 349
Financial planning and budgeting
systems, 349-351
Financial ratio analysis, 350
Financial Services, 213
and mobile banking, 320-321
Financial services industry, 86
First electronic programmable computer, story
of Tommy Flowers, 32-33
Five forces model, 450-451
5G networks, 118
advantages and disadvantages of, 118
need for, 118-120
Flexibility, 453
Fog nodes, 137
Folksonomy, 267
Food and consumer products companies, 238
Food at Safe Temperature (FAST), 10
Food industry, 86
Food safety, 365-366
Food security
concentration, 581
defined, 580
distribution, 580
GIS, 582
ICT-supported initiatives, 581
lack of, 579
levels, 580
Forecasting, in functional business
systems, 350
Formal process, 11
4G networks, 118
Fraud, 161, 548. See also Insider fraud
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Fraud risk management, 548
Free monitoring services, 265
Free trade, 449
Frequency, 114
Front-office operations, 380
Fulfillment as a service (Faa$S), 298
Full and effective oversight, 545
Functional business systems, 333
accounting, finance, and regulatory
compliance systems, 348-354
business case in, 331-332
human resource information
systems, 355-358
information systems for, 333-336
marketing management systems, 346-348
production and operations management
systems, 336-344
sales management systems, 344-346
vs. cross-functional business
processes, 332-333
FUZE Energy Drinks, 377
Fuzzy logic, 418-419

G

GAAP Financial Reporting Taxonomy, 352

Gamble, 213

Gantt chart, 521-522

Garbage in, garbage out (GIGO), 93-94

General defense controls, 184

General Motors (GM), 237

General Post Office (GPO), 32

Genetic Information Nondiscrimination Act
(GINA), 554

Geocoding, 236-237

Geographical positioning systems (GPS), 123

Geographic information systems (GIS),
235,582

Geospatial data, 225, 236, 238

Geospatial data analysis software, 238

Geostationary-Earth-orbit (GEO) satellite, 123

Gig economy, 4

GIS-grandfather’s map, 237

Global e-Sustainability Initiative (GeSl), 575

Global government regulations, PIl, 155

Globalization, 9, 453-456, 558

Global mean temperature (GMT), 571

Global warming, 571. See also Climate change

Goal seeking, 41

Go/no-go decision, 495

Goods-based comparative advantage, 456

Google, 228, 273, 291

Google Alerts, 265, 277

Google Trends, 277

Go technology, 10

Government regulations, 187

Grab and go concept, 295

Gramme-Leach-Bliley Act, 155

Gray hat, 161

Greenhouse effect, 570

Greenhouse gas (GHG), 570-573

Greenhouse gases Observing Satellite
(GOSAT), 572

Grupo AGORA, 64-65

H

Hacking, 161

Hacktivists, 161

Hardware virtualization, 60
Hash, 76

Hashtags, 263

Healthcare, 213, 223, 424-425

Health-care industry, 86
Health Insurance Portability and Accountability
Act (HIPAA), 96, 98, 155
Heat maps, 226
HelloFresh, 206
Helmet technology, 29
Hierarchical database, defined, 74
High-capacity networks, 128
High-productivity application development
platforms, 505
Hiring Bl professionals, 207
Hootsuite, 265
Hospitality, 213
Hot site, 183
HR compliance, 355, 357
HR planning, control, and management, 355
benefits administration, 356
employee relationship management, 356
personnel planning and HR strategies, 356
HSBC, 410-411
Hub, 115
HubSpot, 423
Human error, 161
Human expertise and judgment, 219
Human resource, 233
Human resource information systems
(HRIS), 355-358
Human resource management, 355
Hybrid recommendation engines, 285
Hybrid search engines, 270

|
IBM, 438
Identify Theft Resource Center (ITRC), 159
Identity theft, 173-174
IEEE 802.11a, 120
IEEE 802.11ac, 120
IEEE 802.11ax, 120
IEEE 802.11b, 120
IEEE 802.11g, 120
IEEE 802.11n, 120
IKEA, 228
Immediate consistency, 80
Inaccurate data, 93
Inbound logistics, 342
Incident response team (IRT), 191
Income statements, 349
Indexer module, 271
Indirect procurement, 311
Industry security standards, 189
Inference engine, 418
Infinity insurance, 235
Informal process, 11
Information, 36
Information communications
technology (ICT)
and global sustainability, 569-585
and local sustainability, 559-569
Information management
break down data silos, 91-92
cost of dirty data, 94-96
data life cycle and data principles, 90-91
defined, 90
garbage in, garbage out (GIGO), 93-94
scattered data, 91
silo culture, 92-93
Information systems (ISs)
characteristics of, 42
components of, 35-36
concepts and classification, 34-43

data, information, knowledge, and
wisdom, 36-37
decision support system (DSS), 40-41
defined, 34
executive information system (EIS), 41-43
exist within corporate culture, 43
management information system (MIS), 40
transaction processing system (TPS), 38-39
types of, 37-38, 42
Information technology (IT)
adds value, 34-35
architectures, 4-5
business objectives, 8-9
informed user, 26
job prospects, 25
on-demand ‘gig’ workers, 21-22
role in on-demand and sharing economies, 8
Informed user, 26
Infrared transmission, 122
Infrastructure as a service (laaS), 56
In-house development, 447
In-house systems development, 468
InnoCentive, 25
Insider fraud
anomaly detection, 550
business case, 588-589
defined, 548
intelligent analysis, 550
internal controls, 550-551
prevention and detection, 549-550
regulatory controls, 551-552
risk factors, 548-549
risk management, 548
Insider threats, 166
In-store retail technology, 303
autonomous shopping carts, 305
consumer shopping behavior,
changes in, 303
convenience and enhances shopping
experience, 304-306
free Wi-Fi connections to customers, 305
in-store digital displays, increased use of, 305
nike speed shop, 305
novel payment systems, 305-306
trends in, 303
In-store tracking, 315-316
Insurance industry, prompt disaster
response by, 206
Integrated change control, 524
Integration services model (IntServ), 144
Intel, 460
Intellectual capital, 393
Intellectual property (IP) attacks, 172
Intelligence phase, decision-making, 202
Intelligent personal assistant (IPA), 277
Intentional cyber threats
botnets, 164-166
contract hackers, 162
cyberattacks, 168-169
hacking, 161
insider threats, 166-168
malware assaults, 164
social engineering, 162-164
Inter-American Committee Against Terrorism
(CICTE), 172
Interface, 368
Interference, 436
Internal control (IC), 161
Internal service provider, 471
Internal transactions, 38



Internet of Things (loT), 29, 118
advantages, 136-137
architecture, 133-134
defined, 17, 132
disadvantages of, 136-137
edge architecture and apps, 138
edge computing, 137
factors, 133
growth of, 134-136
industry applications of edge computing, 138
mobile computing solutions, 138
networks support communication, 139-141
Internet protocols (IP), 123-124
Internet service provider (ISP), 113
Intranet, 266
Intranets, 113
Intrusion detection systems (IDSs), 166, 179
Intrusion prevention systems (IPSs), 179
Inventory control systems, 337-339
IP address, 123
IP intelligence services, 179
IPOS
cycle, 35
data processing in, 37
defined, 35
IP Version 4 (IPv4), 123
IP Version 6 (IPv6), 123, 124
Isolation, 70
IT architecture, 44
IT career
adds value to your performance, 22-23
defined, 23
IT governance, 187
ITIL"4, 471-475
IT infrastructure, 44
IT innovation and disruption
social-mobile-analytics-cloud (SMAC)
model, 15-16
technology mega trends, 16-18
using disruptive technologies, 19-20
IT resilient, 181
backup and recovery, 181-182
IT security defense-in-depth model, 189-191
IT service management (ITSM)
benefits, 475-476
defined, 471
levels and types, 471-475
managing IT vendor relationships, 478-480
outsourcing benefits, 480
outsourcing life cycle, 476-478
outsourcing risks and hidden costs, 480-481
proof of concept/trial run, 478
IT services, 471
IT sourcing
cloud services, 469-470
defined, 468
offshoring, 468
onshoring, 469
IT Steering Committee, 467
IT strategic planning, 458
balanced scorecard, 462-466
components, 457-458
defined, 457
development, 458-459
investments, 458
IT Steering Committee, 467
process, 459-461
process deliverables, 467
SWOT analysis, 461-462
value drivers, 458

IT strategy
BSC, 446-447
business-IT alignment, 449
business strategy, 447-448
competitive advantage, 449-456
defined, 447
in-house systems development, 468
San Diego County’s 20-Year Outsourcing
Journey, 445-446
service-based comparative advantage, 456
TOGAF, 448

J

Job prospects, IT, 25

Joint application development (JAD), 503-504
JUST Index companies, 561

Just-in-time inventory management systems, 338

K

Kanban, 500-501

Keylogger, 164

Key performance indicators (KPls), 45, 297
enterprise architecture, 45

Keywords, 271

Knowledge, 37

Knowledge base, 418

Knowledge management (KM), 90
components, 393-394
defined, 393
stages of, 394

Known known, 204

Known unknown, 204

Kroger, 301

L

Lagging indicators, 464
Latency-sensitive apps, 142

Law, 213

Law enforcement, 424

Law enforcement agency (LEA), 424
Lean manufacturing systems, 338-339
Legacy systems, 4, 368-370

Legal and organizational feasibility, 495
Lessons learned report, 527

Liberty Wines, 61

Limited memory machines, 414

Linear regression, 238

List Skills API, 125

Local area network (LAN), 111-112
Logical design, 495

Logistical infrastructure, 300

Logistics, 233, 380-381

Long-range IT plan, 459

Long term evolution (LTE), 122

Long term evolution advanced (LTE-A), 122
Low-code development platforms, 505
Lufthansa Technik Philippines (LTP), 54
Lyft, 3,5, 21

M
Machine learning, 209, 216, 241, 242, 386, 415
Machine-to-machine technology, 17-18
Macy’s omnichannel strategy, 222, 304
MAHLE, 342
MAHLE GmbH, 361
Malware, 163, 164

backups or archives, 179

infects removable media, 179
Malware signatures, 179
Management information systems (MIS), 40, 334
Man-in-the-middle (MitM) attacks, 165-166

SUBJECT INDEX -9

Manufacturing, 213, 223
Manufacturing execution systems, 341
Marketing, 213
Marketing management, 34
Marketing management systems, 346-348
pricing of products or services, 346
profitability analysis, 346-347
social media as, 347-348
and subsystems, 345
Marketplace e-commerce, 310
Mashups, 123
adding value with, 233-244
defined, 224
enterprise architecture, 233
Master data, 87-89
Master data management (MDM), 87-89
defined, 88
Master file, 88
Mathworks, 216
McDonald’s, 235
M-commerce. See Mobile commerce
MediaWiki, 267
Medical/surgical robots, 432-433
Medicine, 424-425
Medium-term IT plan, 459
Mega trends
artificial intelligence, 17
big data, 16-17
connectivity, 16
data analytics, 16-17
defined, 16
digitization, 17
machine-to-machine technology, 17-18
robotics, 17
Messaging, 140
Metadata, 278
Meta-search engines, 271
Microblogs, 262, 263
Micropayments, 320
Microsoft Power Bl, 209
Microtargeting, 552
Microwaves, 122
Milestones, 521
Millennials, 401
Mindmapping, 141, 396-398
Miniaturization, 166
Miscellaneous errors, 167
Missing data, 93
Mobile advertising, 314
Mobile apps, 315
Mobile banking
and financial services, 320-321
security risks, 322
Mobile bill payments, 320
Mobile biometrics, 180
Mobile browser, 316
Mobile commerce, 296, 301, 313-314
competitive advantage in, 315-316
hotel services and travel go wireless, 317-318
in-store tracking, 315-316
mobile advertising, 314
mobile apps, 315
mobile entertainment, 317
mobile social networking, 318
Mobile computing
benefits of, 129
faster broadband speeds, 128
mobile network drivers, 127-128
smartphone use, 128
solutions, 138
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Mobile devices
protection, 180
Mobile e-commerce, 313, 314
Mobile entertainment, 317
Mobile kill switch, 180
Mobile marketing, 250, 313
QR codes in, 316-317
Mobile network drivers, 127-128
Mobile payment systems, 319
Mobile retailing, 313, 314
Mobile search, 277
Mobile SEO, 277
Mobile social networking, 318
Mobile technologies
near-field communication, 131
QR code, 129
radio frequency identification, 130-131
Mobile video, 129
Mobile visual search (MVS), 327
Mobile wallet systems, 319
Mobility, 208
Modern business intelligence, 205
Moral hazard, 549
Myntra, 254

N
National Archives and Records Administration
(NARA), 97
National Climatic Data Center, 49
National Conference of State
Legislatures, 554-555
Natural language generation (NLG), 416
Natural language processing (NLP),
278, 416-417
Natural language search, 281
Natural language understanding (NLU), 416
Near-field communication (NFC), 131-132, 319
Negligent hiring, 553
Netflix, 213
Net neutrality, 142-143
Network data model, 74
Network fundamentals
applications, 116-117
business networks, 110
Cedar Park, 108-109
circuit switching vs. packet
switching, 115-116
components, 115
computer network, 109
extranet, 113
functions supported by business
networks, 110-111
intranet, 113
local area network, 111-112
transmission media and speed, 114
virtual private network, 113-114
wide area network, 112-113
Network Interface Card (NIC), 115
Network (internet) layer, 124
Network security, 136
Network virtualization, 60
Nonstandardized data formats, 94
Not Only SQL (NoSQL) systems, 78-79

(0]
Object-oriented (0-0), 497-499
Object-oriented database management system
(OODMS), 75
Occupational Health & Safety Agencies
(OSHA), 357

Offshoring, 468
Omnichannel retailing, 297, 301
concept of, 301-302
consumer demands and behavior in, 297-299
consumers, love to shop in stores, 299-300
convenience, 297
critical node in supply chain, 299-300
digital connections of, 299
empowered employees, 299
marketing strategy, 297-299
optimize shopping history data, 300
supply chain, 300-301
On-demand economy
defined, 6
digital business models, 7-8
eight industries poised for disruption, 22
IT business objectives, 8-9
IT’srolein, 8
On-demand ‘gig’ workers, 21-22
On demand reports, 40
Online analytics processing (OLAP)
defined, 73
vs. online transaction processing, 73
Online collaboration, 140
Online marketplaces, 298
Online transaction processing (OLTP), 39
defined, 73
vs. online analytics processing, 73
On-premises systems, 469
Onshoring, 469
The Open Group Architecture Framework
(TOGAF), 448
Operation Overlord, 32
Operations management, 34
Opportunity cost, 455
Optimizing, 203
Orbiting Carbon Observatory (OCO)
program, 572
Order fulfillment, 380-381
Oregon Department of Human Services
(ODHS), 167
Organic Valley, 368
Outbound logistics, 342
Outdated data, 94
Outsource relationship management (ORM)
company, 479
Outsourcing, 468
benefits, 480
five-phase outsourcing life cycle, 476-477
outsourcing contract, 477, 478
RFP, 477-478
risks and hidden costs, 480-481
Outsourcing contract, 477, 478

P

Packets, 115, 123

Packet switching, 115

Page repository, 271

Parallel conversion, 496

Paris Climate Pact, 576

Parts per million, 572

Passive tags, RFID, 130

Patches, 175

Payload, 163

Payment card industry data security standard

(PCI DSS), 189

Pay-per-click (PPC), 275

Peer-to-Peer (P2P), 142
marketplace, 311-312

Peer-to-peer network, 76

People, 562-568
People-first approach, 583
Performance metrics, 230
Periodic reports, 40
Personalization, 129
Personally identifiable information (Pll),
159
global government regulations, 155
Peter Glenn, 242
Phased conversion, 496
Philippine Commission on Elections, 169
Phishing, 162, 167
Physical controls, 185
Physical design, 495-496
Physical theft or loss, 166-167
Pilot conversion, 496
Platform as a service (PaaS), 55-56
defined, 55
Plunge conversion, 496
PMI® Project Management Body of Knowledge
(PMBOK 6e), 514
Point of sale (POS), 42
Poorly designed interfaces, 94
Portfolio, 506
Portfolio management, 510-512
Postmortem, 526-527
Power searching with Google, 291
Predictive analytics, 421-422
Predictive data analytics, 203, 221-223
Predictive model, 221
Predictive modeling, 221-222
Predictive vehicle technology, 568
Prescriptive data analytics, 203, 223
Principles of lean management, 338-339
Prioritize traffic data, 142
Privacy paradox, 154
Privacy Protection Act of 1980, 155
Privacy rights, civil rights, 154
Private cloud, 53
Private social networks, 262
Process improvement, 9
Procter, 213
Procter & Gamble (P&G), 407
Product development, 9
Product innovation, 437
Production and operations management
systems, 336-344
computer-integrated manufacturing
systems, 340-341
inventory control systems, 337-339
manufacturing execution systems, 341
quality management systems, 339-340
transportation management
systems, 342-343
Profit, 561
Program, 506
Program management, 509-512
Project, 506
Project charter, 518-520
Project closing, 526-527
Project execution, 521-522
Project initiation
activities, 517-518
business case, 518
project charter, 518-520
SOW, 518
Project management
business case, 532-533
characteristics, 507
defined, 506



failure, 512-513
framework, 514-515
hierarchy, 506
life cycle, 516-517
PMO, 513-514
vs. program and portfolio management
level, 511-512
project manager role, 507-509
software, 533-535
triple constraint, 515
VELCO, 491-492
Project management life cycle, 516-517
Project management office (PMO), 513-514
Project management technology quotient
(PMTQ), 507
activities, 527
software packages, 528
Project monitoring and controlling
baseline plan, 525-526
critical path analysis, 524-525
integrated change control, 524
scope creep, 523-524
status report, 523
Project planning, 520-521
Project portfolio, 459
Project, program and portfolio
management (PPPM)
characteristics, 507
comparison, 511-512
defined, 506, 509, 510
failure, 512-513
frameworks, 514-515
hierarchy, 506
PMO, 513-514
portfolio manager role, 510
program manager role, 509-510
project manager role, 507-509
PRojects IN a Controlled Environment
(PRINCE2), 514
Project sponsor, 507
Proof of concept (POC), 478
Proof-of-work, 76
Protected class, 554
Protocol, 123
Prototype, 504
Public cloud, 53
Public relations (PR), 262-263
Public safety, 424
Pure network applications, 116
Pure play e-commerce retailers, 306
Python, 215

Q
Qlik, 209
QR code, 129-130
QR code systems, 320
Quality management systems (QMS), 339-340
components of, 339
Quiality of life
communications, 562-563
defined, 562
education, 567
healthcare, 566-567
relationships, 563-564
travel, 568
work-life balance, 564-566
Quality of service (QoS)
defined, 142
models, 143-144
net neutrality, 142-143

Quantum computing (QC), 436-438
Quantum mechanics, 436

Qubit, 436

Query, 78

Query interface, 273

Query predictability, 80

Query processing capabilities, 80
Query response time, 80
QueVision, 10

Quick response (QR) code, 295, 296

R

Radio frequency identification (RFID)
systems, 130-131, 340
technology, 319

Radio waves, 122

Ransomware, 165

Rapid application development (RAD), 503-504

Rapid prototyping, 504
Rate of Change, 239
Reactive machines, 413-414
Really simple syndication (RSS), 257, 264
Real-time collaboration, 208
Real-time processing, vs. batch processing, 39
Real-time search, 277
Recommendation engines, 275, 283-286
applications of, 286
limitations of, 285-286
Recommendation systems, in business to
consumer, 308-309
Recruitment, 355
Regression modeling, 238-241
Regulated data, 152
Regulatory compliance systems, 351-354
financial misrepresentations, 352
mishandling data, 354
XBRL reporting compliance, 354
REI, 206
Reinforcement learning, 415
Relational data model, 74-75
defined, 74
Remote access trojans (RATS), 164
Remote wipe capability, 180
Representational state (REST API), 125
Request for proposal (RFP), 477-478
Resilient distributed datasets (RDDs), 216
Resource description framework (RDF), 279
Responsibility matrix, 522
Responsiveness, 453
Restock Kroger project, 10
Retail, 223
Retail chain, 238
Retailers, 238
Retrieval/ranking module, 272
Reverse supply chain, 379
Review phase, decision-making, 202
RFID Project, 29
Ring network configuration, 112
Risk, 178
Risk management, 213
Risk register, 521
Risks mitigation, 178
Robotics, 17
artificial intelligence, 418-419
autonomous robots, 435-436
collaborative robots, 432
defined, 430
drones, 434
medical/surgical robots, 432-433
service robots, 433-434
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work automation, 430-432
Rogue application monitoring, 180
Rootkit, 164
Router, 115
Royal Bank of Scotland (RBS), 538-539
R software, 215-216
Rules-based decision-making, 241

S
Safety stock, 337
Sales management, 34, 345
systems, 344-348
Sales reps, 238
Sarbanes-Oxley Act (SOX), 544
SAS visual data mining, 216
Satellite transmission, 122-123
Satisficing, 203
Scalability, 72, 208
Scan technology, 10
Science, Technology, Engineering, and Math
(STEM) education, 582
Scope creep, 523-524
Scrum, 500
Scrumban, 501
Search engine, 270-271
business, important for, 274
crawler search engines, 271-273
emerging search technologies, 277
enterprise search, 274-275
recommendation engines, 275
search marketing, 275-276
web search for business, 276-277
Search engine marketing (SEM), 275-276
Search engine optimization (SEO), 275
Search Marketing, 250
Search marketing, 275-276
growth of, 276
search engine marketing, 275-276
search engine optimization, 275
Securing systems
cyber defense tools, 179
develop do-not-carry rules, 180-181
IT resilient, 181
malware reinfection, signatures, mutations,
variants, 179
protect mobile devices, 180
Securities and Exchange Commission (SEC), 98
Security analysts, 25
Security issues questions, 322
Self-awareness machines, 414
Self-service analytics, 205
Sell-side B2B marketplaces, 310
Semantic search, 280
features and benefits, 281-282
Semantic search engines, 271
Semantic technologies, 277
Semantic technology, 278
Semantic web, 278-280
for business, 282
Semantic Web search, 281
Sensor fusion, 295, 296
Sentiment analysis, 234, 422
Server, 115
Server virtualization, 60
Service-based comparative advantage, 456
Service-level agreement (SLA), 475
Service packs, 175
Service portfolio, 471
Service relationship, 471
Service robots, 433-434
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Service value system (SVS), 472-473
Seven-stage decision science lifecycle, 211
Shadow IT, 173
Shared data, 152
Shared service provider, 471
SharePoint, 402
Sharing economy
defined, 6
digital business models, 7-8
IT business objectives, 8-9
IT’s rolein, 8
Sharing information, 140
Sharing sites, 256
Shipping consolidation, 342
Short codes, 321
Short message service (SMS), 317, 319, 320, 322
Showrooming, 296
Shyp, 5, 22
Silo culture, 92-93
Single sign-on, 231
Single source of truth, 208
6G networks, 119
Small data vs. big data, 218
Smart devices and cities, 213
Smartphone use, 128
Social bookmarking tools, 267
Social commerce, 261-262
Social engagement, 129
Social engineering
cybersecurity, 162
human error, 161
Social media, 250
bookmarking tools, 267
characteristics of, 256-257
as marketing management systems, 347-348
more than Facebook, YouTube, and
Twitter, 269
Social media cyberattacks, 175
Social media discrimination
candidates, 557
companies, 556-557
defined, 552
proving, 555-556
Social media optimization, 275
Social media recruiting
civil rights, 554
negligent hiring, 553
protected class, 554
social stalking, 553
unethical and illegal practices, 552-553
Social Mention, 265
Social metrics and monitoring tools, 264-265
Social-mobile-analytics-cloud (SMAC)
model, 15-16
Social monitoring services, 264
Social network, 259
Social networking services (SNS), 258-261
Social web tools and applications, 258-259
blogs, 262-263
collaboration tools, 266
consumer mashups and RSS technology, 264
content creation and sharing, 267
crowdfunding, 268-269
crowdsourcing, 268
e-commerce 2.0 and social
commerce, 261-262
Enterprise 2.0, 266
for information retrieval, knowledge
management, and sharing, 266

microblogs, 262, 263
private social networks, 262
social bookmarking tools, 267
social metrics and monitoring tools, 264-265
social networking services, 259-261
Twitter, 263-264
wikis, shared content creation with, 267
Society, 426-429
Society of Information Management (SIM), 8
Software-as-a-Service (SaaS), 55, 346
defined, 53
Software Bl professionals, 208-210
Software-defined data center (SDDC)
defined, 51
infrastructure, 52
Software-defined WAN (SD-WAN), 111, 113
Software development kits (SDK), 254-255
Software engineering, 504
Songkick, 290-291
Sophia—Hanson Robotics’ animatronic
humanoid robot, 435
Source code generators, 505
Spam, 164
Spamware, 163
SPARQL protocol and RDF query language
(SPARQL), 279
Spatial data mining, 235-236, 238
Spear phishing, 162-163
Speed, 208
Spiders, 270
Sprint, 223, 500
Spyware, 163
SQL injection, 165
Stakeholder, 507
Stakeholder integration, 9
Standalone network applications, 116
Standard operating procedures (SOP), 11
Star network configuration, 112
Statement of work (SOW), 518
“State-sponsored actor,” 150
Stealth IT, 173
Stock markets, quick detection and
decisions, 206
Storage virtualization, 60
Strategic intelligence, 177
Strategic technology trends
defined, 481
description/examples, 483
ESSA Academy, 481, 482
invest, 484
scanning, 482-484
Structured analysis, 497-498
Structured decisions, 40
Structured vs. unstructured data, 274
Structure query language (SQL), 78
Subscription-based retailing, 298
Subscription monitoring services, 265
Sunk cost, 513
Superposition, 436
Supervised learning, 415
Supply chain, 77, 213, 300-301
critical node in, 299-300
Supply chain management (SCM)
always-on supply chain, 382
automation, 378-379
defined, 367, 378
developers, 387
digital adoption, stages of, 383-386
functions, 367

logistics, 380-381
Lowe’s integrates augmented reality and
robot assistants, 406
materials, information (data), and
money, 379-380
order fulfillment, 380-381
virtual collaboration, 382-383
Supply chain (SCM) system, 337
Sustainability
defined, 559
global, 569-585
local, 559-569
Sustainable business models, 253
Sustainable development, 560-561
Sustainable, responsible, and impact investing
(SRI), 561
Switch, 115
SWOT analysis, 461-462
Synchronous communication, 266
Systems development
defined, 493
methodology (See Systems development
methodology)
SDLC, 493-496
Systems development life cycle (SDLC)
defined, 492
implementation and testing, 493, 496
methodology (See Systems development
methodology)
support and maintenance, 493, 496
systems analysis, 493, 495
systems design, 493, 495-496
systems planning, 493-495
Systems development methodology
Agile methodology, 497, 499-501
DevOps, 497, 501-503
object-oriented analysis and design, 497-499
tools and techniques, 503-505
waterfall model, 497-498

T
Tableau, 209

Tacit knowledge, 37

Tactical adoption approach, 469-470
Tactical intelligence, 177

Tactical IT plan, 459

Target, 213

TaskRabbit, 5, 21

Tech-clash, 583

Technical feasibility, 494

Technology platform, 9

Technology solutions as a service (TSaaSs), 56
Technology stack, 9

Tech Republic, 24

TELEform, 98

Templates, 519-520

Terms of service (TOS) agreement, 259

Text mining, 234, 235

Theory of mind machines, 414
Thoughtspot, 210

3D printing, 385, 494, 504

Throttle traffic data, 142

Thule, 350

ThyssenKrupp Elevator, 67-68

Tibco, 216

Time-series regression, 239-240
Time-to-exploitation, 175

Title VIl of the Civil Rights Act of 1964, 357
Total cost of ownership (TCO), 61

Total quality management (TQM) effort, 339



Tourism, 213
Toys R Us, 228
Traditional and modern business intelligence
(BI), 204-205
Traffic shaping, 142
Transaction, 70
Transaction mechanism, 79
Transaction processing systems (TPSs),
38-39, 334,335
batch vs. online real-time processing, 39
defined, 38
processing impacts data quality, 39
Transmission control protocol/internet
protocol (TCP/IP), 124-125
Transmission media and speed, 114
Transportation management systems
(TMSs), 342-343
field service management system, 343
growth, trends in, 343
shipping consolidation, 342
Transport layer, 124
Travel and transportation, 223
Trend, 239
Trended time series, 239
Trend line, 239
Trial run, 478
Triple bottom line, 560-561
Triple constraint, 515
Trojan, 164
Tweets, 263
Twitter, 263-264
Twitter Search, 265, 277
Two-factor authentication (TFA), 159
2019 Global Knowledge survey, 24

V)
Uber, business models of, 2-6, 18, 21
Uber on-demand business model, 2
Under Armour, 242
Unethical behavior

artificial intelligence, 547

defined, 545-546

distracted driving, 547

3D printing and bioprinting, 547-548

examples, 546

insider fraud, 548-552

mobile apps, 546-547

tech-savvy individuals, 547
Uniform resource identifiers (URIs), 279
Unintentional cyber threats, 161
Unknown unknown, 204
Unstructured data, 16
Unstructured decisions, 41
Unsupervised learning, 415

U.S. Consumer Protection Data Privacy
Regulations, 154-155
U.S. Department of Labor, 23
Use-case model, 498
description, 498-499
diagram, 498-499
Used data, 152
User-generated content (UGC), 256
User interface, 418
U.S. National Security Agency, 50
U.S. State-Level Privacy Laws, 155-156

V'
Value-added resellers (VARs), 376
Value chain model, 452-453
Value drivers, 458
Variance, 525
Variety big data, 219
Velocity big data, 219
Vendor management, 57-58
Vendor management organization (VMO), 479
Veracity big data, 219
Vermont Electric Power Company, Inc.
(VELCO), 491-492

Virtual collaboration, 382-383
Virtualization, 59-61

defined, 59

types of, 60-61
Virtual machine (VM), 59
Virtual private network (VPN), 113-114
Virus, 164
Visibility, 231
Visualization, 208
Voice biometrics, 180
Voice over Internet Protocol (VolP), 128
Volatility, 80
Volume big data, 219
Vulnerability, 160

W

Walmart, 235, 364-365

Warm site, 183

Waterfall model, 497-498

Weak passwords, 170

Weather forecasting, 437

Web 1.0, 279
vs. Web 2.0, 253

Web 2.0, 250, 252, 279
AJAX Technologies for, 254
applications of, 258
challenges and opportunities for

business, 257

communicating on web, 255-257
constantly changing web, 252
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for services and social interaction, 252
social applications, networks, and services,
emergence of, 253-255
vs. Web 1.0, 253
web technology, 255
Web 3.0, 278, 279
language(s) of, 279
Web directories, 270
Web ontology language (OWL), 279
Web programming technologies, 253
Web search for business, 276-277
What-if analysis, 41
Whistleblower, 545
White hat, 161
Whitelisted apps, 546, 547
Wide area network (WAN), 112-113
Wi-Fi, 120
Wi-Fi hotspot, 120
Wikis, 256
shared content creation with, 267
WiMAX, 121
Wireless connectivity, 120-122
Wireless local area network (WLAN), 122
Wireless networks
application program interfaces, 125-126
different transmission media, 122-123
4G and 5G networks, 118
6G networks, 119
IEEE802 standards, 120
internet protocols, 123-124
operating systems, 125
TCP/IP, 124-125
transmission media, 122-123
wireless connectivity, 120-122
Wireless Router, 115
Wireless transmission media, 122
Wireless wide area network (WWAN), 122
Wisdom, 37
Work automation
artificial intelligence, 419, 426-427
robotics, 430-432
Work breakdown structure (WBS), 520-521
Work status, changes in, 21-22
Worm, 164
Worst data hacks, 150
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Yammer, 402-403
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ZDNet, 24

Zebra Technologies, 29
Zero-day exploits, 179
Zero-day malware, 163-164






