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Abstract

Change is the new convention and standard for the world’s health sector. Change
in the collection, storage, and transfer of healthcare data through digitization is
experiencing a fundamental as well as dramatic move in the executing, business
and clinical archetype in the world’s economy for the predictable future. This
change is propelled by lifestyle changes and mellowing populations, the develop-
ment of software applications, smart devices and gadgets, progressive treatments,
and increased emphasis on care value and quality. All these will offer remark-
able opportunities for improving and helping clinical objective decision, hence
improving healthcare facilities and delivery, monitoring adverse events, and lead-
ing to a rise in the standards of treatment for diseases. In this chapter, we will read
about developments in medical systems, requirements in medical data systems,
and security and privacy concerns.
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1.1 Introduction

Medical data is being considered to improve health conditions, gain pre-
cious perceptions, and lower medical charges. However, increased privacy
and security concerns are so irresistible that we are not able to take com-
plete benefits of it with its available resources and facilities. The diverse
technologies which generate data in medical fields are ever-increasing.
The information generated is available at the central location and can be
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utilized for any organization including healthcare medical organizations,
pharmaceutical manufacturers, hospitals, health insurance companies and
all its sub-sectors [1, 15]. The flood of such large data has never been seen
before in the healthcare sector. The success of all healthcare organizations
needs to manage the analytical power of big healthcare data. This chap-
ter covers privacy and security concerns, level of threat to information in
healthcare organizations, security and privacy requirements in the medical
field, existing solutions for security of healthcare data, future challenges
and work in security and privacy of healthcare data, and privacy-preserving
methods [5, 20].

Medical care is evolving as an existing infrastructure and is getting inte-
grated with new technologies. New technologies including digital medical
records and sensor-based monitoring of in-home patient remotely are at
the current front row. Conventional paper-based medical reports are being
digitized allowing patients to easily obtain their records and empowering
healthcare workers to regularly monitor the health of the patients and save
and protect their lives at the earliest. Specialized sensors and devices can be
used at homes for remote patient monitoring [7, 9].

Patients remote monitoring offers powerful and flexible health moni-
toring through devices anywhere and at any time. The increasing demand,
practicality, and convenience of digital medical care have brought various
notable challenges for medical organizations, policymakers, patients, and
medical centers [28]. A major challenge is dealing with privacy concerns
which include patients’ personal medical information which is kept online
on third party clouds. It is the most significant and testing issue that med-
ical care organizations must face in the future and preserve the patient’s
medical data and reduce the concerns of their privacy [6, 10].

Generally, the healthcare IoT devices layout is made up of the below-
mentioned layers:

« Perception layer
o Network layer
 Application layer.

The perception layer collects healthcare data with the help of various
devices. The network layer is composed of both wired as well as wireless
systems and middleware. The network layer’s major task is to transfer and
transform the input data collected by the perception layer. The transport
layer is well-designed. It improves transmission efficiency and reduces
energy consumption. The transport layer also ensures privacy and security.
The application layer provides healthcare services individually to users and
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satisfies their needs by integrating medical information resources in accor-
dance with the real situation of the service demand and target users [3, 19].

Data analytics in medical services has many benefits, and it displays
extremely high potential for improving the medical care systems, yet it has
many hurdles and challenges. Therefore, medical care data privacy and
security concerns increase day by day. Also, a reactive, technology-centric
method to determine privacy and security needs is not efficient by health-
care organizations to protect the medical centers.

The combination of these technologies will reduce costs and medical
errors while enhancing the medical care standards by making them more
sophisticated. To make new technologies and advancements in the field of
medical sciences socially acceptable, related concerns of security need to
be looked upon [24].

Security and privacy concerns of healthcare information are two
required and essential concepts. Security of information means that data is
collected, stored, and transmitted through secure channels. Data security
guarantees validity, authenticity, and integrity. By privacy of data, we mean
that the data can be retrieved by the users who have the authorization to
access it [3, 18]. Based on different purposes and requirements, more rea-
sonable protection strategies could be developed. The advancements and
widespread use of healthcare sensors and devices provide a better guar-
antee to protect people’s health. The advancements in the healthcare and
medical field also put data privacy and security preservation under pres-
sure. Security, as well as privacy, is the core consideration in the successful
development of medical healthcare devices. New data storage and infor-
mation systems along with new methods are required to avert breaches
and other security happenings of delicate data to make efficient utilization
of the large medical care information [11].

Both securities, as well as privacy, have impacted the way companies
store, manage, and analyze sensitive data all over the world. Medical sci-
ences along with information collected have enough capability to improve
health results, predict the spread of diseases, get knowledgeable viewpoints
related to the health of the society, prevent diseases in time, cut down the
cost while also improving the standards of medical systems and raise the
standards of living. Also, while securing user’s privacy right, determining
allowable uses of information is a difficult job [26].

To guarantee trustworthy and appropriate healthcare data, it is
important to know the shortcomings of available systems and solutions
in place. Privacy is typically known as the ability to preserve critical data
about individuals related to medical reports. It aims to utilize and govern
the private data of the users which includes forming new standards and
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ensuring consent to ensure that users’ data is being stored, transmitted,
and used incorrect and secure course of action. Security is often known
as preventing an unauthorized entry into the user’s data. It also includes
the availability and integrity of the data. It aims to protect sensitive
information from deleterious attacks and information breach. Security
is essential for protecting sensitive information, but it does not address
privacy [1, 16].

1.2 Privacy and Security Concerns on E-Health Data

Security and privacy issues emerge from various vulnerabilities of infor-
mation from the entire medical sector. It can happen between users, pro-
viders, and payers. The concerns of security and privacy in the healthcare
sector are divided into two categories:

o Security and privacy worries about the improper release of
data from individual organizations: Improper release of data
from individual organizations can happen from following:

- authorized userswhoaccess or spread databyinfringement
of organizational rules intentionally or unintentionally
- The intruder who breaks into an organization’s system.

 Privacy and security concerns regarding the systemic flows
of data in the medical sector field and related sectors: It
includes the open revelation of the patient personal medical
data to parties that might be in opposition to the patient,
and he might have thought of as breaching and violating the
privacy of the patient [2].

1.3 Levels of Threat to Information in Healthcare
Organizations

There are different types and levels of distinct types of organizational threats.
The following threats are categorized as levels numbered from 1 to 5:

o 'Threat 1: Insiders who do silly mistakes unknowingly which
causes accidental revelations: It is likely the most common
source of privacy breaching which includes accidental
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disclosure of personal information. It can happen in many
following ways:

- Conversations between healthcare providers might be
overheard anywhere

- Test results being noticed by the laboratory in-charge for
familiarity in laboratory tests getting processed

- Computer screen left turn on which can lead to the
passer seeing the information

- E-mail or fax sent to the wrong address

- Data left misclassified or misfiled.

o 'Threat 2: Trustworthy insiders who misuse the privileges and
access of data given to them: These are the people who are
given authorized access to medical records and infringe
the trust corresponding to the privileges given to them.
Medical workers, neither have the need nor the right to
know the data but still, they are subject to curiosity in
accessing information. There is no overall official statistics
to indicate how many healthcare workers have accessed the
medical records of others. Some reports indicate that med-
ical care providers have seen medical records of others to
estimate the chances of the sexually transmitted disease of
others, details about their personal lives, with whom they
were in close relation, with whom their former spouses
were in relation. Medical staff tend to see the information
about celebrities, politicians, actors, sports personalities,
and other famous people which is potentially embarrass-
ing health information, and the news regularly spreads out
in the news.

o Threat 3: Trustworthy people of an organization who inten-
tionally investigate the data for some selfish motive: The threat
arises when that insider is authenticated to the partial data
but not to the information he desires and through digital
forensics and cyber tools gain unapproved access to that
information.

o 'Threat 4: Physical intruder who access the unauthorized data:
The invader has access to information but does not have
authority and permissions for data access and to see the
medical records. Many attackers pretend to be an authorized
person by putting on a dress code and start using the system
and get the desired health information of others.



8 INTERNET OF HEALTHCARE THINGS

o 'Threat 5: Outsiders and employees who are vengeful who plans
attacks to access the information they are unauthorized to,
damage hospital assets, and obstruct medical operations: The
attacker does not have authority and physical access but still
gain access to the data by purely technical means. Therefore,
it is also called a pure technical threat. For example, the
attacker breaking into a system from an external network
applies cyber attacking tools and retrieves patient sensitive
health records. Threat 5 is extremely dangerous. It is promi-
nent that many healthcare organizations are heading towards
using computer networks and distributed computing tech-
nologies in storing medical records, and so increasing the
risk as patient records can be accessed through an external
network. This is a dormant problem on the planet. It also has
the risk of DOS attacks conducted by outsiders. DOS makes
the attacked device useless for normal operations. An exam-
ple of this can be, an outside attacker may access a sensitive
medical information system and place a computer virus or
Trojan horse into the computer that crashes the computer or
erases important data healthcare records. Also, an intruder
can burst your system with thousands of emails and could
launch an e-mail attack. He/She can send a large number
of emails in a span of less time, which is beyond the capac-
ity of the mailing servers to process all emails. It leaves the
computer and leaving the system futile for e-mail purpose
(2, 29].

The invasion of privacy of the patient is a burgeoning concern in the
field of information analytics. An incident reported quoted that Target
Corporation sent baby care coupons to a teenage girl unbeknown to her
parents. The incident raises an alarm over patient privacy and impels
information analytics to consider privacy. Furthermore, it is essential
for driving healthcare analytics to use privacy-protecting cryptographic
encryption methods that permit managing algorithms of prediction on
ciphertext while also preserving user specifications. However, the resource-
constrained environment has the challenge to do the operation of exhaust-
ing resources while preserving privacy [1, 17].

Forlong, medical devices have been facing a lot of difficulties like, writing
diagnoses on paper, making it difficult for doctors to access their patients’
information. There is also a lack of space, time, and personnel to monitor
patients. Development in the systems provide opportunities to better the
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healthcare systems and minimize the problems. It would also provide per-
sonalized service. With the advancement, the privacy and confidentiality
of patient’s health records are at stake. Internet and network expose their
personal information to hostile attacks. Attackers take advantage of the
flaws and inadequacies of the system to collect the records of medical data
and uncover it in front of the world. The traditional system does not face
this problem as patients have to go into a medical laboratory or hospitals
to receive their health reports which limit the count of people viewing the
medical reports. Medical reports or records, once available online, open
illegitimate doors for spammers and hostile attackers to capture and attack
the records. Therefore, it is a big challenge to preserve information secu-
rity as well as authenticity as opposed to the conventional medical care
systems. While implementing EPRs as well as networking sensors, storage,
authenticity, and access of information are the main challenges.

In the aspect of dealing with the challenges of electronic information,
one should be aware of the following questions:

« Who is the owner of the information?

« What and what amount of information to be stored?

« At what place should the information be stored?

« Who all can be viewers of patients’ medical records?

» Who can access this information without the patient’s consent?

Rapid growth in the medical sector is enabling e-health records like EPRs
in making the health reports available via the Internet to users/patients.
and empowering the healthcare system being used for proper monitoring
and analysis. In addition, the idea of monitoring patients remotely is turn-
ing into a practice by advancements in sensor networks [9, 14].

1.4 Security and Privacy Requirement

Although concepts of privacy and security are vital in medical healthcare
systems, the maximum organization in medical sector does not spend
many resources to preserve these constraints. Healthcare devices produce
a highly sensitively large amount of real-time diverse data. In such a sce-
nario, comprising data privacy and security and knockdown the security of
the healthcare system or server could cause dangerous outcomes. At each
step of information collection, storage, transmission, and analysis, the
user’s medical data exists. This can cause privacy breaches from multiple
points of failure. While developing medical healthcare devices, equipment,
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and network privacy and security systems, the below-mentioned needs
should be taken care of.

« Data Integrity: Data integrity means that information satis-
fies linguistic standards without tampering through unau-
thorized and unacceptable methods. It comprises two levels
of reliability as well as accuracy. It can be sub-divided into
the following four categories:

- Entity integrity

- Domain integrity

- Referential integrity

- User defined integrity.

These categories are managed by constraints, foreign
keys, and triggers.

« Data Usability: Usability of data ensures the usage of data
and data systems by authorized users. A large amount of
data brings advantages and censorious challenges like devi-
ant information and dirty data. Moreover, the usability of
data is also ruined by data usage and exploitation due to
unauthorized access.

« Data Auditing: Healthcare information audit access is a
productive method to analyze resources utilization. Any
abnormal events in the human body can be tracked by this
measure. Also, cagey roles played by cloud service providers
require rational auditing ways. Audit information usually
includes those service providers, users, operation records,
access, etc.

« Patient Information Privacy: Patient Information Privacy
is the most crucial requirements in medical data privacy
and security. Users’ data is divided into below mentioned
categories:

- General patients’ records
- Critical information.

Critical information consists of information like identity information,
sexual orientation, mental condition, sexual functioning, fertility status,
infectious diseases, genetic information, and drug addiction. With such
information about patient medical privacy, healthcare organizations need to
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ensure that such information is not breached by unauthorized users. These
organizations should also use cryptographic encryption to make sure if in
case data is breached and intercepted, unauthorized users cannot under-
stand the information and the patient’s sensitive data is preserved [3, 30].

1.5 Security of Healthcare Data

Medical organizations collect, save, and manage a large amount of data
for smooth functioning of the digital healthcare systems and providing
efficient and proper healthcare to patients, but it has its downsides i.e.,
the shortage of technical support and minimum security. In recent times,
healthcare systems are most vulnerable to data loss and exploitation which
are extremely complicating. Attackers make use of data mining methods
to get access to critical data and takes advantage of the vulnerability and
causes critical information breach. The stakes for data privacy and secu-
rity are continually raised but the ways for establishing and implementing
security measures and defeating security controls remain a complex pro-
cess and become more sophisticated gradually [27].

Therefore, keeping all the above-mentioned points in mind, organi-
zations must establish and implement information security systems and
solutions that will help preserve important healthcare assets which satisfy
mandates of medical compliance.

1.5.1 Existing Solutions

Since healthcare devices and equipment are not so reliable concerning
enough memory storage, processing power, and communication potential,
they require an expanding, high-speed, and powerful big infrastructure for
storage of information, data analysis and computing [3]. These concerns
involving information access, storage, transmission, and processing are not
new to the healthcare field [9]. At present, most healthcare organizations
utilize cloud services from a third party and store the obtained healthcare
records and deploy their applications on the servers. These devices are syn-
chronized with their medical care tasks to the servers accordingly and store
data on the cloud. Cloud services facilitate a propitious solution for man-
aging ever-increasing and pervasive medical data by their flexibility and
facility to utilize common resources and infrastructure in an omnipresent
way [3].

The most widely used technologies to secure the privacy and security of
medical data are as follows:
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1) Authentication: Authentication confirms or establishes that the claims
made about authentication and truthfulness are true. It serves essential func-
tions in any organization like protection of the user identification, ensur-
ing that the user claims of authentication are real and is the same person
who is pretending to be an authentic user, and securing access to corporate
networks. Data Authentication methods are used to confirm that the infor-
mation sent is coming from the user it is being claimed to be from. Data
authentication can have attacks like man-in-the-middle attacks. Many cryp-
tographic protocols take measures to prevent man-in-the-middle attacks
by including some form of endpoint authentication. A man-in-the-middle
attack may be affected by persuading a user to agree with a certificate of
digitalX 509. Therefore, while designing and building an end-to-end authen-
tication solution, such scenarios must be considered. For instance, for pro-
viding communications network security such as over Internet protocols like
transport layer security, secure sockets layer are cryptographic protocols that
transport layer security and secure sockets layer are in use which encrypt
end-to-end the network links segments at the transport layer. Browsing web
pages, e-mails, faxing, real-time messaging, and voice-over-internet protocol
(VoIP) is also controlled and managed by several versions of the protocols.
To achieve authentication, hashing SHA-256 and the Kerberos mechanism
can also be used. For authentication of servers, one can use SSL or TLS using
a mutually trusted certification authority. To monitor all sensitive informa-
tion, the algorithm of Bull Eye is useful. The algorithm of Bull Eye manages
relationships between actual data and duplicated data and ensure informa-
tion security. Both medical data obtained from the providers as well as the
consumers’ identities must be verified before giving access at each entry-
level in healthcare systems. Various authentication protocols like passwords,
digital signatures have been designed for better energy-efficient sensor net-
works, like the TinySec hash function [1, 5].

2) Encryption: Data encryption refers to preventing unauthorized access
to critical data efficiently. It maintains as well as protects owner possession
of information from the data center to the endpoint and into the cloud.
It also includes electronic gadgets used by clinicians, administrators, and
physicians. Encryption can be used to prevent theft of storage electronic
devices and packet sniffing [1]. Cryptographic encryption is a technology
for secure communication and data exchange in which the actual mes-
sage is encrypted by the encryption algorithm into ciphertext by the agreed
rules. The message is transferred from the sender of the message to the
receiver through the public channel and the message is finally decrypted
into plain text for the receiver to read. Encryption can be used to help
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prevent eavesdropping and skimming and to make sure information secu-
rity. Encryption can be done in both software and hardware. Using both
software and hardware encryption guarantees the highest-level security.
Medical care organizations must ensure that the encryption algorithms
are efficient. Healthcare providers should make sure that the cryptographic
encryption method is efficient and easily usable by patients as well as medical
professionals. It must also be simply and effectively able to include a large
amount of new electronic medical records. Also, it is essential to take care
that the number of keys holds by each party involved in the healthcare system
should be minimized for easy maintenance and ease of usage. Encryption
algorithms like RSA, AES, DES, triple DES, RC4, Rijndael, Blowfish, IDEA,
and many more can be used for efficient encryption. It is a tough job to
choose properly the appropriate encryption schemes to ensure storage secu-
rity [1, 14]. Protocols of management play a very key role in the process of
securing e-healthcare devices and their communication. But it is also evident
that complex transmission protocols or encryption schemes can diversely
impact the rate of transmission. It can even sometimes fail to do informa-
tion transmission. Also, they are required to use valuable healthcare assets
that are not readily available. Maintaining a balance between protection of
security and the energy utilization of the system is tough and we need to be
cautious while solving this as well as remain scientific with our approach.

3) Data masking: Masking replaces critical information with anonymous
data. Actual data cannot be obtained from the masked anonymous data as
this is not truly an encryption algorithm. It utilizes a de-identifying strat-
egy of information sets which means masking personal identifiers like name,
security number, and generalizing or suppressing quasi-identifiers like zip
codes and date of birth. Therefore, masking data is a famous approach to live
unidentifiable information. Data masking reduces the cost of securing a data
deployment which adds up to its significant benefit. As secure data, masking
decreases the need for using extra measures for security on that data after it is
sent from a secure source into the platform and while it is in the platform [1].

4) Access control: Access control method is used to define the identity of
a user by the data system. The predetermined strategy and policy prevent
unauthorized users to access resources. Once the user is authenticated, he
should be allowed to access an information system. But even after authen-
tication, access control policy should still monitor their work depending
on the access rights and privileges of every authorized user, if applicable.
Role based access control is the supreme structure for advanced authori-
zation control. Complexity and cost reduction of administration in huge
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networked applications are the best possible results for the access control
mechanism. This mechanism is immensely powerful and pliable to grant
accesses to the medical sector. It offers advanced controls and authoriza-
tion permissions to make sure that users can perform operations like infor-
mation access, cluster administration, and job submission.

There are a lot of solutions proposed to address the issues of access con-
trol and concerns of security. Attribute based access control and role-based
access control are the most famous access control models for solutions that
are promising to control access control and security operations. In the med-
ical system, attribute-based access control and role based access control have
few drawbacks when used alone. We suggest adopting technologies in con-
junction to satisfy the needs of access control with other fine-grained security
techniques like encryption, and access control methods [1]. The encryption
algorithms which can be utilized in access control strategies include:

- Symmetric key encryption
- Asymmetric key encryption
- Attribute-based encryption.

Cryptographic functions rely on keys. The cryptosystem’s security is
affected by the secret keys’ length and its generation strategy. Hence, the
life cycle of the security system is determined by the key management
mechanism for the cryptosystem. Attribute-based encryption has slowly
become a mainstream mechanism due to the ascendable key manage-
ment and pliable access control policies. Medical data exchange provides
electronic medical data with explicit data exchange authorization in an
ascertainable manner. Currently available non-cryptographic methods
for authentication exhibit several drawbacks. It lacks a reliable and secure
strategy for enforcement of access policy in medical information systems.
Cryptographic encryption approaches, on the other hand, are too costly,
complex, and restricted in identifying policies [3].

5) Monitoring and auditing: Auditing and monitoring security are collect-
ing information to investigate events to find the invaders and intrusions.
Monitoring and keeping a record of activities that user does and keeping
a log of every access in the medical system in chronological order is called
an audit. Cloud servers are not reliable and cannot be trusted completely.
The consistency, integrity and availability of healthcare information saved
on the cloud might be compromised if information corruption or dele-
tion occurs without the consent of an authorized person. The informa-
tion guidelines are typically specified by the authorized person for security
purposes. This ensures no direct contact of the service provider with the
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information. The trusted third party comes up with a high reputation for
providing unbiased audit reports. In addition, these trusted third parties
can be established to preserve the licit benefits of users on the cloud and
enable the accountability of cloud service providers properly. These third-
party auditing also has few issues which comprise batch auditing, dynamic
auditing, and performance metric auditing. Various auditing methods have
been presented in the past few decades which includes logistic regression
and support vector machine. These auditing methods can detect suspicious
access. However, large-scale promotions are restricted by depending heav-
ily on judgments which are expected and predefined tags. In the present
time, unsupervised approaches attract more attention to the healthcare
sector [1, 3].

1.5.2 Future Challenges in Security and Privacy
in the Healthcare Sector

Developers while developing healthcare devices or programs, to get a bet-
ter balance in the output, considers various factors and their impact which
include security and privacy. For achieving a better security environment,
various obstacles need to be addressed and require special attention.

« Insecure Network: Many devices and software rely too much
on wireless networks like Wireless Fidelity, as they are con-
venient and have a lower cost. These systems are supposed to
be vulnerable to many attacks, intrusions and penetrations
which includes MITM attacks, unauthorized router access,
spoofing, brute-force attacks, traffic injections, and DOS
attacks. Also, untrusted networking paths that have not been
certified possess a greater challenge than most free wireless
networks in a public place.

+ Lightweight Protocols for Devices: specific policy and proxy
rules should be followed by the lightweight and cheaper devices
and software/hardware sensor-based applications to deliver
services. In the current situation, we must apply comparatively
expensive solutions if we wish to deliver higher grade security
to the sensors. It is a conflict in the medical healthcare system.
The main task of security protection is to develop different
levels of security protocols like lightweight security protocols
according to application scenarios in the future.

« Data Sharing: Information Island phenomena is a big con-
cern, despite the rapid advancement of medical healthcare
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data systems. It is difficult to manage the healthcare data
gathered as the level of the information collected from
devices of different companies vary diversely. However, the
inevitable trend of the future constitutes data collaboration
and sharing within heterogeneous systems of medical care.
Medical care systems determine the privatization of patient
data. Privacy and security enhancement can be done with a
hierarchical security model by collaborating general infor-
mation policies to amalgamate different information which
might provide better comprehensible data and can improve
the privacy and security of the system [3].

1.5.3 Future Work to be Done in Security and Privacy
in the Healthcare Sector

Though there are techniques that are used to cure the privacy and security
of healthcare information with the above-mentioned technologies, there is
always room for improvement.

o Defining proper attributes for role-based accesses: To put
the healthcare system in place, logical attributes need to be
established and implemented properly for the role based
access. It can either be static rules or dynamic rules based
upon what is appropriate as per the requirements.

« Policy development: old policy should be alerted and
updated policy should be formulated that can cope with
jurisdiction across state. HIPAA rules of privacy are
equipped with some groundwork, but better-refined poli-
cies should be created to create rules that are clear and also
users can bank upon. The step towards EPRs (Electronic
Patient Records) and the growing amount of healthcare
information will be generated remotely because network-
ing sensors create the ability and need to transfer huge
amounts of information rapidly. This entails a complete
set of rules and procedures that safeguard a user’s secu-
rity as well as privacy. Many patients are ill-informed or
are unsure regarding their privacy rights related to health-
care information. In the current setting as more health-
care information becomes available online and can be
transferred easily, the increase in healthcare data will also



DATA SECURITY & PRIVACY IN HEALTHCARE SYSTEM 17

broaden the uncertainty of users many folds unless com-
prehensive guidelines and policies are well determined
and well informed [22, 25].

« Rules on patients’ privacy at home: Guidelines and policies
are required to be formulated that will be regulating what
sensor information collected necessitate, where it is stored
and who will have control over it. Policies are required to
be formed which comprises that the user should have com-
plete control of the information which is stored on a central
monitoring storage station or patients should at most have
fragmented control. Standards and guidelines should also be
established over access controls available to patients for han-
dling their health data and reports.

« Data mining rules and technological measures: Rules, regu-
lations and technological measures of data mining includes
which person has the authority to analyze what type of infor-
mation and the rules on collected anonymous information.
If some form of automatic technology is feasible, the appro-
priate technological methods for ensuring these controls are
intact [9].

Security and privacy in medical sciences is a complex undertaking. To
summarize the overall problem of security in medical sciences, the follow-
ing points can be considered:

o An extensive surface area for an invasion
o The cloud services transformation

+ The need for data privacy

« The shortage of talent compounds.

In the near future, we should plan to address these issues through
innovation and advanced technologies in healthcare that can offer a
consistent way to work with electronic healthcare data and to establish
policies by supporting a better platform. We should even utilize machine
learning algorithms to easily detect malware, Trojans, and other cyber-
attacks. These technologies can be ideal for medical science to grow and
will provide healthcare organizations long-term durable firmness across
the security spectrum and privacy needs. Invader detecting and pre-
venting methods are tricky to have on the complete traffic of the net-
work. To resolve this issue, a security surveillance infrastructure is built
which will examine DNS network traffic, honeypot data, IP flow data,
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and HTTP network traffic. The optimal solution is to use data correla-
tion schemes which include storing and processing data in distributed
sources. At this stage, to recognize whether the domain name, the data
packet or network flow is spiteful, three likelihood metrics have been
calculated. An alert pop up in the detection system depending on the
score obtained by this calculation, or the process terminates by the pre-
vention system [1].

1.6 Privacy-Preserving Methods in Data

Newer privacy preservation methods are helpful to secure the privacy of
the data. They are listed below as follows:

1. De-identification: It is a conventional approach to forbid the
revealing of sensitive private data by declining the data that
could recognize the patient by the following:

« the removal of patient’s identifiers
o statistical method where it is verified that patient’s
enough identifiers have been deleted.

An external may still obtain information help for de-identification.
Therefore, de-identification does not guarantee the protection of data-
privacy. We can develop more efficient privacy-preserving algorithms
which shall be feasible to weaken the threat of re-identification. Few con-
cepts have been introduced to enhance this traditional technique like k-
anonymity, t-closeness, and 1-diversity.

o k-anonymity: This approach works on the principle that
the k value is inversely proportional to the re-identification
probability i.e., the more the k, the lesser will be the re-
identification probability which can result in deforma-
tions of data leading to great information leakage due to
k-anonymization. Also, excessive anonymization should
not be done as it reduces the usefulness of the disclosed
data for the recipients as some of the investigations may
produce partial and untrue results or sometimes even
becomes impossible. In k-anonymization, the sensitive
identifier like a disease will be revealed. The two methods
to accomplish k-anonymity for a ‘K’ are Suppression and
Generalization.
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o Suppression: This method includes an ** which could
replace some attributes’ values. Some or all the values of
a column can be supplanted by *’

 Generalization: This method includes replacing the indi-
vidual values of the attribute with a broader category.

L-diversity: we moved towards the l-diversity strategy of data
anonymization to reflect upon the actual usefulness of the
data. It is one of the batch-based anonymizations. It is used
to protect data sets privacy by minimizing data representa-
tion granularities. This model has the features of Recursive,
Entropy, and Distinct. It is the extended version of the k-
anonymity. K-anonymity minimizes the granularities of
information display that any data maps onto at the minimum
k different data records by utilizing different methods which
includes suppression and generalization. The k-anonymity
model had few weaknesses that safeguarded identities ‘K
individuals are not equal to the respective critical data values
that were suppressed or generalized. This weakness is han-
dled by the l-diversity model. This method depends upon
the range of sensitive attributes which is the drawback of
this method. If want to make data L-diverse fictitious data
to be inserted even though delicate accreditation has not as
much as different attributes. This counterfeit data may result
in problems amid analysis, but it will help improve security.
This results in the I-diversity technique depending on unbal-
anced and similitude strike and hence cannot avoid divul-
gence of the element.

T-closeness: This can be considered as further advancement
and enhancement of l-diversity batch-based anonymization.
Its imitation has the features of equal and hierarchical dis-
tance. It extends the l-diversity model by considering the
arrangement of data values for the particular aspect and
treating the values of an attribute distinctly. The major ben-
efit of the t-closeness approach is that it seizes disclosure of
attribute. The major drawback is that the re-identification
probability rises as the diversity of data rises.

HybrEx: The hybrid execution imitation is a model in cloud
computing that deals with concealment and solitude. It uses
public clouds only in the following cases:
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« Organization’s insensitive data
« Computation grouped as public.

Computation grouped as the public is when the organizational body
announces that solitude and concealment risk is nil in exporting the infor-
mation and computing it by utilizing public clouds. But the model executes
their private cloud for an organizational body’s private, delicate data and
calculation. Moreover, the solicitation itself also gets divided and performs
in both public as well as private clouds when a supplication requires access
to both public as well as private clouds. It provides integration with safety
and considers data susceptibility before a jobs implementation. The draw-
back of HybridEx is, it does not manage the key that is executed in the map
phase at private and public clouds. Another disadvantage of it is, it works
with the cloud only as an opponent [1, 10].

There are four categories in which HybrExMapReduce utilizes both
public and private clouds and enables new kinds of applications. The fol-
lowing are the four categories of HybrExMapReduce:

o Map hybrid: The diminished phase is implemented in only
one of the clouds while the map phase is implemented in
both private as well as public clouds.

o Vertical partitioning: Maps and minimizes tasks that are
implemented using public data as the input in the public
cloud and save the result in the public cloud after shuffling
intermediary data amongst them. A similar task is executed
with private data in the private cloud that the works are pre-
pared in segregation.

« Horizontal partitioning: In this, the reduce phase is per-
formed in a private cloud when the map phase is performed
only in public clouds.

o Hybrid: The map phase and the diminished phase are exe-
cuted on both private and public clouds. It is also possible to
do data transmission among the clouds.

3. Identity-based anonymization: Identity-based anonymizati
tionisakind of data sanitization. The purpose of identity-based
anonymization is privacy protection. It is the process in which
the persons described by the data remain anonymous either
by cryptographic encryption or eliminating personally identi-
fiable data. The main drawback of this technique is that while
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protecting the identities, it involves privacy protection com-
bining anonymization and large data approach to examine
usage data [1].

Medical Healthcare equipment is the collection of Internet of things
devices coupled to the information servers, to execute the services and
processes that expand and expand health protection. Heath care IoT based
equipment has come out as an upcoming approach for electronic medical
care that stores essential vitals of the patient’s body, stores them, keep a check
on their pathological details with small gadgets that are easily wearable or
implantable sensors, and analyzes the patient’s condition to stay pre-active in
critical conditions. Advancements in healthcare have proved great prospect
in improving the medical care and lifestyle of human beings and support
many gadgets from embedded healthcare instruments to the wireless body
area network [3, 12]. The digitization of healthcare systems and medical
records has set a new wave and paradigm shift in the healthcare industry in
recent times. Thus, there is a sheer rise in the amount of data in the health-
care industry which has increased complications, variety, and timeliness. The
terminology “big data” has been in a lot of use in digital healthcare units
which indicates the cluster of complex and big sets of information, which is
far more superior to existing computing, storing data, and communicating
capabilities of already existing methods or systems. In the previous twenty
years, the hiked cost is at a frightening rate. Estimated medical care expen-
diture is now at 17.6% of GDP. Here, big data emerges as a possible solution
as medical care officials strive for every feasible way to reduce the costs while
enhancing the healthcare system, its delivery, and functioning. However,
there is a makeable increase in privacy and security matters with the acquir-
ing of big data in medical care systems. At the outset, data centers are made
with different levels of safety where patients’ Information. Also, most of
the information centers which store healthcare data in large volumes have
HIPPA (Health Insurance Portability and Accountability Act) certification
which aims at ensuring safety policies and procedures. HIPAA certification
does not guarantee patient record safety [4, 21].

There is also an increase in the popularity of healthcare cloud solutions
which has increased the complexities in safeguarding big, distributed SaaS
solutions. There is an invasion of huge data sets with varying data sources
and formats that adds an extra burden on data storage and processing. In
the burgeoning healthcare industry, examining security threats and fore-
seeing risk sources in an actual environment is of maximum need. The
flood of attacks ranging from stealthy malware to Distributed DoS is a
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matter of concern in the healthcare industry. It is hard to foresee with-
out taking human cognitive behavior into account which is affected by the
rise in social engineering attacks and the risks associated with it [4, 8]. In
today’s IoT based environment, it is incredibly challenging to implement
security and privacy in resource-constrained networks and the complexity
will keep expanding with the rapid expansion in the count of Internet of
Things-based devices. Typical symmetric and asymmetric distribution of
cryptographic keys cannot be expanded to more than a billion Internet
of Things-based devices. Therefore, the new solutions key management
between disparate networks like IP networks and the Internet of Things
were scalable and crucial for the integration of the Internet of Things and
big data in a cloud-based environment. It will lead to the seamless interop-
erability of data of healthcare systems [13, 23].

As the healthcare industry leverages emerging big data, analytics of
security analytics will be at the utmost priority of any healthcare industry
related design leveraging on expanding technologies in the context of big
data. Big data along with Saa$S solution will make better knowledgeable
decisions hosting Protected Health Information (PHI). Moreover, real-
time data analytics can be a challenge in the administration of such sys-
tems [4]. If security and privacy concerns are intact, medical IT experts
can detect risks on critical patients immediately and take pre-emptive steps
to control the deteriorating health condition of an individual [18].

1.7 Conclusion

Big healthcare data can be useful for the advancement of medical science.
But in driving such technologies, healthcare, security, and patient privacy
are paramount. Managing organizations are not willing to share massive
their vast medical records for centralized analytics. Securing patient data
management is inevitable when medical cloud networks link and generate
large amounts of data [4]. It is especially important for the successful digi-
tization of health systems, but it can be utilized only if concerns of privacy,
as well as security, are addressed. As it happens, medical care clouds with
huge healthcare information will become notable. Additionally, imme-
diate processing will impel proactive healthcare in a secure and privacy-
preserving environment [4]. In recent times, with the increased popularity
of healthcare innovations and analytics, new privacy laws need to be put in
place to demonstrate the entire process involved in analyzing large med-
ical data and to protect patient privacy. Before performing such analytics



DATA SECURITY & PRIVACY IN HEALTHCARE SYSTEM 23

and applying algorithms on health information, “informed consent” from
patients is duly required [20].

At present, to increase the generation of the huge amount of informa-
tion as well as to improve the quality of medical services, different medi-
cal healthcare devices and software are being developed. The importance
of this huge amount of medical care information is self-evident. In future
related research, the fact that how to effectively protect data security, pri-
vacy and prevent data breaches will occupy an important position at all
stages of data flow [3, 18]. Attention has been given to medical healthcare
systems. The policies, standards and technical guidelines are still under
progress in the healthcare system intending to protect lives at the earliest.
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