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Introduction

1.1 Introduction

Networking systems have been experiencing rapid advancement in recent years,
due to the fast development of 5G (Cheng et al., 2018, 2020b, Wu et al., 2021b),
Internet of Things (IoT) (Wu et al., 2021c, Wu, 2021), Cloud/Edge Computing
(Zhang et al., 2020, Wu, 2020), and Industry 4.0 (Wu et al., 2021a, Turner et al.,
2021). On the one hand, many advanced networking techniques have been devel-
oped, such as software-defined networking (SDN) (Miao et al., 2016, Wang et al.,
2018, Yang et al., 2020), network functions virtualization (NFV) (Miao et al., 2019,
Cheng et al., 2020b), and network slicing (Wang et al., 2019, 2020) to facilitate
network and service deployment and management. On the other hand, cyberse-
curity is a major concern for networking systems due to the increase in system
exposure to the Internet (Wu et al., 2021a, Garg et al., 2020, Culot et al., 2019).
Many security mechanisms, e.g. intrusion detection, traffic classification, and
anomaly detection, have been developed to facilitate the security management of
networking systems (Huang et al., 2017, 2018, Zuo et al., 2020, Sun et al., 2020).

Telecommunication networks such as 5G have received significant attention in
the past few years because of their capabilities of accommodating diverse vertical
industry applications (Wang et al., 2019, 2020). Along with the diversified services
as well as their changing and/or stringent service requirements, 5G networks
have become a complex system that requires advanced artificial intelligence (AI)
and machine-learning (ML) techniques to manage and maintain high-standard
services to users (Yan et al., 2020). From the perspective of network operators,
it is important to maximize the resource utilization of 5G infrastructure, while
minimizing the violation of service-level agreement (SLA) (Wang et al., 2019).
The research of next-generation telecommunication networks, the so-called 6G
(Wu et al., 2021d), has been initiated by many countries, such as United King-
dom, USA, China, Finland, just to name a few. “AI Everywhere” is an important
component for 6G to ensure an automatic, healthy, and secure networking system.
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2 1 Introduction

The fast advancement of IoT and Industrial Internet of Things (IIoT) is
transforming many traditional industries (many of them are critical infras-
tructures), such as energy, healthcare, factory, and transportation, toward the
goal of Industry 4.0 (Wu et al., 2021a). Such a complex networking system,
connecting tens of billions of devices to the Internet, is collecting a huge
amount of data every day. AI and ML techniques can leverage the knowl-
edge learned from the data to automate many tasks for these industries (Lin
et al., 2021), resulting in the so-called “smart energy, smart factory, smart
transportation,” to name a few. Such an automation remarkably increases the
efficiency of system operation of industries. However, since traditional form of
these industries is much more isolated, the exposure of these industries to the
Internet as a result of the transformation, calls for significant security manage-
ment to ensure the safety of these critical infrastructures (Culot et al., 2019,
Wu et al., 2021a).

In order to properly apply AI and ML technologies into the field of network
and security management, many real-world conditions and challenges need
to be considered. For example, network intent is a key piece of information to
enable autonomous network management (Lin et al., 2021). How to gain accurate
network intent from network big data and how to ensure that the learned network
intent can be readily used across different network environments is nontrivial.
Reinforcement learning (RL) is a useful tool for autonomous network manage-
ment (Yan et al., 2020). Successfully applying RL in various network management
tasks is challenging. In many real-world conditions, such as IoT/IIoT, lightweight
learning models are required (Cheng et al., 2020a). How to devise such models
while maintaining the model performance is still worth to investigate for the
field of network and security management. In addition, learning from encrypted
data, e.g. encrypted traffic, is crucial, due to the increase in the volume of such
traffic enforced by data regulations like the general data protection regulation
(GDPR) (Liu et al., 2020). Further, because of the changing condition of real-world
networking systems, network data are not ideal in many cases. They are usually
evolving, changing, and imbalanced, and new data that have not been seen before
may present from time to time. Besides, network data are usually hard to label,
resulting in few-shot issues. How to effectively learn useful information from
such “noisy” data is of paramount importance to ensure the success of AI-enabled
network and security management (Sun et al., 2020).

In this book, we provide our insights and potential solutions to the above issues
and challenges and consider various applications to network and security man-
agement including autonomous networks, resource allocation, traffic processing,
traffic classification, anomaly detection, anomaly classification, and zero trust
networks (ZTNs). In Section 1.2, we will explain the rationale under which the
chapters in this book are organized.
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1.2 Organization of the Book

There are two strands in this book. The first strand is in Chapter 2, where we
provide a comprehensive review of potential AI and ML techniques for network
and security management, the existing industry products, standards, projects,
and proof-of-concepts. The second strand is across Chapters 3–9, where we
elaborate the application of AI and ML techniques in various network and
security management tasks. In Chapter 10, we elaborate an intelligent network
management and operation system and discuss the deployment of the proposed
solutions in this book. In Chapter 11, we conclude this book and provide potential
research challenges and open issues that will be useful for future research in this
area. Figure 1.1 shows the chapter organization of this book. In what follows,
we briefly introduce each chapter to facilitate readers understand the content
of this book.

Chapter 2. This chapter discusses the status and limitations of current network
and security management and proposes an architecture for ML-empowered net-
work and security management. Well-known AI and ML techniques that are
useful for network and security management are reviewed and discussed. We
also investigate existing industry products, standards, and proof-of-concepts for
network and security management.

Chapter 3. The realization of network autonomy requires network knowledge
to manage the network. The abstract intent of network management tasks

Ch2: AI and ML Techniques for Network and Security Management

Ch10: Intelligent Network Management and Operation Systems
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Figure 1.1 The chapter organization of this book.
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4 1 Introduction

can be considered as part of network knowledge. In this chapter, we treat
abstract intents of network management tasks as a composite structure of
symbols. Each symbol expresses the intention of the network management
task in a certain aspect. The combinations of symbols, representing a network
management task, should be able to be transferred and implemented across
different networks. In this regard, we design a reference mechanism for
learning intention symbols and their structures from network data. Taking
path selection as an example, we describe in detail how to implement this
mechanism to obtain the intent structure of the path selection task. It has
been proved by experiments that the knowledge learnt by the proposed
solution can be transferred and effectively leveraged in different network
environments.

Chapter 4. Due to the outstanding performance of automatic exploration and
quick development, RL methods have been applied to the virtual network
embedding (VNE) problem. In this chapter, we find that a proactive VNE
algorithm can benefit from hierarchical reinforcement learning (HRL). In
this algorithm, a two-level agent is responsible for executing the VNE task,
considering both the long-term impact and short-term impact. At the high
level, the agent selects a feasible request from a batch, which aims to maximize
the long-term revenue. At the low level, the agent manages to embed the
selected request with the minimum cost.

Chapter 5. Although network traffic classification algorithms based on machine
learning can alleviate the limitations imposed by traditional techniques, most of
them are carried out by learning an underlying concept (i.e. data distribution)
from a static dataset. Due to the exponential increase in the available network
data, considerable attention has been received on processing network data as
a stream. In this scenario, due to unforeseen circumstances in the network,
the phenomenon of concept drift will degrade the performance of the classi-
fier. In this chapter, after measuring the impact of concept drift on network
traffic classifiers, we present a concept drift detector based on conditional vari-
ational autoencoders (CVAEs) under the semisupervised learning. In addition,
we deploy the detector in a real-world environment, and experimental results
show that this algorithm plays a great role in stabilizing the performance of a
classifier.

Chapter 6. The surge in the volume of encrypted traffic and the nontransparency
of encrypted traffic leads to high computational overheads in efficient network
management. In this chapter, we introduce a lightweight and online approach
for traffic classification, which adopts the multihead attention mechanism and
the convolutional networks. Due to the one-step interaction of all packets and
the parallel computing, the multihead attention mechanism can significantly
reduce the number of model parameters and the running time. In addition,
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the effectiveness and efficiency of convolutional networks are proved in traffic
classification.

Chapter 7. As the scale of networking systems expands, a fast-growing number
of logs are produced. This chapter proposes a robust context-aware method for
log anomaly detection. It combines word embedding with region embedding to
conduct log vectorization. Such rich semantic information enables the proposed
method to deal with unseen log data and understand imbalanced log data better
and deeper. The proposed method combines semisupervised learning to make
full use of labeled data and unlabeled data.

Chapter 8. ML-based log anomaly classification methods have been widely stud-
ied to ensure the stability and reliability of large-scale systems. This chapter
briefly introduces the feature extraction in log analysis and the few-shot
problem by examples. Then, we propose OpenLog, an anomaly classifica-
tion method based on meta-learning. OpenLog uses a two-layer semantic
encoder to simplify the complex feature engineering. It adopts the meta-
learning strategy to train the models using sufficient auxiliary datasets to
enhance its performance. OpenLog transforms the multiclassification task
into a binary-classification task, and it can classify unseen anomalies without
retraining.

Chapter 9. In recent years, many advanced persistent attacks (APTs) have
occurred on corporate internal networks. Traditional perimeter-based security
defense techniques such as firewalls, which assume that users and devices
inside a network are safe and trustworthy, can no longer provide sufficient
security protection. The concept of ZTN was therefore proposed. In ZTN, every
request, whether it comes from an internal network or an external network,
must be authenticated and authorized before accessing resources. In this
chapter, we provide a brief introduction of ZTN, including its concept, its archi-
tecture, and its current implementation schemes such as access proxy-based,
software-defined perimeter (SDP)-based, microsegmentation-based solutions,
to name a few. Since ZTN needs to authenticate and authorize requests, it is
necessary to consider as many devices, users, and environmental information
as possible to make decisions. As there are a large number of services, traffic,
and equipment logs in the corporate intranet, ML-based information fusion
and decision-making methods may improve authentication and authorization
performance. Therefore, in this chapter, we evaluate the possibility of using
ML in ZTN.

Chapter 10. Although various intelligent operation and management technolo-
gies based on deep learning are being developed, how to efficiently apply them
to real-world products is one of the core challenges faced by deep learning. In
this chapter, we introduce various open source tools, frameworks, and char-
acteristics in the field of operations management and security. Furthermore,
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we analyze existing security operations and management systems based on deep
learning. Finally, we propose a security framework for intelligent operation and
management based on network big data and describe the core functions and
interfaces in the framework.

Chapter 11. This chapter provides a brief summary of this book, followed by a list
of important research challenges and open issues that can be used for further
research on AI and ML for network and security management.

1.3 Conclusion

This chapter provided a brief introduction of this book, emphasizing the motiva-
tion of writing this book and the chapter organization of the book. In addition, a
brief review of each chapter is also provided, facilitating readers understand the
content of this book.
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