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Introduction

The high penetration of data-centric services has markedly increased the risk
of exposing sensitive customer and corporate data. In particular, the sectors of
critical infrastructures (CIs), information technology (IT), and mobile computing
are those which are constantly targeted by sophisticated adversaries, insiders,
or bribed workers who launch an attack using advanced malware and hacking
tools [1]. The main purpose of these attackers is to gain long-term access to a sys-
tem and steal critical sensitive data from the enterprise. This causes data breach or
data leakage, also known as data exfiltration, which poses huge losses every year
to a wide range of industries including many technology giants such as Google,
Facebook, and Tesla. Google alone stores an enormous volume of sensitive data
derived from sources worldwide [2]. Despite the Covid-19 pandemic, in 2020,
of the reported 32,002 incidents, 3950 involved data breaches [3], of which 86%
were financially motivated. Recent outbreaks of ransomware are good examples of
new data exfiltration-based attacks for the purpose of financial gain [4]. Not only
are attack methods becoming increasingly sophisticated, but most of the advanced
hacking is conducted by state-sponsored hackers [5]. Moreover, the consequences
of data leakage could pose a critical threat to security and the privacy of users,
particularly those who work for the government or the military. For instance,
the recent leakage of the subcontractor database of the Australian Defence Force
had severe implications for national security as the design of military combat
aircraft was compromised [6].

Intruders take the opportunity to exploit the unknown vulnerabilities of
security systems in order to penetrate an organization. Stuxnet worm [7] was one
of the most well-known attack tools created by the intelligence agencies of the
United States and Israel and was intended to thwart the Iranian nuclear devel-
opment program. Indeed, this worm virus could be classified as a military-grade
weapon considering its origin and sophistication. Stuxnet was used to exploit
several undiscovered bugs in the Windows operating system to wirelessly spread
itself and install a rootkit on the Siemens’ programmable logic controllers (PLCs),
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which were manipulated and used to destroy the delicate equipment at the
targeted nuclear power plant. Another example of the widespread vulnerability
of security systems is the OpenSSL Heartbleed [8]. There was no clear evidence
indicating whether the bug was discovered and used by hackers before 2014, and
for how long. Despite having a mathematically robust design, the implementation
bug was accidentally embedded in the widely used OpenSSL cryptography library
for decades. Since OpenSSL is the core of Transport Layer Security (TLS) encryp-
tion, vital services like secure web pages, email, or the secure shell protocol had
been affected. Unfortunately, the security patching process took several months
or more to fix the widespread vulnerability in several million devices worldwide.
This resulted in several data breach incidents, such as the data breaches involving
the Community Health Systems (CHS), which was the giant private hospital
chain in the United States, and the Canada Revenue Agency (CRA) incident that
impacted millions of Canadian taxpayers.

Since attack prevention measures might not be adequate, the detection-based
approach plays a crucial role in minimizing damages resulting from data breaches.
Generally, a malicious program (known as malware) is the primary tool employed
by adversaries to help them gain access to a system or even automatically exfil-
trate sensitive information. In spite of numerous malware detection approaches
proposed in the literature, few works focus on data exfiltration. On the other hand,
the studies that propose solutions for data breach detection focus only on a single
data leakage channel: network monitoring, unsafe data exportation, or user autho-
rization, to name a few. Such atomistic solutions give attackers opportunities to
exfiltrate sensitive data via alternative channels. This suggests the need for a holis-
tic data exfiltration detection approach. Hence, this research investigates several
methods for detecting data exfiltration, which is crucial for various corporate sec-
tors as the modern world is evolving toward the adoption of data-centric services.

Generally, off-the-shelf antivirus scanners primarily use known signatures to
detect malicious programs. The signature-based solution has a very low false
alarm rate, as it uses a hash of the program or signature strings contained in the
malware binary to match with the virus signature. However, advanced hackers
could develop a new unseen malware for the well-protected target or even use
the benign program to steal the data. Furthermore, some sophisticated malware
does not need to be installed on the disk storage at all (e.g. Code Red worm [9]).
Instead, this malware could run in the memory to perform the malicious activity
for the entire time. This is where the real-time behavior detection method plays
an important role. However, detecting a nefarious purpose from a series of
the program’s actions is challenging, as there are too many possibilities that
the program’s actions infer the malicious transaction, especially in a real-time
context. Hence, behavior-based data exfiltration is one issue that needs a careful
and systematic investigation.
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Apart from using malware to steal sensitive data, some attackers might simply
exploit the benign program to exfiltrate the sensitive information. In some cases,
the monitoring system cannot detect the unforeseen malware. Hence, the mali-
cious behavior-monitoring approach alone might not be sufficient. Therefore, by
taking different perspectives, we may be able to obtain a list of processes used to
access sensitive data, which could cause data leakage. To do so, one will need to
search for sensitive data in the memory space of those processes. This will allow
sensitive files to be read, and other inputs such as keystrokes containing sensi-
tive keywords, to be detected. Ultimately, all data in the computer system needs to
be loaded into the main memory before it can be processed; hence, the adversary
cannot avoid having the sensitive data in the main memory. Moreover, the data
can remain in the memory even if the process has already been terminated [10].
Hence, if those processes can be listed, it will be easier to narrow down and identify
the root cause of the data breach regardless of whether the program is classified
as malicious or benign. However, to the best of the authors’ knowledge, this idea
has not been closely examined by previous studies, and therefore this book will
elucidate new ways of addressing such issues.

A sophisticated adversary could obfuscate the data exfiltration even more by
using a temporal attack [11] to evade the detection system. Here, the data-stealing
activity is delayed so as to trick the monitoring system into “thinking” that it
is just a false alarm (false positive). In other words, the hacker could minimize
the chance of being discovered by the monitoring system by stealing a minus-
cule amount of sensitive data at a time. Over a period of time, the attacker could
reassemble those small amounts to form the original sensitive file. Even though
these time-delay attacks have been reported for over a decade, few researchers have
attempted to address the issue (e.g. [11, 12]). If this method is used to penetrate
the critical systems of government departments or the military, the consequences
will be devastating. Hence, this book looks at the data exfiltration detection issue
by holistically approaching the problem from several perspectives, namely by:
(i) examining the program’s behavior, (ii) monitoring sensitive data program is
accessing, and (iii) monitoring the collective activities of the process related to
fractions of sensitive information being collected over a period of time.

1.1 Data Exfiltration Methods

The prevention of data exfiltration is a broad and complex issue. To exam-
ine this issue more closely, current methods can be categorized into four
areas: (i) state-of-the-art survey, (ii) behavior-based data exfiltration solution,
(iii) memory-based data exfiltration solution, and (iv) temporal-based data exfil-
tration prevention. The shortcomings of each of these methods are discussed here.
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1.1.1 State-of-the-Art Surveys

To begin with, this book surveyed technologies that have a high potential to be
used as a fundamental building block for data leakage prevention (DLP) meth-
ods, and data exfiltration prevention solutions shared similar core technologies
that are used for intrusion detection systems (IDSs). While an IDS is a standard
measure to protect computer systems from outsider and insider attacks, DLP is
a more specialized and advanced security solution that can provide a better pro-
tection against security breaches. DLP aims to detect abnormal access to sensitive
data, and this is based on the use of either machine learning (ML) or temporal
reasoning algorithms.

Industrial control systems (ICSs), especially supervisory control and data acqui-
sition (SCADA) systems, are a constant target by cyberattacks as their inability
to function can have serious impact on people’s daily lives. This obviously cre-
ates a nightmare to the security community to find the right solutions that could
protect ICSs’ essential services, so these can provide the required functionalities.
IDSs, when tailored to deal with specific requirements (e.g. real-time detection and
reliability), can provide an appropriate protection to ICSs.

Despite several attempts to address SCADA security, only a few of the studies
reported in the literature have focused on the development of appropriate ML
solutions for SCADA systems. Many of the researchers examined, from differ-
ent perspectives, the design of specific IDS for CIs. For example, the survey con-
ducted in [13] focused on the design of IDS architecture for SCADA systems. In the
other hand, the work in [14] looked at classifying IDS solutions based on detection
methods and audit materials. In [15], a review is conducted to gather information
about the testbeds used for ICSs. Therefore, it is crucial to conduct a survey based
on the supervised ML methods, focusing on CI which has the potential to con-
tribute to the research on efficient methods and technologies for the prevention of
data leakage.

1.1.2 Malicious Behavior Detection Methods

Malware has become one of the most effective tools for searching and stealing
users’ sensitive information. Over several decades, numerous malware detection
methods have been proposed in the literature. However, only a few current
malware detection solutions focus directly on the detection of data exfiltration;
instead, they are used to detect different types of virus/malicious programs.
Intuitively, if a Trojan horse software accesses sensitive data, it is highly likely
to cause data leakage. Hence, observing the behavior of all running processes
(to identify potential malware) is the key to detecting data breaches.
Nevertheless, in most cases [16], data is stolen by malware but remains
undetected for two reasons [17]: the signature of the malware is new to antivirus
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programs, and the anomaly-based systems cannot detect variations in the malware
behavior and therefore cannot differentiate between legitimate and exfiltration
activities. Based on a sequence of application programming interface (API) calls
invoked by a process, hidden Markov model (HMM) has been used extensively
to discriminate between malicious and benign behavior (e.g. [18-20]). However,
the dynamic behavior analysis of a malware can generate a very long sequence
of API calls. For example, in the experiments carried out by our team, Keylogger
malware (MDS5 hash value d4259130a53dae8ddce89ebc8e80b560) gener-
ated more than 300,000 series of API calls in less than two minutes. Also, HMM
seems to perform poorly with such long sequences of API calls. This allows the
exfiltration-based malware to pose as a benign software for most of the time and
perform malicious activities only for a very short period of time to avoid detection.
Hence, the effect of the sequence length on the detection accuracy which has not
been fully studied in the context of malware detection will be examined in more
detail in this book.

1.1.3 RAM-Based Data Exfiltration Detection Methods

The detection of suspicious activities is one approach used to prevent data
exfiltration. However, the behavior-monitoring approach has two significant
limitations: (i) it covers only certain types of malicious activity (e.g. searches
for user identity/credentials, installation of a keystroke-capturing service, and
attempts to contact or export the user’s documents to the malicious server).
However, the adversary could pass on the data through several legitimate services
by, for instance, attaching the sensitive file with email or putting in the email
content, inserting the sensitive data into the untrusted database server, storing the
sensitive data in files which will be exported later. (ii) The behavior-monitoring
system cannot totally guarantee the detection of all suspicious incidents. There-
fore, one needs a detection method that monitors the system from different
angles. Specifically, the idea of monitoring the random-access memory (RAM) for
the sensitive data has great potential as a solution that protects the system from
attacks coming from nearly all channels. Intuitively, any computer program needs
to load the stored sensitive data into the memory before any processing activity
can be conducted. In other words, RAM is a sole gateway for the processing of
computer data, including the sensitive data that needs protection.

The monitoring of sensitive data in the memory is however a challenging
task, since the size of the sensitive data to be monitored (i.e. patterns) could be
large, in some cases even larger than the size of the main memory itself. Existing
text-searching methods are designed for using a small-size patterns to search
against a larger-size database, e.g. Smith-Waterman [21], Aho-Corasick [22],
and regular expressions [23]. Unfortunately, existing string-matching methods
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are not designed for the monitoring of a large set of sensitive documents. In the
context of this book, the searching patterns could be bigger than the size of the
memory. Therefore, a new search approach will be provided here to allow a large
database of searching patterns to be summarized/compressed into a smaller
representation. This will enable more sensitive files to be monitored in real time,
particularly in the memory.

There are several challenges to be addressed to build such a system. Firstly,
sensitive data could include various information and therefore not only limited
to personal information. It can also include organizational information such as
hospital patient medical records, government CI sites detail, corporate intellec-
tual property, and organization internal information. Sensitive data can be also
classified into various formats, for example, a corpus of text documents (e.g.
ASCII, Unicode UTF-8/16/32) and database files (e.g. comma separated values,
spreadsheet, and JavaScript Object Notation). Dealing with different format of
sensitive data, indeed, requires different monitoring methods. As the type of data
search is directly related to the design of a monitoring algorithm, the discussion
here will first focus on sensitive data that is a corpus of text documents, giving
that the text is pre-decoded (i.e. using standard Unicode) from the raw memory
data/snapshot.

1.1.4 Temporal Data Exfiltration Methods

Much research work focused on monitoring sensitive data using various meth-
ods, such as creating and tracking data signatures of sensitive documents [24, 25],
tagging sensitive files with additional meta-data [26, 27], or classifying/detecting
sensitive documents using advanced ML methods [12, 28, 29]). However, sophis-
ticated espionage might use highly advanced methods to hide malicious software
from being detected while still be able to spy on a victim.

Temporal-based data exfiltration is one of the hardest attack detection problems
and remains one of the most challenging threats [11], because a spy software
keeps collecting small fragments of sensitive information over an interval of time
(hence, a temporal attack). Consequently, a malicious process could avoid being
detected by the security system. Only a few solutions have dealt with temporal
data exfiltration attacks by, for example, monitoring the network traffic over
a period of time [12]. Interestingly, the hierarchical temporal memory (HTM)
technology, which mimics the behavior of neocortex cells in the human brain [30],
has been able to recognize a pattern in temporal input data. This technology
has not yet been investigated fully to determine whether it can be applied to
memory-based data leakage patterns to detect temporal-based data exfiltration.
At this stage, related work attempting to detect temporal data exfiltration attacks
cannot be found, especially by monitoring the RAM’s sensitive data, which is also
the main focus of this book.
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Figure 1.1 Overview of data exfiltration problems.
1.2 Important Questions

This book comprehensively addresses the data exfiltration issues by answering the
following four important questions, as depicted in Figure 1.1.

e What is a survey and benchmark of existing methods?

e How does a process behave or how to detect the malicious behavior of the
process?

o What information the process has access to or how to efficiently detect if any
process has access to the sensitive data?

o What is the meaning of series of process’s actions over time or how to efficiently
detect the temporal data exfiltration?

A detailed description of each data exfiltration problem is given in the following
section.

(Q1) What are the limitations of existing supervised learning methods for
data leakage prevention (DLP) and/or intrusion detection system (IDS)
for industrial control systems (ICSs)?

To address the first problem, an extensive literature survey is conducted to find
and investigate the state-of-the-art technologies that have been used in data
leakage and/or IDSs. Over the past decade, various ML methods have been
used to train artificial intelligence to detect abnormal behaviors, including data
exfiltration. The supervised-based machine learning (supervised ML) methods
are more common in the anomaly detection system than the unsupervised
methods (known as clustering). This is because the patterns of the attack vector
are known. To contribute to the current knowledge regarding supervised ML for
DLP/intrusion detection, a survey is conducted to examine existing supervised
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ML technologies that were proposed for anomaly detection systems, including
data exfiltration and other cyberattacks. Specifically, one will need to: (i) catego-
rize existing Supervised-ML based on detection methods and auditing material;
(ii) identify system-specific requirements of supervised ML; and (iii) benchmark
supervised ML methods from a holistic perspective.

(Q2) How to effectively detect data-stealing behaviors from the sequence
of API instructions of a process?

Detecting the malicious activities of a specific running process is a challenging
task, particularly when we need to differentiate between patterns of malicious
and legitimate processes using a sequence of API calls. Unlike text or image pro-
cessing where all features are observed and extracted by examining the whole
picture, a running process can act differently depending on the underlying stages
or task it is doing. Therefore, the program behavior, which changes expeditiously,
could easily hide fractions of malicious instructions over a brief period of execu-
tion time. Hence, it is very challenging for the malware detection technology to
detect the malicious behavior that is carried out within seconds or milliseconds.
Therefore, the methodology tailored for detecting data exfiltration behavior will
require a new method and algorithm to address this problem. This will particu-
larly look at the feature extraction problem, in particular, for the long sequence of
API calls that indicate a stream of ongoing activities currently being executing by
the program.

(Q3) How to efficiently inspect the sensitive information on the random-
access memory space to which a process has access?

This problem is related to the monitoring of data in the memory space of a process
in order to detect the presence of sensitive information. In a computer system,
data needs to be loaded into the RAM before it can be processed or transferred;
hence, a malicious software will not be able to hide from the detection system if
it is accessing sensitive information. Thing et al. [10] suggest that attackers have
even tried to evade the memory forensic tool itself to prevent their malicious
software from being detected. Even though data in the RAM is changing all the
time, the unused data will stay in the RAM until the address space is recycled by
the operating system. For instance, they capture up to 75-100% of conversation
on instant messages by analyzing the mobile phone memory. On the other
hand, Wang et al. [31] identified up to 98.6% of the kernel rootkit by using
memory images. The monitoring of sensitive data on the RAM will be a more
robust way of mitigating various data exfiltration incidents. However, monitoring
memory-based data is challenging in terms of scalability issue, especially when
there is a large number of sensitive documents. The robustness of the method
is also an important issue, particularly when the monitoring system directly
accesses data from the program’s memory.
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(Q4) How to efficiently mitigate with a sophisticated temporal-based data
exfiltration?

The last problem relates to a particularly sophisticated attack, namely temporal-
based data exfiltration. This threat might occur when the target information is
highly protected, such as military or business databases. Despite the tight surveil-
lance, the hacking bot steals sensitive documents from the compromised machine
by splitting them into chunks. The bot then exports pieces of the sensitive data
one by one through single or multiple data leakage channels. Even though the
small fraction of sensitive data can still be detected, the matching probability could
be lower than the detection threshold and considered as a false negative (i.e. not
detected). This enables attackers to evade the detection system by collecting sev-
eral pieces of sensitive data over a period. The hackers then reconstruct the pieces
of data to obtain the complete original sensitive file. Furthermore, the delay of
data exfiltration action could also return a false positive (i.e. false alarm) when the
small part of sensitive data is detected repeatedly. For instance, if a fraction from
the sensitive text file is found twice, it could be the same instance that has been
detected previously or the new data that has just been loaded into the memory.
Unfortunately, the current DLP technology is not adequate in preventing temporal
data exfiltration.

1.3 Book Scope

The main purpose of this book is to address the problems stated in Section 1.2:
exhaustive survey (Q1) and specialized data exfiltration detection methods
(Q2-Q4). For (Q1), state-of-the-art supervised ML methods have been surveyed
here and describe the intrusion detection methods/systems proposed in the
literature for over the past decade. Existing supervised-ML-based methods are
categorized and evaluated on specific requirements, namely the requirements
of CI systems (i.e. SCADA), as such systems are those that are used in our
daily life (i.e. critical) and therefore need to be fully, strongly, and properly
protected. Ultimately, such an assessment and evaluation of (critical) systems
will help the reader understand the key research challenges and ideas about
the use of supervised ML methods in IDSs, in particular, for critical systems.
On the other hand, Q2-Q4 relate to data exfiltration detection method from three
different perspectives, namely behavior-based (Q2), memory-based (Q3), and
temporal-based (Q4). Since they are all technical methods that share similarities
with existing data leakage/intrusion/malware detection methods, the scope of
the Q2-Q4 questions is summarized by comparing them with the mentioned
methods based on the following categorization criteria: (i) the detection source,
(ii) detection method, and (iii) input characteristics. Figure 1.2 depicts such a
categorization.
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Scope of the book
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Figure 1.2 Scope of the work for 02-04 compared to related work based on three
different listed aspects.

To address RQ2, the goal is to detect the program’s suspicious behavior, in par-
ticular, the data scraping and stealing actions. The sequence of API calls is chosen
as the detection source because it indicates the ongoing activities of a program.
This is known as a heuristic approach and is very flexible compared to the static
method. In the behavior-based model, the number of command sequences issued
by a program to steal sensitive data could be very large, making it impossible
to find all possible signatures of the malicious command sequences. Also, the
signature-based approach suffers from zero-day attack, or variant of polymorphic
malware where their signatures are unknown. Indeed, the delay in generating the
new signature consumes a lot of time and budget. Therefore, the heuristic-based
approach is being developed, facilitated by artificial intelligence and data mining
technology.

RQ3 and RQ4, on the other hand, refer to signature-based methods. The
explanation is as follows: to detect a sophisticated malware or a corrupted
employee exporting sensitive data using ordinary software, the sensitive data
will be monitored regardless of whether or not the program is classified as
malicious. The main advantage of the signature-based method is that it has a very
high true positive rate compared to the heuristic-based method. Here, the static
signature or fingerprint is used instead of the generic pattern used by the heuristic
approach. However, because sensitive data is text-based (i.e. unformatted text),
the signature-based method is not scalable. For instance, when the size of the
signature database is large, the memory footprint and runtime could be affected.
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Moreover, the signature-based method becomes less effective when the input
data contains too much noise. In this case, RQ3 and RQ4, which relate to the
monitoring of data leakage by examining the physical memory, will definitely
need to deal with noise from the RAM’s data extracted (Chapter 7). These
scalability and robustness issues are primary targets of the research addressing
RQ3 and RQ4.

1.4 Book Summary

By addressing the four problems, this book describes new methods that address
various limitations of current state-of-the-art methods that prevent them from
detecting data exfiltration incidents from the four different aspects mentioned
earlier.

1.4.1 Data Security Threats

Data security refers to preserving data against unwanted access, corruption, or
theft across all stages of its life cycle. This also refers to covering every aspect of
security, including the logical security of applications, administrative and access
controls, and the physical security of hardware and storage devices. Specific poli-
cies and procedures are used to guarantee data security. However, data can be still
vulnerable to various attacks and threats. Data security threats refer to activities
that have the potential to compromise the confidentiality, integrity, and availabil-
ity of the data and have therefore considerable damage and harm to organizations.
Confidentiality refers to ensuring that the data is kept secret or private, and access-
ing it must be controlled to prevent any malicious or accidental unauthorized
sharing of data. Integrity refers to ensuring that the data is reliable and immutable.
Availability means that the data should be available for the users in the entire
life cycle of the data. Chapter 3 aims to cover data security threats in detail, and
more specifically it will cover the most known cyberattacks, e.g. Malware, denial
of service (DoS), SQL Injection, Emotet (malspam), Man in the Middle (MITM),
Password Attacks, and Social Engineering & Phishing. This will provide readers
with a good understanding of existing cybersecurity threats.

1.4.2 Use Cases

Studying data security can be seen as “boring” (and thus not convincing) when
the focus is only on the theoretical aspects and concepts cybersecurity. This study
will hopefully convince readers about the importance of properly understanding
as well as dealing with cyberattacks through the description of some real-world
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use cases. Thus, to make this book more interesting to readers, Chapter 4 will
study several use cases of data leakage attacks that occurred over the last three
years across all the continents. More specifically, it first introduces the cyberat-
tack types and categorized them based on the objectives and attackers intend to
accomplish. Some of these cyberattacks (e.g. ransomware, server access, business
email compromise (BEC), data theft, credential harvesting, remote administration
Trojan (RAT), misconfiguration, and malicious insider) are all grouped based on
attackers ultimate goals. Ransomware is considered as the most common attack
in the recent three years. After ransomware, the server access attacks are ranked
the most frequent common ones. They occur when an attacker gains unauthorized
access to a server. The third most frequently used attack is BEC. After discussing
the cyberattack types in detail, the chapter explains the initial infection vectors, i.e.
the method through which a network is breached and compromised. It is impor-
tant to note that the cyberattack types and initial infection vectors are two different
concepts and not be confused. Phishing, stealing credentials, and exploiting vul-
nerabilities are considered initial infections vectors. Reports show that in 2021,
phishing alone achieved the highest record of 222,127. The effect of this attack
vector can be reduced by monitoring suspicious connections.

1.4.3 Survey

After covering all the necessary background in the early chapters of the book,
a survey of various supervised ML methods is thoroughly conducted to provide
information how such methods are used in intrusion detection and DLP sys-
tems. This review focuses on specific applications, namely CIs (i.e. ICSs such
as electrical/power/water systems), as these need to be protected from major
disruptions. It addresses Q1, and over a 100 of peer-reviewed articles were
reviewed, which gave an insight into current research trends regarding supervised
ML methods to implement anomaly detection systems (i.e. DLP and IDS). This
study illustrates the development of such systems from industry perspectives and
provides a comprehensive study of supervised ML methods for SCADA-based
IDS systems using specific criteria and properties. A framework is described to
categorize various supervised ML methods and made qualitative and quantitative
comparisons of various state-of-the-art research methods to identify the directions
of research that target different data auditing sources and attacking methods.
Additional issues and challenges are discussed for industrial-based IDS systems
using supervised learning methods and illustrated the trends in developing such
systems to identify the future directions for the development of new algorithms
and to guide the selection of algorithms for industrial IDS systems. The survey
not only provides a framework enabling administrators to choose the right ML
method for a prevention system, but it also provides a comparison of various
supervised ML algorithms.
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1.4.4 Sub-Curve HMM

The work related to Q2 has led to the design of a method that accurately detects
data exfiltration behaviors that occur at any time a process is executing. This
method is called Sub-Curve HMM, and it is an innovative feature extraction
method based on HMM, which makes use of API call sequences by extracting
the subcontained behavior from a long API call sequence. Sub-Curve HMM is
probably one of the early attempts to extract the subcontained pattern from a long
API call sequence to detect data exfiltration malware. This enables small pieces
of malicious activities contained in the long API call sequence to be detected.
The limitations of current detection solutions are also considered here, especially
in terms of a long API call sequence. Compared to existing methods, Sub-Curve
HMM outperforms baseline methods across several datasets with various average
API sequence lengths. The experimental results confirm the ability of Sub-Curve
HMM to match interesting behaviors from subsequences of all observed activities.
Unlike the previous works that focused on using all information gathered from
executable binaries, Sub-Curve HMM requires only parts of detection activities.
Hence, this method can be applied in a real-time context where it is not possible
to gather all information from the executable binary. In addition, to prevent
data exfiltration incident, Sub-Curve HMM can be used to monitor only those
programs that are accessing sensitive information.

1.4.5 Fast Lookup Bag-of-Words (FBoW)

To address Q3, an efficient way to monitor sensitive data in real time on a
RAM is described. This is probably the first attempt to challenge existing data
leakage detection methods by monitoring sensitive data in the RAM. The method
described here, called Fast lookup Bag-of-Words (FBoW), is an approximate multi-
pattern matching method for text documents. FBoW addresses several aspects
in matching the RAM’s textual sensitive data, such as scalability and noise.
When there is a large number of sensitive documents in a database, the
problem is that existing pattern-matching methods, e.g. Aho-Corasick [22]
and Smith-Waterman [21], cannot be used, and regular expression meth-
ods, e.g. [23], do not meet the scalability requirements of RAM data files.
The second issue is that the text extracted from memory contains noise.
For instance, the noise is produced by decoding the non-textual elements in
the memory to extra characters or re-ordering the content according to memory
paging [32]. This issue poses a serious practical impediment to use exact matching
algorithms, e.g. Knuth-Morris-Pratt [33], Boyer-Moore [34], Aho-Corasick [22],
or Commentz-Walter [35]. Although approximate matching is more robust in
this context, approximate matching methods are either runtime-inefficient (e.g.
Smith-Waterman [21]) or unable to accurately identify free-form text (e.g. using
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regular expression [23]). By addressing Q3, this book will provide the followings:
(i) an innovative pattern-matching algorithm for multiple corpora or a large
corpus, that is, memory- and runtime-efficient; (ii) a customizable approximate
search algorithm that allows a user to fine-tune a trade-off between scalability
(i.e. memory footprint and processing time) and the detection accuracy; and
(iii) a series of experimental evaluations that benchmark single and multiple
pattern-matching algorithms (e.g. inference of regular expressions [RegEx] [23],
Smith Waterman [21], and Aho—Corasick [22]) for both exact and approximate
solutions in the context of matching sensitive data in three different formats:
keywords only, whole text files, and sensitive data in the physical RAM.

FBoW is efficient in the way it monitors RAM sensitive data in real time.
It addresses issues in matching the RAM’s textual sensitive data as follows.
The first aspect is the scalability problem when the database of sensitive data
contains many documents, which prevents existing pattern-matching methods
(i.e. Aho-Corasick [22], Smith-Waterman [21], and using regular expression [23])
from being scale enough to match the RAM content with the files in the database.
The second issue is that the text content extracted from memory contains noise,
for instance, the noise from decoding the non-textual elements in the mem-
ory to extra characters or re-ordering the content as per memory paging [32].
This issue raises a serious practical impediment to use the exact matching
algorithms, e.g. Knuth-Morris-Pratt [33], Boyer-Moore [34], Aho-Corasick [22],
or Commentz-Walter [35]. Although approximate matching is more robust in this
context, the approximate matching methods are either runtime-inefficient (e.g.
Smith-Waterman [21]) or unable to accurately identify free-form text (e.g. using
regular expression [23]). RQ3’s details can be summarized as follows: (i) an innova-
tive pattern-matching algorithm for multiple long text corpus that is memory and
runtime-efficient; (ii) a customizable approximate search algorithm that allows a
user to finetune a trade-off between scalability (i.e. memory footprint and process-
ing time) and the detection accuracy; and (iii) a series of experimental evaluations
that benchmark single and multiple pattern-matching algorithms (e.g. inference
of RegEx [23], Smith—-Waterman [21], and Aho-Corasick [22]) for both exact and
approximate solutions in the context of matching sensitive data in three different
formats: only keywords, whole text files, and sensitive data in the physical RAM.

1.4.6 Temporary Memory Bag-of-Words (TMBoW)

Q4’s will deal with one of the long discovered sophisticated data exfiltration
threats [11]: temporal data exfiltration; yet not many research works have
proposed solution to this problem. This book will describe TMBoW - Temporary
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Memory Bag-of Words-to capture time-delay data exfiltration activities.
The design of TMBoW is based on bag-of-words (BoW) and sparse distributed
representation (SDR) to represent textual sensitive documents. TMBoW allows
a large number of sensitive documents to be added to the detection model. This
is because the SDR and BoW shrink unique words that appear in the sensitive
database to only one-bit-per-word frequency. The sensitive data-matching pro-
cess is performed via multiple bitwise operations. Its design enables parallel
programming to be done on a modern system with a multicore processor. As a
result, TMBoW can more quickly match sensitive data that appear in the memory
with of a multicore CPU system. Hence, both memory and runtime efficiency
can be achieved simultaneously. Put simply, the feature of temporary memory
and the multiple time-step detection framework enable temporal or time-delay
data exfiltration to be detected, even though the operation has been extended
over a long period of time. Furthermore, the new data structure that contains
the sensitive database with Bow and SDR representation allows noisy data from
the RAM to be monitored efficiently with a very low probability of returning
a false positive (i.e. false alarm). To summarize, by addressing Q4, this book
will describe the followings: (i) a method to detect the leakage of the sensitive
data in the memory using time-delay channel, (ii) the scalability issue of the
multi-pattern-matching algorithm for text-based sensitive data will be discussed,
and (iii) the issue of noises associated with extracting strings from the memory
snapshot will be addressed.

1.5 Book Structure

Figure 1.3 depicts the structure of this book, which consists of nine chapters.
The arrow depicts the flow of the research steps. The chapters with main contribu-
tions are highlighted in the dotted trapezoid. Chapter motivates the issues as well
as the methods described in the book. Chapter 2 provides background knowledge
on various cybersecurity threats associated with the data leakage issues. Details
of the data security threats are provided in Chapters 3 and 4 reports on recent
real-world data leakage and top cybersecurity attacks from 2020 to 2021 in all five
continents. A comprehensive literature survey of existing supervised machine
learning technologies is presented in Chapter 5. Afterward, three data exfiltration
detection approaches are presented. Chapter 6 discusses the approach based on
software behavior. Chapter 7 discusses a novel approach based on monitoring
the physical memory. Finally, a solution to the advanced temporal data-stealing
threat is described in Chapter 8. Chapter 9 concludes the book.
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