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Abstract
Over the past few decades, tremendous growth has been witnessed in cryptog-
raphy in which different security techniques and concerns were projected and 
put into practice. The classical methods of cryptography are depended on binary 
bits, which are susceptible to predicting the key during transit. Hence, moving 
the classical cryptographic scheme to a new fast, and non-vulnerable scheme is 
time. The principles of quantum mechanics are applied in quantum computing to 
enhance security which uses qubits for communication. The advantage of using 
qubits is that it is impossible to make copies of qubits due to the no-cloning theo-
rem. The computations are performed through photons or qubits produced using 
the photon’s polarization. The qubits are disturbed when measured at an incorrect 
polarization angle due to the principle of uncertainty. The photons are quantized 
features used to encode the information. They can be applied in Quantum Key 
Distribution (QKD), in which distantly apart communicators share a standard 
secret key.
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1.1	 Quantum Computation

The study of information processing based on quantum mechanics is 
known as quantum computing and quantum information. Quantum 
mechanics is a set of mathematical rules used to build physical hypoth-
eses. Building tools to refine the notion of quantum mechanics is one of 
the objectives of quantum computation [7–11]. There was a debate on 
whether it was possible to make a duplicate of an unknown quantum 
state. Quantum mechanics might be used when replication is conceivable 
to send signals faster than light, which is highly impractical. Wooters 
and Zurek [3] proved that the theorem of no cloning, was the first result 
of quantum computation and information. Since then, there have been 
several improvements.

1.2	 Importance of Quantum Mechanics 

Quantum mechanics-based communications are safe since they stand on 
inalienable quantum mechanics concepts. The principles of Heisenberg 
Uncertainty and Photon Polarization are essential concepts.

The Heisenberg principle of Uncertainty refers to an entity’s inability to 
discern two connected physical attributes [4]. In light of this assertion, two 
examples are worth considering. The first is the example generally stated: 
For every P, the momentum and the location cannot be calculated along-
side. Second, the photon cannot be measured concurrently on either of 
it [1, 2, 18], then properties are impacted. According to the theorem of 
no-cloning [1, 3, 18], replicas of qubits are not feasible.

1.3	 Security Options in Quantum Mechanics

Figure 1.1 demonstrates that a bit corresponds to a qubit by polariz-
ing photons and with the help of a rectilinear and diagonal basis. In 
a rectilinear base, the binary 0 is represented by 0° photon polariza-
tion and 45° on a diagonal basis. In Figure 1.2 [4], binary one is repre-
sented by 90° rectilinear photon polarization and 135° diagonal photon 
polarization.
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1.4	 Quantum States and Qubits

Qubit exists in two states, symbolized as |0⟩ and |1⟩ in quantum mechanics. 
It is stated as a state, a ket, which Paul Dirac created [1, 6]. A bit can be 0 
or 1, whereas a qubit can be |0⟩ or |1⟩ state. It also happens in the super- 
position state that is nothing more than a linear arrangement of the quan-
tum states |0⟩ and |1⟩. The symbol |ϕ⟩ indicates a form, and a superposition 
state is denoted by the symbol |φ⟩ = α|0⟩ + β|1⟩ where α and β are complex 
numbers [6]. 

A qubit exists in superposition state |0⟩ and |1⟩ in most cases, but the 
state is not calculated. When it is calculated, though, it is either in |0⟩ or 
|1⟩. The chance of realizing a qubit is either |0⟩ or |1⟩ equals the square of 
the modulus of α, β. It is stated that in state |0⟩, the likelihood of obtaining 
|ϕ⟩ is |α|2, and in state |1⟩, the likelihood of obtaining |ϕ⟩ is |β|2. Squaring 
coefficients yield likelihood of attaining a measurement’s result. Thus,  
|α|2 + |β|2 = 1 [6, 18] is the state.

Figure 1.1  Rectilinear, diagonal basis.
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Figure 1.2  Photon polarizations.
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1.5	 Quantum Mechanics Interpretation

The state is shown by the expression α|0⟩ + β|1⟩. It can alternatively be 
represented as a vector or a column. It is represented as a two-dimensional 

complex unit vector by stacking two complex integers 
α
β








  [1, 12].

|0⟩ = 
1
0







  where α = 1 and β = 0

And 

|1⟩ = 
0
1







  where α = 0 and β = 1

|ϕ⟩ = cosθ |0⟩ = sinθ |1⟩ = 
cos
sin

θ
θ









 .

1.6	 Quantum Mechanics Implementation

The following notations are used to implement quantum mechanics:

1)	 |0⟩ = | —⟩
2)	 |1⟩= | | ⟩

3)	
1
2

 (|0⟩ + |1⟩) = |/⟩

4)	 1
2

(|0⟩ – |1⟩) = |\⟩

In rectilinear basis, 1 and 2 indicates 0° and 90°, respectively. In diagonal 
basis, the 3 and 4 indicates 45° and 135°, respectively.

1.6.1	 Photon Polarization Representation

 i)	 A binary 0 is represented in rectilinear basis as a 0° state 
using polarization, as demonstrated below using a linear 
layout with x and y axes both set to 1. Figure 1.3 depicts 
the situation. 

	 |0⟩ = | —⟩ = 
0
1







  = 1 | x ⟩ + 0 | y ⟩
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 ii)	 Using the linear configurations of 0 on the x axis and 1 on 
the y axis, respectively. Polari-zation isused to represent 
the binary 1 in rectilinear basis as a 90° state. The illustra-
tion is shown in Figure 1.4.

	 | | ⟩ = 
0
1







  = 0 | x ⟩ + 1 | y ⟩

 iii)	 Using polarization and the linear combinations listed 
below, a 0 in binary is shown as 45° state on a diagonal 
basis. Figure 1.5 depicts the situation.

	

| | |/ x y〉 =



















〉 + 〉

1
2

1
2

1
2

1
2

y

x

Figure 1.3  Representation of photon polarization.
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Figure 1.4  Representation of photon polarization.
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 iv)	 Using polarization and the linear combinations listed 
below, 1 in binary corresponds to 135° in diagonal basis. 
The representation is shown in Figure 1.6.

	

| | |\ x y〉 =
−



















〉 − 〉

1
2
1
2

1
2

1
2

1.7	 Quantum Computation

Quantum computation has led to a new way of thinking about compu-
tation. The notion of quantum computation explains changes in state 
stirring. A classical computer, like a method, is built with the help of an 
electrical circuit with logic wires and gates, whereas a quantum computer 
is built with the help of a quantum circuit with quantum wires and gates. 

y

x

Figure 1.6  Representation of photon polarization.

x

Figure 1.5  Photon polarization in diagonal basis (of binary 0).
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The quantum gates are employed to control or manipulate and act on the 
quantum bit [5].

The matrix representation is the best way to understand linear combi-
nations. Unitary matrix U is the proper state on the matrix to represent the 
gate. Specifically, U†U = I, in which U† is the adjoint of U, that is the com-
plex conjugate of the transpose of matrix U, and I is a two-by-two identity 
matrix. It is simple to validate X†X = I for a gate, for example. Surprisingly, 
quantum gates are only limited by the unitary check. It denotes the pres-
ence of a logical quantum gate [5].

1.7.1	 Quantum Gates

Gates are used to carry out computations in quantum computers. Quantum 
gates are unitary operators with n inputs and outputs that may be expressed 
using matrices. As a result, they have a 2n degree. A two-degree matrix is 
used to represent one qubit. As a result, a two-by-two matrix is required for 
a quantum gate acting on a qubit. A matrix of 22 degrees is used to represent 
a two-qubit gate. As a result, a four-by-four unitary matrix [5, 6] is used to 
represent it. As a result, the quantum gates have a temporal complexity of 
2n. It has been proved that exponential complexities are secure. The tensor 
product is used to obtain the matrix depiction of quantum gates. Tensor 
product is represented as ⊗.

It creates a single vector space out of two. XY is a space with mxn dimen-
sion if X and Y are vector spaces with mxn n dimensions. The components 
of |x| of X and |y| of Y are the elements of XY, which are linear combina-
tions of these tensor products. The matrix is represented as given if A is an 
m x n matrix and B is a p x q matrix.

	

nq

mpA � B =

A11B
A21B

Am1B Am2B AmnB

A12B
A22B

A1nB
A2nB

�
�

�

�
�

�
�

�
�

�
�
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A. One-Qubit Gate
A quantum gate that operates on a single qubit requires a single qubit as 
input and output. The computation requires a two-by-two unitary matrix. 
The several forms of one-qubit gates are explained in the following sections 
[17, 18].

i) H-Gate 
The Hadamard gate is represented by H and depicted:

	
H =

−










1
2

1 1
1 1  

ii) Quantum NOT Gate or Pauli X-Gate
The quantum not gate is shown in matrix form as

	
X =











0 1
1 0  

iii) Pauli Y-Gate
The gate is depicted as below

	
Y =

−









0
0
i

i  

iv) Pauli Z-Gate
It is portrayed as 

	
Y =

−










1 0
0 1  

v) Pauli S-Gate
Pauli S-gate is described:

	
S =











1 0
0 i  
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A |0⟩ when operated atop on it returns |0⟩, but when |1⟩ is acted upon, 
Pauli S-gate returns i|1⟩

B. Two-Qubit Gate
A two-qubit quantum gate accepts two qubits as an input and two qubits 
as an output. The computation requires a four-by-four matrix. The many 
forms of two-qubit gates are detailed in the following sections.

i) Controlled NOT
It is well-known as the CNOT gate. The CNOT gate’s initial input serves as 
a control qubit. The target qubit is unaffected if the control qubit is |0⟩. If 
it is |1⟩, CNOT operates on the qubit by flipping it. |00⟩, |01⟩, |10⟩ and |11⟩ 
are the states. On two qubits a, b, the function of the CNOT gate is |a, b⟩ 
→ |a, b ⊕ a⟩.

The CNOT matrix is

	

1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0





















ii) Swap Gate Swaps Two Qubits
The Swap matrix is shown as:

	

1 0 0 0
0 0 1 0
0 1 0 0
0 0 0 1





















iii) Controlled-Z Gate
cZ is another representation for it. The gate’s qubits behave in a predictable 
manner.        

The cZ matrix is

	

1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 1−




















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iv) Controlled Phase Gate
It is commonly represented as cS gate. The process is identical to that of a 
Phase gate.

The cS matrix is

	

1 0 0 0
0 1 0 0
0 0 1 0
0 0 0 i





















C. Three-Qubit Gate
Three qubits are the input and three qubits are the output of a three- 
qubit quantum gate. The computation requires an eight-by-eight matrix. 
The many forms of three-qubit gates are detailed in the following sections.

i) Toffoli Gate
It is a three-qubit quantum gate, as it receives three inputs, produces three 
outputs a, b, and c out of a total of 23 [5]. Figure 1.7 depicts the situation. T 
gate is the short name for it. The gate operation has no effect on the inputs 
a, b, the two control qubits. The target is flipped when control qubits is set 
as 1 or not when the input c is set to 0. T gates have the property of being 
reversible when applied twice on qubits  |a, b, c⟩ → |a, b, c ⊕ ab⟩ → |a, b, c⟩ 

An eight-by-eight matrix is used to represent it

	

1 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 1 0 0
0 0 0 0 0 0 0 1
0 0 00 0 0 0 1 0
































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ii) Fredkin (controlled swap) gate
The controlled swap gate is a three-qubit gate. ‘a’ is the control qubit, and 
‘b’ and ‘c’ are the target qubits. If control qubit ‘a’ is set to 1, it swaps target 
qubits ‘b’ and ‘c,’ otherwise they pass through untouched [26, 27]. 

An eight-by-eight matrix is used to represent it

	

1 0 0 0 0 0 0 0
0 1 0 0 0 0 0 0
0 0 1 0 0 0 0 0
0 0 0 1 0 0 0 0
0 0 0 0 1 0 0 0
0 0 0 0 0 0 1 0
0 0 0 0 0 1 0 0
0 0 00 0 0 0 0 1

































1.8	 Comparison of Quantum and Classical 
Computation

The operations in the classical computation are based on probability and 
employ stochastic matrices. In classical computation, the chance of obtain-
ing state i is Pi, where Pi is an actual number. 0 ≤ Pi ≤ 1 and ∑ Pi =1. The 
probability of getting state Y in quantum computation is |aY|2, where a is 
the amplitude and ai as a complex number, 

	 0 = |ai|2 = 1, ? i |ai|2 = 1.

a

b b

a

c c ab+

Figure 1.7  Toffoli gate.
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The transition is based on amplitudes in this case. Unitary matrices [5] 
are used in quantum computation [22–25].

1.9	 Quantum Cryptography

The researcher [1], discovered the notion of uncertainty. As a result, the 
phenomena evolved into Quantum Cryptography, a particularly promis-
ing topic for cryptographers. Later, Wiedemann built on this idea by pro-
posing a quantum key distribution mechanism known as QKD [2, 16–21], 
which follows the laws of quantum physics. Later, the BB84 protocol [4, 
22–25] employed for verifiably secure quantum physics concepts.

1.10	 QKD

QKD begins by transmitting photons that are generated at random in four 
quantum states, employing rectilinear and diagonal basis. A rectilinear 
basis has two states: a 0 in binary is polarized horizontally to 0° and 1 in 
binary 1 is polarized vertically to 90°. Likewise, the two states of diagonal 
basis, binary 0 and 1, are polarized at 45° and 135°, respectively [13–15]. 
QKD starts by sending out a message. For communication, it requires a 
classical and a quantum channel. Classical messages are sent over a tradi-
tional channel, while qubits or polarized photons are sent through a quan-
tum channel. 

1.11	 Conclusion

The fact that quantum computing techniques are used in cryptography is a 
good sign in the new research. The objective of quantum computing is made 
evidently for safe and secure transmission by using quantum mechanics. 
The qubit is prepared by polarizing photon basis. The computing of clas-
sical and quantum computers is investigated. Also mentioned are the lim-
itations of traditional computers. The quantum computer’s computations 
utilize various quantum gates, as indicated. The building blocks are the 
quantum gates that act on qubits. The introduction to QKD, which follows 
quantum mechanics laws to provide secure key transfer, is mentioned.
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