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Conventional Electronic System Reliability Prediction

The history of reliability engineering goes back to 1950s when electronics played
a major role for the first time. At that time, there was great concern within the
US military establishment for the reliability and maintainability of the current
electronic systems. Many meetings and ad hoc groups were created to cope with
the problems. Developing better parts, finding quantitative reliability for parts,
and collecting field data on actual part failures to determine the root cause of
problems were three major fields of research in those days.

When the complexity of electronic equipment began to increase significantly,
and new demands were placed on system reliability, a permanent committee
(AGREE) was established to identify the actions that could be taken to provide
more reliable electronic equipment (1952). The reliability era began when the first
Radio Corporation of America (RCA) report on reliability of electronic parts was
released in 1956, the first time when reliability was defined as a probability. On
the other hand, one of the first reliability handbooks titled Reliability Factors
for Ground Electronic Equipment was published in 1956 by McGraw-Hill under
the sponsorship of the Rome Air Development Center (RADC); while the
McGraw-Hill handbook gave information on design considerations, human engi-
neering, interference reduction, and a section on reliability mathematics, failure
prediction was only mentioned as a topic under development.

Reliability prediction and assessment are traced to November 1956 with publi-
cation of the RCA release TR-1100, titled “Reliability Stress Analysis for Electronic
Equipment,” which presented models for computing rates of component failures.
It was the first time that the concepts of activation energy and the Arrhenius rela-
tionship were used in modeling component failure rates. However, in 1960s, the
first version of a military handbook for the reliability prediction of electronic
equipment (MIL-HDBK-217) was published by the US Navy [1]. It covered a broad
range of part types, and since then, it has been widely used for military and com-
mercial electronics systems.
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In July 1973, RCA proposed a new prediction model for microcircuits, based
on previous work by the Boeing Aircraft Company. In the early 1970s, RADC
further updated the military handbook and revision B was published in 1974.
The advent of more complex microelectronic devices pushed the application of
MIL-HDBK-2 17B beyond reason. This decade is known for development of
new innovative models for reliability predictions. Then, RCA developed the
physics-of-failure model, which was initially rejected because of the lack of
availability of essential data.

To keep pace with the accelerating and ever-changing technology base,
MIL-HDBK-217C was updated to MIL-HDBK-217D on January 15, 1982 and
to MIL-HDBK-217E on October 27, 1986. In December 1991, MIL-HDBK-
217F became a prescribed US military reliability prediction document. Two
teams were responsible for providing guidelines for the last update. Both teams
suggested:

1) that the constant failure rate (CFR) model could not be used;

2) that some of the individual wear-out failure mechanisms (like electromigration
and time-dependent dielectric breakdown) could be modeled with a lognormal
distribution;

3) that the Arrhenius-type formulation of the failure rate in terms of temperature
should not be included in the package failure model; and

4) that stresses such as temperature change and humidity should be considered.

Both groups noticed that temperature cycling is more detrimental to component
reliability than the steady state temperature at which the device is operating, so
long as the temperature is below a critical value. This conclusion has been further
supported by a National Institute of Standards and Technology (NIST), and an
Army Fort Monmouth study which stated that the influence of steady-state tem-
perature on microelectronic reliability under typical operating changes is inappro-
priately modeled by an Arrhenius relationship [2-4]. However, considering the
ability to separate failure mechanisms by separate Arrhenius activation energies,
it may be possible to return to the physics of failure (PoF) assumption that each
mechanism will have a unique activation energy.

1.1 Electronic Reliability Prediction Methods

There are several different approaches to the reliability prediction of electronic sys-
tems and equipment. Each approach has unique advantages and disadvantages;
several papers have been published on the comparison of reliability assessment
approaches. However, there are two distinguishable approaches to reliability pre-
diction, traditional/empirical, and PoF approach.



1.1 Electronic Reliability Prediction Methods

Traditional, empirical models are those that have been developed from histor-
ical reliability databases either from fielded applications or from laboratory
tests [5].

Handbook prediction methods are appropriate only for predicting the relia-
bility of electronic and electrical components and systems that exhibit CFRs.
All handbook prediction methods contain one or more of the following types
of prediction:

o Tables of operating and/or non-operating CFR values arranged by part type,

o Multiplicative factors for different environmental parameters to calculate the
operating or non-operating CFR, and

o Multiplicative factors that are applied to a base operating CFR to obtain non-
operating CFR [6].

MIL-HDBK-217 reliability prediction methodology which was developed under
the activity of the RADC (now Rome Laboratory) and its last version released in
February 1995 intended to “establish and maintain consistent and uniform meth-
ods for estimating the inherent reliability (i.e. the reliability of a mature design) of
military electronic equipment and systems. The methodology provided a common
basis for reliability predictions during acquisition programs for military electronic
systems and equipment. It also established a common basis for comparing and
evaluating reliability predictions or related competitive designs. The handbook
was intended to be used as a tool to increase the reliability of the equipment being
designed.”

In 2001, the office of the US Secretary of Defense stated that “.... the Defense
Standards Improvement Council (DSIC) decided several years ago to let MIL-
HDBK-217 ‘die the death.’ This is still the current OSD position, i.e. we will not
support any updates/revisions to MIL-HDBK-217” [6].

Two basic methods for performing the prediction based on the data observation
include the parts count and the parts stress analysis. The parts count reliability
prediction method is used for the early design phases when not enough data is
available, but the numbers of component parts are known. The information for
parts count method includes generic part types (complexity for microelectronics),
part quantity, part quality levels (when known or can be assumed), and environ-
mental factors. Since equipment consists of the parts operating in more than one
environment, the “parts count” equation is applied to each portion of the equip-
ment in a distinct environment. The overall equipment failure rate is obtained
by summing the failure rate for each component over its expected operating
condition.

A part stress model is based on the effect of mechanical, electrical and envi-
ronmental stress and duty cycles such as temperature, humidity, and vibration
on the part failure rate. The part failure rate varies with applied stress and the
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strength-stress interaction determines the part failure rate. This method is used
when most of the design is complete, and the detailed part stress is available. It
is applicable during later design phases as well. Since more information is avail-
able at this stage, the result is more accurate than the parts count method.

The environmental factor gives the influence of environmental stress on the
device. Different prediction methods have their own list of environmental
factors suitable for their device conditions. For instance, the environmental factor
of MIL-HDBK-217F covers almost all the environmental stresses suitable for
military electronic devices except for ionizing radiation. The learning factor
shows the maturity of the device; it suggests that the first productions are less
reliable than the next generations [7, 8]. The parts stress model is applied at com-
ponent level to obtain part failure rate (4,) estimation with stress analysis.
A typical part failure rate can be estimated as:

lp:ﬂb'ﬂ'Q'T[E‘ﬂ'A'ﬂT'ﬂ'V (1.1)

where /; is the base failure rate obtained from statistical analysis of empirical data,
the adjustment factors include: 77 (temperature factor), z4 (application factor), =y,
(voltage stress factor), 7o (quality factor), and zp (environmental factor). The
equipment failure rate (Azquip) can be further predicted through parts count
method:

n
Arquip = ZNi(/Ig'”Q>i (1.2)

i=1

where A, is the generic failure rate for the ith generic part, 7 is the quality factor of
the ith generic part, N; is the quantity of ith generic part and » is the number of
different generic part categories in the equipment. To accommodate the advance-
ment of technology, a reliability growth model was introduced in the handbook
approach to reflect the state-of-the-art technology.

Ap < exp[Gr(t; — t1)] (1.3)

where G, is the growth rate, t; is the year of manufacture for which a failure rate
is estimated, ¢, is the year of manufacture of parts on which the data were col-
lected. It takes time to collect field data and obtain the growth rate G, especially
when the growth is fast. Furthermore, the validity of applying a reliability growth
model without taking technology generation into consideration is not confirmed.
It is said that the predictions based on the handbook approach usually lead to
conservative failure rate estimation. However, the data is very vague as to the
actual validity of the calculated failure rate and no correlation with reality has
ever been shown.



1.1 Electronic Reliability Prediction Methods

Telcordia SR-332, BT-HRD-5, NTT, CNET, RDF 93 and 2000, SAE, Siemens
SN29500, prediction of reliability, integrity and survivability of microsystems
(PRISM) [9] and FIDES are all the instances of traditional prediction models which
provide their own sources of data environment from ground military, civil equip-
ment, automotive, Siemens products, Telecom, commercial-military and aeronau-
tical and military, respectively. Most of these models have gained popularity over
time because of their ease of use and uniqueness [10].

The stated purpose of Telcordia SR-332 is “to document the recommended methods
for predicting device and unit hardware reliability and for predicting serial system
hardware reliability.” The methodology is based on empirical statistical modeling
of commercial telecommunication systems whose physical design, manufacture,
installation, and reliability assurance practices meet the appropriate Telcordia (or
equivalent) generic and system-specific requirements. In general, Telcordia SR-332
adapts the equations in MIL-HDBK-217 to represent what telecommunications
equipment experience in the field. Results are provided as a CFR, and the handbook
provides the upper 90% confidence-level point estimate for the CFR [6].

The basis of the Telcordia math models for devices is the Black Box Technique.
This parts count method defines a black box steady-state failure rate for different
device types and parts count steady-state failure rate for units; the system-level fail-
ure rate is simply the sum of all failure rates of the units contained in a system.

The main concepts in MIL-HDBK-217 and Telcordia SR-332 are similar, but Tel-
cordia SR-332 also can incorporate burn-in, field, and laboratory test data, using a
Bayesian analysis [7]. All these methods, in the end, continue to rely on the “n”
model for adjusting a base failure rate, making mathematical justification quite
illusive.

PRISM was developed in the 1990s by the Reliability Analysis Center (RAC)
under contract with the US Air Force. The latest version of the method, which
is available as software, was released in July 2001. RAC Rates is the name of PRISM
mathematical model for component failure rates; the component models are based
on filed data driven from several sources. PRISM applies Bayesian methods to the
empirical data to get the system-level predictions. This methodology considers the
failures of components as well as those related to the system. However, the com-
ponent models are the heart of the analysis. It provides different models for capa-
citors, diodes, integrated circuits, resistors, thyristors, transistors, and software.
The total component failure rate is composed of:

1) operating conditions,

2) non-operating conditions,
3) temperature cycling,

4) solder joint,

5) electrical overstress (EOS).
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Each mechanism is treated independently.

For components not having RAC Rates models, PRISM provides Non-electronic
Parts Reliability and Electronic Parts Reliability Data books. A multitude of
part types can be found in these data books with failure rates for various
environments.

Unlike the other handbook based on the CFR models, the RAC Rate models do
not have a separate factor for part quality level. Quality level is implicitly
accounted for by a method known as process grading. Process grades address fac-
tors such as design, manufacturing, part procurement, and system management,
which are intended to capture the extent to which measures have been taken to
minimize the occurrence of system failures [6-8, 11].

RDF 2000, released in July 2000, is a French Telecom standard that was devel-
oped by the Union Technique de I'Electricite (UTE). It is the last version of CNET
reliability prediction methodology developed by the Centre National d’Etudes des
Telecommunications (CNET). “RDF 2000 provides a unique approach to failure
rate predictions in that it does not provide a parts count prediction. Rather com-
ponent failure is defined in terms of an empirical expression containing a base
failure rate multiplied by factors influenced by mission profiles.” These mission
profiles contain information about operational cycling and thermal variations
during various working phases [7].

FIDES prediction method attempts to predict the CFR experienced in the useful
life portion of the classic bathtub curve. The approach models intrinsic failures
such as item technology and distribution quality. It also considers extrinsic failures
resulting from equipment specification, design, production, and integration, as
well as selection of the procurement route. The methodology considers failures
resulting from development and manufacturing, and the overstresses linked to
the application such as electrical, mechanical, and thermal.

Some proponents claim that FIDES predictions are “close” to the observed fail-
ure rate; its predictions are somewhere in between PRISM predictions that are
more optimistic and those of MIL-HDBK-217 which are more conservative
[11, 12]. RAC PRISM and FIDES are two methodologies which take place in
two stages; the key element is applying the Bayesian statistical techniques to
the initial reliability prediction.

Due to the wide range of available traditional reliability predictions, several arti-
cles have been published to study and compare the prediction models and meth-
odologies. As an instance of these efforts, IEEE Std 1413-1998 was developed to
identify the key required elements for an understandable and credible reliability
prediction and to provide its users with sufficient information to evaluate predic-
tion methodologies and to effectively use their results.

A comparison of some of the more popular electronic reliability prediction tools
is shown in Table 1.1 [10, 13-16].
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1.1 Electronic Reliability Prediction Methods

The most controversial aspects of traditional approaches could be classified as
the concept of CFR, the use of Arrhenius relation, the difficulty in maintaining
support data, problems of collecting good-quality field data, and the diversity
of failure rates with the source data are other limitations of traditional
approaches [4].

Despite the disadvantages and limitations of traditional-/empirical-based
handbooks, they are still used by engineers; strong factors such as good perfor-
mance centered around field reliability ease of use as well as and providing
approximate field failure rates make them still popular. Crane survey shows
that almost 80% of the respondents use Mil handbook, while PRISM and Tel-
cordia have second and third places in the chart [17].

The first publications on reliability predictions for electronic equipment
were all based on curve fitting a mathematical model to historical field failure
data to determine the CFR of parts. None of them could include a root-cause
analysis of the traditional/empirical approach. The PoF approach received a
big boost when the US Army Material Command authorized a program to
institute a transition from reliance exclusively on MIL-HDBL-217. The com-
mand’s Army Material System Analysis Activity (Amsaa), Communications-
Electronic Command (Cecom), the Laboratory Command (Lab-com) and
the University of Maryland’s Computer-Aided Life-Cycle Engineering
(CALCE) group collaborate on developing a physics-of-failure handbook for
reliability assurance. The methodology behind the handbook was assessing
system reliability based on environmental and operating stresses, the material
used, and the packaging selected. Two simulation tools called Computer-
Aided Design of Microelectronic Packages (CADMP-2) and CALCE were
developed to help with the assessment; CADMP-2 assesses the reliability of
electronics at the package level while CALCE assesses the reliability of elec-
tronics at the printed wiring board level. Together, these two models provide a
framework to support a physics-of-failure approach to reliability in electronic
systems design.

PoF uses the knowledge of root-cause failure to design and do the reliability
assessment, testing, screening, and stress margins to prevent product failures.
The main task of PoF approach is to identify potential failure mechanisms, fail-
ure sites, and failure modes, the appropriate failure models, and their input
parameters, determine the variability for each design parameter, and compute
the effective reliability function. In summary, the objective of any physics-of-
failure analysis is to determine or predict when a specific end-of-life failure
mechanism will occur for an individual component in a specific application.
A physics-of-failure prediction looks at each individual failure mechanism
such as electromigration, solder joint cracking, die bond adhesion, etc., to
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estimate the probability of component wear-out within the useful life of the
product. This analysis requires detailed knowledge of all material characteris-
tics, geometries, and environmental conditions. The subject is constantly
challenging, considering that new failure mechanisms are discovered and even
the old ones are not completely explained. One of the most important advan-
tages of the physics-of-failure approach is the accurate predictions of wear-out
mechanisms and their cumulative effect on the time to fail. Moreover, since
the acceleration test is one of the main aspects of finding the model para-
meters, it could also provide the necessary test criteria for the product. To
sum up, modeling potential failure mechanisms, predicting the end-of-life,
and using generic failure models effective for new materials and structures
are the achievements of this approach [4].

The disadvantages of PoF approaches are related to their cost, complexity of
combining the knowledge of materials, process, and failure mechanisms together,
the difficulty of estimating the field reliability, and their inapplicability to the
devices already in production as the result of its incapability of assessing the whole
system [4, 18, 19]. The method needs access to the product materials, process, and
data. Partly inspired and completed from Cushing et al. [15], Table 1.2 compares
MIL-HDBK-217, FIDES approach and PoF.

Nowadays circuit designers have reliability simulations as an integral part of
the design tools, like Cadence Ultrasim and Mentor Graphics Eldo. These simu-
lators model the most significant physical failure mechanisms and help the
designers meet the lifetime performance requirement. However, there are disad-
vantages which hinder designers to adopt these tools. First, the tools are not fully
integrated into the design software because the full integration requires technical
support from both the tool developers and the foundry. Second, they can’t handle
the large-scale design efficiently. The increasing complexity makes it impossible
to exercise full-scale simulation considering the resources that simulation will
consume. Chip-level reliability prediction only focuses on the chip’s end-of-life,
while the known wear-out mechanisms are dominant; however, these prediction
tools do not predict the random, post-burn-in failure rate that would be seen in
the field [5, 21].

By consideration of all the available reliability prediction tools and methods,
they are all based on this original Mil-Handbook approach of assuming a base
failure rate, 45, and multiplying that by what should be small correction factors,
7. We will show in the following chapters that this fundamentally contradicts
the presumption of a failure rate, 4, since failure rates add and do not multiply.
This brings us to the established and known reliability assumption that linear
rate mechanisms add and must be separated into a properly weighted sum-of-
rates model.
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1.2 Electronic Reliability in Manufacturing, Production, and Operations

1.2 Electronic Reliability in Manufacturing, Production,
and Operations

“Health Monitoring” covers the monitoring of the state of health of a system, con-
tinuously or intermittently, from direct or indirect observations, to anticipate and
take the best decisions, whatever their nature. One can model a degradation proc-
ess in various ways. In the absence of any observation of the phenomenon, relia-
bility models, such as the Weibull law, can be obtained from statistical failure data
on similar products. To estimate the probability of failure after a given duration of
operation, these models can be supplemented by acceleration models and acceler-
ated life tests.

The issue of reliability estimation turns out to be different when a product is sub-
ject to a degradation process that can be quantified over time and on which a
threshold limit of acceptability can be set. It is then possible to follow the evolution
of such a process during trials, to assess the predicted reliability of the product, or
during the operational life. To know his state of health from day to day, estimates
of the remaining useful life (RUL) can be generated and decisions about using the
component can be processed accordingly. The conditions of use and the environ-
ment conditions can accelerate the degradation process based on the specific phys-
ics of the failure mechanism being activated.

The identification of a direct or indirect observable (indicator) of the degradation
and the knowledge of the influential stress factors is the domain of the component
expertise. The measurement of degradation can be carried out under different
stress conditions or require a return to standard conditions. By observing the var-
iations in degradation per unit of time, the phenomenon can be modeled by a
Gamma process, if the degradation is always increasing (monotonic deterioration),
or by a Wiener process if the degradation is decreasing temporarily by phenomena
of recovery or even healing. The degradation phenomenon can be stationary or
non-stationary and be influenced by environmental conditions.

In the absence of direct observation, certain degradation phenomena can be
modeled by a hidden Markov process. The algorithm and the Hidden Markov
models were first described in a series of articles by Baum [22] and his peers at
the IDA Center for Communications Research, Princeton in the late 1960s and
early 1970s. As written in Wikipedia, this describes a Markov process whose states,
representative of levels of progressive degradation, are partially observable
through probabilistic indicators (a vibrational spectrum or an oil color will, for
example, provide information on the state of degradation of a mechanism). The
Viterbi algorithm is then used to find the most probable sequence of transitions
from a sequence of observations and the Forward-Backward, also called de
Baum-Welch, to estimate the parameters of the model.
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Other phenomena can be modeled by piecewise deterministic Markovian pro-
cesses (PDMP). Developed by Davis [23], this type of hybrid dynamic reliability
process makes it possible to associate random characteristics with continuous
components in interaction (environmental variables that will influence and be
influenced by the system, for example).

The use of dynamic Bayesian networks can also be considered to model degra-
dation processes. These represent the evolution of random variables as a function
of a discrete sequence.

1.2.1 Failure Foundation

Why and how high- or low-quality components can fail in comparable time scale?
Of course, reducing temperature stress conditions can improve long-term mission
operation but not only temperature. Indeed, applying lower bias voltage, current,
and power are other options. How to manage Time-to-Failure for warranty and
limits with predictable outcomes?

The failure event pattern is detailed in the following Figure 1.1a, the general fail-
ure pattern overview presents the alternatives a component or a structure may fail
by way of a permanent or reversible mechanism, either from a sudden catastrophic
malfunction or by a continuous degradation trend and in addition with or without
partial recovery.

What are the root causes of component failure? What characterizes component
failure? This is related to the definition of trackers as detailed.

The foundation of a failure is described in behind basic sequences:

o To identify the actors or the stressors (Figure 1.1b) (or in other terms, which
stress parameters are the origin of the failures),

o The tracers or the observers (Figure 1.1c) (types of measurands whose evolu-
tion is a quantification correlated to the level of failure),

o The trackers or the signatures (Figure 1.1d) (a selected electrical or mechanical
parameter which quantifies the type and level of failure).

Stressor levels (the actors) can be measured directly or indirectly, such as junc-
tion temperature from package temperature and thermal resistance, for example.

1.2.2 Reliability Foundational Models (Markovian, Gamma, Lévy,
Wiener Processes)

A paper published in 2020 by Cabarbaye et al. [24] provides an example of how the
degradation analysis method from experiments can be implemented. To character-
ize a degradation, two families of models can be considered: continuous models
and state-space (or multi-state) models. The first relate to a physical quantity, such
as a crack propagation, a current degradation, or a temperature rise, for example,
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whose evolution trajectory we seek according to a physics model. The second con-
siders a series of pronounced states of degradation and transition laws between
these states. They bring together members of the family of Markovian models such
as PDMP.

The standard Accelerated Life Testing model (ALT), which includes most of the
acceleration models used in reliability (Arrhenius, Eyring, Black, ...), can then be
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used again on the assumption that only the scale factor of the degradation law is
modified and not its form. The acceleration factor (AF) is then like the one con-
sidered for random failures but with different parameter values. If a threshold limit
of acceptability can be set, the degradation model is transformed into a reliabil-
ity model.

Continuous degradation models are generally based on the family of incremen-
tal Lévy processes [from the French mathematician (1886-1971)] independent and
stationary (each increase depends only on the time interval), including the
Gamma process, the Wiener process, and the compound Poisson process (degra-
dation linked to an accumulation of shocks).

1.2.3 Correlation Versus Causation and Representativeness
of Trackers

In reliability modeling, it is important to differentiate between correlation and
causation: A correlation between variables, however, does not automatically mean
that the change in one variable is the cause of the change in the values of the other
variable. Causation is a cause-effect process and indicates that one event is the
result of the direct influence of a variable stress parameter. In that sense, tracers
are both types of correlated and causation parameters. While a tracker should be
the “best parameter” showing causation to a failure mechanism. When several fail-
ure mechanisms are concurrent, several trackers can be identified and the trick
consists in selecting, if possible, the most representative parameter of the existing
multiple failure mechanisms.

Consequently, a physical model may be deduced from a tracker which could be
biased so as not to accurately reflect the observed degradation of one (or several)
failure mechanism(s). This adds “fuzzy” information which contributes to discre-
diting a failure mode model to predict the occurrence of failure. So, it looks like our
quest to predict failures of a particular constituent being in a sub-system, an elec-
tronic card, or a component installed on it (of which it has its history of manufac-
turing, assembly process, and environmental applied stress conditions) may not
yield the desired result. Hence, it is important to ask:

What is the representativeness of tracers and trackers?

The description of the allegory of the jigsaw puzzle given hereafter is a simplistic
view of the situation.

Puzzle pieces can be similar in strength, stiffness, size, shape, and variability of
colors, but at the same time, dissimilar with some drawbacks: indeed, this is
because each puzzle piece is different in form, fit, and function (F3), and further-
more a single piece does not tell you the full sense of the picture.
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F’; & Tracker#refO1

Tracker#02

Tracker#02

Tracker#0x % Tracker#ref02

Should a single valid Tracker be used to
describe true component reliability figure?

There is something erroneous to describe the reliability of a product using one
single representative element. Moreover, reliability is also influenced by variabil-
ity, inherent in all manufacturing processes. To build a usable and accurate reli-
ability model, you must start by observing the tracers, select those that are closest
to a faithful description of reality, and validate a series that is the most represen-
tative in reliability signature.

We must pay attention to know what to measure and how to control this
range of variation. The conditions of usage like bias voltage or input signal must
be defined with respect to the maximum rating limits allowed for a product
(note they are also distributed with some variability). Variation also exists in
the environments that engineered products must withstand. Temperature,
mechanical stress, vibration spectra, and many other varying factors must be
considered.

The measurement conditions of trackers must be set as generic and reproducible
as possible. In steady-state life test experiments, it is recommended to measure the
trackers under typical bias at room temperature conditions. But in real life, it is not
always possible to measure the trackers in such stable conditions and use of sen-
sors can be an option to track the change in power consumption or local temper-
ature provided the causation is established and validated.

What is the definition of a failure? How to quantify it? Is it better to describe
failure in absolute or in relative value? How can a series of tracker models accu-
rately represent the entire figure of a product? The trackers are buoys to know
where the potential wells of poor reliability are and how an accumulation of track-
ers can inform about the total generic reliability level.

1.2.4 Functional Safety Standard 1SO 26262

Saying that, the automotive Functional Safety Standard ISO 26262 introduced the
concept of the Probabilistic Metric for random Hardware Failures (PMHF) asso-
ciating it with the failure rate of the safety critical system or subsystem. In an
SAE publication, Kleyner and Knoell [25] presented this concept and discussed
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how to calculate both the failure rate and the average probability of failure per
hour in terms of definitions, sources of the data, applications, and advantages
and disadvantages.

Testing is an essential part of any engineering development program. There is
one dilemma and conflict inherent in reliability testing as part of an integrated test
program, however. To obtain information about reliability in a cost-effective way,
that is also quick, it is necessary to generate failures. Only then can safety margins
be ascertained. On the other hand, failures interfere with functional and environ-
mental testing. In addition, lot-to-lot and device-to-device variability affects the
probability of failure as well and another major source of variability is the range
of production processes involved in converting designs into hardware. These con-
siderations are exposed in the book “Practical Reliability Engineering” published
by O’Connor and Kleyner [26] and assumes “the old design concept of ‘test-analyze-
and-fix’ (TAAF), in which reliance is placed on the test program to show up reliability
problems, no longer has a place in modern design and manufacturing due to shorter
design cycles, relentless cost reduction, warranty cost concerns, and many other con-
siderations. Therefore, the reliability should be ‘designed-in’ to the product using the
best available science-based methods. This process, called Design for Reliability (DfR)
begins from the first stages of product development and should be well integrated
through all its phases.”

Testing to demonstrate reliability when failures occur during tests can be ana-
lyzed using the life data analysis methods. The downside of the test-to-failure
method is longer test times compared to equivalent success-run tests. Degrada-
tion analysis introduced is one way of demonstrating reliability within a rela-
tively short period of time. Talking about parts reliability is not only
considering the intrinsic reliability component capability but also defining the
least stressful conditions of use taking into consideration extreme values external
parameters can achieve during the mission. In other words, “a hammer blow can
always destroy any good device.” Consequently, it is equally important to select
parts and assembly processes, and to have a good knowledge of the environment
conditions (biasing/temperature). Knowing this, we enter the world of “Physics
of Failures” (PoF) or “Physics of Health” (PoH).

The cause of a product failure is because of a disruption in the weakest link
(a fragile part, a degraded aged part, or due to a sudden external overstress event).
Either the breakage is foreseeable due to a parametric performance degradation
with time, or it is catastrophic with now forewarning. In the wear-out case, statis-
tical model variation with time is applicable (semi-Markovian or non-Markovian
processes) and we can refer to wear-out failure mechanisms. In the case of a sud-
den break or catastrophic failure, it is by nature modeled as a random failure
mechanism indicated only by a time to fail. Both may exit and must be combined
to assess what we call the RUL of a product/device.
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DfR is a set of approaches, methods, and best practices that are supposed to be
used at the design stage of the product to minimize the risk that it might not meet
the reliability requirements, objectives, and expectations. Statistical methods pro-
vide the means for analyzing, understanding, and knowing variation. These statis-
tical representations can be only simplified models and we can’t be sure they
correctly describe the PoF or PoH. They help visualize mathematically some
behavior, but the true life may be quite different.

As mentioned in chapter 12 of [26], reliability testing should be considered part of
an integrated test program, which should include:

1) Functional testing, to confirm that the design meets the basic performance
requirements.

2) Environmental testing, to ensure that the design can operate under the expected
range of environments.

3) Statistical tests, as described in Chapter 11, to optimize the design of the product
and the production processes.

4) Reliability testing, to ensure (as far as is practicable) that the product will operate
without failure during its expected life.

5) Safety testing, when appropriate.

1.2.5 Additional Considerations

A component, however good as it may be, degrades under the effect of the applied
stresses. A component is tested, manipulated, assembled, and embedded on an
electronic card simply due to the manufacture of that electronic card. Then the
accumulated effects of all the stressors evolve over time during the operational life
of the equipment. How do the statistics related to the quality of the component
batch, to the quality of the reporting and test processes, act and interact (signature
statistics and environment statistics)? And how do these statistics change over
time? Do they all evolve at the same rate? What impact do they have on the failure
rate observed and described by the bathtub curve?

Until now, we measured the signature degrading over time when measured
under reproducible conditions at room temperature and typical bias conditions
(non-stress). During high-temperature endurance life tests, the components are
biased under high-temperature conditions, which can induce stress levels different
from the nominal operational ones. At high temperatures, the electrical character-
istics of the components behave differently and the derating rates on the current or
the voltage defined when cold are not the same as those when hot. They may,
therefore, not be representative of the operational behavior of the components.
The models deduced from these facts are therefore questionable. It is thus neces-
sary to be extremely careful with the interpretation of the facts which can be dis-
torted by this multi-statistical bias and high-temperature impact.
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We must also mention another important concept which is the level of confi-
dence of the trackers. What are the systematic drifts attached to them? And
how to minimize them?

There are several definitions of systematic drifts and care must first be taken in
defining what is called bias. We call bias the difference between the overall objec-
tive reliability measure (as a value deduced from the consideration of all the track-
ers) compared to the reliability deduced on a single tracker. The greater this
difference, the more the measured reliability deviates from the overall objective
reliability. When the bias is zero, there is no difference between the overall relia-
bility and the reliability measured by a single tracker.

1.3 Reliability Criteria

Reliability is defined as the probability that a system (component) will function
over some time period t. If T is defined as a continuous random variable, the time
to failure of the system (component), then reliability can be expressed as:

R(t) = Pr{T > } (1.4)

where R(t)>0, R(O)=1andlim; . R({#) =0
For a given value of ¢, R(t) is the probability that the time to failure is greater than
or equal to t, and F(t) could be defined as:

F(t) = 1—R(T) = Pr{T < t},F(0) = 0, lim ,_ - F(£) = 1 (1.5)

Then F(t) is the probability that a failure occurs before ¢.
R(t) is referred to as the probability function and F(t) as the cumulative distri-
bution function (CDF) of the failure distribution. A third function is defined by:

_dF(t) _ dR(D)

f(t)—T— T ar (1.6)
is called the probability density function (PDF) and has two properties:
F()>0, and J Fde=1 (17)
0

Both the reliability function and the CDF represent areas under the curve
defined by f(t). Therefore, since the area beneath the entire curve is equal to
one, both the reliability and the failure probability will be defined so that:

0<R(t)<1, andO<F(t) <1 (1.8)
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The mean time to failure (MTTF) is defined by:
MTTF = E(T) = J Ef(e)dt (1.9)
0

which is the mean or the expected value of the probability distribution defined

by ft).

Failure rate or Hazard rate function provides an instantaneous rate of failure:
Pr{t < T <t+ At} =R(t)—R(t + At) (1.10)

The conditional probability of a failure in the time interval from ¢ to ¢ + At given
that the system has survived to time ¢ is:

R(t)—R(t + Af)

Prit<T<t+At|T>t;, = 1.11
R R _—
and then:

R(t) —R(t + At

% is the probability of failure per unit of time (failure rate). Set:

s ~R(t+A-R®H] 1 —dR@) 1 _ f(t)
ﬂ(t) = ll}’}'lA[*,oo Ar ﬂ = ar W = W

(1.12)

Then A(t) is known as the instantaneous hazard rate or failure rate function.
The failure rate function A(t) provides an alternative way of describing a failure
distribution. Failure rates in some cases may be characterized as increasing
(instantaneous failure rate — IFR), decreasing (DfR), or constant (CFR) when
A(t) is an increasing, decreasing, or constant function. Table 1.3 shows the relation-
ship among the measures.

1.3.1 The Failure Rate Curve for Electronic Systems

An important form of the hazard rate is a bathtub curve. Systems having this haz-
ard rate function experience decreasing failure rates early in their life cycle (infant
mortality), followed by a nearly CFR (useful life), followed by an increasing failure
rate (wear-out); this curve may be obtained as a composite of several failure dis-
tributions or as a function of piecewise linear and CFRs.

The reliability of electronic devices is represented by the failure rate curve
(Figure 1.2) (called the “bathtub curve”). The curve can be divided into the three
following regions: (i) initial failures, which occur within a relatively short time
after a device starts to be used, (ii) random failures, which occur over a long period
of time, and (iii) wear-out failures, which increase as the device nears the end
of its life.
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Table 1.3 The relationship among the measures.

Fz) R(® fn At)
F(t) F( 1—R(t ! t Cumulati
W R0 ® [ 1-en- (- fittoa)  Cumulative
’ function (CDF)
or probability of
failure
R(t) 1—-F1 R( J Fode e (_ fé Ax) dx) Reliability (R)
t
fo  dF()  dR(Y) fo 1) - exp(— fpAex)dx ) grob?tl;ﬂfiuty ]
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Figure 1.2 Failure rate curve.

“Initial failures” are considered to occur when a latent defect is formed, for
example, during the device production process and then becomes manifest under
the stress of operation. For example, a defect can be formed by having tiny particles
in a chip in the production process, resulting in a device failure later. The failure
rate tends to decrease with time because only devices having latent defects will fail,
and these devices are gradually removed. At the start of device operation, there
may be electronic devices with latent defects included in the set.
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These will fail under operating stress, and as they fail, they are removed from the
set based on the definition of the failure rate. The initial failure period can there-
fore be defined as the period during which devices having latent defects fail. The
failure rate can be defined as a decreasing function since the number of devices
having latent defects decreases as they are removed.

Most of the microelectronic device initial defects are caused by defects built into
devices mainly in the wafer process. The most common causes of these defects are
dust adhering to wafers in the wafer process and crystal defects in the gate oxide
film or the silicon substrate, etc. The defective devices surviving in the sorting
process (during the manufacturing process) may be shipped as passing products.
These types of devices which are inherently defective from the start often fail when
stress (voltage, temperature, etc.) is applied for a relatively short period. Finally,
almost all of these types of devices fail over a short period of time and the failure
rate joins the region called random failure part. The process of applying stresses for
a short period of time (before shipping the product) to eliminate the defective
devices is called screening (“burn-in”).

“Random failures” occur once devices having latent defects have already failed
and been removed. In this period, the remaining high-quality devices operate
stably. The failures that occur during this period can usually be attributed to ran-
domly occurring excessive stress, such as power surges, and software errors. More-
over, memory software errors and other phenomena caused by a rays and other
high-energy particles are sometimes classified as randomly occurring failure
mechanisms. There are also phenomena such as electrostatic discharge (ESD)
breakdown, overvoltage (surge) breakdown (EOS), and latch-up which occur at
random according to the conditions of use. However, these phenomena are all pro-
duced by the application of excessive stress over the device’s absolute maximum
ratings. So, these are classified as breakdowns instead of failures, and are not
included in the random failure rate.

“Wear-out failures” occur due to the aging of devices from wear and fatigue. The
failure rate tends to increase rapidly in this period. Semiconductor devices are
therefore designed so that wear-out failures will not occur during their guaranteed
lifetime. Accordingly, for the production of highly reliable electronic devices, it is
important to reduce the initial failure rate to ensure the long life, or durability
against wear-out failures. Wear-out failures are failures rooted in the durability
of the materials comprising semiconductor devices and the transistors, wiring,
oxide films, and other elements, and are an index for determining the device life
(useful years). In the wear-out failure region, the failure rate increases with time
until ultimately all devices fail or suffer characteristic defects.

Wear-out failures are failures rooted in the durability of the materials compris-
ing semiconductor devices and the transistors, wiring, oxide films and other
elements, and are an index for determining the device life (useful years). In the
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wear-out failure region, the failure rate increases with time until ultimately all
devices fail or suffer characteristic defects.

1.3.2 Basic Lifetime Distribution Models

There are a handful of parametric models that have successfully served as popu-
lation models for failure times arising from a wide range of products and failure
mechanisms. Sometimes there are probabilistic arguments based on the physics of
the failure mode that tend to justify the choice of model. Other times the model is
used solely because of its empirical success in fitting actual failure data. Some of
the models used in the electronic area are:

1) Exponential
2) Weibull

3) Extreme value
4) Lognormal

The exponential model, with only one unknown parameter, is the simplest of all
life distribution models. The failure rate reduces to the constant for any time. The
exponential distribution is the only distribution to have a CFR. The key factors are:

The probability density function (PDF),

f(t) = 2¢=%

The Cumulative Distribution Function (CDF),
F(t)=1—el=% (1.13)
Since R(t) = 1—F(t), R(t) =el =

The Instantaneous Failure Rate (IFR) function is given by

h(t) = ﬁ =1
R(¢)

Although 1/2 is the average time of failure, it is not the same as the time when
half the population would have failed. This median time to failure, or Ty, occurs in
the interval for which the cumulative frequency distribution registers 50%. For a
continuous population, the mean parameter is expressed by Mean = f0°° x - f(x)dx.
The variance of a random variable X is defined as the expected value of (X — u)?,
that is, V(x) = E([X — u]).

So, for the exponential distribution, we get:

1 In2 1
Mean = E,Median = %, Variance = = (1.14)
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The CFR property, the exponential distribution is an excellent model for the long
flat “intrinsic failure” portion of the Bathtub Curve. Since most components and
systems spend most of their lifetimes in this portion of the Bathtub Curve, this jus-
tifies frequent use of the exponential distribution (when early failures or wear-out
is not a concern). Its usefulness is to approximate a curve by piecewise straight-line
segments. We can approximate any failure rate curve by week-by-week or month-
by-month constant rates that are the average of the actual changing rate during the
respective time durations. Then it would be possible to approximate any model by
piecewise exponential distribution segments patched together. Some natural phe-
nomena have a CFR (or occurrence rate), for example, the arrival rate of cosmic
ray alpha particles or Geiger countertics. The exponential model works well for
inter-arrival times (while the Poisson distribution describes the total number of
events in each period). When these events trigger failures, the exponential life dis-
tribution model will naturally apply.

Weibull, on the other hand, is a very flexible life distribution model with two
parameters.

The goal is to find a CDF that has a wide variety of failure rate shapes. With the
constant h(t) = 1, we get just one possibility. Allowing any polynomial form of the
type A(t) = A-y-(A-ty ~ ' for a failure rate function achieves this objective. To
derive f{(t), it is easier to start with the CDF F(¢). Setting

t

F(t)y=1- exp(—J

We get the probability density function (PDF),

i(x)dx),orF(t) =1l—exp—(4-t) (1.15)

_dF(t) vy ’ ’
fo=52 = 0 e - (1)
Since R(t) =1—F(t), R(t)= exp —(4-t) (1.16)
The Instantaneous Failure Rate (IFR) function is given by

_fm _r v

For t > 0, other key formulas are given by:

1 1 1
Mean = T 1"(1 + —),Median = —(In2)
7

1

2

, 1 2 1 1\1?
Vanance:—zf 1+-—-)—|=-T1+ -
A 14 A 4

with a the scale parameter (the Characteristic Life), y (gamma) the Shape Param-
eter, and /" the Gamma function with I" (N) = (N — 1)! for integer N.

(1.17)
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When y = 1, the Weibull reduces to the Exponential Model. Depending on the
value of the shape parameter, y the Weibull model can empirically fit a wide range
of data histogram shapes.

Weibull is widely used because of its flexible shape and ability to model a wide
range of failure rates (Weibull has been used successfully in many applications as a
purely empirical model); besides, Weibull model can be derived theoretically as a
form of Extreme Value Distribution, governing the time to occurrence of the
“weakest link” of many competing failure processes. This may explain why it
has been so successful in applications such as capacitors, ball bearings, and relay
and material strength failures. Another special case of the Weibull occurs when
the shape parameter is 2. The distribution is called the Rayleigh Distribution
and it turns out to be the theoretical probability model for the magnitude of radial
error when the x and y coordinate errors are independent normal with 0 mean and
the same standard deviation.

Extreme value distributions are the limiting distributions for the minimum or
the maximum of a very large collection of random observations from the same
arbitrary distribution. Gumbel [27] showed that for any well-behaved initial dis-
tribution (i.e. F(x) is continuous and has an inverse), only a few models are needed,
depending on whether you are interested in the maximum or the minimum, and if
the observations are bounded above or below. In the context of reliability model-
ing, extreme value distributions for the minimum are frequently encountered. For
example, if a system consists of n identical components in series, and the system
fails when the first of these components fails, then system failure times are the
minimum of n random component failure times. Extreme value theory says that
independent of the choice of component model, the system model will approach a
Weibull as n becomes large. The same reasoning can also be applied at a compo-
nent level if the component failure occurs when the first of many similar compet-
ing failure processes reaches a critical level. The distribution often referred to as
the Extreme Value Distribution (Type I) is the limiting distribution of the mini-
mum of many unbounded identically distributed random variables. The PDF
and CDF are given by:

x=p

1 s 5
fx) = BeT”e_ " Where— 00 <x< o0, >0, (1.18)

F(x):l—ee¥where—m <x< ,>0 (1.19)

If the x values are bounded below (as is the case with times of failure), then the
limiting distribution is the Weibull.

Extreme Value Distribution model could be used in any modeling application
for which the variable of interest is the minimum of many random factors, all
of which can take positive or negative values, try the extreme value distribution
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as a likely candidate model. For lifetime distribution modeling, since failure times
are bounded below by zero, the Weibull distribution is a better choice. Weibull
distribution and the extreme value distribution have a useful mathematical rela-
tionship. If t, t,, ..., t, are a sample of random times of fail from a Weibull distri-
bution, then In(t,), In(t,), ..., In(t,) are random observations from the extreme value
distribution. In other words, the natural log of a Weibull random time is an
extreme value random observation. If a Weibull distribution has shape parameter
y and characteristics life @, then the extreme value distribution value distribution
(after taking natural logarithms) has u= In a, f=1/y.

Because of this relationship, computer programs and graph papers designed for
the extreme value distribution can be used to analyze Weibull data. The situation
exactly parallels using normal distribution programs to analyze lognormal data,
after first taking natural logarithms of the data points.

The lognormal life distribution, like the Weibull, is a very flexible model that can
empirically fit many types of failure data. The two-parameter form has parameters
= the shape parameter and Ts, = the median (a scale parameter). If time to failure,
I, has a lognormal distribution, then the (natural) logarithm of time to failure has a
normal distribution with mean u = In(Tsy) and standard deviation ¢. This makes
lognormal data convenient to work with; just take natural logarithms of all the
failure times and censoring times and analyze the resulting normal data. Later
on, convert back to real time and lognormal parameters using o as the lognormal
shape and Ts, =¢€" as the (median) scale parameter.

1 1 2
f(t) = p” 2”e—(m)(lnt— InTs) (120)
f l InT
1 i 2 nt—In
F(t) = |- _e—(ﬁ).(zm—mng) dt = d)( 50) 191
®) .[0- tv2r o ( )

0

&(z) denoting the standard normal CDF and Mean = Ts; - exp ("72)

The lognormal PDF and failure rate shapes are flexible enough to make the
lognormal a very useful empirical model. In addition, the relationship to the
normal (just take natural logarithms of all the data and time points and “nor-
mal” data) makes it easy to work with mathematically, with many good soft-
ware analysis programs available to treat normal data. The lognormal model
can theoretically match many failure degradation processes common to elec-
tronic failure mechanisms including corrosion, diffusion, migration, crack
growth, electromigration, and, in general, failures resulting from chemical reac-
tions or processes. Applying the Central Limit Theorem to small additive errors
in the log domain and justifying a normal model is equivalent to justifying the
lognormal model in real time when a process moves toward failure based on the
cumulative effect of many small “multiplicative” shocks. More precisely, if at
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any instant in time, a degradation process undergoes a small increase in the
total amount of degradation that is proportional to the current total amount
of degradation, then it is reasonable to expect the time to failure (i.e. reaching
a critical amount of degradation) to follow a lognormal distribution [28].

1.4 Reliability Testing

Reliability testing is a series of laboratory tests carried out under known stress con-
ditions to evaluate the life span of a device or system. Reliability tests are per-
formed to ensure that semiconductor devices maintain their performance and
functions throughout their life. These reliability tests aim to simulate and acceler-
ate the stresses that the semiconductor device may encounter during all phases of
its life, including mounting, aging, field installation, and operation. The typical
stress conditions are defined in the testing procedure described later in this doc-
ument. Reliability tests are performed at various stages of design and manufacture.
The purpose and contents differ in each stage. When testing semiconductor
devices, (i) the subject and purpose of each test, (ii) the test conditions, and
(iii) the judgment based on test results must be considered.

1.4.1 Reliability Test Methods

Reliability tests are performed under known stress conditions. A number of stan-
dards have been established including Japan Electronics and Information Tech-
nology Industries Association (JEITA) standards, US military (MIL) standards,
International Electrotechnical Commission (IEC) standards, and Japan Industrial
Standards (JIS). The testing procedures and conditions differ slightly from one
another, but their purpose is the same. The test period including the number of
cycles and repetitions, and test conditions are determined in the same manner
as the number of samples, by the quality level of design and the quality level
required by the customer. However, mounting conditions, operating periods, as
well as the acceleration of tests are considered to select the most effective and
cost-efficient conditions. Reliability tests must be reproducible. It is preferable
to select a standardized testing method. For this reason, tests are carried out
according to international or national test standards.

The definition of a device failure is important in planning reliability tests. It is
necessary to clarify the characteristics of the device being tested and set failure cri-
teria. These failure criteria must be used in determining whether any variations in
the device characteristics before and after the test are in an allowable range. The
reliability of a device is usually determined by its design and manufacturing proc-
ess. Therefore, a reliability test is conducted by taking samples from a population
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within the range that the factors of design and manufacturing process are
the same.

The sampling standard for semiconductor devices is determined by both the pro-
duct’s reliability goal and the customer’s reliability requirements to achieve the
required level of “lot” tolerance percent defective (LTPD). The reliability tests
for materials and processes are performed with the number of samples determined
independently. For newly developed processes and packages, however, there are
cases in which the existing processes or packages cannot be accelerated within the
maximum product rating or in which new failures cannot be detected within a
short period of time. In these cases, it is important to perform reliability testing
based on the failure mechanism by means of Test Element Groups (TEGs). To
ensure reliability during product design, we conduct testing according to the fail-
ure mechanism in the same process as the products, clarify the acceleration per-
formance for temperature, electric field, and other factors, and reflect this in the
design rules used in designing the product.

The standards and specifications related to the reliability of semiconductor
devices can be classified as shown in Table 1.5. Reliability methods are often sub-
ject of standardization in several organizations. In those cases, the standards were
usually derived from a common source, e.g. MIL-STD-883, and only minor differ-
ences exist between different standards.

The MIL standards have been used as industry standards for many years, and
also today many companies still refer to the MIL standards. With the advent of
new technologies, other standards have become more important. MIL-STD-883
establishes test methods and other procedures for integrated circuits. It provides
general requirements, mechanical, environmental, durability and electrical test
methods, and quality assurance methods and procedures for procurement by
the US military. The test methods described in MIL-STD-883 include environmen-
tal test methods, mechanical test methods, digital electrical test methods, linear
electrical test methods, and test procedures. MIL-STD-750 specifies mechanical,
environmental, and electrical test methods and conditions for discrete semicon-
ductor devices. MIL-STD-202 specifies mechanical and environmental test meth-
ods for electronic and electrical components. MIL-HDBK-217 is a US military
handbook for reliability prediction of electronic equipment. This handbook intro-
duces methods for calculating the predicted failure rate for each category of parts
ion electronic equipment, including e.g. mechanical, components, lamps, and
advanced semiconductor devices such as microprocessors.

Table 1.4 shows the subject, purposes, and contents of some reliability tests
carried out at some laboratories.

The standards and specifications related to the reliability of semiconductor
devices can be classified as shown in Table 1.5. Reliability methods are often sub-
ject of standardization in several organizations. In those cases, the standards were
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Table 1.4 Examples of reliability testing conducted when new products are developed.

Phase Purpose Context Contents
Development To verify that the Quality approval  The following and
of design reliability goals  for the product other tests are carried
semiconductor  and the customer’s developed out as required
products ;izaszltljlstf}{ ergqulrements 1) Standard tests
2) Accelerated tests
3) Marginal tests
4) Structural analysis
Development To verify that the Quality approval  Products are used to
or change of materials and processes  for wafer perform acceleration
materials and used for the product process/package  tests and other
processes under development developed or analyses as required
satisfy the design changed with attention paid to
reliability goals and the the characteristics and
customer’s reliability changes of materials
requirements and processes
To understand the
quality factors and
limits that are affected
by materials and
processes
Pilot run before  To verify that the Quality approval  This category covers
mass production quality is at  for mass reliability tests for
production the specified level production examining the initial

fluctuation of
parameters that
require special
attention, as well as
fluctuations and
stability in the initial
stage of mass
production

Table 1.5 Classification of test standards.

Class Example

International standard IEC

National standards USA (ANSI), CNES, DGA
Governmental standards MIL, ESA

Industrial standards EIA, JEDEC; JEITA, SIA, SAE
Standard by expert groups ESDA, FIDES

Standards by semiconductor users AEC Q100
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usually derived from a common source, e.g. MIL-STD-883, and only minor differ-
ences exist between different standards.

The MIL standards have been used as industry standards for many years, and
also today many companies still refer to the MIL standards. With the advent of
new technologies, other standards have become more important. MIL-STD-883
establishes test methods and other procedures for integrated circuits. It provides
general requirements; mechanical, environmental, durability, and electrical test
methods; and quality assurance methods and procedures for procurement by
the US military. The test methods described in MIL-STD-883 include environmen-
tal test methods, mechanical test methods, digital electrical test methods, linear
electrical test methods, and test procedures. MIL-STD-750 specifies mechanical,
environmental, and electrical test methods and conditions for discrete semicon-
ductor devices. MIL-STD-202 specifies mechanical and environmental test meth-
ods for electronic and electrical components. MIL-HDBK-217 is a US military
handbook for reliability prediction of electronic equipment. This handbook intro-
duces methods for calculating the predicted failure rate for each category of parts
ion electronic equipment, including e.g. mechanical, components, lamps, and
advanced semiconductor devices such as microprocessors.

The IEC was founded in 1908 and is the leading global organization that pre-
pares and publishes international standards (ISs) for electrical, electronic, and
related technologies. IEC standards serve as a basis for national standardization
and as references when drafting international tenders and contracts. IEC pub-
lishes IS, Technical specifications (TS), technical reports (TR), and guides. Exam-
ples of reliability-related IEC standards are IEC 60068 (which deals with
environmental testing, this standard contains fundamental information on envi-
ronmental testing procedures and severities of tests. It is primarily intended for
electrotechnical products), IEC 60749 series (deals with mechanical and climatic
test methods; these standards are applicable to semiconductor devices including
discrete and integrated circuits), IEC 62047 (about micro-electromechanical
devices), IEC 62373/74 on wafer level reliability, IEC/TR 62380 about reliability
data handbook Universal model for reliability prediction of electronics compo-
nents, printed circuit boards (PCBs) and equipment.

JEDEC Solid State Technology Association (formerly Joint Electron Device
Engineering Council) is the semiconductor engineering standardization division
of the Electronic Industries Alliance (EIA), a US-based trade association that
represents all areas of the electronics industry. JEDEC was originally created in
1960 to cover the standardization of discrete semiconductor devices and later
expanded in 1970 to include integrated circuits.

JEDEC spans a wide range of standards related to reliability. These standards
are among the most referenced by semiconductor companies in the United States
and Europe. The JEDEC committees for reliability standardization are JC-14
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Committee on quality and reliability of solid-state products, JC-14.1 Subcommit-
tee about reliability test methods for packaged devices, JC-14.2 Subcommittee on
wafer level reliability, JC-14.3 Subcommittee about silicon devices reliability
qualification and monitoring., JC-14.4 Subcommittee on quality processes and
methods, JC-14.6 Subcommittee about failure analysis, JC-14.7 Subcommittee
on Gallium Arsenide reliability and quality standards. JEDEC publishes stan-
dards, publications, guidelines, standard outlines, specifications, and ANSI
and EIA standards.

JEITA was formed in 2000 from a merger of The Electronic Industries Associ-
ation of Japan (EIAJ) and Japan Electronic Industry Development Association
(JEIDA). Its objective is to promote the healthy manufacturing, international trade
and consumption of electronics products. JEITA’s main activities are supporting
new technological fields, developing international cooperation, and promoting
standardization.

Principal product areas covered by JEITA are digital home appliances, compu-
ters, industrial electronic equipment, electronic components and electronic
devices (e.g. discrete semiconductor devices and ICs). JEITA standards related
to semiconductor reliability are ED4701 which containing environmental and
endurance test methods, ED4702 about mechanical tests, ED4704 on failure mode
driven tests (wafer level reliability [WLR]), EDR4704 about guidelines for acceler-
ated testing, EDR4705 on SER, EDR4706 about FLASH reliability JEITA standards
are available online.

The Automotive Electronics Council and the ESD association are the most
important examples of user groups and expert groups, respectively. Table 1.6
shows the reliability test standards [29, 30].

The purpose of semiconductor device reliability testing is primarily to ensure
that shipped devices, after assembly and adjustment by the customer, exhibit
the desired lifetime, functionality, and performance in the hands of the end user.
Nevertheless, there are constraints of time and money. Because semiconductor
devices require a long lifetime and low failure rate, testing devices under actual
usage conditions would require a great amount of test time and excessively large
sample sizes. The testing time is generally shortened by accelerating voltage, tem-
perature, and humidity. In addition, statistical sampling is used, considering the
similarities between process and design, so as to optimize the number of test sam-
ples. Temperature, temperature and humidity, voltage, temperature difference,
and current are the accelerated stresses which can be applied to devices.

Reliability tests are performed under known stress conditions. The testing pro-
cedures and conditions differ slightly from one another although their purpose is
the same. The test period including the number of cycles and repetitions, and test
conditions are determined in the same manner as the number of samples, by the
quality level of design and the quality level required by the customer. However,
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Table 1.6 Reliability test standard.

Japan Electronics and Information Technology Industries Association (JEITIA) Standards

EIAJ ED-4701/001  Environmental and endurance test method for Semiconductor
Devices (General)

EIAJ ED-4701/100  Environmental and endurance test method for Semiconductor
Devices (Lifetime Test I)

EIAJ ED-4701/200  Environmental and endurance test method for Semiconductor
Devices (Lifetime Test 1)

EIAJ ED-4701/300  Environmental and endurance test method for Semiconductor
Devices (Strength Test I)

EIAJ ED-4701/400  Environmental and endurance test method for Semiconductor
Devices (Strength Test I)

EIAJ ED-4701/50 Environmental and endurance test method for Semiconductor
Devices (Other Tests)

US Military (MIL) Standards
MIL-STD-202 Test method for Electronic and Electrical Parts
MIL-STD-883 Test method and Procedures for Microelectronics

International Electromechanical Commission (IEC) Standards

IEC 60749 Semiconductor Devices - Mechanical and climatic test methods
IEC 60068-1 Environmental testing Part 1: General and guidance
IEC 60068-2 Environmental testing Part 2

Join Electron Devices Engineering (JEDEC) Standards

JESD 22 Series Test Methods
JESD 78 IC Latch-Up Test
JEP 122 Failure Mechanisms and Models for Semiconductor Devices

European Cooperation for Space Standardization (ECSS) [26]

ECSS-Q-ST-60-02C  Space product assurance — ASIC, FPGA and IP Core product
assurance

ECSS-Q-30-08A Components reliability data sources and their use
ECSS-Q-ST-30-11C  Derating - EEE components

Japanese Industrial Standards (JIS)

JIS C 00xx Environmental Testing Methods (Electrical and Electronics) Series
CENELEC Electronic Components Committee (CECC)

CECC 90000 General Specification Monolithic Integrated Circuits
CECC 90100 General Specification Digital Monolithic Integrated Circuit
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mounting conditions, operating periods, as well as the acceleration of tests are con-
sidered to select the most effective and cost-efficient conditions.

The definition of a device failure is important in planning reliability tests. It is
necessary to clarify the characteristics of the device being tested and set failure
criteria. These failure criteria must be used in determining whether any varia-
tions in the device characteristics before and after the test are in an allowable
range. The reliability of a device is usually determined by its design and man-
ufacturing process. Therefore, a reliability test is conducted by taking samples
from a population within the range that the factors of the design and manufac-
turing process are the same. The sampling standard for semiconductor devices
is determined by both the product’s reliability goal and the customer’s reliabil-
ity requirements to achieve the required level of LTPD. The reliability tests for
materials and processes are performed with the number of samples determined
independently. For newly developed processes and packages, however, there
are cases in which the existing processes or packages cannot be accelerated
within the maximum product rating or in which new failures cannot be
detected within a short period of time. In these cases, reliability testing based
on the failure mechanism by means of TEGs is performed. To ensure reliability
during product design, different tests are performed, according to the failure
mechanism in the same process as the products, to clarify the acceleration per-
formance for temperature, electric field, and other factors, and reflect this in the
design rules used in designing the product [32].

1.4.2 Accelerated Testing

As mentioned by JEDEC, accelerated testing is a powerful tool that can be effec-
tively used in two very different ways: in a qualitative or a quantitative manner.
Qualitative accelerated testing is used primarily to identify failures and failure
modes while quantitative accelerated testing is used to make predictions about
a product’s life characteristics (e.g. MTTF, B10 life, etc.) under normal use condi-
tions. In accelerated testing, the quantitative knowledge builds upon the qualita-
tive knowledge. Accelerated testing to be used in a quantitative manner for
reliability prediction requires a physics-of-failure approach, i.e. a comprehensive
understanding and application of the specific failure mechanism involved and the
relevant activating stresses.

In general, accelerated lifetime tests are conducted under more severe stress con-
ditions than actual conditions of use (fundamental conditions). They are methods
of physically and chemically inducing the failure mechanisms to assess, in a short
time, device lifetime, and failure rates under actual conditions of use.
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By increasing the degree of stressors (e.g. temperature and voltage), like by
increasing the frequency of the applied stress, using tighter failure criteria, or using
test vehicles/structures specific to the failure modes, the degree of acceleration is
increased.

The stress methods applied in accelerated lifetime tests are constant stress, and
step stress methods. The constant stress method is a lifetime test where stress, such
as temperature or voltage, is held constant and the degree of deterioration of prop-
erties and time to failure lifetime distribution are evaluated. In the step stress
method, contrary to the constant stress method, the time is kept constant, and
the stress is increased in steps and the level of stress causing failure is observed.

Typical examples of tests using the constant stress method, the step stress
method, and the cyclic stress method, a variation of the constant stress method,
are shown in Table 1.7.

An accurate quantitative accelerated test requires defining the anticipated
failure mechanisms in terms of the materials used in the product to be tested.
It is important to determine the environmental stresses to which the product
will be exposed when operating and when not operating or stored, choosing
a test or combination of tests based on the failure mechanisms that are antici-
pated to limit the life of the product. Acceleration models that should be con-
sidered include:

o Arrhenius Temperature Acceleration for temperature and chemical aging
effects

o Inverse Power Law for any given stress

e Miner’s Rule for linear accumulated fatigue damage

o Coffin-Manson non-linear mechanical fatigue damage

o Peck’s Model for temperature and humidity combined effects

o Eyring/Black/Kenney models for temperature and voltage acceleration.

Table 1.8 describes each of these models, their relevant parameters, and frequent
applications of each.

For a known or suspected failure mechanism, all stimuli affecting the mechan-
ism based on anticipated application conditions and material capabilities are
identified. Typical stimuli may include temperature, electric field, humidity, ther-
momechanical stresses, vibration, and corrosive environments. The choice of
accelerated test conditions is based on material properties and application require-
ments; the time interval should be reasonable for different purposes as well. Accel-
erated stressing must be weighed against generating fails that are not pertinent to
the experiment, including those due to stress equipment or material problems, or
“false failures” caused by product overstress conditions that will never occur
during actual product use. Once specific conditions are defined, a matrix of
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Table 1.7 Typical example of accelerated lifetime tests.

Applied
stress Accelerated
method Purpose test Main stressor Failure mechanism
Constant  Investigation of High- Temperature  Junction degradation,
stress the effects of temperature impurities deposit, ohmic
method constant stress storage test contact, inter-metallic
on a device chemical compounds
Operating Temperature  Surface contamination,
lifetime test Voltage junction degradation,
Current mobile ions, equilibrium
molecular dynamic
(EMD)
High- Temperature  Corrosion surface
temperature Humidity contamination, pinhole
high
humidity
storage
High- Temperature Corrosion surface
temperature Humidity contamination, junction
high Voltage degradation, mobile ions
humidity bias
Cyclic Investigation of Temperature  Temperature  Cracks, thermal fatigue,
stress the effects of cycle difference broken wires and
method repeated stress Duty cycle metallization
Power cycle Temperature  Insufficient adhesive
difference strength of ohmic contact
Duty cycle
Temperature  Temperature  Corrosion, pinhole,
humidity difference surface contamination
cycle Humidity
difference
Step Investigation of Operation Temperature  Surface contamination,
stress the stress limit stress Voltage junction degradation,
method that a device can Current mobile ions, EMD
withstand High- Temperature  Surface contamination,
temperature Voltage junction degradation,

reverse bias

mobile ions, TDDB
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Table 1.8 Frequently used acceleration models, their parameters, and applications.

Description/
Model name  parameters Application examples Model equation
Arrhenius Life as a function of Electrical insulation Life = Aq - e—,g—“T
Acceleration temperature or and dielectrics, solid
Model chemical aging state and where
semiconductors, Life = median Life of a
intermetallic population
diffusion, battery A, = scale factor determined
cells, lubricants and by experiment
greases, plastics, e = base natural logarithms
incandescent lamp E, = activation energy
filaments (unique for each failure
mechanism)
ks = Boltzmann’s
constant = 8.62 X 107> eV/K
T = temperature (in K)
Inverse Life as a function of Electrical insulation Life at normal stress
Power Law  any given stress and dielectrics Life at accelerated stress

Miner’s Rule

Cumulative linear
fatigue damage as a
function of flexing

(voltage endurance),
ball and roller
bearings,
incandescent lamp
filaments, flash
lamps

Metal fatigue (valid
only up to the yield
strength of the
material)

_ (Accelerated stress N
- Normal stress

where

N = Acceleration factor

k. Cg
CD = =<1

Z:Ni -

i=1
where:

CD = Cumulative damage

Cs; = Number of cycles
applied @ stress Si

Ni = number of cycles to
failure under stress Si
(determined from a S-
N diagram for that
specific material)

K =number of loads applied

(Continued)
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Table 1.8 (Continued)

Description/
Model name  parameters Application examples Model equation
Coffin- Fatigue life of metals Solder joints and Life = A
Manson (ductile materials)  other connections ( AT)B
due to thermal
cycling and/or where
thermal shock Life = Cycles to failure
A = scale factor determined
by experiment
B =scale factor determined
by experiment
AT = Temperature change
Peck’s Life as a combined = Epoxy packaging

Peck’s Power
Law

Eyring/
Black/
Kenney

Eyring

function of
temperature and
humidity

Time to failure as a Corrosion
function of relative

humidity, voltage

and temperature

Life as a function of Capacitors,

temperature and electromigration in
voltage (or current  aluminum
density - Black) conductors

Time to failure as a Hot carrier injection,
function of current, surface inversion,
electric field and mechanical stress
temperature

(%)
T=Ao(RH) *7e\""
where

7 = median life (time-to-
failure)
A, = scale factor determined
by experiment
RH = relative humidity

where

7 = median life (time-to-
failure)

A = scale factor determined
by experiment

B = scale factor determined
by experiment

Eq
TF=B-I;} e =T
where

TF = time-to-failure
B =scale factor determined
by experiment

Iy, = peak substrate current
during stressing

N=2to4

E,=—0.1to —0.2eV
(apparent activation
energy is negative)

-N — Ea
TF=B-(To—T) N e



Table 1.8 (Continued)

1.4 Reliability Testing

Description/
Model name  parameters Application examples Model equation
Thermo- Time to failure asa  Stress generated by =~ Where
mechanical .functlon of change dlfferln.g thermal TF = time-to-failure
stress in temperature expansion rates

B = scale factor determined
by experiment

T, = stress-free temperature
for metal (approximate
metal deposition
temperature for
aluminum)

N=2-3

E, = 0.5-0.6 €V for grain
boundary diffusion,
~1eV for intra-grain
diffusion

accelerated tests embodying these stimuli must be developed that allows separate
modeling of each individual stimulus. A minimum of two accelerated test cells is
required for each identified stimulus; three or more are preferred. Several itera-
tions may be required in cases where some stimuli produce only secondary effects.
For instance, high-temperature storage and thermal cycle stressing may yield sim-
ilar failures, where high-temperature storage alone is the root stimulus.

Test sample quantity, the definition of failure criteria (i.e. the definition of a fail-
ure depends on the failure mechanism under evaluation and the test vehicle being
used), and choosing an appropriate distribution (fitting the observed data to the
proper failure distribution), together determine the AFs [29,30,32].
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