1

Graph Signal Processing in Wireless Sensor Networks

Gal Morgenstern?, Lital Dabush?, Morad Halihal’, Tirza Routtenberg®?, and
H. Vincent Poor?

1School of ECE, Ben-Gurion University of the Negev, Beer-Sheva, Israel
2ECE Department, Princeton University, Princeton, NJ, USA

1.1 Introduction

Wireless Sensor Networks (WSNs) have become central to modern data
acquisition tasks, facilitating data gathering through interconnected sensor nodes
[Akyildiz et al., 2002; Kandris et al., 2020]. Data originating from WSNs are usually
distributed nonuniformly in space and time, which differs from regular-domain
signals such as digital images and discrete-time sequences. Furthermore, WSNs
are often implemented in applications that are characterized by complex and non-
linear models [He et al., 2004; Werner-Allen et al., 2006; Kim et al., 2019]. The pro-
cessing of signals in WSNs is hence often intractable, especially for large networks,
so it is crucial to develop advanced tools to model, process, and analyze them.
The field of graph signal processing (GSP) has gained considerable interest
in the last decade due to the growing importance of networked data in various
settings such as social, energy, transportation, sensor, and neural networks
[Sandryhaila and Moura, 2013; Shuman et al., 2013; Ortega, 2022]. GSP theory
expands concepts and techniques from traditional digital signal processing (DSP)
to data indexed by graphs. GSP concepts include the graph Fourier transform
(GFT), graph signal smoothness, graph filter design, and sampling and recovery of
graph signals. Various GSP tools have been recruited to solve many fundamental
engineering problems, such as signal denoising [Shuman et al., 2011], data
reconstruction [Feng et al., 2021; Morgenstern and Routtenberg, 2024], node
clustering [Sahai et al., 2012], consensus algorithms [Sandryhaila et al., 2014], and
anomaly detection [Egilmez and Ortega, 2014]. Since these problems frequently
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Figure 1.1 Overview of Chapter 1: end-to-end approach for processing networked
signals using GSP tools in WSN applications. The approach comprises of sensor readings,
graph modeling and signal analysis options, and the application of GSP tools to the
acquired data.
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feature in WSN data-processing tasks, the utilization of GSP tools in this context
is particularly efficacious and could mark a significant shift in the methodologies
and approaches employed in this sphere.

This chapter presents an end-to-end approach for processing WSN signals with
GSP tools (see Figure 1.1). First, we introduce GSP-based models for WSNs as undi-
rected weighted graphs in Section 1.2. Fundamental GSP concepts, including the
graph Laplacian matrix, graph signal smoothness, and the graph spectrum, are
then introduced in Section 1.3. Additionally, the chapter discusses the concept of
graph signal smoothness validation in Section 1.4, which enables analyzing the
signal with respect to (w.r.t.) the underlying graph. Next, based on the smoothness
assumption, methods for graph signal recovery and anomaly detection are pro-
posed in Sections 1.5 and 1.6, respectively. Utilizing the graph signal properties,
we then present approaches to discover the underlying network structure. Finally,
concluding remarks and future directions are given in Section 1.8.

1.2 Graph Models for WSNs

Graph theory enables the creation of intricate models that can effectively repre-
sent various types of relationships. In this context, we model WSNs as undirected
weighted graphs. This approach is inherently intuitive, given that WSN deploy-
ments typically feature sensor nodes interconnected by communication links that
are easily represented by graph structures. Consequently, this modeling approach
enables the application of GSP tools in WSNs.

The graphical representation should capture the inherent spatial and functional
relationships among sensor nodes and facilitate the translation of complex WSN
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data into an analyzable graph format. Different models can ob
be considered to this end. This section outlines the gen-
eral elements of the WSN in graph terms and introduces
three optional graph models [Egilmez and Ortega, 2014]: Ny »
the distance-based model, the correlation-based model,
and the hybrid distance and correlation-based model.
These perspectives provide a nuanced understanding of
the diverse ways in which graph theory can be applied to
WSN data. Figure 1.2

We consider a WSN with | M| sensors, where each sen-  |llustration of an

. . . . undirected graph

sor measures a specific attribute. The underlying relation with 3 nodes,
between the measured entities can be modeled by an undi-  Aq = (g, b, ¢}, the
rected and weighted graph G = {M, £}, which consistsofa  edge set, & =
set of nodes M = {1,..., | M|} and a set of edges &. A pos-  ((@:0).(a.0).(b. 0},
. . s and the edge weights,
itive edge weight between nodes k and m, w,, > 0, indi- w,, = 0.2, w, = 0.,
cates that the nodes are connected, that is, (k,m) € &, and  and Wy, = 0.3.
quantifies the similarity between these nodes. Conversely,
we define wy,, = 0 if the nodes are not connected, that
is, (k,m) ¢ &. We assume that the graph is connected, the edge weights are pos-
itive, and no more than one edge can connect any pair of nodes, as illustrated in
Figure 1.2.

In all the models below, the node set M is considered to be fixed. Thus, the graph
model is equivalently determined by the graph adjacency matrix W, defined by

k,m) e
Wk’m={w"~’"( e km=1,...,|M|. (L.1)

0.1

X
[

0 otherwise

Hence, the adjacency matrix enables a matrix representation of the graph, which
is often used for the design and formulation of graph models. In the following, we
introduce different graph-based models appropriate for WSNs by defining their
adjacency matrices.

1.2.1 Distance-Based Model

In this model, we consider the case where the locations of the sensors are known.
This is often the case when the system sensors obtain a Global Positioning System
(GPS) tag, or, in static systems. The underlying assumption in this model is that
the distance between the sensors also defines the relation between the entities.
For example, in environmental monitoring systems, it is a fair assumption that
measurements gathered from closely positioned sensors will exhibit similar values
[Sandryhaila and Moura, 2013]. By denoting D(k, m) as the 2D-Euclidean distance
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between the locations of the sensors at nodes k and m, we define the distance-based
adjacency matrix, W elementwisely by [Shuman et al., 2013]:

~D(k,m)?

2

W =Je K D(k,m).s Yd (1.2)
’ 0 otherwise,

where A, determines the exponential decay rate, and y, is the threshold determin-
ing the graph connectivity. It can be seen that selecting a low value for y, results
in a low number of edges, i.e. with a sparse graph.

The distance-based modeling proposed in (1.2) is illustrated in Figure 1.3. It is
important to highlight that (1.2) can be readily generalized for 3D-Euclidean dis-
tance and for alternative distance metrics, such as the Manhattan distance [Cardei
et al., 2008].

1.2.2 Correlation-Based Model

In this model, we consider the case where the underlying relation between the sys-
tem nodes can be characterized due to their spatial and/or temporal correlations
[Pradhan et al., 2002; Vuran and Akyildiz, 2006]. By defining p(k, m) as the corre-
lation coefficient between the entities measured by the sensors at nodes k and m,
we define the correlation-based adjacency matrix, W elementwisely by

wo [ptk, m)| |p(k, m)| > v,
= 1.
k,m {0 otherwise, (1.3)
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Figure 1.3 Illustration of the distance-based model: (a) system sensors: sensor network
depicted in a 2D-Euclidean space. (b) Sensor-centered circles of radius y, = 2.2, each
sensor is associated with a circle of radius y,/2. (c) The resulting distance-based graph,
where nodes are connected by an edge if the spheres corresponding to two (or more)
circles intersect, indicating that the distance between vertices is smaller than y,. The
parameter A, has beensetto A, =y, = 2.2.
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where y, is the threshold determining the graph connectivity. In a similar manner
to in (1.2), selecting a high value of y, in (1.3) will result in a sparse graph.

Hybrid models that take into account both the correlation between the appli-
cation entities and the geometric positions of the sensors can also be considered.
For instance, here we define the hybrid-distance- and correlation-based adjacency
matrix, W elementwisely by

—Dem? - ajptkm)?
2
Wliby)n _Je % e & |plk,m)| >y, and Dk,m) <y, 1.4)
. 0 otherwise,

where D(k, m) and p(k, m) are the 2D-Euclidean distance and the correlation coef-
ficient between nodes k and m, respectively. The parameters A, and A determine
the exponential decay rate for each of the exponents, and the thresholds y; and
7. determine the graph connectivity. It can be seen that in order for two nodes to
be connected, they must be sufficiently correlated, i.e. |p(k, m)| > y., and obtain a
short enough distance, i.e. D(k, m) < y,. Additionally, the parameters A, and A,
also determine which of the properties is more dominant in the relation quantified
by the edge weight.

1.2.3 Alternative Models

It should be noted that the modeling of the underlying graph in WSN applications
is not limited to the models described above and can be specified depending on the
application. For example, in WSNs deployed in power systems [Tariq and Poor,
2016], the underlying graph may naturally emerge from the physical interactions
of the system. Moreover, additional elements in WSNs, such as sink nodes and
communication links, can also be considered as part of the modeling [Schizas
etal., 2008]. Thus, certain scenarios may favor a communication-based graph over
a distance-based one, emphasizing communication paths and accommodating
the representation of communication losses due to obstacles. Some additional
graph models may also be considered: (i) a grid-based model for structured
layouts, where nodes are connected if they share an edge in the grid [Servetto and
Barrenechea, 2002] (this model is suitable for applications like agricultural mon-
itoring [Diaz et al., 2011]); (ii) a random geometric graph model (this is realistic
for scenarios where sensor nodes are deployed randomly and communication is
confined to nearby nodes [Ramamoorthy et al., 2005]); (iii) a hierarchical/tree
topology (this is beneficial for efficient data aggregation and transmission to a
central point [Hasheminejad and Barati, 2021]); and (iv) a mesh topology, where
each sensor node serves as a router, enabling multi-hop communication and
offering redundancy and multiple paths for enhanced network reliability (this
is particularly suitable in applications where robustness and fault tolerance are
critical [Nurlan et al., 2021]).
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1.3 Concepts in GSP

In WSNs, sensor measurements can be represented as graph signals defined as
x: M- RM, (1.5)

Each signal element in (1.5) is a real-valued parameter that is associated with a
single node of the graph. This definition can be extended to more complicated sce-
narios, including multidimensional vectors at each node and signals incorporating
missing measurements.

A graph shift operator (GSO), S, operates on graph signals, similar to how time
shift operates on time series in DSP. However, while time shift adjusts the position
of signal values along the time axis, a graph shift redistributes signal values based
on the structure of the underlying graph. The GSO, S, is an | M| X | M| matrix with
entries that satisfy

Sm=0, ifk#m and (k,m)¢&¢, Vk,me M. (1.6)

Consequently, the GSO defines a local operator that, when applied on a graph sig-
nal, x, results in

[SXI, = S+ D0 S (1.7)

m:(k,m)eé

Thatis, the signal value x; at node k is replaced with a linear combination of values
at the node itself and the neighbors of node k.

GSP tools can be developed for various GSOs such as the adjacency matrix in
(1.1). For the sake of simplicity, the tools presented in this chapter are based on
the specific GSO of the graph Laplacian matrix, L. The elements of the matrix L
are defined as

Z we; k=m

(kjee ;
Lin=-w,, (mee km=lo.IMl (1.8)

0 otherwise

Similar to the adjacency matrix in (1.1), the graph Laplacian matrix fully captures
the graph structure. The relation between those matrices is given by

L = diag"W) - W, (1.9)

where diag(17W) is a diagonal matrix whose (k, k)th entry is Z'ﬂﬁ '1 Wiem» and 1is
the all-one vector.
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1.3.1 Graph Spectrum

The graph Laplacian matrix of the graph G, which is defined in (1.8), is a real, sym-
metric, and positive semidefinite matrix. Thus, its singular value decomposition
(SVD) is given by

L = Vdiag(1)V7, (1.10)

where the columns of V, {V,},c,, are the eigenvectors of L and thus satisfy
VT = V. The diagonal matrix diag(4) € RMXIMI consists of the eigenvalues of
L, 4, ...,/1|M|, which satisfy 0=4, <4, <--- < /1|M|. Additionally, under the
assumption that the graph is connected, it can be verified that the eigenvalues
satisfy 4, > 0,k =2,..., [ M].

The SVD of the graph Laplacian matrix enables a definition for the graph
spectrum of . Specifically, the eigenvalues, 4,, ..., Am» are interpreted as graph
frequencies with the eigenvectors in V as their corresponding graph frequency
components. Using this interpretation, we can represent the graph signal in (1.5)
in the graph frequency domain by

(@) X =VTx, (b) x = VX, (1.11)

where (a) represents the GFT of the vector x and (b) represents the inverse GFT
of X.

1.3.2 Graph Signal Properties

A central focus of GSP is analyzing the graph signal defined in (1.5) and identify-
ing its unique properties w.r.t. the underlying graph. In this context, an important
property in GSP is graph signal smoothness, where a graph signal is considered to
be smooth when its values exhibit moderate variations across the graph, i.e. sig-
nal elements have similar values at neighboring nodes. The graph total variation
(GTV) is a key measure of smoothness [Shuman et al., 2013], which is defined in
the node domain by
1 IM[IM] 5
TVY(x) £ x"Lx = > Z Z Wi (X = %) " (1.12)
k=1m=1
By substituting (1.10) and (1.11) in (1.12), we obtain the GTV definition in the
graph frequency domain:
|M|
TVS(x) = xTVdiag(A)V'x = &7 diag(A)% = szx,f. (1.13)
k=1
According to (1.12), a graph signal x is smooth if its GTV, TVY(x), is small in terms
of the specific application. It can be seen that in order for a graph signal to be
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considered smooth, its elements in connected nodes need to have similar values
(according to the right-hand side (r.h.s.) of (1.12)), and its graph spectrum needs to
be concentrated in the small eigenvalues region (according to the r.h.s. of (1.13)).
The assessment of graph variation can also be formulated using alternative vector
norms, such as other £, norms [Chen et al., 2015a].

An example of a smooth graph signal is a low-frequency bandlimited graph sig-
nal, defined as follows.

Definition 1.1 (Bandlimited graph signal) A graph signal, x, is ideal
f-bandlimited in the graph frequency domain w.r.t. the GFT basis V if

% =0 k=p+1,....|M| (1.14)

where the parameter f is referred to as the cutoff graph frequency.

Definition 1.1 implies sparsity in the signal’s representation in the spectral,
graph frequency domain. Intuitively, similar to bandlimited DSP signals, which
are characterized by a low variation over consecutive time slots, a graph-
bandlimited signal is expected to obtain a low GTV.

In Figure 1.4, we present the first, third, fifth, and eight eigenvectors of the graph
Laplacian matrix associated with the graph from Figure 1.3c, to illustrate the con-
cept of graph signal smoothness. It can be seen that the eigenvectors display an
increasing variation w.r.t. the graph as the eigenvalue (graph frequency) increases.

1.3.3 Graph Filters

Filtering constitutes a fundamental concept in GSP applications, similar to in
DSP. A graph filter is a function h(-) applied to a GSO, which is associated with
the underlying graph. By selecting the GSO as the graph Laplacian matrix, L, we
present the following definition for graph filters based on the SVD in (1.10).

Definition 1.2 (Graph filters) For a given graph associated with the graph
Laplacian matrix L, a graph filter k(L) is an | M| X | M| matrix given by

h(L) = Vdiag(h(1))VT, (1.15)

where h(1) £ (h(4,), ..., h(4, ) is the graph frequency response and corresponds
to the graph frequencies 4, k =1,...,|M| defined in (1.10). Moreover, if the
eigenvalues are not distinct, then h(4,) = h(4,,) for any k and m that satisfy
Ay = A [Ortega, 2022].

The output of the graph filter, provided with the input signal x, i.e.
y = h(L)x, (1.16)
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Figure 1.4 Example of Four eigenvectors of the graph Laplacian matrix associated with
the graph in Figure 1.3. Each eigenvector is a graph signal, and the shading (and the
number) at each node represents the signal value at the node. (a) 4, =0, (b) 4, = 0.81,

(©) 45 = 1.52, and (d) Ag = 2.51.

is also a graph signal, as defined in (1.5). Moreover, as shown in the following
theorem, in the graph spectral domain, the output signal is the result of a
Hadamart product (elementwise product) between the input signal and the graph
frequency response. A block diagram of this filtering process is presented in

Figure 1.5.
—— QFT

M

=VTx

diag(h(X))

y = diag(h(X))%

Inverse
GFT

Figure 1.5 Block diagram illustrating the filtering of a graph signal x by the graph

filter in (1.15).
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Theorem 1.1 The graph spectral representation of the filtered signal satisfies
¥ = diag(h(1))X (1.17)
if and only if k(L) is defined by (1.15).

Proof: (—) By multiplying V on both sides of (1.17) and using the definitions of
the GFT and the inverse GFT from (1.11), we obtain

y = V§ = Vdiag(h(1))% = Vdiag(h(1))VTx.

Hence, the graph filter in this case is defined by (1.15).
(«) By substituting (1.15) in the definition of the inverse GFT from (1.11), we
obtain

¥y = VTy = VIVdiag(h(1))VTx = diag(h(1))%. (1.18)

From Theorem 1.1, we observe that filtering a signal with the graph filter in
(1.15) is equivalent in the graph frequency domain to multiplying the signal’s spec-
trum by the frequency response of the filter. Thus, (1.15) can be perceived as an
extension of the convolution theorem from DSP to graphs [Shuman et al., 2013].
Consequently, in a similar manner to DSP, the graph filter in (1.15) can be catego-
rized based on its filter frequency response, e.g. as low-pass, band-pass, high-pass,
or all-pass [Sandryhaila and Moura, 2014].

The following definition and theorem present an alternative representation of
the graph filter in (1.15). In this representation, the graph filter is defined as a
polynomial of the graph Laplacian matrix.

Definition 1.3 (Graph filters — alternative representation) For a given
graph associated with the graph Laplacian matrix L, a shift-invariant graph filter
h(L) is an N x N matrix that can be written as a polynomial of L:

J
h(L) = p(L) = Zaij, (1.19)

Jj=0

where L° = I and the scalars { a;}; are the polynomial coefficients.

Theorem 1.2 Any shift-invariant graph filter, defined asin (1.19), can be defined
as the graph filter in (1.15).

Proof: The proof can be found in Page 86 in Ortega [2022].
The shift-invariant graph filter in (1.19) is a local operator. That is, the filter out-

putatnodek, y,, isalinear combination of the input signal at nodes with a geodesic
distance smaller than or equal to J from node k. This filter is a generalization of the
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conventional DSP shift-invariant filter, applied to graph signals. Moreover, analo-
gously to DSP shift-invariant filters, matrix multiplication between shift-invariant
graph filters is commutative.

It is noted that the graph filters presented in this chapter can be alternatively
defined using other GSOs instead of the graph Laplacian matrix [Sandryhaila
et al., 2014].

1.4 GSP-Based Smoothness Validation for WSN
Signals

Graph signals obtained from WSN data exhibit smoothness, i.e. a low GTV,
as defined in (1.12). This observation seems intuitive when considering the
correlation-based model in Section 1.2.2 and may also hold true for the
distance-based model in Section 1.2.1, given that WSN data often exhibit spatial
similarity features [Pattem et al., 2008; Kong et al., 2013]. Graph signal smooth-
ness is the basis for a variety of GSP approaches that can be utilized for WSN
applications, including signal recovery (see Section 1.5) and anomaly detection
(see Section 1.6). Therefore, in these applications, assessing the smoothness level
of system signals w.r.t. the underlying graph is expected to provide insights that
can enhance the application performance.

1.4.1 Smooth Graph Filters

A smooth graph filter is a special case of the graph filter defined in (1.15), in
which the output signal y from (1.16) has a low GTV as defined in (1.12). The
following definition gives a mathematical expression for this concept [Shaked and
Routtenberg, 2021; Dabush and Routtenberg, 2024].

Definition 1.4 (Smooth graph filter) Let the elements of the input graph
signal, x, be independent and identically distributed (i.i.d.) zero-mean random
variables. Additionally, denote y as the output of the graph filter. Then, h(-) in
(1.15) is a smooth graph filter if

» EllixI?]  Ely'Ly]

1.20
EllyIP] B Lx] (1.20)

r

It can be seen that Definition 1.4 is based on the GTV. In [Dabush and Routten-
berg, 2023], it is shown that r can be written in the graph frequency domain as
Z|M| ikhz(/lk) |M|

_ 11
r= gk x —Z'M'hz(/lk) <1, where = IMIZA" (1.21)
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Figure 1.6 Examples of smooth graph filters. (a) Heat diffusion Kernel filter and
(b) Laplacian (Tikhonov) filter.

Thus, if the energy of the frequency response is uniformly distributed across
all graph frequencies, the ratio will be 1, indicating that the graph filter is not
smooth. If the energy is biased toward low graph frequencies, the ratio will be
lower than 1, indicating that the graph filter is smooth.

In Figure 1.6, we present two smooth graph filters [Isufi et al., 2024]: (i) the
heat diffusion kernel filter, h(4,) = exp{—4,}, k=1, ...,|M| and (ii) the Lapla-
cian (Tikhonov) filter, h(4,) = 1/(1 +2.54;), k =1,...,|M]|. It can be seen that
both filters are graph low-pass filters (GLPFs) that preserve the energy in the lower
graph frequencies of the input signal, while reducing the energy of the signal at
the higher graph frequency regime. Thus, they are smooth graph filters (1.21).

In Figure 1.7 we compare the input signal x, which is drawn from the
Gaussian distribution A'(0,1), with the output y, which is filtered by the
heat-diffusion-kernel GLPF. As expected, the output signal exhibits smoother
variation over the graph in the vertex domain. In addition, it can be seen that the
higher graph frequencies of the input signal have been attenuated.

We conclude our discussion on smooth graph filters with the following two
remarks.

Remark 1.1 An alternative definition that evaluates whether a graph filter can
be considered as a graph low-pass (GLP) filter is described in Definition 1 in
Ramakrishna et al. [2020].

Remark 1.2 Modeling graph signals as outputs of graph filters is common prac-
tice for signal analysis widely used in GSP and graph neural networks (GNN5s)
[Schultz et al., 2021; He and Wai, 2022; Kroizer et al., 2022]. Specifically, smooth
graph signals are often modeled as the output of smooth graph filters, where the
input is a white Gaussian noise vector [Kalofolias, 2016; Dong et al., 2020].
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Figure 1.7 Example: comparison between the input signal x, which is drawn from
the Gaussian distribution A (0, 1), and the output y, which is filtered by the
heat-diffusion-kernel GLPF h(4,) = exp{—=4,}, k= 1,...,|M]|. (@) Input: x,

TVS(x) = 13.2942, (b) Output:y, TVS(y) = 0.7179, (c) Xk = V'x, and (d) § = V' (y).

1.4.2 Semi-parametric Graph Signal Smoothness Detector

In this section, our goal is to determine whether a sequence of signals {y[n]}}_
are smooth graph signals. Based on Remark 1.2, the signals {y[n] }ﬁ;l are modeled
as the outputs of a linear graph filter, as defined in (1.16):

yln] = h(L)x[n], n=1,...,N, (1.22)

where {x[n]}_ arei.i.d. Gaussian random vectors, x[n] ~ N'(0,°I) and 62 = 1.
The smoothness validation problem is formulated as the following composite
hypothesis testing problem:

{HO . h(L) is a smooth graph filter (123)

H, : h(L)is a non-smooth graph filter.

It should be noted that since we are dealing with real data from WSNs, we cannot
presume knowledge of the graph filter, h(L). Thus, as an integral part of the
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detection approach, we employ a data-driven approach to the estimation of the
graph filter. For the sake of simplicity, we assume that h(L) is a non-singular
matrix, and all the eigenvalues of L are distinct. These assumptions are chosen for
simplicity, and the proposed detector can be developed without them, as shown
in [Dabush and Routtenberg, 2023].

In order to solve the composite hypothesis testing problem in (1.23), we esti-
mate the graph filter frequency response, i.e. {h?(4,), k=1,...,|M|}, from the
measurements, and use the condition in (1.21) in order to determine whether the

graph filter is smooth.
The log-likelihood function of the measurement model from (1.22) parametrized
by {h*(4,) | k =1,...,| M|} after removing constant terms is
N 1 ¢
log f(y: F*(L)) o = log(K*(L)]) ~ = 3y Inl(R* (L) 'yInl, (1.24)
n=1

where | - | denotes the determinant of its argument matrix.

Based on (1.15), we replace h(L) with its SVD, Vdiag(h(4))V7, in the
log-likelihood in (1.24). Accordingly, the Maximum Likelihood (ML) estimator
(see Chapter 7 in [Kay, 1993a]) is reduced to

P2 _ 2
W(2) = arg max logf(y;h"(4))

=arg max Nlog(|V(diag(h2(/l)))_1VT|>

h2(A)ERN 2 (1.25)

N
= 2 Yy (diag(H(2)™) Vyinl,
n=1

where h(4) = (h(4,), ..., h(/llMl)). By using the GFT definition in (1.11) and the
fact that V is a unitary matrix, we can write (1.25) in the graph frequency domain
as

| M| M| N
~ N -1 1 -1~
R2(2) = arg max Eélog((hzuk)) )—EZ(hZ(/lk)) PRAL

h2(D)ERN =1 =1
(1.26)

By equating the derivative of the log-likelihood function from (1.26), w.r.t. each of
the graph filter frequencies, hz(/lk), k=1,...,|M]|, to zero, one obtains

N

A 1 -

R (4,) = ﬁZyi[n], k=1,...,|M|. (1.27)
n=1
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By substituting (1.27) in the condition for smooth graph filters in (1.21), one
obtains

IM| 5N <2
1 k=1 Zn=1 Akyk[n] <1

Vg QM| N -2
k=1 Zn:l yk[n]

F=4 (1.28)
By replacing the order of summation in both the numerator and the denominator,
substituting (1.13) in the numerator and (1.11) in the denominator, and using the
unitary matrix property ||Vy||? = ||y||?, one obtains

XN ¥ nlLyln] -

“EYN ylnll?

The detector in (1.29) is the sample mean of the GTV of the filtered signal y, w.r.t.
to the underlying graph, normalized by its sample variance and the average graph
frequency 4,,,. Thus, the proposed detector can be interpreted as an empirical
evaluation of the GTV of the output graph signal, y.

=1

~>

(1.29)

1.5 GSP-Based Signal Recovery in WSN Models
with Missing Data

Data loss is a frequent problem in WSNs that may be caused by a variety of
factors such as noise, collisions, unreliable links, and damage. Consequently,
many WSN applications operate under partial observation models [Kong et al.,
2013]. Several signal reconstruction techniques have been developed to address
this issue, including compressive-sensing-based methods [Kong et al., 2013],
K-nearest neighbors-based methods [Pan and Li, 2010], and spatial-temporal
imputation-based methods [Li and Parker, 2008]. In general, signal recovery from
inaccessible and/or corrupted measurements requires additional knowledge of
signal properties. To compensate for missing data over the graph, one can leverage
the properties of graph signals that are often bandlimited or smooth graph signals
[Chen et al., 2015a; Marques et al., 2015; Romero et al., 2016]. In this section, we
consider the latter approach and utilize the graph signal smoothness of signals
in WSN applications. It should be noted that the efficiency of the proposed
methods is influenced by the graph signal smoothness level of the application’s
signals.
We consider the following observation model:

y=®x+n, (1.30)

where ® € RIMl represents a linear operation on the graph signal x, and n is
modeled by the Gaussian vector n ~ N'(0, R) € RQ. Furthermore, it is assumed
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that the measurements in the set { Q\ S} are the measurements missing. Thus, the
task is to recover the signal, x, based on the missing data model

Vs = Pg X +ng, (1.31)

where @ ,, is the submatrix of ® that contains only the rows associated with the
index set S.

1.5.1 Signal Recovery Approaches

Approach 1. Weighted Least Squares (WLS): A common approach for esti-
mating x based on the measurement model in (1.31) is by the WLS optimization
problem:

KM = arg min (Vs — @ (LX) R (s — P 0 (LX)

= ((I)S,M(L)) +YS’

where (-)' denotes the pseudo-inverse operator. However, this approach may
not be suitable for the partial observation model in (1.31). Specifically, when
the columns of @, ,, become linearly dependent, it is required to incorporate
additional properties beyond the measurement model in (1.31) to achieve a
unique estimator of x.

Approach 2. WLS with GTV-based regularization: The recovery of smooth
graph signals by incorporating regularization terms has been well-studied in the
literature [Ortega et al., 2018; Puy and Pérez, 2018]. In particular, recovery with a
regularization using the Laplacian quadratic form has been used in various appli-
cations including image processing, data classification, and supervised learning on
graphs [Belkin et al., 2004; Wang and Zhang, 2006; Elmoataz et al., 2008; Cai et al.,
2010; Zheng et al., 2010]. This approach involves incorporating a constraint on the
GTV of the graph signal in the WLS problem in (1.32), which is formulated by

(1.32)

{OSP-WLS _ arg Xré’]ﬂi&‘ ((YS' - (DS,M (L)X)TR—l(yS - (I)S,M (L)X))

(1.33)
such that x’Lx < €.
The parameter € and the efficiency of the GSP-WLS estimation depend on
the smoothness properties of the signal that can be validated as discussed in
Section 1.4.
By using the Karush-Kuhn-Tucker (KKT) conditions, the minimization prob-
lem in (1.33) can be replaced by the following regularized optimization problem:

5GSP-WLS

X = argxrgué‘rh‘ ((ys = Ps X R (ys — g \x) +ux"Lx). (1.34)

The term xTLx is a regularization term that is based on the smoothness constraint
from (1.33). The parameter x > 0 is a Lagrange multiplier, which is a tuning
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parameter that replaces €. The GSP-WLS estimator from (1.34) is obtained by
equating the derivative of (1.34) w.r.t. x to zero, which results in [Wieringen, 2015]

N _ -1 —
XGSP-WLS — ((I)QMR 1(1)5,,/\/[ +ML) Qg,MR lys. (135)

For an insufficiently measured system, the matrix <I)£’ MR’ltil) s I8 a singular
matrix. Thus, the addition of the term uL is essential for the numerical stability of
the proposed GSP-WLS estimator.
Approach 3. WLS with graph bandlimitness-based regularization: Another
GSP approach involves using the bandlimitness assumption in Definition 1.1.
Thus, in this case, we formulate the GLP-WLS estimator by incorporating the
graph-bandlimitness property in (1.14) as the constraint on the WLS problem in
(1.32) as follows:

RO arg i, (55 = @o s DWTR G @)
such that [Vx], =0, k=p+1,...,|M|,

where Vx is the graph spectral representation of x, as defined in (1.11). Due to
the constraint in (1.36), the estimated signal, X°“F"WLS obtains nonzero elements
only in the graph frequencies {4, ..., 4} that are located in the lower regime of
the graph spectrum.

By substitutingx = Ix = VV'xin (1.36), denoting ® £ ® s V»>and then placing
the constraint in the cost function, we obtain the following WLS problem:

sGLP-WLS_ - - <
X.p  =arg min (ys - 91:ﬂx1:ﬂ)TR Nys - 0,.4%,.p)
%;y€RY (1.37)

=(@1:ﬂ _lel:ﬁ)_lel:ﬂR_1YS’
where the submatrix ;. 1:5 includes the rows in ® associated with the indices

., B, and X,.; includes the elements of X in the positions 1,..., . Now, by
settlng K41 = 0, we solve (1.36) by ROLFWLS = YXOLPWLS,

1.5.2 GSP-Based Sampling Policies

Managing energy consumption in WSNs is crucial, especially concerning sens-
ing and data forwarding tasks, as they significantly influence node lifespan and
network efficiency [Chiumento et al., 2019]. While improving sensor energy effi-
ciency or devising specialized radio protocols can help conserve energy, an equally
potent solution involves selective sensing in which sensors are activated only when
and where needed. In traditional DSP, downsampling involves reducing the num-
ber of samples of a time series. Similarly, in GSP, downsampling refers to sampling
a graph signal across a subset of nodes. By incorporating graph topology, addi-
tional information on how a signal propagates across vertices can be considered
in WSNs. This raises the question: What constitutes a good sampling subset, given
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limitations on bandwidth, power, and the number of sensors for the sampled graph
signal?

We consider a situation where the WSN operates with constrained sensing
resources, possibly due to limitations in energy and communication budgets.
In such instances, optimizing sensor placements becomes crucial, and various
criteria can guide this optimization process. Existing sampling policies include:

o Task-based sampling in which a sample allocation rule is designed for the
sensing model in (1.31) with the goal of minimizing the mean-squared-error
(MSE).

o Experimentally designed (E-design) sampling [Chen et al., 2015b] aims to min-
imize the worst-case errors by maximizing the smallest singular value of the
matrix VVTQ’ m Vs

o A-optimal design (A-design) sampling [Chen et al., 2015b] aims to minimize the
average errors by seeking S, which minimizes the trace of the matrix inverse
Tr(V§ V)™

e Cramér-Rao bound (CRB) minimization-based methods have been designed for
the general model discussed in (1.31). These methods are based on minimizing
the CRBs on the MSE performance (see, e.g. [Dabush et al., 2023; Routtenberg,
2021]).

These sampling policies address the challenge of optimizing sensor placements
or selecting a subset of activated sensors under resource constraints in WSNs.
The choice among these strategies depends on the specific objectives and criteria
relevant to the application scenario, providing flexibility in adapting to different
constraints and requirements.

1.6 GSP-Based Anomaly Detection for WSN

Detecting anomalies in WSNs is a critical task. These anomalies often emanate
from sensor malfunctions or disruptions in communication links, which may
potentially damage hardware and/or affect application performance [Rajasegarar
et al., 2008; Xie et al., 2011; Erhan et al., 2021]. Detecting these anomalies is
challenging, particularly when dealing with a large number of sensors in the
network and/or when anomalies are deliberately concealed.

In this section, we leverage smoothness and GLP signal properties in order to
detect anomalies. This approach has been presented in the context of temperature
sensors in Sandryhaila and Moura [2014], WSNs in Egilmez and Ortega [2014],
and detection of false data injection (FDI) attacks in power systems in Drayer
and Routtenberg [2019], Dabush and Routtenberg [2022], and Morgenstern et al.
[2024].
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1.6.1 Hypothesis Testing Problem
We consider the following hypothesis testing problem:

{HOI z=x+n

1.38
H,: z=x+a+n, ( )

where the null hypothesis H,, indicates regular system operations, and H,, indi-
cates disruptive interference in the system operation. Here, the vector z represents
either sensor readings or their estimates. The system signal, x, is assumed to satisfy
local properties w.r.t. the graph. For example, the signal could be smooth, i.e. with
a small GTV as defined in (1.12), to be a GLP signal, or even bandlimited graph
signal as defined in Definition 1.1. The noise vector n is considered to be random.
The anomaly is modeled by the deterministic vector a, which is an arbitrary vector.
Hence, it is not considered smooth, low-pass, or bandlimited w.r.t. the graph.

1.6.2 Graph High-Pass Filter (GHPF)-Based Detection

As mentioned below (1.13), the smooth graph signal, x, can be considered as a
GLP signal. Thus, under the assumption that the influence of noise is limited, we
can use the following general detector:

[z %y, (1.39)
Hy,

where y is the detection threshold determined based on the tested WSN applica-
tion. Here, h(L) is a graph high-pass filter (GHPF) that preserves the energy at the
higher graph frequencies of its input, while reducing the content of the signal at
the lower graph frequency regime. This detector is based on the assumption that
the anomaly, a, is neither smooth nor small enough to be neglected, and thus, it
is expected to obtain energy in the higher graph frequencies. Consequently, it is
expected that under H,, the measurement signal, z, will obtain energy in higher
graph frequencies. Thus, as a result, it is expected that the L.h.s. of (1.39) will exceed
the threshold under hypothesis ;.

Examples of GHPFs include the ideal GHPF, which is defined by the graph fre-
quency response

. 0<2A
hea,) = = Teut k=1,... 1.40
(A {1 A > Ao s MU, (1.40)

where 4, is the cutoff frequency. Another example is the GTV graph filter, which
is defined by V(L) = L%°. By substituting this graph filter in (1.39), we obtain
that for this case the detector is reduced to

1K™ (L)z||? = z"L*°L%°z = 2" Lz. (1.41)
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Thus, the GHPF detector in (1.39) is a generalization of the smoothness detector
that has been used in Sandryhaila and Moura [2013] and Drayer and Routtenberg
[2019].

1.6.3 Illustrative Example

In this example, our goal is to demonstrate the influence of a malfunction in one
sensor of a WSN on the measurements of a smooth graph signal. We consider the
graph in Figure 1.3b and define the following GLP signal in the graph frequency
domain: X = {0.32,0.28,0.15,0.01,0.01, 0.01,0,0,0,0}. Thus, X is a GLP signal and
a f-bandlimited graph signal, as defined in (1.14), with a cutoff frequency of § = 6.
The signal in the node domain is computed by the inverse GFT in (1.11). We
model the anomaly by the additive vector a = {0, 0,0,0,—0.3,0,0,0,0,0}, where
an anomaly is inserted at the fifth sensor.

In Figure 1.8, we present the signals x and x + a in both domains. First, it can be
seen that the differences between the signals are not clearly evident in the graph
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Figure 1.8 Results from the illustrative example in Section 1.6.3 showing the influence

of an additive anomaly, a, on a graph signal, x, presented in both the graph node and the
graph frequency domains. (a) x, TVS(x) = 0.051, (b) X +a, TVS(x + a) = 0.189, () x = V'x,
and (d) X +a = V' (x + a).
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node domain while the GTVs TV9x) =0.0212 and TVYx + a) = 0.2114 are
significantly different. Moreover, the addition of the anomaly results in abnormal
energy in the higher graph frequencies. Consequently, the detector in (1.39) is
suitable for detecting this anomaly.

1.7 GSP-Based Graph Topology Identification
for Modeling WSNs

In Section 1.2, several approaches based on GSP for modeling WSNs are presented.
These models rely on prior knowledge of certain factors such as the location
of the sensor nodes (i.e. the distance-based model in (1.2)), the correlation
between the sensor nodes (i.e. the correlation-based model in (1.3)), or structural
data (e.g. transportation networks and power systems). Unfortunately, this
prior information may be unavailable or unreliable in some cases. For instance,
the exact locations of some of the sensor nodes in a WSN may be unknown
[Boukerche et al., 2007]. Additionally, in most cases, the correlation between
the sensor nodes in the WSNs is unknown and must be estimated based on data
samples [Vuran et al., 2004]. Furthermore, in infrastructure networks, such as
power systems, the topology is subject to edge disconnections due to line outages
[Shaked and Routtenberg, 2021]. Therefore, there is a need for methods to validate
or estimate the underlying interactions in WSNs.

Graph topology inference approaches rely on algebraic and statistical methods.
Classic examples include correlation-based methods [Kolaczyk and Csardi, 2014],
Graphical Lasso [Friedman et al., 2008], and GSP-based models [Kalofolias, 2016;
Egilmez et al., 2017; Segarra et al., 2017; Medvedovsky et al., 2024]. In this con-
text, GSP-based topology identification is vital for understanding and managing
complex systems. Topology identification has applications in diverse fields such
as gene regulatory, brain, power, and social networks [Giannakis et al., 2018].
Consequently, using GSP for topology identification in WSNs holds significant
promise for enhancing WSN applications.

A key method for topology identification is based on the estimation of the
graph Laplacian matrix of the graph, which captures the graph structure and
its fundamental qualities. As presented in Sections 1.3-1.6, the graph Laplacian
matrix is used in the spectral analysis of graph signals, graph filters, anomaly
detection, and signal sampling and recovery, and thus, its accurate estimation is
of great importance.

1.7.1 ML Estimation of the Graph Laplacian Matrix

In this section, we derive the general ML estimator under graph Laplacian con-
straints. These constraints can be implemented by requiring the ML estimator to
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belong to the set of Laplacian matrices for connected graphs, which can be defined
as [Ying et al., 2020b]

L={LeSY| L, <0,Vk#m L1=0, rank(L) = M|} . (1.42)

where Sf: is the set of p X p symmetric positive semi-definite matrices. The graph
estimation problem is approached by formulating it as a Laplacian learning
problem based on a probabilistic graphical model [Banerjee et al., 2008; Koller
and Friedman, 2009]. Thus, we assume that we have i.i.d. data samples, x,, ..., X,
drawn from a zero-mean Gaussian distribution parametrized by a positive
semi-definite precision matrix, L, i.e. x ~ N(0, L"). This defines an improper
Laplacian-constrained Gaussian Markov Random Field (LGMRF) model. The
ML estimator of L under this model can be obtained by solving the following
constrained minimization of the negative log-likelihood:
~ M,

L .
L™ =arg min {Tr(LS) - log|LI, }, (1.43)

where S £ i > xAxiT is the sample covariance matrix, Tr(-) denotes the trace

i=1“%
operator, and (-), denotes the pseudo-determinant. It should be noted that various
objective functions can be considered for topology identification under different
assumed models within the constrained setting of L € L. For example, in [Grotas
etal, 2019] and [Halihal and Routtenberg, 2022], the topology of a power system is
identified by solving the ML estimator of the Laplacian-constrained setting, where
the samples are modeled using power flow equations.

Sparsity, which plays an important role in high-dimensional learning, can
also be incorporated into the problem in (1.43). A sparse graph estimation
problem under the LGMRF model can be formulated by adding a sparse
penalty function to the estimator in (1.43). Specifically, selecting the penalty
function as |L|1,0ffzzk 2m | Licm] yields the same objective function as the
well-known Graphical Lasso problem. However, due to the Laplacian con-
straints in (1.43), this penalty function is ineffective [Ying et al., 2020a].
Alternative approaches utilizing nonconvex penalties have been proposed
to address this issue, as discussed in Medvedovsky et al. [2024]. This result
highlights the fact that Laplacian-based GSP approaches are not merely
straightforward extensions of conventional methods, but require careful
consideration.

1.7.2 Topology Change Identification

Dynamic topology estimation, especially in WSNs with limited cooperation,
presents unique challenges. Advances such as those already in 5G technology
and those expected in 6G technology [Xia et al., 2020; Yeh et al., 2023] are making
WSNs increasingly crucial in many aspects, and understanding their structure
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has become a significant concern. A critical application is in the security context,
where comprehending the structure of adversary communication networks is
of paramount importance. Traditional methods, typically designed for static,
unchanging network structures, fall short in addressing the complexities of these
modern dynamic environments. In this section, we discuss the application of
detecting changes in the topology within dynamic settings.

Specifically, we consider the problem of identifying the underlying graph associ-
ated with a set of smooth graph signals {y[n]}" 11> Obtained as outputs of a smooth
graph filter as defined in (1.22). The underlying graph can be either the original
graph, denoted as G° = (M, &%), or any graph from the set {G? = (M, éd)} thatis
obtained by disconnecting a set C¢ of edges from the original graph. ThlS problem
is formulated in the following multiple hypothesis testing problem:

{HO : y[n] = h(L®)x[n]

H,: yln] = h(LD)x[n], n=1,...,N, (144)

for d =1,...,D, where under each hypothesis H;, d =0, ..., D, the graph filter
h(L@) is a smooth graph filter as in (1.20). Additionally, in each of the hypothesis
H,;.d=1,...,D, the graph Laplacian matrix is given by

L@ =L 4 g9 E? = Z EW, (1.45)
(ij)ec@

where the addition of E% to the graph Laplacian matrix models the removal of
the edge (i, j) from the graph. The signal-edge disconnection matrix E* is defined
elementwisely by

y -1 {k=m=i}u{k=m=j}
EY =10 x31 {k=im=j}u{k=jm=i} (1.46)
0 otherwise.

For the sake of simplicity, we assume that under each alternative hypothesis H_,
the graph filter that is used to generate the measurements is a non-singular matrix,
and the eigenvalues of the graph Laplacian matrix are distinct. In addition, we

assume that x[n] o N'(0,1). While these assumptions are chosen for simplic-
ity, the problem in (1.44) can be solved without these assumptions, as shown in
[Shaked and Routtenberg, 2021].

We solve the multiple hypothesis testing problem in (1.44) with the ML decision
rule [Kay, 1993b]:

d= arg max log f(y; L@)
(1.47)
= arg max — —Zy [n)(R2(L D)) yn] + log(|R2 L)),

0<d<D
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where log(f(y; L@)) are the log-likelihoods under each hypothesis H,;, d =

., D. The last equality results from substituting the distribution of the smooth
output graph signal y[n] TN (0, 2(L®)) in the log-likelihood function, and
then removing constant terms.

In order to analyze the result in (1.47) in the graph frequency domain, based on
(1.10) and (1.15), we use the notation {A(ld) ?ﬁl 1, V@ and {h(/l(d)) h(ﬁ?iﬁll)}
for the graph frequencies, eigenvectors, and graph filter response, assoc1ated with
the graph Laplacian matrix L. In [Shaked and Routtenberg, 2021], it was shown
that (1.47) can be written as

R N M ;

d = arg max — kz‘{(hz(x; )))_1"2{@’(‘ N [n] + kZ‘{ log R*(4\"), (1.48)
where the kth element of the mean-squared GFT of the output graph signal is
defined as

e 2 Z(y“”)2 (1.49)
By substituting (1.49) with (1.48), we obtain
M| (d) M|
g — _ 204
d= arg&l‘?é) hz(/{(d)) + g‘; log h*(4,7). (1.50)

It can be seen from (1.50) that sufficient statistics for the ML decision rule are the
graph frequency energy levels {‘Vlid)}!cﬁl’ d=0,...,D. Additionally, for smooth
graph filters, as defined in Definition 1.4, the weights of the graph frequency
levels in (1.50), (1 /hz(/ll(cd))), amplify the influence of low graph-frequencies.
Therefore, the ML decision rule is governed by the low-graph frequencies, which

can be associated with the graph signal smoothness property.

1.8 Conclusions and Future Directions

In this chapter, we have outlined the fundamentals of GSP and showcased an
end-to-end GSP-based approach for signal processing in WSN applications. In
Section 1.2, we discussed the modeling of WSNs as undirected weighted graphs
and presented several models that consider features such as the distance and
correlation between the sensor nodes. In Section 1.3, we outlined fundamental
concepts in GSP, including graph signals, graph filters, graph signal properties
(e.g. graph signal smoothness), and graph spectral analysis. We then expanded
upon graph signal smoothness in Section 1.4. Specifically, we introduced the
concept of smooth graph filters, formulated a composite hypothesis testing prob-
lem differentiating between outputs of smooth or non-smooth graph filters, and
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derived a semi-parametric detector that solves this composite testing problem.
Then, we utilized the graph signal smoothness property for practical applications
in WSNs. In Section 1.5, we derived an ML-based estimator for signal recovery
in models with missing data. In Section 1.6, we used graph signal smoothness
for anomaly detection. Finally, in Section 1.7, we presented approaches for
identifying the topology of the WSN underlying graph.

The exploration of GSP within the context of WSNs has unveiled significant
insights into the effectiveness of GSP-based tools for the analysis and manipula-
tion of WSN data. As we chart the course for future directions, several promising
avenues merit attention. First, in addition to GSP, the advent of GNNs is expected
to provide useful tools for modeling intricate graph-structured data. Future
research should delve into synergies between GSP and GNNs to enhance the
understanding and processing capabilities of WSN data. Additionally, investi-
gating the synergy between GSP and the deployment of WSNs could lead to
optimized network architectures that leverage the inherent strengths of both.
Their considerations should incorporate practical aspects such as network layers
and physical attributes, including capacity and coverage. Specifically, utilizing
GSP for clustering within WSNs holds the potential to reveal hidden patterns and
improve overall network efficiency. Furthermore, to address inherent limitations
on energy resources, processing power, communication constraints, and compu-
tational costs [Egilmez and Ortega, 2014, it is crucial to develop distributed GSP
techniques to minimize communication costs, enhance energy and processing
efficiency, and adhere to the physical constraints of the system. Moreover, as the
field of GSP grows, it is becoming clear that methods for identifying topologies
need to be flexible in order to develop robust and efficient communication
systems. Thus, incorporating GSP tools for this task may enable a better under-
standing of the underlying network structure promoting better decision-making
in WSN applications. Finally, the analysis of specific structures inherent in
typical WSN networks, such as the star topology, hierarchical/tree topology,
and mesh topology (see Figure 1.9), may lay the basis to develop tailored GSP
techniques for optimized performance for diverse WSN architectures. In essence,
the integration of GSP into WSN research opens up a spectrum of possibilities,

T 8

Figure 1.9 Network topologies. (a) Star, (b) Mesh, and (c) Tree.
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and these future directions can further enhance the synergy between GSP and
WSNs, thereby advancing the capabilities and applications of this dynamic
field.
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