
c01.indd  Page 1� 05 Feb 2025

1

C H A P T E R 

1

Introduction to Cloud Security

Welcome to the fascinating world of cloud computing and, more specifically, to 
securing your journey in the cloud with Amazon Web Services (AWS). Whether 
you’re just starting out or looking to deepen your existing knowledge, this 
chapter lays the foundation for a robust understanding of cloud security 
dynamics.

Understanding Cloud Computing

Cloud computing isn’t just a buzzword, although you may feel that way since it’s 
been thrown around as such for many years now. No, in reality, cloud comput-
ing represents a shift in how organizations manage and deploy IT resources. 
Traditionally, organizations had to invest heavily in physical infrastructure, 
including things like servers, data centers, and networking equipment. These 
resources required significant upfront capital investment, not to mention space 
to “rack and stack” them. They also needed expertise to be configured and 
maintained.

Cloud computing has changed that to a large degree. Instead of solely relying 
on purchasing and managing extensive physical hardware, organizations are 
increasingly turning to cloud service providers like AWS to access and utilize 
these resources over the Internet. This doesn’t eliminate the need for all physi-
cal infrastructure since organizations are still investing in hardware to provide 
connectivity and to maintain some critical services locally. However, the bulk 
of computing workloads have been or are being moved to the cloud.
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This hybrid approach not only reduces the upfront capital expenditure but also 
combines the security and reliability of on-premises assets with the scalability 
and flexibility of the cloud, and there are many benefits to this approach. With 
the cloud, you can scale your resources up or down based on demand, and you 
pay only for what you use. This model democratizes access to the latest technol-
ogy, enabling both small startups and large corporations to leverage powerful 
computing resources that they otherwise could not access.

This section covers the basics of what cloud computing is, the different models 
available, and the advantages it brings to businesses and individuals.

Definition and Evolution of Cloud Computing
What exactly is cloud computing? Simply put, cloud computing refers to the 
delivery of computing services, servers, storage, databases, networking, software, 
analytics, and more, over the Internet. In the early 2000s, when I was working 
as a Cisco trainer, we would often draw diagrams that showed two routers 
with a connection to one another through a service provider’s network. The 
service provider’s network was drawn in the diagram as a cloud. There were 
other components of the connectivity between the two routers in that cloud, 
but we did not have ownership or access to that networking equipment. So the 
cloud represented resources that were managed by someone else. I think this 
has something to do with why “the cloud” is called “the cloud.” Using AWS as 
an example, organizations can store files in an object storage service called S3, 
and it sits “in the cloud.” This represents that there are other components of 
the connectivity that provide access to this service, but the organization does 
not have access, nor does it control these resources. I’ll get into that a bit more. 
For now, you should understand that “the cloud” involves more resources that 
provide access to services and applications than what you have control over or 
even see on an architecture diagram.

But why is using the cloud beneficial to organizations today? Well, this model 
allows for flexible resource allocation, reduces costs, increases efficiency, and 
provides scalability. The shift from dedicated physical servers to virtualized 
resources is a significant technological evolution.

Types of Cloud Models (IaaS, PaaS, and SaaS)
As you’ve seen, cloud computing changes the way companies manage IT 
resources, giving them different levels of control and management. You can 
think of cloud services like different ways of getting a meal. First, you can cook 
from scratch, using traditional on-premises computing. Or you can order a 
complete meal from a third party. In cloud model terms, this is called Software 
as a Service (SaaS). In this model, everything is prepared for you. You show up 
and get your food. You eat.
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But maybe you prefer to get a meal kit delivered and make the meal yourself. 
This most resembles the cloud model known as Platform as a Service (PaaS). 
With PaaS, you get all the components you need to build your applications in 
the cloud; however, you have to put them together yourself.

Taking this idea a step further, you can have the groceries delivered to you. 
This cloud model is called Infrastructure as a Service (IaaS). In this case, you 
order and prepare the ingredients, and then you cook the meal. You simply have 
access to the store—you do the rest on your own.

Each of these cloud models caters to different needs. They each provide varying 
degrees of control—from full (IaaS) to minimal (SaaS)—and they allow you to 
choose based on your specific requirements.

Benefits of Cloud Computing
The flexibility mentioned in these cloud models leads directly to some of the 
major benefits of cloud computing. These benefits extend beyond simple cost 
savings (which is one of the first benefits most people mention when asked). 
Taking advantage of the cloud can significantly change how businesses operate. 
The scalability allows companies to easily adjust their resource use in response 
to varying demand without the need for physical upgrades. In addition to that, 
flexibility and accessibility can increase operational efficiency. This is important 
because it provides remote access to resources, pretty much from anywhere, 
which in turn reduces IT management headaches and, of course, overall costs. 
The benefits are real, and many organizations are already taking advantage of 
these benefits. And likely, you will either work for one of these organizations or 
are already working for one. There are still many misconceptions and challenges 
that these organizations face, however. Let’s briefly discuss these.

Common Misconceptions and Challenges
As mentioned in the prior section, along with the clear benefits of cloud computing 
come some common misconceptions. One of these common misconceptions is 
that with cloud computing comes inherent security. It’s important to understand 
that, while cloud providers like AWS secure the infrastructure, the security of 
the resources you deploy and manage is your responsibility. This is called the 
shared responsibility model, and it’s essential that you understand it. Years ago, I 
worked for the phone company. When I arrived at someone’s home to fix an issue 
with their service, I had to explain to them that the connection on the outside of 
the house was a demarcation point. Anything up to that point was the phone 
company’s responsibility, and if the problem was there, I could fix it at no charge. 
Anything from that box into the house, all the way up to the telephone, was the 
customer’s responsibility, and although I might be able to fix it, there would be 
a cost involved. This represented a clear change of responsibility. The shared 
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responsibility model is similar. Security “of” the cloud is AWS’s responsibility. 
Security “in” the cloud is the customer’s responsibility, which means “your” 
responsibility. If you don’t understand this, you’ll have a hard time avoiding 
risks that can undermine the convenience that cloud computing offers.

Now that I’ve talked about cloud computing models at a high level, and I’ve 
specifically mentioned AWS and the shared responsibility model, it’s time to 
look at the role that AWS plays in cloud computing.

AWS’s Role in Cloud Computing

I started working with AWS services in the late 2000s. I worked at a training 
company teaching Cisco certification classes. Some of the assets we shared with 
students, along with my personal blog, were stored in S3. S3 is the Amazon 
Simple Storage Service, one of AWS’s first offerings in the cloud. I will get into 
more details on services later, but my point here is that AWS has been around 
for a long time. Although others also provided services in the cloud before 
AWS, AWS is considered one of the first and most successful providers of cloud 
computing services.

Given its comprehensive tools and services, AWS plays a huge role in how 
many organizations leverage cloud computing. AWS isn’t just a set of tools: 
it’s way more. AWS supports everything from the ability to host simple web-
sites to building complex Generative AI projects. Having a sense of AWS’s role 
reveals why it has become a leader in the cloud industry and how it supports 
such a diverse range of computing needs. The good news is that you’re here to 
learn more about how to implement the networking and security services AWS 
offers, so you’re going to become very familiar with them by the time you finish 
this book. With that said, the next section gives a high-level overview of AWS  
services and infrastructure.

Overview of AWS Services and Infrastructure
AWS provides an extensive array of services that cater to various IT needs, mak-
ing it the Swiss Army knife of the tech world—ready for nearly any task. If you 
don’t believe me, try this. First, make sure you sign up for an AWS account at  
aws.amazon.com. With this account, once you’re logged in, click on the Services 
option, and then select All Services. You should see several areas that AWS sup-
ports, from Analytics to Robotics. In fact, AWS supports over 230 services, and 
you can see just a fraction of them in Figure 1.1.

Yes, from computing power with Amazon EC2, storage options with  
Amazon S3, and networking (Amazon VPCs), to machine learning and Generative 
AI (Amazon Bedrock), Amazon SageMaker, and more, AWS’s infrastructure is 
designed to support scalable, flexible, and secure applications across multiple 
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industries. You’re going to learn more about this as you progress, so I don’t go 
into details right now. With that said, why choose AWS?

Why AWS and the Advantages of Adoption and Learning
AWS’s popularity stems from its robust, flexible, and secure infrastructure, 
trusted by startups and large enterprises alike. That might be reason enough 
to spend the time looking at AWS and moving some of your workloads there. 
But I would be remiss if I didn’t compare AWS to my early days at the phone 
company. We used Lucent switches, Fujitsu DSLAMs (DSL access multiplexers), 

Figure 1.1: Some AWS services. 
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and Redback routers. I could have taken the time to learn any of those tech-
nologies and probably would have had a pretty good career with whatever 
certifications followed. But at the time, Cisco was in its prime, and everyone 
knew it. Today, the competition in cloud providers is a bit more fierce, but 
there are a few outliers that just make sense. AWS is one of them. If you take 
the time to learn AWS now, my belief is that you are in for a long career in 
cloud technology. That comes with one caveat. This long career will be a 
career of constant learning, constant testing, and constant growth. If you’re 
up for that challenge, you’ve already answered the question, “Why AWS?” 
Still, whatever your decision is, I trust that if you’re here, you really want  
to learn how to secure your AWS cloud infrastructure. That’s exactly what 
you learn in this book.

You can expand on the examples in this book. I stretch beyond just the stan-
dard security practices to areas that are adjacent, like networking, DevOps, 
DevSecOps, and GitOps. I certainly can’t cover security in today’s day and age 
without a consideration of Generative AI, including the many ways it intersects 
with cloud security.

This chapter has explored the essential concepts and advantages of cloud 
computing with AWS, so you can now transition to Chapter 2, which dives a 
bit deeper into AWS security fundamentals. Chapter 2 examines the specific 
security services and features that AWS offers and explains how these tools 
can be mapped to core security concepts that you’ll find across providers and 
on-premises environments.


