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Chapter 1
The Age of Adaptive 

Adversaries: AI’s Impact 
on the Security  

Balance of Power

A New Tempo of Conflict: AI on Both Sides  
of the Cyber Battlefield

Each wave of technology has drawn us closer—to each other and to 
our creations. The telephone carried our voices across distance. The 
Internet carried our words across time. The cloud carried our data 
across systems. Artificial intelligence now carries our judgment—
across the boundary between human and machine.

Each shift has redrawn the boundaries of risk and trust. Each 
has forced defenders to rethink what it means to secure something 
that’s constantly changing shape. But none have changed the tempo 
of conflict quite like AI. What once unfolded over days or months 
now happens in milliseconds. Decisions that once required analysts 
and operators are now made by algorithms operating at speeds and 
scales that challenge traditional oversight.
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Cybersecurity has always been a strategic game of moves and 
countermoves. Attackers probe, defenders patch. Detection leads to 
evasion; prevention leads to adaptation. The difference today is 
speed—and scale. We’re no longer watching two human players 
trade moves across a static board. The board itself is expanding, and 
automation is increasingly shaping both sides of the conflict.

AI acts as a force multiplier for everyone who touches it.
For attackers, it means automation and scale: reconnaissance 

bots that map targets in seconds, polymorphic code that can vary its 
structure to evade detection, and social engineering campaigns that 
can be personalized at scale.

For defenders, AI means foresight and orchestration. It filters 
noise, prioritizes what matters, and connects the dots across oceans 
of data. It helps security teams anticipate potential attack paths, 
identify patterns no human could see, and respond before damage 
spreads. Properly directed, AI gives defenders what they’ve always 
needed most—time.

Yet with every advantage comes complexity. The modern bat-
tlefield isn’t confined to networks and endpoints anymore. It now 
includes data pipelines, training models, and decision systems—
invisible layers of logic that make choices on our behalf. Attackers 
target the data and logic that shape model behavior rather than just 
the underlying infrastructure. They manipulate prompts to influ-
ence model outputs or bypass guardrails. They exploit the assump-
tions baked into algorithms rather than the code itself.

This is the new equilibrium of cybersecurity. Attackers inno-
vate at scale; defenders operationalize trust at scale. AI is reshaping 
the boundaries between offense and defense, creation and control. 
The same techniques that harden a model can also be used to 
deceive one. The same automation that powers defense can amplify 
an attack.

And so we arrive at the central idea of this book: AI is both 
sword and shield. It magnifies human potential on both sides of the 
fight. True resilience doesn’t come from choosing one side or the 
other—it comes from mastering both.
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The chapters ahead explore that duality: how to understand it, 
design for it, and ultimately lead through it. Because in this new 
frontier, the only losing move is refusing to play.

A Shared Language: Basic Terms  
and Concepts

Every fast-moving field develops its own shorthand. To talk mean-
ingfully about how AI is reshaping cybersecurity, we need a shared, 
working vocabulary—one that leaders and practitioners can use 
together. These aren’t academic definitions; they’re practical ones, 
designed to help you ask sharper questions and recognize risk 
sooner.

Words like AI get thrown around so often that their meaning 
starts to blur. So let’s start by defining it clearly—what it is, what it 
isn’t, and why it matters for security.

Artificial Intelligence (AI)
These are systems that perform tasks associated with human 
cognition—perception, pattern recognition, decision-making, 
and learning. AI is not a single technology but an ecosystem of 
models, data, and feedback loops.

Why it matters for security and trust: AI’s scale turns data into 
decisions quickly. That power is protective in the right hands—and 
dangerous in the wrong ones.

Machine Learning (ML)
ML is a set of methods that improve model behavior by finding pat-
terns in data, rather than by hardcoding rules.

Why it matters: ML makes defenses adaptive—but also intro-
duces new failure modes when inputs, contexts, or incentives 
change.
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Large Language Models (LLMs)
LLMs are neural networks trained on large text/code corpora that 
predict the next token in a sequence to generate fluent language 
(and code).

Why it matters: LLMs accelerate content generation, code 
review, and triage—and they can also scale social engineering or 
generate exploit scaffolding.

Model Context Protocol (MCP)
MCP is an open standard for connecting AI applications (and mod-
els) to external tools, data sources, and workflows via a consistent, 
secure interface. Think of it as a standardized way to connect AI 
systems to tools and data—an emerging interoperability layer, kind 
of like the “USB-C for AI apps.”

Why it matters: Tool use expands capability and attack surface 
(authorization, data access, action execution). MCP centralizes and 
standardizes those connections—which you must govern and 
monitor.

AI Pipelines (System-of-systems)
AI pipelines represent a common structure in real deployments: 
Data collection → Preprocessing → Inference → Post-processing → 
Tooling (search, code execution) → Output moderation.

Why it matters: Each hop is a dependency and a potential fail-
ure or attack point (data poisoning, tool abuse, leakage). Secure the 
pipeline, not just the “model.”

Neural Networks
Neural networks are layered computational models inspired by bio-
logical neurons that transform inputs into outputs via learned 
parameters.
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Why it matters: Their opacity complicates assurance. Without 
instrumentation and logging, it’s hard to explain (or contest) decisions.

Training Data
Training data contains the examples that a model learns from; it 
shapes what the model generalizes—including its biases and blind 
spots.

Why it matters: Garbage in, garbage out—and poisoned in, 
backdoored out. Data integrity is model integrity.

Model Weights
Model weights are the learned parameters representing what the 
model has internalized during training.

Why it matters: Weights represent both intellectual property 
and a potential attack surface. Theft exposes capabilities; tampering 
can implant behaviors that are hard to detect.

Prompts and Prompt Injection
Prompts are instructions or context provided to steer model behav-
ior. Prompt injection is when an attacker crafts inputs (directly or 
indirectly via external content) to override instructions, exfiltrate 
secrets, or trigger unintended actions. It’s now an OWASP-tracked 
GenAI risk with credible real-world demonstrations.

Why it matters: Prompts function as an emerging security 
boundary. Treat untrusted content with the same caution as 
untrusted code. 

Model Drift
Model drift describes the performance degradation that occurs over 
time due to underlying data distributions or input-output relation-
ship shifts (concept drift, data drift).
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Why it matters: A model that isn’t monitored, retrained, or 
rolled back can quietly fail in production.

Core Cybersecurity Principles, Reinterpreted

Artificial intelligence might feel new, but the foundations of good 
security haven’t changed.

The same timeless principles that have protected systems for 
decades still apply—we just need to reinterpret them for a world 
where our technology can learn, adapt, and sometimes surprise us.

The rules are familiar: visibility, governance, accountability, 
and trust. The terrain is new: data pipelines, model weights, and 
machine reasoning. But the mission remains the same—keeping 
systems secure and human values intact.

The CIA Triad, Reinvented
Every security professional knows the three pillars: Confidentiality, 
Integrity, and Availability. They’ve been the foundation of cyberse-
curity since before “cyber” was even a word—InfoSec, anyone?—
and they still guide us in the age of AI.

	•	 Confidentiality now means protecting training data, model 
weights, and inference APIs. Who has access to the datasets that 
shape a model’s understanding? What prevents sensitive infor-
mation from leaking through an output? Encryption, anonymi-
zation, and strong access control remain as critical as ever.

	•	 Integrity ensures that what the AI learns—and how it behaves—
hasn’t been tampered with. That means hashing and signing 
models, tracking data lineage, and guarding against poisoning 
or adversarial manipulation.

	•	 Availability ensures reliability under stress. AI systems fail in 
new ways—model overload, degraded accuracy, or dependency 
outages—but the solution is classic resilience: redundancy, rate 
limiting, and graceful fallback.

The triad hasn’t changed—we’ve simply shifted the crown jew-
els from databases to models.
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Defense in Depth
For years we’ve said there’s no silver bullet in security—and that’s 
truer than ever in AI systems, where the attack surface now spans 
training, deployment, and user interaction.

Layering defenses now means securing data pipelines, sandbox-
ing model environments, controlling access to fine-tuning tools, 
monitoring outputs for anomalies, and adding circuit breakers to 
prevent runaway automation. Each layer turns a potential exploit 
into an inconvenience instead of a catastrophe.

Defense in depth reminds us that complexity demands 
redundancy—not blind trust.

Threat Modeling for the Machine Age
Traditional threat modeling asks: What are we protecting? Who 
might attack it? How might they succeed? In AI, those questions 
evolve. The assets are new—data, models, prompts, and pipelines. 
The adversaries include emerging roles—model poisoners, prompt 
injectors, data scrapers, and malicious fine-tuners—alongside tra-
ditional threat actors adapting their techniques. Good practice still 
starts the same way: draw the diagram, name the risks, test your 
assumptions. But now we include model inversion, prompt injec-
tion, and data leakage in the conversation.

When we understand how attackers might manipulate what an 
AI sees, we can defend what it decides.

Incident Response and the “Flight Data Recorder” Mindset
When something goes wrong in an AI system—an unexpected 
answer, a sudden bias, a strange behavior—we need to trace the 
story back to its source. That’s why logging and monitoring are as 
essential today as they were in the early days of server logs and 
access records.

AI systems benefit from robust logging and observability—an 
aviation-style “flight data recorder” mindset.

We should know: What data did the model use? Who changed 
it, and when? What prompts triggered which outputs? Audit trails 
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and observability aren’t just for compliance—they’re how we make 
sense of incidents that unfold at machine speed. Modern incident 
response plans must include playbooks for model drift, prompt-
based leakage, and data poisoning. When models go wrong, roll-
back and retraining are the new patch management.

Access and Data Governance
Governance is about who holds the keys—and who’s watching the 
keyholders. Every piece of data used to train an AI model carries 
risk, whether it’s sensitive, inaccurate, or outdated. Good govern-
ance means labeling data clearly, limiting how it’s used, and track-
ing where it goes once it leaves your walls. It also means managing 
exposure across vendors and partners.

In AI, your risk footprint isn’t limited to what you build—it 
includes every model and service you connect to. Trust can’t be a 
vibe—it has to be verified.

Human-in-the-loop (HITL)
Even the most advanced AI systems still need human judgment. 
Machines are exceptional at spotting patterns; humans are excep-
tional at understanding context, empathy, and consequence. The 
“human in the loop” isn’t a bottleneck—it’s a safeguard.

We can outsource research, analytics, and option-generation to 
AI—but not responsibility, and never accountability.

HITL is where someone asks, “Does this make sense? Is this 
fair? Is this safe?” Human oversight keeps automation aligned with 
human values. It’s the difference between speed and recklessness—
between autonomy and accountability.

Inventory and Ownership
You can’t protect what you don’t know you have. Every organiza-
tion needs a current, accurate inventory of its AI systems— 
what they do, what data they use, who built them, and who is 
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accountable for their outcomes. That inventory forms the founda-
tion for effective explainability, governance, and risk management.

Without it, oversight and risk management are impossible.

Old Wisdom, New Terrain
AI may change the tools, but it doesn’t change the fundamentals. 
Logging, governance, human oversight, and inventory remain the 
cornerstones of effective cybersecurity—we’re simply extending 
them to systems that learn, reason, and act.

The best defense isn’t to start over, but to build forward: to apply 
visibility, accountability, and verification in new contexts. As organ-
izations integrate AI, the core principles still apply—know what 
you have, monitor its behavior, take ownership of outcomes, and 
keep a human in command.

My Call for Explainability and Transparency

Artificial intelligence is redefining how decisions are made—and 
that means it’s also redefining what trust looks like. In cybersecu-
rity, I’ve always believed that trust depends on visibility: knowing 
who did what, when, and why.

But AI complicates that equation. When a system writes code, 
approves access, or recommends a mitigation, we need more than 
accuracy—we need accountability. That’s why I’m calling for 
explainability and transparency to become the next standard of 
cyber maturity.

Why It Matters So Much
Trust requires visibility into how AI decides. Without it, we can’t 
audit, govern, or improve the systems that increasingly govern us. 
Opaque algorithms don’t just erode confidence in technology—they 
weaken trust in the organizations that deploy it.
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Explainability is how we turn automation into assurance—how 
we convert “the model said so” into evidence we can evaluate and 
act on. We need to assess transparency in several ways:

	•	 Technical transparency: How does it work? We don’t need to 
see every weight or neuron; we need to understand enough 
about the model design, data, and decision paths to detect bias, 
error, or manipulation.

	•	 Operational transparency: Where did it come from? We must be 
able to trace model lineage—what data trained it, who fine-tuned 
it, when it was last updated, and which version is running in pro-
duction. Provenance, version control, and change management 
are no longer optional; they’re essential for secure deployment.

	•	 Ethical transparency: Who is accountable? Every automated 
decision still belongs to a human or an organization. We can del-
egate analysis to machines, but we cannot delegate accountability. 
Governance frameworks must define ownership for harm, bias, 
and misuse. Ethical transparency is how we align technology with 
human values rather than outsource judgment to code.

Mechanisms in Practice
The call for explainability isn’t theoretical—the tools already exist. 
We just need to use them with discipline and intent.

	•	 Model Cards document a model’s purpose, data sources, perfor-
mance characteristics, and known limitations.

	•	 Audit logs capture key inputs, outputs, and model updates for 
accountability and investigation.

	•	 Provenance tracking traces datasets, model versions, and arti-
facts across the development and deployment lifecycles.

	•	R eproducibility testing verifies that a model’s behavior remains 
consistent and explainable under the same conditions.

Together, these mechanisms form the backbone of AI observa-
bility: the ability to explain, trace, and verify what a system did—
and why.
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Framework Anchors
Regulators and standards bodies are moving in the same direction. 
The EU  AI Act requires risk-based documentation, human over-
sight, and transparency measures for high-risk AI systems. The 
NIST AI R isk Management Framework (RMF) defines transpar-
ency and explainability as core characteristics of trustworthy AI, 
emphasizing documentation and accountability. ISO/IEC 42001 
establishes a management-system framework for AI governance, 
introducing controls for accountability, auditability, and continual 
improvement. These frameworks differ in scope, but they share a 
single truth that I stand behind: you can’t secure what you can’t 
explain.

Explainable AI isn’t a marketing term—it’s the next stage of 
cybersecurity maturity.

Just as logging, metrics, and incident response became standard 
practice for networks and applications, explainability will become 
mandatory for AI. The organizations that lead in transparency will 
earn user confidence and operational advantage. The future belongs 
to systems that can prove their integrity. Explainability is how we 
keep humans in command of machines—how we turn opaque sys-
tems into accountable infrastructure—and how we ensure that pro-
gress in intelligence is matched by progress in trust.

Our Enduring Human Advantage: Curiosity, 
Courage, and Change

Every era of progress begins with a new tool and the imagination to 
use it. When early humans chipped flint into a blade, they extended 
their reach. The compass gave explorers the courage to cross oceans. 
The printing press multiplied knowledge. The transistor com-
pressed rooms of computation into the palm of a hand.

Now artificial intelligence joins that lineage. It’s our newest 
instrument—not a rival mind, but a force multiplier. AI extends 
human perception and pattern recognition. It accelerates our ability 
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to connect the dots, to see what once hid in the noise. In cybersecu-
rity, that means defenders can detect attacks faster, analyze more 
data, and respond in seconds instead of hours.

But like every tool before it, AI mirrors intent. Fire can illumi-
nate or destroy. Code can empower or exploit. Intelligence—natural 
or artificial—can be guided toward resilience or ruin. The goal isn’t 
to outthink the machines, but to learn to work with them—to build 
feedback loops where human judgment shapes machine precision.

Used well, AI doesn’t replace human thinking; it amplifies it. It 
turns data into foresight and foresight into resilience. Every leap 
forward has asked us to adapt—to redefine ourselves in relation to 
our tools. The challenge has never been the technology itself, but 
our willingness to learn.

Learning is humanity’s oldest survival skill. It’s what turns 
uncertainty into innovation and risk into opportunity. To thrive in 
the age of AI, we need that same spirit of curiosity—a beginner’s 
mindset that welcomes change and sees possibility where others 
see disruption. The systems we build will mirror the mindset of 
their makers: open or closed, adaptive or rigid, transparent or 
opaque.

And that brings me to you.
You’re here because you chose to learn—to expand your under-

standing of a field that changes faster than certainty itself. That 
choice matters. It’s easy to feel overwhelmed by change; it takes 
courage to engage with it. The fact that you’re doing so—reading, 
exploring, growing—is the first and most important act of resil-
ience. Because in a world where technology evolves faster than pol-
icy, curiosity is the most powerful security control we have.

The tools will keep getting smarter. The attacks will keep getting 
faster. But the advantage—the enduring human advantage—will 
always belong to those who keep learning.
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