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1.1. Introduction 

Artificial intelligence (AI) and machine learning have rapidly progressed in recent 
years, facilitating the development of a broad range of applications. For example, AI 
is an essential component of widely used technologies such as automatic speech 
recognition, machine translation, spam filters and facial recognition. Promising 
technologies are currently the object of research or small-scale pilot projects, among 
which it is worth mentioning self-driving cars, digital assistants and drones activated 
by AI. Looking further into the future, advanced AI may reduce the need for human 
labor and improve governance quality. 

A wide variety of tasks are automated using AI. Games, car driving and image 
classification are some of the tasks commonly studied by AI researchers. A broad set 
of tasks can be transformed by AI. At the very least, every task requiring human 
intelligence is a potential target for AI innovation. While the field of AI dates back 
to 1950, several years of rapid progress and growth have recently led to higher 
reliability. Sudden performance gains have been accomplished by researchers in a 
number of fields. Figure 1.1 illustrates this trend in the case of image recognition, 
where over the past few years AI systems have increased their performance in terms 
of classification accuracy from about 70% to nearly perfect classification accuracy 
(98%), which surpasses the human reference (95%) (Brundage et al. 2018). 



4     Intelligent Network Management and Control 

 

Figure 1.1. Progress in image recognition (benchmark ImageNet), “Electronic 
Frontier Foundation’s AI Progress Measurement” (August 2017) 

From a security perspective, a number of AI developments are worth 
mentioning. For example, target-face recognition and space navigation capacities are 
applicable to autonomous weapons systems. Similarly, image, text and voice 
generation possibilities could be used online to imitate other persons or influence 
public opinion by disseminating AI-generated content via social networks. These 
technical developments can also be considered early indicators of the potential of 
AI. Unsurprisingly, AI systems may soon qualify for an even wider range of security 
related tasks. 

Information security is defined as the protection of computer systems against any 
unauthorized access, use, disruption, modification or destruction in order to provide 
confidentiality, integrity and availability (Peltier 2010). Information security does 
not refer to any particular security technology, but rather to a strategy involving 
persons, processes, rules and tools required in order to detect, prevent, document and 
mitigate current threats. With increasingly interconnected networks, security 
services are becoming ever more important. Connectivity is no longer an option in 
the commercial world, and its potential risks do not outweigh its advantages. 
Consequently, cybersecurity services should offer adequate protection to companies 
operating in a relatively open environment. Compared to classical approaches to 
computer security, several new hypotheses related to current computer networks 
should be formulated: 
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– modern networks are very large and further interconnected, and they are more 
accessible; consequently, potential attackers can easily connect and access these 
networks remotely; 

– network interconnection increases the probability of attacks directed at large 
size networks such as the Internet by means of a set of widely known and open 
protocols. 

The complexity of computer systems and applications is steadily growing. 
Consequently, it has become increasingly difficult to correctly analyze, secure and 
test computer system security. When these systems and their applications are 
connected to large networks, the risk of threats significantly increases. In view of 
adequate protection of computer networks, the deployed procedures and 
technologies must ensure (Khidzir et al. 2018): 

– confidentiality: due to data confidentiality, only authorized users have access to 
sensitive information; 

– integrity: due to data integrity, only authorized users can modify sensitive 
information; integrity could also ensure data authenticity; 

– availability: due to system and data availability, authorized users have 
uninterrupted access to resources and important data. 

The confidentiality, integrity and availability triad is a fundamental concept of 
information security. Each organization strives to ensure these three elements  
of the information system. Confidentiality prevents unauthorized disclosure of 
sensitive information (Kumar et al. 2018). Integrity prevents any unauthorized 
modification of information, thus ensuring information accuracy. Cryptographic 
hashing functions (such as SHA-1 or SHA-2) can be used to ensure data integrity. 
Availability prevents loss of access to resources and information (Kumar et al. 2018).  

1.2. AI in the service of cybersecurity 

AI systems are generally efficient, being less time and money-consuming than a 
human being when fulfilling a given task. AI systems are also evolutionary, as their 
computation power enables the completion of far more tasks in the same amount of 
time. For example, a typical facial recognition system is both efficient and 
evolutionary; once developed, it can be applied to numerous camera flows with a 
significantly lower cost than that of human analysts employed to perform a similar 
job. This explains why cybersecurity experts are seriously looking into AI and its 
potential contribution to mitigating certain problems. As an example, machine 
learning used by many AI algorithms can help detect malware, which are 
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increasingly difficult to identify and isolate due to their growing capacity to adapt to 
traditional security solutions (Veiga 2018). 

Capgemini Research Institute has conducted a survey of 850 managers of seven 
large industrial companies: among the top management members included in this 
survey, 20% are information systems managers and 10% are responsible for 
information systems security. Companies headquartered in France, Germany, United 
Kingdom, the United States, Australia, India and Italy are mentioned in the report 
(Capgemini Research Institute 2019). Capgemini noted that, as digital companies 
develop, their cyberattack risk increases exponentially. It has been noted that 21% of 
companies declared one cybersecurity breach experience leading to unauthorized 
access in 2018. The price paid by companies for cybersecurity breaches is heavy 
(20% declared losses of over 50 million dollars). According to this survey, 69% of 
the companies estimate a need for AI to counteract cyberattacks. The majority of 
telecommunications companies (80%) declared that they relied on AI to identify the 
threats and counteract the attacks. According to the Capgemini report, the 
telecommunications sector declared the highest losses of over 50 million dollars, 
which led to AI being considered a priority in counteracting the costly breaches in this 
sector. Understandably, consumer goods sellers (78%) and banks (75%) came second 
and third, respectively, in this ranking, as these sectors increasingly rely on digital 
models. Companies based in the United States have as their top priority AI-based 
cybersecurity applications and platforms. 

 

Figure 1.2. Organizations and countries relying on artificial intelligence to identify 
threats and counteract attacks 

New vulnerabilities are discovered every day in the current programs, and these 
may infect and take control of a company’s entire network. In contrast to traditional 
software vulnerabilities (for example, buffer memory overflow), the current 
intelligent systems have a certain number of vulnerabilities. This involves in 
particular data input causing errors in learning systems (Biggio et al. 2012), taking 
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advantage of the flaws in the design of autonomous systems’ objectives (Amodei  
et al. 2016) and the use of inputs designed to falsify the classification of machine 
learning systems (Szegedy et al. 2013). As these vulnerabilities show, intelligent 
systems may outperform humans, but their potential failures are also unrivaled. 

An ideal cyberdefense would offer full protection to users, while preserving 
system performances. Although this ideal cyberdefense may currently seem very 
distant, steps could be taken toward it by rendering cyberdefense more intelligent. 
The idea of using AI techniques in cybersecurity is not new. Landwehr (2008) states 
that, at their start, computer security and AI did not seem to have much in common. 
Researchers in the field of AI wanted computers to do by themselves what humans 
were able to do, whereas the researchers in the security field tried to solve the 
leakages in the computer systems, which they considered vulnerable. According to 
Schneier (2008), “The Internet is the most complex machine ever built. We barely 
understand how it works, not to mention how to secure it”. Given the rapid 
multiplication of new web applications and the increasing use of wireless networks 
(Barth and Mitchell 2008) and the Internet of Things, cybersecurity has become the 
most complex threat to society. 

The need for securing web applications against attacks (such as Cross Site 
Scripting [XSS], Cross Site Request Forgery [CSRF] and code injection) is 
increasingly obvious and pressing. Over time, XSS and CSRF scripts have been 
used to conduct various attacks. Some of them can be interpreted as direct bypasses 
of the original security policy. The same security policy was similar to a simple and 
efficient protection, but it turned out it could be easily bypassed and certain 
functionalities of modern websites could be blocked. According to Crockford 
(2015), the security policies adopted by most browsers “block useful contents and 
authorize dangerous contents”. These policies are currently being reviewed. 
However, the detection of attacks such as XSS, CSRF or code injection requires 
more than a simple rule, namely a context-dependent reasoning capacity. 

The use of AI in cybersecurity generally involves certain smart tools and their 
application to intrusion detection (Ahmad et al. 2016; Kalaivani et al. 2019) or other 
aspects of cybersecurity (Ahlan et al. 2015). This approach involves the use of other 
AI techniques developed for problems that are entirely different from cybersecurity; 
this may work in certain cases, but it has inherent and strict limitations. 
Cybersecurity has specific needs, and meeting them requires new specifically 
developed AI techniques. Obviously, AI has substantially evolved in certain fields, 
but there is still a need for learning and developing new intelligent techniques 
adapted to cybersecurity. In this context, according to Landwehr (2008) one “AI  
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branch related to computer security from its earliest age is automated reasoning, 
particularly when applied to programs and systems. Though the SATAN program of 
Dan Farmer and Wietse Venema, launched in 1995, has not yet been identified as 
AI, it has automated a process searching for vulnerabilities in system configurations 
that would require much more human efforts”. Ingham et al. (2007) have proposed 
an inductive reasoning system for the protection of web applications. The works of 
Vigna and co-workers (Mutz et al. 2007; Cova et al. 2007, 2010; Kirdaa et al. 2009; 
Robertson et al. 2010) have also dealt with the protection of web applications 
against cyberattacks. Firewalls using deep packet inspections can be considered  
a sort of AI instantiation in cybersecurity. Firewalls have been part of the 
cyberdefense arsenal for many years. Although in most cases more sophisticated 
techniques (Mishra et al. 2011; Valentín and Malý 2014; Tekerek and Bay 2019) are 
also used, filtering relies on the port number. Firewalls cannot rely on the port 
number, as most web applications use the same port as the rest of the web traffic. 
Deep packet inspection is the only option enabling the identification of malware 
code in a legitimate application. The idea of application layer filtering of the 
Transmission Control Protocol/Internet Protocol (TCP/IP) model was introduced in 
the third generation of firewall in the 1990s. The modest success of these 
technologies is an indication that much more is still to be done in AI, so that it can 
make a significant difference in terms of cybersecurity. Nevertheless, it is worth 
noting that using AI in cybersecurity is not necessarily a miracle solution. For 
example, attacks without malware, which require no software download and 
dissimulate malware activities inside legitimate cloud computing services, are on the 
increase, and AI is not yet able to counteract these types of network breach. 

1.3. AI applied to intrusion detection 

Intrusion detection is defined as the process of intelligent monitoring of events 
occurring in a computer system or network and their analysis in search for signs of 
security policy breach (Bace 2000). The main objective of intrusion detection 
systems is to protect network availability, confidentiality and integrity. Intrusion 
detection systems are defined both by the method used to detect the attacks and by 
their location in the network. The intrusion detection system can be deployed as a 
network- or host-based system in order to detect the anomalies. Abusive use is 
detected based on the correspondence between known models of hostile activities 
and the database of previous attacks. These models are very effective for identifying 
known attacks and vulnerabilities, but less relevant in identifying new security 
threats. Anomaly detection looks for something rare or uncommon, applying 
statistical or intelligent measurements to compare the current activity to previous  
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knowledge. Intrusion detection systems rely on the fact that they often need many 
data for the artificial learning algorithms. They generally require more computer 
resources, as several metrics are often preserved and must be updated for each 
system activity (Ahmad et al. 2016). The intrusion detection expert system (IDES) 
(Lunt 1993) developed by Stanford Research Institute (SRI) formulates expert 
knowledge on the known models of attack and vulnerabilities of the system in the 
form of if–then rules. The time-based inductive machine (Teng and Chen 1990) 
learns several sequential models to ensure the detection of anomalies in a network. 
Several approaches using the artificial neural networks for intrusion detection 
systems have been proposed (Kang and Kang 2016; Kim et al. 2016; Vinayakumar 
et al. 2017; Hajimirzaei and Navimipour 2019). AI-based techniques are categorized 
in various classes (Mukkamala and Sung 2003a; Novikov et al. 2006). 

1.3.1. Techniques based on decision trees 

Decision trees are powerful and widespread nonparametric learning tools used 
for classification and prediction problems. Their purpose is to create a model that 
predicts the values of the target variable, relying on a set of sequences of decision 
rules deduced from learning data. Rai et al. (2016) have developed an algorithm 
based on the C4.5 decision tree approach. The most relevant characteristics are 
selected by means of information gain and the fractional value is selected so that it 
renders the classifier unbiased with respect to the most frequent values. In the work 
of Sahu and Babu (2015), a database referred to as ”Kyoto 2006+” is used for the 
experiments. In Kyoto 2006+, each instance is labeled as “normal” (no attack), 
“attack” (known attack) and “unknown attack”. The Decision Tree algorithm (J48) 
is used to classify the packets. Experiments confirm that the generated rules operate 
with 97.2% accuracy. Moon et al. (2017) proposed an intrusion detection system 
based on decision trees using packet behavior analysis to detect the attacks. Peng et 
al. (2018) proposed a technique that involves a preprocessing for data digitization, 
followed by their normalization, in order to improve detection efficiency. Then a 
method based on decision trees is used. 

1.3.2. Techniques based on data exploration 

Data exploration aims to eliminate the manual elements used for the design of 
intrusion detection systems. Various data exploration techniques have been 
developed and widely used. The main data exploration techniques are presented in 
the following sections. 
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1.3.2.1. Fuzzy logic 

Fuzzy logic has been used in the field of computer networks security, 
particularly for intrusion detection (Idris and Shanmugam 2005; Shanmugavadivu 
and Nagarajan 2011; Balan et al. 2015; Kudłacik et al. 2016; Sai Satyanarayana 
Reddy et al. 2019), for two main reasons. First, several quantitative parameters used 
in the context of intrusion detection, for example processor use time and connection 
interval, can be potentially considered as fuzzy variables. Second, the security 
concept is itself fuzzy. To put it differently, the fuzzy concept helps in preventing a 
sharp distinction between normal and abnormal behaviors. Kudłacik et al. (2016) 
have applied fuzzy logic for intrusion detection. The proposed solution analyzes the 
user activity over a relatively short period of time, creating a local user profile. A 
more in-depth analysis involves the creation of a more general structure based on a 
defined number of local user profiles, known as a “fuzzy profile”. The fuzzy profile 
represents the behavior of the computer system user. Fuzzy profiles are directly used 
in order to detect user behavior anomalies, and therefore potential intrusions. Idris 
and Shanmugam (2005) proposed a modified FIRE system. It is a mechanism for the 
automation of the fuzzy rule generation process and the reduction of human 
intervention making use of AI techniques. 

1.3.2.2. Genetic algorithms 

Genetic algorithms are techniques derived from genetics and natural evolution, 
which have been used to find approximate solutions to optimization and search 
problems. The main advantages of genetic algorithms are their flexibility and 
robustness as global search method. As for drawbacks, they are computationally 
time-consuming, as they handle several solutions simultaneously. Genetic 
algorithms have been used in various manners in the field of intrusion detection 
(Hoque et al. 2012; Aslahi-Shahri et al. 2016; Hamamoto et al. 2018). Hoque et al. 
(2012) presented an intrusion detection system using a genetic algorithm to 
effectively detect anomalies in the network. Aslahi-Shahri et al. (2016) proposed a 
hybrid method that uses support vector machines and genetic algorithms for 
intrusion detection. The results indicate that this algorithm can reach a 97.3% true 
positive rate and a 1.7% false positive rate. 

1.3.3. Rule-based techniques 

Rule-based techniques (Li et al. 2010; Yang et al. 2013) generally involve the 
application of a set of association rules for data classification. In this context, if a 
rule stipulates that if event X occurs, then event Y is likely to occur, events X and Y 
can be described as sets of pairs (variable, value). The advantage of using rules is 
that they tend to be simple and intuitive, unstructured and less rigid. Nevertheless, a 
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drawback is that rules are difficult to preserve and, in certain cases, inadequate for 
the representation of various types of information.  

Turner et al. (2016) developed an algorithm for monitoring the enabled/disabled 
state of the rules of an intrusion detection system based on signatures. The algorithm 
is implemented in Python and runs on Snort (Roesch 1999). Agarwal and Joshi 
(2000) proposed a general framework in two stages for learning a rule-based model 
(PNrule) in order to learn classifier models on a set of data. They extensively used 
various distributions of classes in the learning data. The KDD Cups database was 
used for learning and testing their system. 

1.3.4. Machine learning-based techniques 

Machine learning can be defined as the capacity of a program to learn and 
improve the performances of a series of tasks in time. Machine learning techniques 
focus on the creation of a system model that improves its performances relying on the 
previous results. Furthermore, it can be said that machine learning–based systems have 
the capacity to handle the execution strategy depending on the new inputs. The main 
machine learning techniques are presented in the following sections. 

1.3.4.1. Artificial neural networks 

Artificial neural networks learn to predict the behavior of various system users. 
If correctly designed and implemented, neural networks can potentially solve several 
problems encountered by rule-based approaches. The main advantage of neural 
networks is their tolerance to inaccurate data and uncertain information and their 
capacity to deduce solutions without previous knowledge on data regularities. 
Cunningham and Lippmann (2000) of MIT Lincoln Laboratory conducted a number 
of tests using neural networks. The system searched for attack-specific key words 
specific in the network traffic. In Ponkarthika and Saraswathy (2018), a model of 
intrusion detection system is explored as a function of deep learning. Long–short term 
memory (LSTM) architecture was applied to a recurrent neural network for the 
learning of an intrusion detection system using the KDD Cup 1999 dataset. 

1.3.4.2. Bayesian networks 

A Bayesian network is a probabilistic graphical model representing a set of 
random variables in the form of an acyclic oriented graph. This technique is 
generally used for intrusion detection in combination with statistical diagrams. It has 
several advantages, notably the capacity to code the interdependences between 
variables and to predict events, as well as the possibility of integrating both previous 
knowledge and previous data (Heckerman 2008). Its major drawback is that results 
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are comparable to statistical techniques, but this requires additional computation 
efforts. Kruegel et al. (2003) proposed a multisensor fusion approach using a 
Bayesian network–based classifier for the classification and cancellation of false 
alarms, according to which the outputs of various sensors of the intrusion detection 
system are aggregated to generate a single alarm. Han et al. (2015) proposed an 
intrusion detection algorithm based on Bayesian networks relying on the analysis 
into main components. The authors calculate the characteristic data value of the 
attack on the original network, and then extract the main properties by analysis into 
main components. 

1.3.4.3. Markov chains 

A Markov chain is a random process related to a finite number of states, with 
memoryless transition probabilities. During the learning phase, probabilities 
associated with transitions are estimated from the normal behavior of the target 
system. Detection of anomalies is then achieved by comparing the anomaly score 
obtained for the sequences observed at a fixed threshold. In the case of a hidden 
Markov model (Hu et al. 2009; Zegeye et al. 2018; Liang et al. 2019), the system 
we are interested in is assumed to be a Markov process in which states and 
transitions are masked. In the literature, several methods have been presented for 
solving the intrusion detection problem by inspecting the packet headers. Mahoney 
and Chan (2001) experimented with anomaly detection on DARPA network data by 
comparing the header fields of the network packet. Several systems use the Markov 
model for intrusion detection: PHAD (Packet Header Anomaly Detector) (Mahoney 
and Chan 2001), LERAD (Learning Rules for Anomaly Detection) (Mahoney and 
Chan 2002a) and ALAD (Application Layer Anomaly Detector) (Mahoney and 
Chan 2002b). In the book of Zegeye et al. (2018), an intrusion detection system 
using the hidden Markov model is proposed. The phase of network traffic analysis 
involves characteristic extraction techniques, reduction of dimensions and vector 
quantization, which plays an important role in large sets of data, as the amount of 
data transmitted increases every day. Model performances with respect to the KDD 
99 dataset indicate an accuracy above 99%. 

1.3.4.4. Support-vector machines 

The support-vector machine is a technique used for solving various learning, 
classification and prediction problems. The support-vector machine was employed 
in an implementation of the structural risk minimization (SRM) principle of Vapnik 
(1998), which minimizes the generalization error, in the sense of true error on 
unseen examples. The basic support-vector machine addresses problems with two 
classes, in which data are separated by a hyperplane defined by a certain number of 
support vectors. Support vectors are a subset of learning data serving to define the 
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limit between the two classes. When the support-vector machine cannot separate two 
classes, it solves this problem by mapping the input data in spaces of high-
dimensional functions by means of a kernel function. In a high-dimensional space, it 
is possible to create a hyperplane enabling a linear separation (which corresponds to 
a curved surface in the lower input space). Consequently, the kernel function plays 
an important role in the support-vector machine. In practice, various kernel 
functions can be used, such as linear, polynomial, or Gaussian. A remarkable 
property of the support-vector machine is its learning capacity, which does not 
depend on the dimensionality of the characteristic space. This means that the 
support-vector machine can generalize when given numerous functionalities. 
Mukkamala and Sung (2003b) showed the many advantages of the support-vector 
machine compared to other techniques. Support-vector machines surpass neural 
networks in terms of upgradability, learning time, runtime and prediction accuracy. 
Mukkamala and Sung (2003a) also applied support-vector machines for the 
extraction of intrusion detection characteristics of KDD files. They empirically 
proved that the functionalities selected using the support-vector machine yielded 
similar results as the use of a full set of functionalities. This decrease in the number 
of functionalities reduces the computation efforts. Chen et al. (2005) also proved 
that support-vector machines surpassed neural networks. 

1.3.5. Clustering techniques 

Clustering techniques operate by organizing observed data in groups, depending 
on a given similarity or a distance measurement. Similarity can be measured by 
using the cosine formula, the binary weighted cosine formula proposed by Rawat 
(2005) or other formulas. The most commonly used procedure for clustering 
involves the selection of a representative point for each cluster. Then each new data 
point is classified as belonging to a given group depending on the proximity to the 
corresponding representative point. There are at least two approaches for the 
classification-based detection of anomalies. In the first approach, the anomaly 
detection model is formed using unlabeled data including both normal and attack 
traffic. In the second approach, the model is formed using only normal data and a 
normal activity profile is created. The idea underlying the first approach is that 
abnormal or attack data represent a small percentage of the total data. If this 
hypothesis is verified, anomalies and attacks can be detected depending on cluster 
size: large clusters correspond to normal data and the other data points to attacks. 
Liao and Vemuri (2002) used the K-nearest neighbor (K-nn) approach, based on the 
Euclidian distance, to define the belonging of data points to a given cluster. The 
Minnesota intrusion detection system is a network-based anomaly detection 
approach that uses data exploration and clustering techniques (Levent et al. 2004). 
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Leung and Leckie (2005) proposed an unsupervised anomaly detection approach for 
intrusion detection on a network. The proposed algorithm, known as “fpMAFIA”, is 
a clustering algorithm based on density and on grid for large data sets. The major 
advantage of this algorithm is that it can produce arbitrary forms and cover over 
95% of the set of data with appropriate values of parameters. The authors proved 
that the algorithm evolves linearly with respect to the number of registrations in the 
set of data. They evaluated the accuracy of the newly proposed algorithm and 
proved that it enables reaching a reasonable detection rate. 

1.3.6. Hybrid techniques 

Many researchers suggested that the monitoring capacity of current IDS systems 
could be improved by adopting a hybrid approach including detection techniques of 
both anomalies and signatures (Lunt et al. 1992; Anderson et al. 1995; Fortuna et al. 
2002; Hwang et al. 2007). Sabhnani and Serpen (2003) proved that no single 
classification technique enables the detection of all the attack classes at an 
acceptable false alarm rate and with a good detection accuracy. The authors used 
various techniques to classify the intrusions by means of a KDD 1998 dataset. Many 
researchers proved that the hybrid or set-based classification technique can improve 
detection accuracy (Mukkamala et al. 2005; Chen et al. 2005; Aslahi-Shahri et al. 
2016; Hamamoto et al. 2018; Hajimirzaei and Navimipour 2019; Sai Satyanarayana 
Reddy et al. 2019). A hybrid approach involves the integration of various learning 
or decision-making models. Each learning model operates differently and uses a 
different set of functionalities. The integration of various learning models yields 
better results than the individual learning or decision-making models and reduces 
their individual limitations. A significant advantage of the combination of redundant 
and complementary classification techniques is that it increases robustness and 
accuracy in most applications.  

Various methods combining various classification techniques were proposed in 
the literature (Menahem et al. 2009; Witten et al. 2016). Ensemble methods have a 
common objective: to build a combination of certain models, instead of using a 
single model to improve the results. Mukkamala and its collaborators (2005) proved 
that the use of ensemble classifiers led to the best possible accuracy for each 
category of attack models. Chebrolu et al. (2005) used the Classification And 
Regression Trees-Bayesian network (CART-BN) approach for intrusion detection. 
Zainal et al. (2009) proposed the hybridization of linear genetic programming of the 
adaptive neural fuzzy inference system and of random forests for intrusion detection. 
They proved empirically that by assigning appropriate weights to the classifiers in a 
hybrid approach, the accuracy of detection of all the classes of network traffic is 
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improved compared to an individual classifier. Menahem et al. (2009) used various 
classifiers and tried to take advantage of their strengths. Hwang et al. (2007) 
proposed a three-level hybrid approach to detect intrusions. The first level of the 
system is a signature-based approach in order to filter the known attacks using the 
black list concept. The second level of the system is an anomaly detector that uses 
the white list concept to distinguish between the normal traffic and the attack traffic 
surpassed by the first level. The third level of the system uses support vectors 
machines in order to classify the unknown attack traffic. The success of a hybrid 
method depends on many factors, notably the size of the learning sample, the choice 
of a basic classifier, the exact manner in which the forming set is modified, the 
choice of combination method and finally the data distribution and the potential 
capacity of the basic classifier chosen for solving the problem (Rokach 2010). 

1.4. AI misuse 

AI is a double use domain. AI systems and the manner in which they are 
designed can serve both civilian and military purposes, and in a broader sense, 
beneficial or harmful purposes. Given that certain tasks requiring intelligence are 
benign while others are not, AI is double edged in the same way that human 
intelligence is. Researchers in the field of AI cannot avoid producing systems that can 
serve harmful purposes. For example, the difference between the capacities of an 
autonomous drone used for delivering parcels and the capacities of an autonomous 
drone used for delivering explosives is not necessarily too wide. Moreover, 
fundamental research aiming to improve our comprehension of AI, its capacities and 
its control seem to be inherently double edged. 

AI and machine learning have an increasingly important impact on the security 
of citizens, organizations and states. Misuse of AI will impact the way in which we 
build and manage our digital infrastructure, as well as the design and distribution of 
AI systems, therefore it will probably require an institutional policy. It is worth 
noting here that the threats caused by AI misuse have been highlighted in heavily 
publicized contexts (for example, during a Congress hearing (Moore and Anderson 
2012), a workshop organized by the White House and a report of the US Department 
for Homeland Security). 

The increasing use of AI for the development of cyberattack techniques and the 
absence of development of adequate defenses has three major consequences. 
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1.4.1. Extension of existing threats 

For many known attacks, the progress of AI is expected to enlarge the set of 
players capable of conducting the attack, their attack speed and the set of possible 
targets. This is a consequence of the efficiency, upgradability and ease of 
dissemination of AI systems. In particular, the dissemination of intelligent and 
efficient systems can increase the number of players who can afford specific attacks. 
If the reliable intelligent systems are also evolutionary (upgradable), then even the 
players who already have the required resources to conduct these attacks may 
acquire the capacity to execute them at a much faster pace.  

An example of a threat that is susceptible to develop in this manner is the 
phishing attack threat. These attacks use personalized messages to obtain sensitive 
information or money from their victims. The attacker often introduces himself as 
one of the friends, colleagues or professional contacts of the target. The most 
advanced phishing attacks require significant qualified manpower, as the attacker 
must identify the high value targets, research their social and professional networks, 
and then generate messages that are acceptable to the target. 

1.4.2. Introduction of new threats 

AI progress will enable new varieties of attacks. These attacks may use AI 
systems to conduct certain tasks more successfully than any human being. 

Due to their unlimited capacities, in contrast with those of humans, intelligent 
systems could enable players to conduct attacks that would otherwise be impossible. 
For example, most persons are not able to efficiently imitate the voice of other 
persons. Consequently, the creation of audio files resembling recordings of human 
speech becomes essential in these cases. Nevertheless, significant progress has been 
recently achieved in the development of speech synthesis systems, which learn to 
imitate human voice. Such systems would in turn enable new methods for spreading 
disinformation and imitating others. 

Moreover, AI systems could be used to control certain aspects of malware 
behavior that would be impossible to control manually. For example, a virus 
designed to modify the behavior of ventilated computers, as in the case of the 
Stuxnet program, used to disrupt the Iranian nuclear program, cannot receive 
commands once these computers are infected. Limited communication problems 
also occur under water and in the presence of signal jammers. 
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1.4.3. Modification of the typical threat character 

Properties of AI such as efficiency, upgradability and capacities surpassing those 
of humans may enable very relevant attacks. Attackers are often faced with a 
compromise between the frequency, the extent of their attacks and their efficiency. 
For example, spear phishing is more effective than classical phishing, which does 
not involve adapting messages to individuals, but it is relatively costly and cannot be 
conducted en mass. More generic phishing attacks are profitable despite their very 
low success rates, simply because of their extent. If the frequency and upgradability 
of certain attacks, including spear phishing, are improved, AI systems can mitigate 
these compromises. Moreover, properties such as efficiency and upgradability, 
particularly in the context of target identification and analysis, lead also to finely 
targeted attacks. The attackers are often interested in adapting their attacks to the 
characteristics of their targets, aiming at targets with certain properties, such as 
significant assets or an association with certain political groups. Nevertheless, the 
attackers must often find a balance between efficiency, the upgradability of their 
attacks and target precision. A further example could be the use of drone swarms 
that deploy facial recognition technology to kill specific individuals in a crowd, 
instead of less targeted forms of violence. 

Cyberattacks are increasingly alarming in terms of complexity and quantity, a 
consequence of the lack of awareness and understanding of the actual needs. This 
lack of support explains the insufficient dynamism, attention and willingness to 
commit funds and resources for cybersecurity in many organizations. In order to 
limit the impact of cyberattacks, the following recommendations are suggested 
(Brundage et al. 2018): 

– decision-makers should closely cooperate with technical researchers to study, 
prevent and limit the potential misuse of AI; 

– researchers and engineers in the AI field should seriously consider the double-
edged nature of their work, by allowing considerations linked to abusive use to 
influence the research priorities and norms and by proactively addressing concerned 
players when harmful applications are predictable; 

– public authorities should actively try to broaden the range of stakeholders and 
experts in the field that are involved in the discussions related to these challenges. 

1.5. Conclusion 

AI is a broad domain to be explored by cybersecurity researchers and experts. As 
the capacity of intelligent systems increases, they will first reach and then surpass 
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human capacities in many fields. In cybersecurity, AI can be used to strengthen the 
defenses of computer infrastructure. It is worth noting that, as AI covers fields 
considered reserved to humans, the security threats will increase in variety, 
difference and intelligence compared to actually existing techniques. Defense 
against these threats is very difficult, as cybersecurity experts themselves can be 
targeted by spear phishing attacks. Consequently, preparing for potential misuses of AI 
associated with this transition is an important task. The use of intelligent techniques 
aims to identify real-time attacks, with little or no human interaction, and to stop them 
before they cause damages. In conclusion, AI can be considered as a powerful tool in 
solving cybersecurity problems. 
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