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1.1. Introduction

The model-based approach to fault diagnosis in technical processes has been
receiving more and more attention over the last four decades, in the contexts of both
research and real plant application.

Stemming from this activity, a large number of methods can be found in current
literature based on the use of mathematical models of the technical process under
diagnosis and on exploiting advanced control theory.

Model-based fault diagnosis methods usually use residuals that indicate changes
between the process and the model. One general assumption is that the residuals are
changed significantly so that detection is possible. This means that the residual size
after the appearance of a fault is large and long enough to be detectable.

This chapter provides an overview on different fault diagnosis strategies, with
particular attention to the fault detection and isolation (FDI) methods related to the
dynamic processes and application examples considered in this book.

For all of the methods considered, it is essential that the technical process can be
described by a mathematical model. As there is almost never an exact agreement
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between the model used to represent the process and the plant, the model-reality
discrepancy is of primary interest.

Hence, the most important issue in model-based fault detection concerns the
accuracy of the model describing the behavior of the monitored system. This issue
has become a central research theme over recent years, as modeling uncertainty has
risen from the impossibility of obtaining complete knowledge and understanding of
the monitored process.

The main focus of this chapter is the mathematical description aspects of the
process whose faults are to be detected and isolated. The chapter also studies the
general structure of the controlled system, its possible fault locations and modes.
Residual generation is then identified as an essential problem in model-based FDI,
because, if it is not performed correctly, some fault information could be lost. The
general framework for the residual generation is also recalled.

Residual generators based on different methods, such as input—output, state and
output observers, parity relations and parameter estimations, are just special cases in
this general framework. In the following, some commonly used residual generation
and evaluation techniques are discussed and their mathematical formulation is
presented.

Finally, the chapter presents and summarizes special features and problems
regarding the different methods.

1.2. Fault diagnosis tasks

According to the definitions available in the related literature, model-based FDI
can be defined as the detection, isolation and identification of faults in a system by
using methods that can extract features from measured signals and use a priori
information on the process available in terms of mathematical models. Faults are,
thus, detected by setting fixed or variable thresholds on residual signals generated
from the difference between actual measurements and their estimates obtained by
using the process model.

A number of residuals can be designed, with each having sensitivity to individual
faults occurring in different locations of the system. The analysis of each residual,
once the threshold is exceeded, then leads to fault isolation.

Figure 1.1 shows the general model-based FDI system. It comprises two main
stages of residual generation and residual evaluation. This structure was first
suggested in Chow and Willsky (1980) and now is widely accepted by the fault
diagnosis community.
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Figure 1.1. Fault diagnosis module

The blocks shown in Figure 1.1 perform the following tasks:

1) The residual generation module generates residual signals using the available
inputs and outputs from the process under diagnosis. This residual (or fault symptom)
should indicate that a fault has occurred. It should normally be zero or close to zero
under no fault condition, and significantly different from zero when a fault occurs.
This means that the residual is characteristically independent of process inputs and
outputs in ideal conditions. Referring to Figure 1.1, this block is called the residual
generator.

2) The residual evaluation module examines residuals for the likelihood of faults
and a decision rule is then applied to determine if any faults have occurred.
The residual evaluator block in Figure 1.1 may perform a simple threshold test
(geometrical methods) on the instantaneous values or moving averages of the
residuals. On the other hand, it may consist of statistical methods, for example,
generalized likelihood ratio testing or sequential probability ratio testing (Isermann
1997; Willsky 1976; Basseville 1988; Patton et al. 2000).

Many works in the field of model-based FDI have focused on the residual
generation problem, since the decision-making problem can be considered relatively
straightforward if residuals are well designed. In the following, a number of different
strategies oriented to solve the model-based residual generation problem have been
addressed, with reference to multivariable dynamic processes and technical systems.

The first requirement of the model-based FDI approach consists of providing a
mathematical description of the system under investigation that describes the possible
fault cases as well.



4  Diagnosis and Fault-tolerant Control 2

The general scheme for model-based FDI considered in this chapter is depicted by
Figure 1.2. The main components are the plant under diagnosis, the actuators and the
sensors, which can be further sub-divided as input and output sensors, and finally, the
controller. In the following, the process behavior will be monitored by analyzing its
input u(¢) and output y(¢) measurements and the signals from the controller ug(t),
which are supposedly completely available for FDI purposes. Moreover, as shown in
Figure 1.2, the behavior of any controller that drives the system is inherently taken
into consideration.
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Figure 1.2. Model-based fault diagnosis strategy

It is worth noting that, when the signals u () from the controller or measurements
of plant inputs wu(t) are not available, the controller plays an important role in the
design of the FDI scheme, as a robust controller may reduce the effects of the faults,
thus making the fault diagnosis more difficult.

Once the actual process inputs and outputs u*(¢) and y*(¢) (usually not available)
are measured by the input and output sensors, FDI theory can be treated as an
observation problem of w(t) and y(¢). Concerning the occurrence of malfunctions,
the location of faults and their modeling, the system under diagnosis can be separated
into the different parts that can be affected by faults, as illustrated in Figure 1.2. With
respect to previous works (see, e.g., Patton er al. 1989; Gertler 1998; Patton et al.
2000), it is necessary to distinguish between input and output sensors.

Figure 1.2 shows that the input and output signals u*(¢) and y*(t) are acquired
in order to obtain the measurements u(¢) and y(¢) from the sensors. Figure 1.2 also
shows the situation where the controller can be affected by faults, since the monitored
process consists of a closed-loop plant. However, because of technological reasons
(e.g., the control action is performed by a digital computer), when the actuator is
considered as a part or a component of the whole controller device, the former can be
treated as subsystem where faults are likelier to occur, while the latter remains free
from faults. Under these assumptions, as shown in Figure 1.2, when the monitored
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process is considered in view of fault location, since input and output measurements
are supposed completely available for FDI purposes, the controller behavior in the
design of a fault diagnosis scheme can be neglected, as well as the interconnection
between the control system and the process.

In general, as shown in Figure 1.2, the actuation signals u*(¢) are assumed to be
measurable by neglecting input and output sensor noises. On the other hand, Figure 1.2
represents the situation where the u signals are only measured by the input sensors.

Note that the general models for FDI represented in Figure 1.2 can be described
in both the time and frequency domains, respectively, which have been widely
accepted in the fault diagnosis literature (Patton et al. 1989, 2000; Chen and Patton
1999; Gertler 1998). Under these assumptions, the general model-based FDI problem
treated here can be performed on the basis of the knowledge of only the measured
sequences u(t) and y(t).

As mentioned in Volume 1, frequency domain descriptions are typically applied
when the effects of faults, as well as the disturbances, have frequency characteristics
which differ from each other and thus, the information in the frequency spectra
serves as criteria to distinguish the faults (Ding and Frank 1990; Massoumnia et al.
1989). On the other hand, since state—space descriptions provide general and
mathematically rigorous tools for system modeling and robust residual generation,
for both the deterministic (noise free measurements) and the stochastic case
(measurements affected by noises), the model parameters in suitable representations
can be obtained by multivariable modeling or identification procedures.

Finally, it is worth noting that most systems to be monitored are actually
nonlinear, and the main modeling approaches are recalled here. In fact, there is
certainly an increasing interest in the use of nonlinear methods (nonlinear observers,
extended Kalman filters, fuzzy-logic methods, and neural networks (NNs)). However,
as the feature of system supervision is to monitor the operation and performance of
the system with respect to an expected point of operation, linear system methods can
be very valid. Deviations from expected behavior can be used to monitor system
performance changes, as well as component malfunctions.

1.2.1. Residual generation task
This section recalls the general structure of the residual generator for fault
diagnosis. The basic methods will be described briefly, while their presentation and

application to dynamic processes will be shown in the following chapters.

The residual generator module introduced in Figure 1.1 can be interpreted as
illustrated in Figure 1.3 (Basseville 1988).
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Figure 1.3. Residual generation strategy

In the above structure, the auxiliary redundant signal z(¢) is generated by the
function W (u(-),y(-)) and, together with the measurement y(t), the symptom
signal 7(t) is computed by means of W, (z(-),y(-)).

In the fault-free case, W, will be almost zero. On the other hand, when a fault
occurs in the plant, the residual r(¢) will be different from zero.

The simplest residual generator that can be implemented is obtained when the
system W, is a plant identical model z(t) = W, (u(-)), or it is an input-output
description for the actual plant simply obtained from the system simulator, as
described in Volume 1.

In the former case, the measurement y(t) is not required in W, because it is a
process simulator. The signal z(t) represents the simulated output and the residual is
directly computed as 7(t) = z(t) — y(t). An extension to the model-based residual
generation is to replace W (u(-)) by W. (u(-), y(-)), i.e., an output estimator fed by
both system inputs and outputs. In such a case, the function W, generates an
estimation of the function of the output.

Therefore, no matter which type of method is used, the residual generation process
is nothing but a mapping whose inputs consist of process inputs and outputs.

On the other hand, by considering an input—output approach, Figure 1.4
represents a general structure for all residual generators using the input—output
description (Patton and Chen 1991).
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Figure 1.4. Residual generator input—output form

According to the definition, the residual function 7 (¢) has to be designed to become
almost zero for the fault-free case and significantly different from zero in case of
failures. It is worth noting that different residual generators can be obtained by using
different parameterizations, as shown in Chen and Patton (1999).

After generating the residual, the simplest and most widely used fault detection is
achieved by directly comparing a residual signal () or a residual function .J (r(¢))
with a fixed threshold or a threshold function. Note that the fault-free and the faulty
conditions depend on f(t), which represents the general fault vector. If the residual
exceeds the threshold, a fault may have occurred.

It can be shown that simple geometric tests work especially well with fixed
thresholds if the process operates approximately in a steady state and reacts after a
relatively large feature, that is, after either a large sudden or a long-lasting gradually
increasing fault. On the other hand, adaptive thresholds that depend on plant
operating conditions can be exploited, for example when they are expressed as
functions of plant inputs (Chen and Patton 1999).
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1.2.2. Residual evaluation task

When the residual generation stage has been performed, the second step requires
the examination of symptoms in order to determine if any faults have occurred.

As suggested above, a decision process may consist of a simple threshold test on
the instantaneous values of moving averages of residuals. On the other hand, because
of the presence of noise, disturbances and other unknown signals acting upon the
monitored system, the decision-making process can exploit statistical methods. In this
case, the measured or estimated quantities, such as signals, parameters, state variables
or residuals, are usually represented by stochastic variables r;(t), with the mean value
and variance defined as (Willsky 1976):

= B0} 5= B{ln() %) .

that represent the nominal values for the fault-free process.

Analytic symptoms are then obtained as changes:
Ar; = E{’/‘i(t) - ’FL’}; Ac; = E{O’i(t) — 5'1'} [1.2]

with reference to the normal values. Usually, the time instant ¢ > ¢y represents the
unknown instant of the fault occurrence.

In order to separate nominal from faulty behavior, a fixed threshold Ar,,; defined
as:

Aryo = €0, €>2 [1.3]

usually has to be selected. By a proper choice of €, a good compromise has to be made
between the detection of small faults (missed fault rates) and false alarm rates.

Another class of methods can be exploited for detecting residual changes due to
faults. Therefore, techniques of change detection, for example, as a likelihood-ratio
test or Bayes decision, a run—sum test, are commonly used (Isermann 1984;
Basseville and Benveniste 1986; Basseville and Nikiforov 1993). Moreover, fuzzy or
adaptive thresholds may improve the binary decision (Chen and Patton 1999; Patton
et al. 2000).

Finally, when several variables change, classification methods can be used. In a
multidimensional space, the symptom vector is defined by its components Ar;, such
that Ar belongs to a g-dimensional space and its direction depends on the fault
occurrence.
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In this case, the process of residual evaluation consists of determining the
direction, as well as the distance of Ar from the origin. Geometrical distance
methods (Carpenter and Grossberg 1987; Tou and Gonzalez 1974) or artificial NNs
(Himmelblau et al. 1991; Meneganti et al. 1998) can thus be exploited for this
purpose.

Hence, the generation and evaluation of analytic symptoms concludes the task
of fault detection within the framework of model-based fault diagnosis shown in
Figure 1.1.

1.3. Model-based fault diagnosis

The generation of symptoms is the main issue in model-based fault diagnosis. A
variety of methods are available in literature for residual generation and this chapter
briefly presents some of the most common methods. Most of the residual generation
techniques are based on both continuous and discrete system models; however, in this
chapter, the attention is mainly focused on continuous-time dynamic models.

The model-based residual generation schemes relying on parity space (relation)
methods (Gertler and Singer 1990; Patton and Chen 1991; Gertler and Monajemy
1993; Delmaire et al. 1999) and observer-based approaches (Beard 1971; Frank 1993;
Frank and Ding 1997; Patton and Chen 1997; Willsky 1976; Basseville 1988) will be
considered and summarized (Isermann and Ballé 1997; Patton et al. 2000) for their
application to dynamic processes and technical systems.

1.3.1. Parity space relations

The basic idea of the parity relations approach is to provide a proper check of
the parity (consistency) of the measurements acquired from the monitored system. In
the early development of fault diagnosis, the parity vector (relation) approach was
applied to static or parallel redundancy schemes (Potter and Suman 1977), which may
be obtained directly from measurements (hardware redundancy), or from analytical
relations (analytical redundancy). A survey of these methods can be found in Ray and
Luck (1991). In the case of hardware redundancy, two methods can be exploited to
obtain redundant relations. The first requires the use of several sensors with identical
or similar functions to measure the same variable. The second approach consists of
using dissimilar sensors to measure different variables, but with their outputs being
relative to each other. Even if these techniques have been successfully applied for fault
diagnosis (Potter and Suman 1977; Daly et al. 1979), this section is mainly focused
on analytical forms of redundancy.

A straightforward model-based method of fault detection is to take a model of the
process Gy and run it in parallel to the process described by G p, thereby forming an
error vector r. The general methodology described here is represented in Figure 1.5.



10 Diagnosis and Fault-tolerant Control 2

u*(t) Dynamic (1)
process
Gp I

Process

Figure 1.5. Parity vector approach

However, as for observers, the model parameters and structure of the monitored
process have to be known a priori. With reference to Figure 1.3, if Gj; = Gp, for
input f,, and output f, faults, the r residual has the form:

r=Gumfutfy [1.4]

In general, the equations (equation [1.4]) that generate the residual signals are
called parity equations (Gertler 1991) under the assumptions of fault occurrence and
exact agreement between process (G'p) and model (G s). However, within the parity
equations, the model parameters are assumed to be known and constant, whereas the
parameter estimations can vary the parameters of the process model in order to
minimize the residuals. Moreover, for the generation of specific characteristics of the
parity vector r and for obtaining fault detection and isolation properties, the residuals
can be filtered according to matrix Gy to compute the vector ry (Patton et al. 2000)
in the form:

TfZGfT [1~5]

Equations [1.5] and [1.4] can therefore be used to implement and design the
residual generation system, in order to meet fault detection and isolation
specifications, as well (Gertler 1998). However, for SISO processes only one residual
can be generated, and it is therefore not easy to distinguish between different faults.

On the other hand, more freedom in the design of parity equations can be
obtained when intermediate signals can be measured for SISO processes (see
Figure 1.3) or for Multi-Input Multi-Output (MIMO) systems. As an extension of the
parity equation method, the parity relation concept presented here can be generalized
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(Chow and Willsky 1984; Lou et al. 1986; Patton and Chen 1994b) and then
extended to state—space descriptions, as shown in Gertler (1998) for discrete-time
models.

In the discrete-time case, the redundancy relations can be exploited to implement
a scheme, as shown in Figure 1.6 (Patton and Chen 1994b; Chen and Patton 1999).

u*(t) YO

Discrete-time
process model

. Delay Discrete-time Delay |

! line residual generator line .

. v .
r(t)

Figure 1.6. MIMO parity vector

Finally, because of the previous results, it is clear that some correspondence exists
between parity relation and observer-based approaches. This aspect was first pointed
out by Massoumnia (1986) and was later demonstrated by Wiinnenberg (1990) and
Patton et al. (1989). The problem was re-examined in detail in Patton and Chen
(1994b), and the equivalence under different conditions and in different meanings
was discussed. It was shown that the discrete-time parity relation approach is
equivalent to the use of a dead-beat observer. This implies that the discrete-time
parity relation scheme provides less design flexibility when compared with methods,
which are based on observers without any restriction.

A further comparison between observer-based and parity space techniques was
proposed (Delmaire et al. 1999). Both of the methods were first explored for SISO
systems and therefore extended the comparison to MIMO systems. The comparison
was performed using discrete-time models. In particular, considering MIMO systems
described by estimated input—-output discrete-time forms (e.g., Nonlinear ARX
[NARX] or Nonlinear Auto Regressive Moving Average eXogenous [NARMAX]
models), the parity relations lead to a representation in which parameter redundancy
cannot be avoided. To overcome this drawback, Delmaire et al. (1999) proposed to
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use observers designed from identified canonical state—space forms. Moreover, in the
case of parameter redundancy, multiple identification of some parameters may occur,
leading to inconsistent estimations that may produce inconsistent FDI decisions
(Delmaire et al. 1999).

1.3.2. Observer-based approaches

The basic idea behind the observer-based techniques is to estimate the outputs of
the system from the measurements by using either dynamic observers in a
deterministic setting or stochastic filters in the noisy environment. The output
estimation error (or its weighted value) is therefore used as residual.

It is worth noting that when an observer is exploited for FDI purpose, the
estimation of the outputs is necessary, while the estimation of the state vector is
usually not needed (Chen and Patton 1999). Moreover, the advantage of using the
observer approach is the flexibility in the selection of its gains, which leads to a rich
variety of FDI schemes (Frank 1994; Frank and Ding 1997; Chen et al. 1996;
Liu and Patton 1998).

In order to properly use a (generalized) observer, the dynamic model for the plant
under consideration has to be considered:

{x’(t) = g(x(w, u(t)) [1.6]

being u(t) € R", z(t) € R” and y(t) € R™.

Assuming that all of the model parameters are perfectly known, an observer is used
to reconstruct the system variables based on the measured inputs and outputs u(t) and

y(t):

The observer scheme described by equation [1.7] is sketched in Figure 1.7.

If the process is influenced by disturbance and faults, by considering the relations
of the monitored process model, the overall system includes v (), which represents the
non-measurable disturbance vector at the input, w(t), the non-measurable disturbance
vector at the output and f(¢) fault signals at the input and output, acting through proper
terms. These terms can represent actuator, process, input and output sensor additive
faults acting on the considered system.
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Figure 1.7. Diagnostic residual observer

When sudden and permanent faults f(t) occur, the state estimation error e, (t) will
deviate from zero. Moreover, the state estimation error and the output error e(t) show
dynamic behavior, which are different for input and output faults. Both e, (¢) and e(t)
can be taken as residuals.

In particular, the residual e(t) is the basis for different fault detection methods
based on output estimation. For the generation of a residual with special properties,
the design of the observer “gain” can be of interest (Chen and Patton 1999; Liu and
Patton 1998).

Limiting conditions are the stability and the sensitivity against disturbances v(t)
and w(t). If the signals are affected by noise, the extended Kalman filter must be used
instead of classical observers (Jazwinski 1970).

The robustness and reliability features of the designed residual generators
represent the key point when the proposed solutions have to be applied to real
processes.

The parameter changes in the process model can represent both the so-called
model-reality mismatch or multiplicative faults (Isermann 1997; Patton et al. 2000).
In the latter case, the changes in the residuals depend on the parameter changes, as
well as input and state variable changes. Hence, the influence of parameter changes
on the residuals is not as straightforward as in the case of the additive faults f(¢).
Also, in this case the residuals are only dependent on fault signals f(¢) (Patton and
Chen 1994a; Chen et al. 1996; Gertler 1998; Patton et al. 2000).
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Finally, a generalization of the techniques above leads to residual generation
schemes based on dedicated observers for MIMO processes that exploit the following
properties of the output observers:

1) observer excited by one output: one observer is driven by one sensor output.
The other outputs §(t) are reconstructed and compared with measured outputs y(t).
This allows the detection of single output sensor faults (Clark 1978);

2) bank of observers, excited by all outputs: several observers are designed for
definite fault signals detected by a hypothesis test (Willsky 1976);

3) bank of observers, excited by single outputs: several observers for single sensor
outputs are used. The estimated outputs §(¢) are compared with the measured outputs
y(t). This allows the detection of multiple sensor faults (Dedicated Observer Scheme)
(Clark 1978);

4) bank of observers, excited by all outputs except one: as mentioned before, but
each observer is excited by all outputs except one sensor output, which is supervised
by a Generalized Observer Scheme (Wiinnenberg and Frank 1987; Frank 1993).

1.3.3. Nonlinear filtering methods

With reference to the measurement sensors, when the signal to noise ratios
[u* (8)]|2/|1@(t)||5 and |jy*()]|5/1|5(t)]|> are low, suitable filters must be employed
to improve the performance of the FDI system.

For the linear case, with reference to the time-invariant, discrete-time, linear
dynamic system, a Kalman filter (KF) can be exploited for the estimation of the
process output, as described in Jazwinski (1970).

It can be proved that the KF innovation is a zero-mean white process when all
of the assumptions regarding the process model and the statistical characteristics of
the noise process affecting the input—output measurements are completely fulfilled. A
Riccati equation is thus obtained.

In the presence of a fault on process output, the stochastic properties (mean-value,
variance and whiteness, etc.) of the innovation process e;(t) change abruptly so that
the fault detection can be based on these variations, as described in Basseville (1988).

In a similar way to the approach relying on KF, an extended Kalman filter (EKF)
can be proposed to solve the FDI fault detection and diagnosis (FDD) problem of fault
diagnosis of dynamic processes and technical systems (Kalman 1990). Usually, the
methodology is based on joint parameter and state estimation techniques and consists
of providing an (optimal) estimate of the fault, which could be used for fault-tolerant
control purposes, as described in the following chapters.
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Also, in this case the following nonlinear state—space model in the discrete-time
framework is considered in the form of equation [1.8]:

ot +1) = hq (u(t), x(t), fit),) +v(t)
{y(t) = g (u(t), z(t)) + w(t) [1.8]

where h;(-) and g(-) are nonlinear functions and f;(t) refers to the ith fault function
(unknown input) to be diagnosed. The index "¢" is used to outline that the estimation of
the 4th filter is used to estimate the fault f;(¢). The stochastic inputs v and w denote the
process and measurement noises, respectively, which are assumed to be uncorrelated
white noise processes with covariance matrices:

Qt)=E{vt)vt)T}, R(t) = E{w(t)w®)T} [1.9]
The initial estimates of the state and covariance matrix are denoted by:

_ _ _\T

ZTo :E{Io} P() :E{({Ziofl'o) (I()*IE()) } [110]

Following the method proposed in Norgaard er al. (2000), the problem of
recursively estimating the augmented state vector x can be formulated as a nonlinear
filtering problem that minimizes the conditional mean-square error, that is:

&(t) = argminE {z(t)" &(k)[Y*'} [1.11]
where Z(t) = x(t) — #(t) represents the state estimation error, while
yt-1 = {yg, Y1, - ykfl} is a matrix containing the past measurements. The

state estimate (k) is equivalent to the conditional mean of the Gaussian probability
density function p (z(¢)/Y *=1) ~ N (2(t), P(t)) such as:

ﬂﬂ:E{ﬂﬂwﬁ*q [1.12]
and where:
P(t) = E{(a(t) — &) (a(t) - #(6)" [y =~} [1.13]

refers to the state covariance matrix that is used to quantify the uncertainty of the
estimate. The estimation algorithm can then be formulated into the following
nonlinear observer-based scheme:

(t + ) fi(u(t), &(t), fi(t),) + K(t) e(k)
{@(t) g (u(t), (t)) [1.14]



16  Diagnosis and Fault-tolerant Control 2

where K (t) is a non-stationary gain to be computed and e(t) = y(t) — §(¢t|t — 1) is
the innovation sequence associated with the covariance matrix P,.:

Poo = E{(y(®) = 5(8)) ((®) - 5(e)" Y+ [1.15]

Based on the previous estimate of the state 2(¢|t) with covariance P(t|t), the filter
computes at a subsequent time-step an optimal estimation of the state & (¢ + 1|k) and
its covariance matrix P(t + 1]k) whenever observations become available. This leads
to the following update equations:

Tt+1) =z(t)+ K(t)e(t) [1.16]
P(t+1) = P(t) = K(t) Pec () K7 (2) '
The expression of K (t) is given in the form of equation [1.17]:
K(t) = Ppy(t) PH(2) [1.17]

where P,, denotes the predicted cross-correlation matrix defined in the following
form:

Poy = E{(a(t) = 2(0)) (y(k) - 5(k)" ¥} [1.18)

Since the above statistical expectations are generally difficult to obtain, some kind
of approximation must be used, like for the EKF case, which exploits a first-order
Taylor linearization. However, even if the EKF estimator seems to be adapted, some
well-known drawbacks exist in practice, that is, the parameters estimates can converge
slower than the state estimates and, in general, only local convergence can be expected.
On the basis of the work reported in Norgaard et al. (2000), this motivated the use of
an approximation of the nonlinear function h;(-) by means of a multi-dimensional
extension of Stirling’s interpolation formula (Zolghadri 1996).

Although this method presents some optimality proofs, the key feature remains
the a priori choice of the covariance matrices ) and R. The matrix Q) controls the
flexibility of the model, whereas the measurement covariance matrix R controls the
flexibility of the measurement equations. In the most practical cases, the optimization
of @ and R is done by iteratively testing different values and evaluating the results
over a test period.

In practice, this tuning problem is often tackled as an ad hoc process involving a
very large number of manual trials. In view of this difficulty, it has been chosen to
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automatically tune these matrices by means of an optimization method (Simani et al.
2003). The performance index to be minimized corresponds to the root-mean square
of the state estimate errors subjected to positivity constraints of () and R matrices, that
is:

Q>0,R>0
J) = (X0 E" 1) st g: ;zgaggrig [1.19]
= diag(q;

[N

For convenience, the additional constraints Q = diag(q;) and R = diag(r;) are
included in the optimization algorithm. II is a weighting matrix introduced to manage
each component of the vector & separately. ¢y and ¢y are, respectively, the initial and
final discrete time of the tuning interval, and N denotes the number of data points
in the tuning interval. Because of the multi-parameter, nonlinear and discrete nature
of this optimization problem, Particle Swarm Optimization (PSO) algorithms can be
exploited and retained to derive numerical solutions.

1.3.4. Nonlinear geometric approach strategy

This section addresses the nonlinear geometric approach (NLGA) to FDI that was
proposed in Bonfe et al. (2006). The classical NLGA technique is summarized in the
following. Moreover, a procedure to obtain suitable NLGA filters for the estimation
of the fault affecting the dynamic processes and technical systems that can be used for
the active fault tolerant control (AFTC) task is recalled in this book.

The NLGA approach to the nonlinear FDI problem was originally suggested in
De Persis and Isidori (2000) and was formally developed in De Persis and Isidori
(2001). It consists of finding, by means of a coordinate change in both the state space
and in the output space, an observable subsystem which, if possible, is affected by the
fault and not affected by disturbance. In this way, necessary and sufficient conditions
for the FDI problem to be solvable are given. Finally, a residual generator can be
designed on the basis of the model of the observable subsystem. In this work, the
complete NLGA strategy with its further extensions and developments is applied to
the nonlinear model of the dynamic process under investigation.

In more detail, the NLGA approach considered here requires a nonlinear system
model in the form:

i =mn(x)+g(zx)c+L(z) f+p(x)d
[1.20]
y = h(x)
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in which 2 € X’ (an open subset of R") is the state vector, c(t) € R‘ is the control
input vector, f(t) € R is the fault, d(t) € R’ is the disturbance vector (also
embedding the faults that have to be decoupled) and y € R™ is the output vector.
n(x), ¢(x), the columns of g(z) and p(x) are smooth vector fields, and h(zx) is a
smooth map.

Therefore, if P represents the distribution spanned by the column of p(x), the
NLGA method can be described by means of the following steps (De Persis and Isidori
2001):

1) determine the minimal conditioned invariant distribution containing P (denoted
with $F);

2) by using (XL)*, that is, the maximal conditioned invariant codistribution
contained in P+, determine the largest observability codistribution contained in P+,
denoted with Q*;

3) if £(x) ¢ Q* continue to the next step, otherwise the fault is not detectable;

4) if the condition of the previous step is satisfied, it can be found that a
surjection ¥ and a function @, fulfilling Q* N span{dh} = span{d(¥; o h)} and
0* = span{d(®,)}, respectively. The functions ¥(y) and ®(z) defined as:

_ T q’l(x)
() _ (Vi) I I
o-(5)-(38) - (3)- (352) oo

are (local) diffeomorphisms, where Hs is a selection matrix (i.e. a matrix in which
any row has all 0 entries but one, which is equal to 1), ®; (z) represents the measured
part of the state which is affected by f and not affected by d, and ®3(x) represents the
unmeasured part of the state which is affected by f and d.

It is worth noting that X" can be computed by means of the following recursive
algorithm:

Sy =P
_ _ [1.22]
Sp41 =5+ [9i Sk Nker {dh}]

where m is the number of inputs, S represents the involutive closure of S, [g, A] is
the distribution spanned by all vector fields [g, 7], with 7 € A, and [g, 7] is the Lie
bracket of g, 7. It can be shown that if there exists a £ > 0 such that Sy, = S}, the
algorithm [1.22] stops and X" = S}, (De Persis and Isidori 2001).
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Once X7 has been determined, * can be obtained by exploiting the following
algorithm:

Qo = ()t nspan {dh}
[1.23]
Qi1 = (D) N [Lg, Qx + span {dh}]

where L,I" denotes the codistribution spanned by all covector fields Lgw, withw € T,
and Lgw the derivative of w along g.

If there exists an integer k* such that Qg+ = Qg+4+1, Qg+ is indicated as
o.c.a. ((E*P )J-), where o.c.a. stands for observability codistribution algorithm. It can
be shown that Qi+« = o.c.a. ((Ef )J-) represents the maximal observability
codistribution contained in PL, that is Q* (De Persis and Isidori 2001). Therefore,
with reference to the model of equation [1.20], when /(z) ¢ (%)L, the disturbance
d can be decoupled and the fault f is detectable.

In the new (local) coordinate defined previously, the system of equation [1.20] is
described by the relations in the following form:

Ty = n1(T1,T2) + g1(%1, T2) ¢ + 1 (Z1, T2, 73) f

To = n2(T1, T2, T3) + 92(T1, T2, T3) ¢ + L2(T1, T2, T3) f + p2(T1, T2, 73) d

T3 = n3(ZT1, T2, T3) + g3(T1, Ta, Tg) ¢ + l3(T1, Ta, T3) f + p3(ZT1, T2, T3) d

v = h(z1)

Y2 = T2 [1.24]

with ¢1 (Z1, T2, Z3) not identically zero.

Denoting Zo with 7 and considering it as an independent input, the so-called
Z1subsystem written in the following form:

1 = n1(Z1,Y2) + 01(T1,92) ¢ + 01(Z1, Y2, T3) f
[1.25]

g1 = h(z1)

is affected by the single fault f and decoupled from the disturbance vector d. This
subsystem is exploited for the design of the residual generator for the FDI of the
fault f.
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1.4. Data-driven fault diagnosis

The problem of identifying an unknown system given samples of its behavior is
well known (Soderstrdom and Stoica 1987; Ljung 1999) to be ill-posed (Hadamard
1964), as its solution is neither unique nor depends continuously on the given data.

When a priori knowledge on the characteristics of the unknown system is
available, the identification procedure can be enhanced. This knowledge may act as a
set of constraints shaping the space of possible models, so that the identification
problem in this new space becomes more tractable. As an example, the regularity of
the unknown system can be translated into smoothness constraints of some kind,
transforming the identification problem into a minimization problem (Tikhonov and
Arsenin 1977; Morozov 1984). This point of view can be successfully applied to
estimate algebraic and dynamic affine systems from noisy samples, by assuming
certain good properties of the noise and the sampling process (Soderstrom and Stoica
1987; Ljung 1999). The data-driven methods described in this section start from the
results based on the algebraic case, with the purpose of showing the possibility of
extending estimation methods to dynamic systems, determining the whole family of
models compatible with noisy sequences.

As often happens in new disciplines, systems theory borrowed some tools and
viewpoints from existing and well-established fields. Thus, the identification of static
and dynamical systems, that is, the determination of models from noisy data, has
relied heavily on techniques developed by statisticians, who have traditionally
considered it mandatory to associate a unique model to every available set of data,
whether contaminated by noise or not. Kalman (1982a, 1982b, 1984) reconsidered
this problem, pointing out how the association of a single model to uncertain data is
often based on the introduction of additional information, unrelated to the data, that
is, of prejudices. While the introduction of such prejudices can be convenient in some
practical cases, it is, of course, very important to evaluate the family of solutions that
can be found without introducing prejudices or, at least, by introducing only mild
ones.

The data-driven approach described in this chapter has started from the algebraic
results, with the purpose of investigating the possibility of extending estimation
schemes to dynamical systems, determining the whole family of models compatible
with noisy sequences. The results obtained differ from the expectations of the authors
in that, as it is proved in the following sections, a single model is, in general,
compatible with the data. This result is not in contrast with Kalman’s result; in fact,
in the dynamic case, the additional information necessary to obtain a single model is
carried by the correlations established among the samples by the dynamic nature of
the generating process.

This section also addresses the problem of the identification of both linear and
nonlinear dynamic systems. In the case of nonlinear dynamic systems, the
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identification will be performed by exploiting parametric nonlinear models, such as
affine, neural and fuzzy models.

1.4.1. Online identification methods

In most practical cases, the process parameters are not known at all, or they are
not known exactly enough. On the other hand, the process can change over time, due
to varying working conditions or due to wearing or ageing situations. Then, in these
situations, the process model can be determined with data-driven parameter
estimation methods, by measuring the input and output signals, u(t) and y(¢), if the
basic structure of the model is known (Isermann 1997; Patton er al. 2000). This
strategy can also be considered as a data-driven adaptive approach to FDI, which can
be extended to FTC, as shown in the following chapters.

This approach is also based on the assumption that the faults are reflected in the
physical system parameters and the basic idea is that the parameters of the actual
process are estimated online using well-known parameter estimations methods. The
results are thus compared with the parameters of the reference model, obtained
initially under fault-free assumptions. Any discrepancy can indicate that a fault may
have occurred. In the following, two different techniques can be compared. They
exploit different models for describing the input—output behavior of the monitored
system.

The first approach relies on the so-called Equation Error (EE) method, that is, the
SISO process is described by a discrete-time model of order n that is written in the
vector form in the following equation:

yt)=vTe [1.26]
where:

T =lay, ...an, b1, ..., by] [1.27]
is the parameter vector and:

U =yt —1),...,y(t—n), ut—1),..., ult—n)) [1.28]

corresponds to the discrete-time data vector. This scheme assumes that the faults and
disturbance effects can affect the process parameters, which can thus be used for the
change detection task.
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According to the representation sketched in Figure 1.8, the equation error e(t) of
equation [1.29] is introduced:

e(t) =y(t) —¥T O [1.29]
or, if:
y(t) _ B(z)
w = AC2) [1.30]
B(z)

z being the complex variable, and e the transfer function of the process, the
equation error via Z-transformation becomes:

e(t) = B(z)u(t) — A(2)y(t) [1.31]

in which A(z) and B(z) correspond to the estimates of the parameters of the
polynomials in A(z) and B(z).

u*(t) yH©
Plant model

u(t) ()

Error
computation

A

A

e

r J'

Parameter
estimation

Parameters

Figure 1.8. Data-driven fault diagnosis
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The parameter identification approach can be based on the well-known
least-squares (LS) estimate:

6 = [vT v~ teTy [1.32]

that is, the achieved minimization of the sum of LS is computed according to the
following equation:

J(©) =>,e%(t) =¢€Te

[1.33]
dJe) 0
a6 = :

As described in Patton et al. (2000) and Isermann (1992), the LS estimate can also
be expressed in recursive form (RLS) with respect to the estimates at the instant ¢,
witht=0,1,2, ---:

Ot +1)=O(t) + (1) [yt +1) — W7 (¢ + 1Ot + 1)} [1.34]

where:

1
V() = \IJT(tJrl)P(t)\If(tJrl)JrlP(t)ql(t+ 1)

[1.35]

P(t+1) [T —~()¥T(t+1)] P(t)

For improved estimates, filtering methods can be exploited. In particular, as
remarked in section 1.3.3, when the measurements acquired from the process under
diagnosis are affected by noise or uncertainty, a filtering technique can be used for
the parameter estimation (Jazwinski 1970).

When it is assumed that faults directly affect the process output, an output—error

(OE) method can be proposed. Under this assumption, instead of the EE computed in
equation [1.29], the OE is described in the form of equation [1.36]:

e(t) =y(t) —9(0,1) [1.36]

u(z) [1.37]
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represents the model output, that can also be used, as depicted in Figure 1.8.
Unfortunately, in this case, direct calculation of the parameter estimate © is not
possible, because e(t) is nonlinear in the parameters, as highlighted in equation
[1.37].

Therefore, the loss function of equation [1.36] as equation [1.29] has to be
minimized by numerical optimization methods. The computational effort is then
much larger and online real-time application is, in general, impossible. However,
relatively precise parameter estimates may be obtained.

If a fault within the process changes one or several parameters by A©, the output
signal changes for small deviations according to the description in equation [1.38]:

Ay(t) = OT(t) AO(t) + ATT (1) O(t) + AV () AO(2) [1.38]

and the parameter estimator indicates a change A©.

Generally, the process parameters © depend on physical process coefficients p
(such as stiffness, damping factor, and resistance), as represented by equation [1.39]:

O = f(p) [1.39]

via nonlinear algebraic relations. If the inversion of the relationship in equation [1.40]:
p=f"(©) [1.40]

exists (Patton et al. 2000), the changes Ap of the process coefficients can be
calculated. These changes in the coefficients are in many cases, directly related to
faults. Thus, although the knowledge of Ap facilitates the fault diagnosis problem, it
is not necessary for fault detection only. Parameter estimation can also be applied to
nonlinear static process models (Isermann 2005).

1.4.2. Machine learning approaches to fault diagnosis

This section recalls data-driven approaches that are based on fuzzy systems and
NNs, and are used to implement the fault diagnosis block. In this section, a brief
introduction on the general structure of a fault diagnosis system relying on fuzzy
systems and NN is proposed. In particular, their architectures of open-loop NARX
systems are reported, since they represent, in combination with proper training
algorithms, the exploited solutions for the implementation of the fuzzy systems and
NN fault estimators.
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With reference to fuzzy system modeling, the design of the fault diagnosis
module is achieved by means of Takagi—Sugeno (TS) prototypes. Indeed, the
unknown relationships between noisy measurements and faults are provided by fuzzy
models, which consist of a number of rules connecting the inputs with the output of
the system under investigation, on the basis of a knowledge of its dynamics in form
of IF = THEN relations, processed by fuzzy reasoning (Babuka 2012). In fact, the
approximation of nonlinear Multi-Input Single—Output (MISO) systems (but
extension to MIMO systems can also be considered) can be achieved by the TS fuzzy
reasoning, as reported in Fantuzzi and Rovatti (1996) and Rovatti (1996). According
to the TS modeling approach, proposed in Takagi and Sugeno (1985b), the
consequents become crisp functions of the input, while the antecedents remain fuzzy
propositions, therefore the fuzzy rule takes the form of:

R; : IF (xbelongs to the i-th cluster) THEN

T [1.41]

Yi =a; T+b;
where ¢ indicates the number of rules. The antecedent does not differ from the
Mamdani rules, with a combined membership function \;(z) that takes into account
the logical connectives expressed by lin