
PRINCIPLES OF
TESTING ELECTRONIC
SYSTEMS



*** page ii ***



PRINCIPLES OF
TESTING ELECTRONIC
SYSTEMS

SAMIHA MOURAD
Santa Clara University

YERVANT ZORIAN
Logic Vision

A Wiley-Interscience Publication

JOHN WILEY & SONS, INC.

New York • Chichester • Weinheim • Brisbane • Singapore • Toronto



This book is printed on acid-free paper. 7∞

Copyright  2000 by John Wiley & Sons, Inc. All rights reserved.

Published simultaneously in Canada.

No part of this publication may be reproduced, stored in a retrieval system or transmitted
in any form or by any means, electronic, mechanical, photocopying, recording, scanning or
otherwise, except as permitted under Sections 107 or 108 of the 1976 United States Copyright
Act, without either the prior written permission of the Publisher, or authorization through
payment of the appropriate per-copy fee to the Copyright Clearance Center, 222 Rosewood
Drive, Danvers, MA 01923, (978) 750-8400, fax (978) 750-4744. Requests to the Publisher
for permission should be addressed to the Permissions Department, John Wiley & Sons, Inc.,
605 Third Avenue, New York, NY 10158-0012, (212) 850-6011, fax (212) 850-6008, E-Mail:
PERMREQ@WILEY.COM.

For ordering and customer service, call 1-800-CALL-WILEY.

Library of Congress Cataloging-in-Publication Data:
Mourad, Samiha.

Principles of testing electronic systems/ Samiha Mourad, Yervant Zorian.
p. cm.

“A Wiley-Interscience publication.”
Includes bibliographical references and index.
ISBN 0-471-31931-7
1. Electronic circuits—Testing. I. Zorian, Yervant. II. Title.

TK7867 .M697 2000
621.3815′48–dc21 99-052179

Printed in the United States of America

10 9 8 7 6 5 4 3 2 1



v

CONTENTS

PREFACE xv

PART I DESIGN AND TEST 1

1 Overview of Testing 3

1.1 Reliability and Testing, 3
1.2 Design Process, 4
1.3 Verification, 6

1.3.1 Functional Simulation, 7
1.3.2 Timing Simulation, 8

1.4 Testing, 8
1.5 Faults and Their Detection, 10
1.6 Test Pattern Generation, 12
1.7 Fault Coverage, 13
1.8 Types of Tests, 13

1.8.1 Exhaustive Tests, 13
1.8.2 Pseudoexhaustive Tests, 13
1.8.3 Pseudorandom Tests, 14
1.8.4 Deterministic Tests, 15

1.9 Test Application, 15
1.9.1 On-Line Versus Off-Line Tests, 16
1.9.2 Automatic Test Equipment, 16
1.9.3 On-Chip Versus Off-Chip Testing, 17



CONTENTSvi

1.10 Design for Test, 18
1.10.1 Controllability, 18
1.10.2 Observability, 19

1.11 Testing Economics, 19
1.11.1 Yield and Defect Level, 20
1.11.2 Fault Coverage and Defect Level, 21

1.12 To Explore Further, 22
References, 22
Problems, 24

2 Defects, Failures, and Faults 27

2.1 Introduction, 27
2.2 Physical Defects, 29

2.2.1 Extra and Missing Material, 30
2.2.2 Oxide Breakdown, 30
2.2.3 Electromigration, 30

2.3 Failures Modes, 31
2.3.1 Opens, 31
2.3.2 Shorts, 32

2.4 Faults, 32
2.5 Stuck-at Faults, 33

2.5.1 Single Stuck-at Faults, 33
2.5.2 Multiple Stuck-at Faults, 35

2.6 Fault Lists, 36
2.6.1 Equivalence Relation, 37
2.6.2 Dominance Relation, 37
2.6.3 Fault Collapsing, 37

2.7 Bridging Faults, 39
2.8 Shorts and Opens Faults, 41

2.8.1 NMOS Circuits, 42
2.8.2 CMOS Circuits, 43

2.9 Delay Faults, 45
2.10 Temporary Failures, 48

2.10.1 Transient Faults, 48
2.10.2 Intermittent Faults, 50

2.11 Noise Failures, 50
References, 51
Problems, 54

3 Design Representation 57

3.1 Levels of Abstraction, 57
3.2 Mathematical Equations, 59

3.2.1 Switching Functions, 59
3.2.2 Boolean Difference, 61



CONTENTS vii

3.2.3 Finite State Machines, 62
3.2.4 Transistor-Level Representation, 63

3.3 Tabular Format, 66
3.3.1 Truth Tables, 66
3.3.2 State Tables, 66

3.4 Graphical Representation, 67
3.5 Graphs, 68
3.6 Binary Decision Diagrams, 70
3.7 Netlists, 73
3.8 Hardware Description Languages, 75

3.8.1 Verilog Language, 76
3.8.2 VHDL Language, 77

References, 78
Problems, 79

4 VLSI Design Flow 81

4.1 Introduction, 81
4.2 CAD Tools, 82
4.3 Algorithms, 83
4.4 Synthesis, 85

4.4.1 Behavioral Synthesis, 88
4.4.2 Logic Synthesis, 89

4.5 Design Methodologies, 90
4.6 Semicustom Design, 92

4.6.1 Standard Cell Design, 92
4.6.2 Mask-Programmable Gate Arrays, 92
4.6.3 Programmable Devices, 94

4.7 Physical Design, 96
4.7.1 Floor Planning, 96
4.7.2 Placement, 97
4.7.3 Routing, 99
4.7.4 Back-Annotation, 102

References, 104
Problems, 105

PART II TEST FLOW 107

5 Role of Simulation in Testing 109

5.1 Introduction, 109
5.2 Simulation of Large Designs, 111

5.2.1 Test Benches, 111
5.2.2 Cycle-Based Simulation, 112



CONTENTSviii

5.3 Logic Simulation, 112
5.4 Approaches to Simulation, 113

5.4.1 Compiled Simulation, 113
5.4.2 Event-Driven Simulation, 114

5.5 Timing Models, 115
5.5.1 Static Timing Analysis, 118
5.5.2 Mixed-Level Simulation, 118

5.6 Fault Simulation, 118
5.6.1 Parallel Fault Simulation, 119
5.6.2 Deductive Simulation, 122
5.6.3 Concurrent Fault Simulation, 124

5.7 Fault Simulation Results, 126
5.7.1 Fault Coverage, 127
5.7.2 Fault Dictionary, 128

References, 129
Problems, 130

6 Automatic Test Pattern Generation 131

6.1 Introduction, 131
6.2 Terminology and Notation, 132

6.2.1 Basic Operations, 132
6.2.2 Logic and Set Operations, 133
6.2.3 Fault List, 134

6.3 The D-Algorithm, 135
6.3.1 Case of an Internal Node, 136
6.3.2 Case of a Primary Input, 139
6.3.3 Case of a Primary Output, 139
6.3.4 Alternative Strategies, 140

6.4 Critical Path, 140
6.5 Backtracking and Reconverging Fanout, 142
6.6 PODEM, 144
6.7 Other Algorithms, 144

6.7.1 FAN Algorithm, 147
6.7.2 SOCRATES, 147

6.8 Testing Sequential Circuits, 148
6.8.1 Functional Testing, 149
6.8.2 Deterministic Test Pattern Generation, 153

References, 160
Problems, 161

7 Current Testing 163

7.1 Introduction, 163
7.2 Basic Concept, 164



CONTENTS ix

7.3 Fault-Free Current, 167
7.3.1 Switching and Quiescent Currents, 167
7.3.2 Switching Delays, 168

7.4 Current-Sensing Techniques, 169
7.4.1 Off-Chip Measurement, 170
7.4.2 On-Chip Measurement, 172

7.5 Fault Detection, 173
7.5.1 Leakage Faults, 174
7.5.2 Bridging Faults, 175
7.5.3 Stuck-Open Faults, 176
7.5.4 Delay Faults, 176

7.6 Test Pattern Generation, 176
7.6.1 Switch Level Model-Based, 177
7.6.2 Leakage Fault Model-Based, 179

7.7 Impact of Deep-Submicron Technology, 180
References, 182
Problems, 184

PART III DESIGN FOR TESTABILITY 187

8 Ad Hoc Test Techniques 189

8.1 Introduction, 189
8.2 Case for DFT, 190

8.2.1 Test Generation and Application, 190
8.2.2 Characteristics of Present VLSI, 190

8.3 Testability Analysis 192
8.4 Initialization and Test Points, 196

8.4.1 Initialization, 197
8.4.2 Observation Points, 197
8.4.3 Control Points, 198

8.5 Partitioning for Testability, 199
8.6 Easily Testable Circuits, 206

8.6.1 C-Testability, 207
8.6.2 Scalable Testing, 210

References, 211
Problems, 213

9 Scan-Path Design 215

9.1 Introduction, 215
9.2 Scan-Path Design, 217
9.3 Test Pattern Generation, 218
9.4 Test Pattern Application, 219

9.4.1 Testing the Flip-Flops, 219
9.4.2 Testing the Combinational Part of the Circuit, 219



CONTENTSx

9.5 Example for Scan-Path Testing, 220
9.6 Storage Devices, 222

9.6.1 Two-Port Flip-Flop, 222
9.6.2 Clocked Latch, 223

9.7 Scan Architectures, 224
9.7.1 Level-Sensitive Scan Design, 224
9.7.2 Scan-Set Architecture, 226

9.8 Multiple Scan Chains, 226
9.9 Cost of Scan-Path Design, 227

9.9.1 Extra Area and Pins, 229
9.9.2 Performance, 229
9.9.3 Test Application Time, 229
9.9.4 Heat Dissipation, 229

9.10 Partial Scan Testing, 229
9.10.1 Definitions, 231
9.10.2 Selecting Scan Flip-Flops, 231
9.10.3 Test Application, 233

9.11 Ordering Scan Chain Flip-Flops, 233
9.11.1 Optimizing for Test Application, 233
9.11.2 Optimizing Interconnect Wiring, 235

References, 237
Problems, 238

10 Boundary-Scan Testing 241

10.1 Introduction, 241
10.2 Traditional Board Testing, 242
10.3 Boundary-Scan Architecture, 243
10.4 Test Access Port, 245
10.5 Registers, 246

10.5.1 Boundary-Scan Cell, 247
10.5.2 Bypass Register, 248
10.5.3 Boundary-Scan Register, 248
10.5.4 Instruction Register, 248
10.5.5 Device Identification Register, 249

10.6 TAP Controller, 250
10.6.1 Controller’s States, 251
10.6.2 Instruction Set, 251

10.7 Modes of Operations, 254
10.7.1 Normal Operation, 254
10.7.2 Test Mode Operation, 254
10.7.3 Testing the Boundary-Scan Registers, 256

10.8 Boundary-Scan Languages, 257
10.9 Cost of Boundary-Scan Design, 257

10.10 To Explore Further, 258



CONTENTS xi

References, 258
Problems, 259

11 Built-in Self-Test 261

11.1 Introduction 261
11.2 Pseudorandom Test Pattern Generation, 262

11.2.1 Linear Feedback Shift Register, 262
11.2.2 LFSR Configurations, 264
11.2.3 Mathematical Foundation of LFSR, 266

11.3 Response Compaction, 271
11.3.1 Parity Testing, 272
11.3.2 One Counting, 272
11.3.3 Transition Counting, 273
11.3.4 Signature Analysis, 274
11.3.5 Space Compaction, 279

11.4 Random Pattern-Resistant Faults, 281
11.5 BIST Architectures, 283

11.5.1 Built-in Self-Testing, 283
11.5.2 Autonomous Test, 284
11.5.3 Circular BIST, 284
11.5.4 BILBO, 285
11.5.5 Random Test Socket, 287
11.5.6 STUMPS, 288

References, 290
Problems, 291

PART IV SPECIAL STRUCTURES 295

12 Memory Testing 297

12.1 Motivation, 297
12.2 Memory Models, 298

12.2.1 Functional Model, 298
12.2.2 Memory Cell, 299
12.2.3 RAM Organization, 300

12.3 Defects and Fault Models, 301
12.3.1 Defects, 301
12.3.2 Array Fault Models, 301
12.3.3 Surrounding Logic, 305

12.4 Types of Memory Testing, 305
12.4.1 Specification Testing, 306
12.4.2 Characterization Testing, 306
12.4.3 Functional Testing, 306
12.4.4 Current Testing, 308



CONTENTSxii

12.5 Functional Testing Schemes, 308
12.5.1 MSCAN, 308
12.5.2 GALPAT Algorithm, 308
12.5.3 Algorithmic Test Sequence, 310
12.5.4 Marching Pattern Sequences, 310
12.5.5 Checkerboard Test, 311

12.6 Memory BIST, 312
12.7 Memory Diagnosis and Repairs, 314

References, 315
Problems, 316

13 Testing FPGAs and Microprocessors 319

13.1 Introduction 319
13.2 Field-Programmable Gate Arrays, 320

13.2.1 Architecture, 320
13.2.2 Programmability, 324

13.3 Testability of FPGAs, 326
13.3.1 Defects and Faults, 326
13.3.2 Approaches to Testing FPGAs, 326

13.4 Testing RAM-Based FPGAs, 327
13.4.1 Functional Testing, 327
13.4.2 IDDQ Testing, 330
13.4.3 BIST, 330
13.4.4 Diagnosis Testing, 332

13.5 Microprocessors, 333
13.5.1 Microprocessor Models, 334
13.5.2 Microprocessor Validation, 336

13.6 Testing Microprocessors, 336
13.6.1 Instruction Set Verification, 338
13.6.2 Testing the Datapath 339

13.7 DFT Features in Modern Microprocessors, 340
13.7.1 Testing Sun Microsystems Processors, 341
13.7.2 Testing Digital’s Alpha 21164 341
13.7.3 Testing the Intel Pentium Pro, 343
13.7.4 Testing AMD’s K6 344
13.7.5 Testing IBM S/ 390 345
13.7.6 Testing Hewlett-Packard’s PA8500, 346
References, 346
Problems, 350

PART V ADVANCED TOPICS 351

14 Synthesis for Testability 353

14.1 Introduction, 353
14.2 Testability Concerns, 354



CONTENTS xiii

14.3 Synthesis Revisited, 354
14.4 High-Level Synthesis, 355

14.4.1 Model Compilation, 357
14.4.2 Transformations, 358
14.4.3 Scheduling, 359
14.4.4 Allocation and Binding, 360

14.5 Test Synthesis Methodologies, 363
14.5.1 Partitioning, 364
14.5.2 Controllability and Observability, 365
14.5.3 Feedback Loops, 366
14.5.4 Scan Path, 368
14.5.5 BIST Insertion, 370

References, 373
Problems, 375

15 Testing SOCs 377

15.1 Introduction, 377
15.2 Classification of Cores, 378
15.3 Design and Test Flow, 380
15.4 Core Test Requirements, 382
15.5 Conceptional Test Architecture, 383

15.5.1 Source and Sink of Test Data, 384
15.5.2 Test Access Mechanism, 385
15.5.3 Core Test Wrapper, 386

15.6 Testing Strategies, 387
15.6.1 Direct Access Test Scheme, 387
15.6.2 Use of Boundary-Scan, 388
15.6.3 Use of Scan Path, 392

15.7 To Explore Further, 396
15.7.1 Virtual Socket Interface Alliance, 396
15.7.2 IEEE P1500 Standard, 397

References, 398
Problems, 399

APPENDIX A—BIBLIOGRAPHY 401

APPENDIX B—TERMS AND ACRONYMS 407

INDEX 411



*** page xiv ***



xv

PREFACE

The challenge of testing electronic systems has grown rapidly over the last
decade. This is due to the complexity of designing easily testable circuits. As the
technology feature size decreases and designers keep increasing chip size, test-
ing encounters difficult challenges. Along with this evolution in electronic sys-
tems, there is an evolution in design automation tools. Practically every phase of
the design process is presently automated, including high-level synthesis. Ear-
lier testability used to be considered only at the gate level. However, the com-
plexity of present circuits and the advent of systems on a chip (SOCs) makes
it mandatory to start considering testing early in the design process. All these
factors pose many challenges to the design and test engineers. These challenges
include, but are not limited to, development of more accurate failure modeling,
examining testability on a higher level of design representation, and embedding
more effective test constructs prior or during synthesis. Another major chal-
lenge to VLSI testing is the large volume of testing data that has to go through
the IC.

The rapid change in technology and the growing need for efficient solutions
to the problems encountered in design and test are still not matched with an
increase in the number of qualified engineers to handle these tasks. Many prac-
ticing engineers are involved in testing and design for test, but they rarely have
the opportunity to study the field in a systematic fashion. All their learning is
mainly on the job. Although learning by doing is an acceptable mode of acquir-
ing knowledge, it is much more productive if before being immersed in testing,
these engineers are knowledgeable of its foundation. It is for these engineers
that the book is mainly written. The major features of this book include:
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• Relevant discussion throughout the book of where the test is situated in
the design process

• Detailed discussion of issues related to scan path and ordering of scan chain
registers

• Self-test methodologies for random logic and memories

• Test methodologies for RAM-based FPGAs

• Chapter on testing a system on chip

To have a good foundation in testing, one must understand five basic disciplines:
(1) physical defects and their manifestation on the circuit level, (2) test pattern
generation for detecting faults, (3) the relationship of testing to the design cycle,
(4) design for test practice, and (5) testing the manufactured chip.

The first four disciplines are detailed in the book. The approach followed is
not theoretical. The intent here is to sacrifice theoretical elegance in favor of a
phenomenological understanding of the topic. For example, it is possible to use
solely a mathematical basis to explain the D-algorithm for test pattern genera-
tion. However, a flowchart explanation of the algorithm is sufficient and more
appropriate for its implementation in software tools. This pragmatic approach
does not exclude giving the readers the opportunity to explore the theoretical
foundation in depth. For this, the book includes a bibliography of specialized
testing books, a list of magazines and archival journals, and a list of Web sites.

The book is organized into five main parts. Part I consists of four chapters.
It is the road map for the book. From the onset it relates design and testing
for obtaining reliable electronic products. Chapter 1 is an introduction to the
objectives of the book in which we distinguish design verification from testing.
Whereas design verification checks the compliance of the design to specifica-
tions, the intent of testing is to show that the design implementation on silicon
is error-free. In this chapter we also briefly describe the preparation needed to
test the final product and the processes and tools used in this preparation: test
pattern generation and design to facilitate testability of the product.

Before detailing the topics presented in Chapter 1, it is important to know
the causes of product failures. In Chapter 2 we provide a thorough description
of the possible defects encountered in electronic products and explain the need
for mapping these defects to faults on the structural and behavioral levels of the
design. Most of the failures of an electronic product are due to manufacturing
defects, but they may also be due to noise induced by operation of the product.
Since the overwhelming majority of VLSI systems utilize CMOS, the emphasis
will be on MOS technology.

Preparation for testing the product starts from its inception as a design idea.
It is thus very important to learn how the design is represented at different
stages of its life cycle. Toward this end, we present in Chapter 3 a taxonomy
of design that is used to explain the various activities of the design cycle in
Chapter 4. The automated design processes are known as synthesis and follow
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algorithms that operate primarily on graphs. The knowledge gained in this part
has a twofold benefit. First, it will facilitate the understanding of the following
parts of the book. Second, it will mold a mind-set on why design and test can
no longer be independent topics.

Part II comprises three chapters. Although much effort at present is put to
use formal verification techniques in CAD tools, simulation is still the main
vehicle for design verification. It plays an indispensable role in product design
and testing. In addition, fault simulation helps in assessing the quality of the
test pattern generated to test the products. In Chapter 5 we show how fault
simulation evolved to facilitate the verification of today’s very dense and large
circuits.

In Chapter 6 we address what is known as deterministic test pattern gener-
ation. In general, test pattern generation relied on fault detection by measuring
the voltage signal at the circuit outputs. Today, in addition to voltage measure-
ment, current measurement is also used. This approach, which is known as
IDDQ testing, is possible only for CMOS circuits that constitute most present-
day electronic circuits. In Chapter 7 we present current testing, which is very
effective at uncovering many defects that voltage testing cannot detect. A new
paradigm of defect detection is becoming very relevant and is utilized in addi-
tion to traditional fault detection. Moreover, current testing facilitates defect
diagnosis.

In Part III we utilize the knowledge presented in the preceding seven chap-
ters and pave the way to designs that facilitate testing. This part of the book
consists of four chapters. In Chapter 8 we outline common sense approaches to
DFT. As simple as they are, these ad hoc techniques can be very powerful. For
example, a divide-and-conquer approach may make quite a difference in testing
a product. The next three chapters cover structured techniques. In Chapter 9 we
describe a way that helps reduce the complexity of mainly synchronous sequen-
tial circuits. Scan-path design is very widely used and is becoming a standard
feature in electronic circuits. It has also been practiced on asynchronous cir-
cuits. Chapter 10 is on boundary-scan design, a technique initially thought to
be used for printed circuit boards, which, however, is also becoming very useful
for integrated circuits. This DFT technique follows IEEE Standard 1149.1 and
is used for debugging and diagnosis. Chapter 11 is the last chapter in this part.
Built-in self-test (BIST) technique is effectively applied to random logic. It is
also used for memory testing, microprocessors, and FPGAs. After its principles
are explained, its use in conjunction with scan design for random logic is also
described.

In Part IV, which comprises two chapters, we investigate how testing is per-
formed or applied to the ubiquitous RAMs, FPGAs, and microprocessors. Each
of the three structures presented makes use of a functional fault model, since
the use of structural fault models would make their testing untraceable. Testing
based on the functional model also detects failures on the associated circuitry:
decoding logic and the attached registers.
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In Chapter 12 we investigate RAMs that have regular structures but are very
dense and cause a whole set of problems in their testing. These problems are
compounded when the RAM is embedded in logic chip or in a SOC. In Chapter
13 we address another two commonly used circuits. FPGAs come in different
varieties, but the main interest here is in RAM-based ones. They also have regu-
lar array structures and are much less dense than RAMs. Their regular structure
is exploited to make them C-testable. Microprocessors are some of the most
used designs, but their testability is not explored sufficiently. Few models are
used for testing microprocessors. Most embedded testability constructs, such as
scan path and BIST, are widely used in microprocessor testing.

Part V is a synthesis of all the main topics covered in earlier chapters. As
we advocated there, the design cycle should incorporate test preparation and
design for testability constructs and be thought of as the design for a testabil-
ity cycle. The two-pass approach that first completes the design then adds on
these constructs and usually yields a lower-than-desirable circuit performance.
Instead, a one-pass approach that includes the testability issues from the onset
of the design cycle results in a circuit that is optimized for area, performance,
and testability. In Chapter 14 we illustrate how constraints are placed on the
synthesis process to achieve this one-pass approach. All knowledge acquired
so far is utilized in Chapter 15. However, now additional problems are encoun-
tered, which are caused by embedding a variety of pre-designed blocks on the
same IC. The volume of testing data increases but the throughput is still low.
Testing SOCs is presenting a challenge to the testing community.

The presentation in the book combines the long teaching experience of one
of the authors and the intensive industrial experience of the other author. In
selecting and presenting the topics, we strove for a balance between the edu-
cational merits and the practical reality of testing.
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