Come, let us rely on friends for once
Let us make life easy on us

Let us be lovers and loved ones

The earth shall be left to no one.

—Yunus Emre, the legendary mystic folk poet (1238—-1320)

FUNDAMENTALS OF COMPONENT
AND SYSTEM RELIABILITY

AND REVIEW OF SOFTWARE
RELIABILITY

Nutshell 1.0

In this chapter we introduce some of the basic concepts, and mathematical and
statistical functions used in hardware or software reliability and security eval-
uation. In the first section of this chapter we review some common statistical
properties of density functions. In the second section we introduce some functions
of importance in reliability. In the third section we introduce an extended list of
statistical distributions that can be used in reliability, and we discuss how to gen-
erate random variables of interest using simulation methods. In the fourth section
we study the testing of reliability in a variety of data forms. In the fifth section we
move away from the components and start dealing with system reliability together
with redundancy aspects and limitations. In the final section we introduce and
review in depth some basic concepts and models used in software reliability.

1.1 FUNCTIONS OF IMPORTANCE IN RELIABILITY

In reliability theory there are a number of density functions of particular impor-
tance because of their theoretical and practical utilization and for their useful-
ness in illustrating statistical and reliability concepts. In this section, densities
generally used are presented together with their more important characteristics.
Some of the the most commonly used continuous density functions included
are the exponential, normal, rectangular, Weibull, lognormal, and gamma. The
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2 FUNDAMENTALS OF COMPONENT AND SYSTEM RELIABILITY

characteristics presented are those normally considered important in reliability
technology, including the reliability function R(¢), hazard function 4(¢), mean,
variance, mode, and region of definition.

The derivations of these characteristics are readily available in statistical texts
and are not presented here. It will be an excellent exercise for the reader to verify
these derivations. The following definitions are pertinent for the derivations. More
detail on these definitions is provided throughout.

1. The reliability:
tll
R(t) = / Fdt )
t

where f(¢) is the probability density function and ¢, is the upper bound on
the region of definition of f(z).

2. The hazard function:
_J®
h(t) = RO @)

3. The mean:

,u:/tf(t)dt (3)
D

where D (domain) is the region of definition of f(z).
4. The variance:

ol = f t—w*f)dt = / £ f(t)dt — p? “)
D D

5. The mode is that value of ¢ (if it exists) such that f(¢) is a maximum there
for densities with a single maximum.

6. M is the median or 50th percentile if

M
0.50 = f Fydi 3)
0

There are several functions of fundamental importance in modern reliability
engineering [1]. Most of these are also important in applied and theoretical statis-
tical studies. All are presented here for completeness. The first and fundamental
function of importance is the density function (Figure 1.1). For a discrete variable
(defined only at specific points ¢y, 1,, . .., t,), the density function gives the prob-
ability of occurrence of each point and is denoted P (¢). For a continuous variable
(defined for all 7 in an interval I), the density function, denoted f(¢), gives the
relative frequency with which the ¢-values occur. Characteristic of the density
function is the fact that Z;’:l P (t;) = 1 for the discrete case and f pfdr=1
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f(1)

FIGURE 1.1 Probability density functions.

for the continuous case. D denotes the domain of definition or interval of inte-
gration. All other functions considered depend on the density function and its
characteristics.

The second most important function from an estimation and interpretation
standpoint is the cumulative density function (Figure 1.2). It is denoted F(¢) and
is given as follows, where k is the number of discrete values and ¢ is the lower
limit of domain D in the continuous case:

k

F() =) P ©6)
i=1

F(t) = / faydr )

The cumulative function thus gives the probability of a value less than or equal
to ¢ (or #;) or by the fraction of values that are less than or equal to ¢ (or #;).
By appropriate use of this function, it is impossible to evaluate a substantial

0.5

F(t)

FIGURE 1.2 Cumulative distribution function.
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number of probabilities of interest. For example,

Pt >1t)=1—F(t) )
P(ta <t =tp) = F(tp) — F(ta) C))
P(1 < 19) = F(t) (10)

The joint density function of n independent random variables is given by

f,t, .. ) = filt) fr() -+ fulty) (11)

This function is one of primary importance in estimation because it permits
definition of the likelihood function for a random sample of size n. The likelihood
function is defined as the joint density of the sample. If we have a random sample
t1, t, ..., t, and all #; have the same density (as is the case in random sampling),

fi,ta, .o ) = f@D)f@) - f(t) (12)

The marginal density is defined when the density function is of higher order
(a density function of more than one variable) as the function

Fe) = / Fxy)dy (13)
R,

where R, is the range of the y’s, f(x,y) is the density of x and y, and fx(x)
is the marginal density. Thus, the marginal density may be considered to be the
result of eliminating random variables that are not of interest.

The conditional density is a density that describes a random variable (or vari-
ables) when other random variables are assigned specific values. Thus, if f(x, y)
is the joint density of x and y, the conditional density of f(x|y) is a function
of x at a specified y such that

b
F<a<x<b|y)=/ Foxly)dx (14)

Consider an arbitrary failure distribution given by f(¢) for t > y, and O other-
wise. In addition to the usual statistical functions, such as the cumulative density
function; F (), which are of importance in reliability, the following are some of
the others [2].

1. Reliability function and reliable life. The reliability function, R(t) (Fig-
ure 1.3), is the probability that failure occurs after time ¢ and is defined as

R(t):/oof(x)dx=1—F(t) (15)
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0.5 1

R (t)

FIGURE 1.3 Reliability function.

The reliable life, pg, sometimes called the minimum life, is defined for any speci-
fied R such that

R(t) = f(@)dt = R(pr) (16)

The reliable life, pg, is the same as the gth quantile, where ¢ = 1 — R. A special
case is when R = %; pr then becomes the median. Similarly, when R = ‘—11, PR
becomes the first quartile, or 25th percentile, and when R = %, Pr becomes the
third quartile, or 75th percentile.

2. Moments. When the threshold y is a finite value, the moments of the failure
distribution may be found from R(#). The kth moment of t is defined as

1), :/ K f@t)de = y"+k/ ' R(t) dt (17
- 14

o0

In particular, when k = 1 and y = 0, the mean time to failure (MTTF) is given by

MTTF:;L=/ tf(t)dt:—/ tzdt
Y Y
=—tR(®) | + foo R@)dt = /oo R(t)dt (18)
1% 0

3. Failure rate, hazard rate, and retired life. For a period of length &, the
failure rate, G(t, §), is defined as

t+8 _ B
Guo L [TI®, _Fe+®-F® _RO-RE+?

X = (19)
5). R SR(t) SR(t)
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The hazard rate or instantaneous failure rate, h(t), is the limit of G(¢, ) as §
approaches zero:
t
h(t) = L (20)
1—-F@)

The retired life, or replacement life, &, is defined for any specified & and given by

0!

= 21

R(&)

4. Life expectancy. Suppose that an item has survived until time 7. Then the
expected additional life expectancy, L(t), is given by

Ly=1 1 [=
%[ R(f)dl, T>,LL

(22)

5. Probable life. The probable life, B(T), is the total expected life of an item
of age T':
B(T)=L(T)+T (23)

1.2 HAZARD RATE FUNCTIONS IN RELIABILITY

Sometimes in selecting the distribution of failure times, one must use empiri-
cal data. For nonsymmetrical probability density functions the major difference
between densities will be in the long tail. However, due to limited sample sizes,
we have sparse data for this tail. As an alternative, we may appeal to physical
considerations to select the function, or as it is commonly called, the hazard rate.
The hazard rate or hazard function is also interpreted as the instantaneous failure
rate. It is also known as the force of mortality in actuarial science and as the
intensity function in statistical extreme value theory. Let F(¢) be the cumulative
distribution function (c.d.f.) of the time-to-failure variable, 7, and let f(x) be
the corresponding probability density function (p.d.f.). Consider the probability
that the item fails in the interval (¢, r + At] given that it has survived until time ¢:

Pt <T <t+A0IT >1)= F(IT_A%)FU)

24)

Dividing this probability by the length of the interval, A¢, gives a “per unit time”
value. The hazard function or instantaneous failure rate is given by (Figure 1.4)

b = fim FEHAD=F@O) _ 1O

= (25)
a0 At[l — F(1)] R(t)
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h(t)

v

t

FIGURE 1.4 Hazard function.

by the definition of the derivative of F(¢) and since the reliability R(f) = 1 —
F(t). Now, on the basis of physical considerations we can choose a functional
form for h(¢). Making use of the relationship (25) and that f(¢) = —R'(t), we
can write

1
h(t)dt = o) dR(t) (26)

Recalling that R(0) = 1, and integrating over the range (0, t), we obtain

t R(t) 1
/0 h(x)dx = —/1 Rog ARG = ~InR() 27)
InR(t) = —fth(x)dx (28)
0

and finally, the general reliability equation,

R(t) = exp [—/ h(x) dx] (29)
0

There are three general types of hazard rates, as illustrated by the bathtub
curve, detailed descriptions of which can be found in most textbooks on relia-
bility (e.g., [3]). The first part of the curve represents initial failures and has a
decreasing hazard rate. These failures correspond to infant mortalities, such as
those caused by hereditary defects and childhood diseases. In reliability appli-
cations these failures are generally caused by poor workmanship (e.g., poorly
soldered connections, nuts not tightened, untested equipment). The second part
of the curve is the chance failure portion, usually represented by a constant hazard
rate. Here failures are due to severe and unpredictable environmental conditions.
For human mortality tales, this period would represent deaths by accidents or
unusual diseases, for example. In reliability applications, failures occur because
of unusual events such as shocks and sudden voltage surges. The final portion of
the curve, which has an increasing hazard rate, corresponds to wear-out failures.
In humans, these are failures due to heart diseases and deterioration of a body’s
organs. For physical processes these failures would be caused by wear, so that
parts no longer fit, for example. Specifying a functional form for the hazard rate,
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S0

h(t)exp

—j([)h(x)dx

—R'(t)
R(1)
RO > o

exp [— J:)lz(x)dx ]

FIGURE 1.5 Reversible mathematical relationships among f(¢), h(t), and R(¢).

we can, using equation (29), find the functional form of the reliability function.
Figure 1.5 shows the relationships studied above [4].

1.3 COMMON DISTRIBUTIONS AND RANDOM NUMBER
GENERATIONS

In this section we present some of the popular distributions used in reliability
applications [5]. A summary of the distributions that receive most of the attention
in reliability engineering is shown in Table 1.1. In the following sections we use
the abbreviations p.d.f. for probability density function, p.m.f. for probability
mass function, and c.d.f. for cumulative density function. The random number
generations for each distribution for x (or 7) will follow each [7,8].

1.3.1 Uniform (Rectangular) p.d.f
As the name implies, the uniform p.d.f. treats all values that have the same

likelihood over the interval (a, b):

1
f)y=1b-a’

0, otherwise

a<x<b (30)
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The c.d.f. of the uniform random variable X is

0, x<a
xX—a
F(x) = , a<x<b 31
b—a
1, x>b

Note that median = E(x) = (a + b)/2 and Var(x) = (b — a)?>/12. No mode
exists.

How to Generate Random Numbers from a Uniform p.d.f.

Using the inverse transform technique, u = (x —a)/(b — a) yields x* =a +
(b — a)u;, where u; ~ U (0, 1) are generated through software or from a random
number table such as Appendix 1A.

1.3.2 Triangular p.d.f.

A triangular p.d.f. models a process if only minimum (a), maximum (c), and
mode (b) values are known, such as the times for life testing a product until
defective units are detected. It has the p.d.f.

M’ a<x< b
(b —a)c—a)
fx) = 2(c —x) ’ b<x<c (32)
(c=b)(c—a)
0, otherwise

Ex)=(a+b+c)/3, Var(x)=[ala—D)+c(c—a)+bb —c)]/18, and
mode = 3E(x) — (a + ¢). The c.d.f. is

0, x<a
(x —a)?
(b—a)c—a) asx=b
F(x) = (33)
(c — x)?
N A— b<x<c
(c—a)(c—D)
1, x>c

How to Generate Random Numbers from a Triangular p.d.f.

Generation of a triangular p.d.f. deviates by the inverse transform technique
solving for u = F(x):
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b—a

a+/I[(b—a)(c—a)ul, 0<u<
¥ = g °° G4
¢ —/[(c —a)(c — b)u], p— <u<l

Therefore, first generating u;, check if it is between the limits 0 and (b —a)/
(c — a). If yes, use the first row in the random number equation above. Otherwise,
use the second row.

1.3.3 Negative Exponential p.d.f., Pareto, and Power Functions

One of the most common distributions used in reliability is the negative expo-
nential distribution. One characteristic that has contributed to its popularity is
the ease with which the distributions of statistics under various sampling plans
can be derived. It is also used widely in queuing theory, since the time between
arrivals may be negative exponentially distributed. Hence, for the exponential
distribution, a device that is T units old but still operating has the same relia-
bility as that of a new device. Obviously, this reliability function is not suitable
for the infancy and wear-out portions of the bathtub hazard rate.

How to Generate Random Numbers from a Negative Exponential p.d.f.

Using the inverse transform technique, where 0 < u; ~ U(0,1) < 1 is the uniform
random number,

up=Fx)=1—e", 0<Fx) <1, A>0 (35)

€_)Lx =1- u; (36)
In(e ™) = —ix = In(1 — u;) (37)
% _ _ln(l - u,‘) or x* — _ln(ui) (38)

A A

is the negative exponential random deviate, since if u; is uniform, so is 1 — u;.
Sometimes called antithetical variables in simulation studies, 1 — u; are used to
help reduce the sampling error.

If the time spent in each stage, X; and X5, is independent and exponentially
distributed with respective parameters A and A,, where 1| # A, the overall time
Y = X; 4+ X, is hypoexponentially distributed [i.e., Y ~ Hypo(A;, A,)] with f(¢)
and R(t) given by

AlAg

f) =

X@*”—ehu t>0 (39)
2 — M

Ay AL
e At e Aot

R(t) = ————
© A2 — A A2 — A

t>0 (40)
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Similarly, for k sequential stages with unequal rates, and if 0 < A;, Zle pi =1,
and 0 < p; < 1,then Y = X; + X, + - - - + X} becomes k-phase hyperexponen-
tially distributed with the p.d.f.

k
fO =) piie™,  1=0 (41)

i=1

k ' .
FO =Y pili—e =3 p =3 pre
i=1

i=1 i=1

=1-) pe, 120 42)

h(t) = ; t>0 (43)

k
R() = % =Y pe = 1- F@) (44)

Note that h(¢) is a decreasing failure rate. The hyperexponential distribution
has more variability than the negative exponential distribution. Therefore, if
the product is manufactured in several locations or stages, the failure density
of the overall product is hyperexponential, known to be a mixture distribution.
For the special case of k =2, Y ~ Hyper(Ly, X,), f(¢) and h(¢) are

f(t) = pire ™" + pahae™ (45)

ht) — piire ™M+ prdye ! 46
) = ryy mrw (46)
pie + p2e

If A; = Ay, then Y ~ two-stage Erlang (k = 2) (see Section 1.3.4). On the
other hand, the double exponential distribution, also called as the Pareto or
hyperbolic or power-law distribution, used to model the amount of central pro-
cessing unit (CPU) time by an arbitrary process or the thinking time of a Web
browser, to cite a few examples, has the following values:

fx) =cx7, l<x<oo, ¢>0 47
Fx)=1—-x"¢ (48)
Rx)=x"¢% ¢>0 and R#) =0, ¢<0 (49)
E(x) = ¢ c>1 (50)

c—1’
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2
c c
Var(x):c_—2—<c_l> s c>2 (51)
c
h(t) = — (52)
X

A function very similar to the Pareto is the power function, where f(x) =
cx“~1, the power of x being positive ¢, not negative. The mode is 1 for ¢ > 1
and O for ¢ < 1.

F(x) =x° (53)
R(x)=1—x¢ 54

M (median) = (0.5)"/¢ (55)
E(x) = cj— 1 (56)
Var(x) = ¢ (57)

(c+2)(c+1)?

How to Generate Random Numbers from the Pareto and Power Functions

By the inverse transform technique, U (0, 1) = F(x), thatis, | —x“=u, 1 —
u=x"°0—-u"'=x 1 —u)"" = x, and therefore for the Pareto function,

1 1/c
x*=(1_u’> (58)

Again using the inverse transform technique, x¢ = u, and then taking the (1/c)th
root of both sides, we obtain for the power function distribution

x* = (up)'e (59)

1.3.4 Gamma, Erlang, and Chi-Square p.d.f.’s
The general form of the gamma distribution is

e—1,—1/B
- >
fo={pre@ '°

0, otherwise

0, a,f>0 ©0)

When « is an integer, this distribution is also known as the Erlangian distribution,
and when « = 1, the gamma density reduces to an exponential distribution with
B = A~!. For example, a computer network fails when a mainframe computer
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and two backup servers fail, and each may have a time to failure that is negative
exponentially distributed.

The Erlang distribution may be obtained as the distribution of the sum of «
many independent identically distributed (i.i.d.) exponential random variables.
Suppose that the failure of a device occurs when the kth shock arrives if a Pois-
son process with a parameter A generates the shocks. Let the random variable T
denote the arrival time of the kth shock. Then T = Zf: 1 Ti, where T; is the time
between the (i — 1)st shock and the ith shock. Then, from the property given
above,

)\‘ktk—le—kt
s t>0, Th=(k—1)
f0=1"T® ®=¢=D 61)
0, otherwise
r—1
Ar)k
R(t) = Z (k') e M, t>0, A>0 (62)
k=0 :

This is also called the k-stage Erlang and is the same formula as equation (60)
with 8 =A7! and o = k.

How to Generate Random Numbers from the Erlang Distribution

To generate an Erlang random deviate, we take advantage of the fact that the
negative exponential is a special case of the Erlang distribution with the shape
parameter o = 1. Therefore, we can generate an Erlang deviate by summing o
negative exponential random deviates with mean g = A~! as follows:

o

—In(1 — u;
I*ZZM (63)
k=1

Another use of the gamma distribution is for a parallel standby system with
n identical devices. In this type of system, the system fails when all devices fail,
and the system operates when only one device is operating at a time. Then the
time to system failure, or the sum of the n failure times, has a gamma distribu-
tion with 8 = A7! and @ = n. If X ~ Gamma(, B), Y i, X; is distributed as
Gamma(ma, B).

How to Generate Random Numbers from the Gamma Distribution (Johnk’s
Rejection Technique)

Let o be a noninteger shape parameter, o; = [«], the largest truncated integer of

«, and u; be the ith uniform random number, O < u; < 1. Then:

1. Let x = —InJ[7L, u;.
2. SetA=a—wa;, B=1-—A.
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a. Set j = 1.

b. Generate random number u; and set y; = (u;)"/4.

c. Generate random number u ;1 and set y» = (uj11)"/5.

d Ify,+y<1,gotof

e. Set j = j+2and go to b.

f. Let z = y;/(y1 + y2), which is a beta random deviate with parameters
A and B.

3. Generate the random number uy and set w = — In(uy).

4. The random deviate desired for a gamma p.d.f. is then G = (x + zw)B.

If X ~ Gamma(x = 0.5, 8 = n/2), X is said to have a chi-square distribution
with n degrees of freedom. Then E(x) = n, Var(x) = 2n, and mode =n — 2,
n > 2[10].

How to Generate Random Numbers from the Chi-Square Distribution

A chi-square random variable with n degrees of freedom is the sum of squares
of n independent normally distributed random variables with ; = 0 and 02 = 1,
that is, Y_;_ [N(0, D]

Case 1. For n even:

n/2
x* = —0.51In (]‘[ u,-) (64)
i=1

Case 2. For n odd:

(n—1)/2 n
x* = —0.51In < ]_[ ui> + Z [N, D]? (65)

i=1 i=1

Another important analysis useful in standby redundancy is having two iden-
tical components, X and Y, each with a negative exponential time to failure with
parameter A. Only one component is required to be working for the system to
operate. The second, spare component is a “cold standby,” inactive unless called
for. Then Z = X 4 Y has a gamma density using the convolution formula, where
f(z) = A%ze ™, z > 0. Hence, Z ~ Gamma(x = 2, 8 = A~!), which is a two-
stage Erlang distribution, whose reliability function is given by equation (41) as

R(t) = (1 4+ r)e ™™, t>0 (66)
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For the sake of comparison of simplex active parallel and standby parallel,
the reliability values for any given A are larger (favorable) for the standby than
for the simplex. As a consequence of this theorem, the reliability expression for
a standby redundant system with a total of n components each of which has a
negative exponentially distributed lifetime is shown as in (62) by

n—1

N0t
Rstandby(t) = Z X! e y t>0, A>0 (67)
k=0 :

1.3.5 Student’s ¢-Distribution

Let X be N(0,1) and Y be Xf, independent of each other. Thenset T = X//Y /v,
which is defined as Student’s ¢ distributed with v degrees of freedom (d.f.) and
denoted by #,, which has the p.d.f.

T[(3) 0+ DI+ (?/r)]- /20D
VAV (v/2) ’
Student’s ¢, which is popularly used in confidence intervals and hypothesis testing

for small samples (n < 15) with an unknown variance (o) is symmetric. Mode =
median = u = 0.

—0 <l <0 (68)

fr@®) =

Var(T) = Lz b2 (69)
v J—

How to Generate Random Numbers from the t-Distribution

Provided that a source of random deviates from a chi-square distribution (Xf)
with v degrees of freedom, one generates a t-deviate with v — 1 degrees of
freedom as follows:

N, D)

*
Xy
v—1 /—Xg/v

(70)

1.3.6 Fisher’s F -Distribution

Let X be x; and ¥ be x; independently, and set Fy,, ., = x; v2/x:,v1- The
random variable F ! has a p.d.f. with v, and v; degrees of freedom interchanged
compared to the original at a level of 1 —« (i.e., Fi_g1,.1,):

F[(l/z)(‘)l + V2)](U1/V2)V1/2
['(v1/2)T(v2/2)
o f(V1/2)—l
[1+ (vl/vz)f](l/z)(vlJrvz) ’

fr(f) =

f>0 and fr(f)=0, f=0
(71)
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E(F)=—2_ =2 (72)
V) — 2
—2
mode = 21— (73)
vi(va +2)
202 2
Var(F) = 220t =2 vy > 4 (74)

vi(va —2)2(v, —4)’

The F-distribution is in common use in statistical estimation theory for comparing
variances in ANOVA (analysis of variance) to compare group means. Note that
(I/Fa,vl,uz) ~ Fl—oz,uz,vl [10].

How to Generate Random Numbers from an F-Distribution

Similarly, given two sources of random deviates from a chi-square distribu-
tion (x2) with v; and v, degrees of freedom, one generates an F-deviate as
follows:

2
* _ XVI V2

v, T2
Xy, V1

(75)

1.3.7 Two- and Three-Parameter (Sahinoglu-Libby) Beta p.d.f.’s

The beta distribution is quite useful in the theory of statistics and has a wide
variety of applications in applied engineering and quality control problems when
the random variable of interest varies between 0 and 1. This p.d.f. is very flexible
and is used to model bounded random variables with fixed upper and lower limits.
This variable can be shifted away from zero by adding a constant. It can also
have a larger range than O to 1 by scaling it with a constant larger than 1. It is
used in forming confidence intervals for tolerance limits in distribution functions.
It often occurs as both a prior and a posterior p.d.f. in the Bayes estimation,
where it is treated as a conjugate for binomial density. It is useful to establish a
relationship between the gamma and beta distributions. (See Figure 1.6 on page
32.) If a random variable y is distributed as Gamma(w;, ) and z is distributed
as Gamma(ay, B), then x = y/(y + z) is distributed as Beta(A, B), where it is
expressed as [10]

A

Var(x) = AB 77
M) = AT BT DA 1B 7n
mode = —A—1 A>1, B>1 (78)

A+B-2
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I'(A+ B
( + )XA71(1 _ x)Bfl
I'(A)I'(B)
_ (A+B—-1)! Al —x)B_l
(A—DI(B -1 ’
f) = ,
0<x <1, A and B integers
1
mx’“l(l —x)B 1, A and B nonintegers

where for A and B nonintegers, B(A, B) is the beta function:

_T'(A+B)

BA-B = rore —

1
/ w11 —w)B du
0

(79

(80)

8D

How to Generate Random Numbers from the Beta Distribution

Assume random variables, y ~ Gamma(A, 1) and z ~ Gamma(B, 1); then
y = —ln]_[?:l u; and z = —1In ]_[?SABH u;, so x* = y/(y + z) is the Beta(A, B)
deviate, where u; is a number from a uniform random generator and A and B
are integers. For A and B nonintegers, use the algorithm to obtain the beta devi-
ate in item 2f given in “How to Generate Random Numbers from the Gamma

Distribution” in Section 1.3.4.

For the three-parameter beta, otherwise known as the Sahinoglu—Libby p.d.f.
for the FOR [forced outage rate = uptime/(uptime + downtime) = (failure rate)/
(failure rate 4 repair rate) = A/(A + u)] with a Bayesian approach. See Chapter 5

and Appendix 5A for the derivation [11]. Let

a = number of occurrences of operative (up) times sampled

x7 = total sampled uptime for a up occurrences

b = number of occurrences of inoperative (down) times sampled

yr = total sampled downtime for b down occurrences

¢ = shape parameter of a gamma prior for component failure rate A

& = inverse scale parameter of a gamma prior for component failure rate A

d = shape parameter of a gamma prior for component recovery rate i

n = inverse scale parameter of a gamma prior for component recovery rate

In using the distribution function technique, the p.d.f. of FOR, denoted as
g = A/(A+ ), is obtained first by deriving its c.d.f. Gp(q) = P(Q <¢q) =
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P(A/(A 4+ p) < q) and then taking the derivative of gp(g) for 0 < g < 1.

F(a +b+c +d) (f +xT)a+C(n + yT)b+d(1 _ q)b+d—1qa+c—1

S = TG oT b+ d) I+ yr + 4G + 7 — 1 — yplrreerd
(o + B) e 1 o
TP et e 82
Terp 794 [1+q(L—1)] ®2

wherea =a+c,B=b+d, i =&+xr,and Bo=n+yr. f L =8,/B=1
or B1 = B,, the conventional two-parameter beta p.d.f. is obtained. An alternative
expression is

La+cqa+c—1 (1 _ q)b+d—1

_ 83
800 = B d at oll = (1 = Lygpibeed (83)
where
r T(b+d
B tdate = @Frore+d 5t (84)
T@+b+c+d) n+yr

How to Generate Random Numbers from the Sahinoglu—Libby p.d.f.

Assume the random variables y ~ Gamma(o; =a +c¢, f; =& + xr) and z ~
Gamma(a; = b +d, B, = n+ yr), where the random variable g = y/(y + 2)
has the p.d.f.

N N 1— m'—1 ,n'—1

gQ(‘])=7(m RPN Gt VA (85)
F(m’)F(n’) [a/ + q/(b/ _ a/)]m +n

and the c.d.f.
an’ _,
GQ((/I) =1- GFzm’.zlx’ b/m/q -1
an

=P |Foow > C1 = by (¢ -1 (86)

Resubstituting for ' =a+c, m'=b+d, b’ =& + x7, and @’ =n+ yr, we
obtain for equation (85)

T@a+b+c+d)
L@+l (®+d
N (1 _ q)berflanrcfl

(n+yr +q'(§ + xp —n — yp)letbtetd

go(q) = M+ yr)P T E + xp)te

87)
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where Snedecor’s F-distribution in equation (86) has been given by equation
(71). By the inverse transform approach, find the constant C; = inverse of
Fom 2 (1 — u;) as in equation (86):

an . a'n’ .

C =

isthe SL(e =a +c¢, B =b+d, L = B1/B,) random deviate, where u; is a ran-
dom uniform.

1.3.8 Poisson p.m.f.
The p.m.f. for a Poisson-distributed X is given by

X ,—A

A
P(X=x)="——,x=0,1,23,....,00 and A>0 (89)
X

The Poisson distribution is used to approximate the binomial distribution by
allowing the number of trials n — oo for p >> 0. This function is used to describe
the number of events to occur within some designated period of time, such as in
inventory and quality control, and queuing models, where arrival rates are often
considered to be Poisson distributed. The expected value of the Poisson random
variable is E(X) = A. Its variance is Var(X) = A. Note that Var(X) = E(X). The
Poisson rate A is defined as the number of occurrences expected per unit time.
Then the time between arrivals is negative exponentially distributed with mean
6 = A~' If Var(X) > E(X), it is a compound Poisson distribution [12—14].

How to Generate Random Numbers from a Poisson Distribution

The relationship between the negative exponential and Poisson distributions can
be used to generate Poisson random numbers. A Poisson x can be
defined as

x+1

dyi=1=>y (90)
i=1 i=1

where, using the inverse transform method, y; = A~!Inu; = @ Inu; are variates
from a negative exponential distribution of mean A~!. Cumulative sums of y;
fori =1, ..., k are generated until the inequality (90) holds. Then x* = x is the
Poisson deviate that terminates the summation and satisfies (90).

1.3.9 Bernoulli, Binomial, and Multinomial p.m.f.’s

A discrete random variable Y = {0, 1} is distributed as a Bernoulli p.m.f. if failure
probability P(Y = 0) = g and success probability P(Y = 1) = p add to unity



COMMON DISTRIBUTIONS AND RANDOM NUMBER GENERATIONS 21

(i.e., p+¢g =1). A sequence of n identical and independent Bernoulli trials,
where X = 27:1 Y;, will result in the Binomial(X;n,p) p.m.f. The expected
value for the binomial random variable is E(X) = np. Its variance is Var(X) =
npq, where Var(X) < E(X). For nonindependent (first-order Markov-dependent)
Bernoulli random variables in a sequence, the limit of the sum leads to a com-
pound Poisson, useful in systems such as electric power or computer networks
[15-17]:

B(X=k;n,p)=(Z)p"(l—p)”"‘, 0<k<n, p>0, p+g=1

oD

A similar method for generating random multinomial vectors involves an

extension of the binomial. Suppose, for example, that for a quadrinomial p.m.f.,
the line segment is drawn as

0] P1 | P2 | p3 | P4 1 (92

where 0 <u; < p1, p1 <u; < pi+ p2, and in general, fn_:ll Pm < U; <
> Pms Po =0, anzl pm = 1, where m = 4:

k
M(Xl=k1,Xz=k2,...,Xm=km;n,me=1)

m=1

. 1 phe ph —ky—ky—k
:(k],kz,k3)pllp22p3x(1_p1—pz—p3)" 1—ka—k3 (93)

How to Generate Random Numbers from the Bernoulli, Binomial,
and Multinomial Distributions

Generate a uniform number u;, and if 0 < u; < p, it is a Bernoulli success;
otherwise, it is a failure (i.e., p < u; < 1). Next, to generate a binomial random
sample of x* = k successes in n trials, draw n random uniform numbers and count
those less than the p that is given. Moreover, to generate a multinomial random
sample of x; = k,, successes in n trials for a given m, draw n random uniform
numbers and count the numbers falling in each of the m classes, yielding to
niny, ..., n,. It would be ny n, n3 ny4 as above in the example of m = 4 classes.

1.3.10 Geometric p.m.f.

The geometric p.m.f. of X is defined as the number of failures in a sequence of
Bernoulli trials until the first success occurs. Geometric p.m.f. is often regarded
as the only discrete equivalent of the continuous negative exponential distribution
with the memoryless or forgetfulness property. Letting p + g = 1, the geometric
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p-m.f. can be denoted in one of two ways, either (94) or (95):

pq”, x=0,1,2,3,... (94)
P(x) = 4
pg* T, x=1,273,... (95)
q q
Em =% Va() =% (96)
V4 V4

How to Generate Random Numbers from a Geometric p.m.f.
Employing the inverse transform method, x* is the desired geometric deviate for
P(X =x)= pqx_l, x=1,2,3,..., where u; ~ U(0,1):

. Inu;

i

= CD)

Ing
For the other alternative, P(X = x) = pg*,x =0,1,2,3, ..., it is slightly dif-
ferent (round up X7 to the next larger integer):

«  Inu;

Xi

= -1 (98)
Ing

1.3.11 Negative Binomial and Pascal p.m.f.’s

If we observe the number of trials until the kth success occurs, X is the negative
binomial (NB) random variable, which is when we stop. If we now observe the
number of trials up to and including when the kth success occurs, X is the Pascal
random variable. The NB random variable models the number of trials required
to achieve k — 1 successes: for example, the number of integrated circuits used
in computer hardware to find kK = 5 defective chips. The expected value of the
NB random variable is E(X) = ngp~!. Its variance Var(X) = ngp~2. Note that
Var(X) > E(X). To calculate, observe n — 1 trials with k — 1 successes. At the
nth trial, the long-awaited kth success occurs and the experiment is terminated.
Then X is the number of failures before the occurrence of the kth success for
the NB random variable.

— 1Y\ 4 _
NMX:kaU:(Z_1>ﬂIU—ka,
0<k<n, p>0, p+g=1 (99
P%mux=km4n=p(z:})pkwl—pfk

+k—1 .
=(”k_1 )pku—p) g

0<k<n, p>0, p+g=1 (100)
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When k =1 is the special case, the NB p.m.f. above reduces to the geometric
p.m.f. for the first success:

NB(k = 1;n,p) = (g) pg" !, where
n l/l!
= —F =1, =1,2,3,... 101
(0> 01(n — 0)! " (101)

How to Generate Random Numbers from the Negative Binomial
and Pascal p.m.f.’s

One way to generate random numbers from the negative binomial and Pascal
p-m.f.’s is to generate a sequence of Bernoulli random numbers, as in the case
of the binomial. Draw n random uniform numbers and record those less or more
than the p given. When a number greater than p reaches the prescribed number
of k successes, stop and identify that number as the NB random deviate. Since
NB is the sum of k£ — 1 geometric random variates, an alternative way to generate
an NB random number is

k k
% lnu,- lnu,-
xi:E:(lnq_l)ZE:lnq —k (102)
i=1

i=1

where we round up to the next-larger integer. For a Pascal random deviate, simply
sum k geometric deviates, x; = Zle (Inu;/Ing), to round up to the next-larger
integer.

1.3.12 Weibull p.d.f.

In recent years the Weibull distribution has become more popular as a reliability
function. It is named after the Swedish scientist Waloddi Weibull, who used it to
analyze the breaking strength of solids. A chief advantage of the Weibull distri-
bution is that as in the bathtub curve, its hazard rate function may be decreasing
for B < 1, constant for 8 = 1, or increasing for § > 1. When g = 2, the Weibull
is called the Rayleigh p.d.f. The hazard rate function is given by

prP!

ht) = —.

t>0, a,B>0 (103)

The Weibull density and reliability functions are, respectively,
P!
f) = ﬂ—ﬁe‘(f/“)ﬁ, t>0, o,f>0 (104)
o

Rt)=e " >0, a,f>0 (105)

The Weibull family of distributions is a member of the family of extreme value
distributions discussed later.

The Weibull distribution is probably the most widely used family of failure
(e.g., electronic component, mechanical fatigue) distributions, mainly because by
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proper choice of its shape parameter §, it can be used as an IFR (increasing
failure rate), DFR (decreasing failure rate), or CFR (constant failure rate, as in
the negative exponential case). Often, a third parameter, known as the threshold
or location parameter, ty, is added to obtain a three-parameter Weibull, where

Ry =e 7" t>4>0, a,B>0 (106)

How to Generate Random Numbers Using the Weibull Distribution

Employing the inverse transform method and solving the equation u = F(x) =
e=*/9" for x, we obtain u = 1 — e=*/9” and the random deviate for the Weibull
p.d.f.

xf=pl—In(l —upl™,  i=1,2,... (107)

As in the bathtub curve explained in Section 1.2, a component or, equally,
a system may possess three modes of failure, based on its decreasing, constant,
and increasing failure rates. Again, the bathtub curve of an individual unit may
be assumed to denote the sum of Weibull p.d.f.’s, as in the overall integral for
the overall reliability:

t ¢ B ¢ B2 ¢ B3
h(t) = / A)dt = (—) + (—) + (—> (108)
0 oq (0%) o3
t ¢ B
R(t) = exp |:—/ h(t) a’ti| =exp|— (—)
0 o
|: t B2 t B3
+exp| — (—) :| + exp |:— (—) :| (109)
(0%) (0%}

where, B8, < 1 refers to the infancy or commissioning period, 8, = 1 corresponds
to the constant failure or useful life period, and 83 > 1 symbolizes the wear-out
period. For such a system, preventive maintenance practices must be chosen
carefully for those intervals where the wear-out period is in effect. Preventive
maintenance therefore decreases reliability adversely in the infancy period; that
is, B1 < 1 is in effect. Needless to say, it has no effect on the useful life period.
Aside from preventive maintenance practices to increase instantaneous reliability,
corrective maintenance plays a significant role in reducing the number of failures
and the time required to make repairs. Then the notion of availability, A(t),
the proportion of time that a system or component is in an operational state,
proves useful. Maintainability is a degree or measure of how quickly a system
can be brought back into a repaired state following the failures experienced. If a
component or system cannot be repaired, its availability is equal to its reliability
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at that point. Therefore, in general terms,

1 T
At) = 7/ R(1) dt (110)
0

Hence, as the period T increases to infinity, the numerator integral approaches the
MTTF. However, the denominator becomes infinite, and the long-run availability
of a nonrepairable component or system becomes zero, since all fail with no repair
action, yielding an average availability of zero. This case is shown as

MTTF B
MTTF + MTTR

where MTTR is the mean time to repair (= 00).

A(o0) = (111)

1.3.13 Normal p.d.f.

The normal distribution is sometimes used as the wear-out density function.
During the wear-out phase of the bathtub hazard curve, component life follows
a normal distribution. It should be familiar to anyone who has studied statistical
procedures. This p.d.f. models the distribution of a process as the sum of a large
number of processes, although it cannot be used for negative times. The density
function of the random variable of the time to failure, T, is given as

_e-w?
202

1
f(f)=m€XP[

If we denote the standard normal distribution of z = (t — u)/o with © = 0 and
o=1by

:|, —co<t<oo, M,o0>0 (112)

2
¢(z)=\/%exp (—%) o0 <7 <00 (113)
and its c.d.f. by
D(z) =/ ¢ (u)du (114)

its reliability function is given by

R = / f)du :f ¢()dz =1— P(2),

l‘_
=P u=0, o=1 (115)
o

One difficulty with the normal distribution as a reliability function is that it allows
for negative values of the random variable. If ®(—u /o) is negligible, this causes
no trouble. If it cannot be ignored, the truncated distribution

f(t) = [q) (—_,u>1|l 1 exp [_M] t>0, p,o>0
o o~2m 202 |’ - ’
(116)
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should be used. Finally, by using the central limit theorem (CLT), the mean
of a sample of n mutually independent random variables with a finite mean
and variance is normally distributed asymptotically as n — oo. Measurement
errors often have this distribution, as in the case of all the (positive and negative)
deviations from Greenwich—London time for all the clocks around the globe. The
CLT also works for a sequence of nonindependent and nonidentical variables in
a system given certain statistical assumptions [17-22].

How to Generate Random Numbers from a Normal Distribution

Method 1: Law of Large Numbers An earlier method of generating exact standard
normal N (0, 1) deviates that takes advantage of the law of large numbers is to
generate a random sample of N uniform deviates and then calculate:
n
— u;
X = — 117)

- n
i=1

For large n, the distribution of X (= average of X) approaches normality by the
CLT. Actually, this happens for as small a value as n = 12; and it gets better
with increasing n. Since U (0, 1) variables have a mean of 0.5 and variance of
11—2, we can reformulate equation (117) to obtain the mean and variance by taking
n=12to get X ~ N(0, 1):

12 n 12
Y:/;Z(ui—o.S)=Zui—6 (118)
i=1 1

i=

This method of generating N (0, 1) is faster, but the characteristics of the statis-
tical distribution generated are not quite as good as those of the next method.

Method 2: Mathematical Derivation Technique This method, also called the
Box—Muller method (1958), combines the inverse transformation technique and
the polar coordinates method. It generates two random deviates from the standard
normal distribution upon generating a pair of uniform random numbers (u;, u):

X1 =+ (=21Inuy) sin 2w u, (119)
X, =+/(—2Inuy) cos2mu; (120)

1.3.14 Lognormal p.d.f.

A distribution useful in maintainability and certain fracture problems is the
lognormal distribution, which models the distribution of a process that can be
considered as the product (as compared to normal distribution, which goes for the
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sum) of a number of processes. For example, the rate of return on a compound-
interest investment is the product of the returns for a given number of periods. It
is used primarily for the wear-out region of the bathtub curve, where the wear on a
system may be proportional to the product of the magnitudes of the demands that
have been exerted on it. If the random variable T = ##,13 . . . t,, has the lognormal
distribution (whereas previously T = ) # was, by CLT, normally distributed),
the variable y =1In7T = > _In¢ is normally distributed. If the variables x; and
x» have lognormal distributions, the product random variable ¢ = xx;, is also
lognormally distributed. The p.d.f. of T is

_(nr —p?

1
ex
ot\/21 p[ 2072

If we let © = Inty, and o, = w, then

In(1/1)
exp| —— 5

f@) = ], t>0, wu,0>0 (121)

f@) = } t>0, and fo,w >0 (122)

1
wi~/2m

The corresponding c.d.f. is obtained by integrating over ¢ with a lower limit of
t = 0. The results can be expressed in terms of the standardized normal integral as

Ip

Fy(y) = ® (wl In i) (123)

For small values of w, the lognormal and normal distributions are similar in shape.
When the 1, is the median of the random variable 7', the mean and variance of
the lognormal p.d.f. for T are

2
1 = fpexp (%) (124)
o? = 1 exp(w?)[exp(w?) — 1] (125)

The lognormal distribution may be derived by the following argument. Con-
sider a certain process where failure is due to fatigue cracking. Let X| < X»
< --- < X, be a sequence of random variables denoting the size of the crack at
successive stages of growth. Assume that the growth is proportional to the size of
the crack. X; — X;_; is randomly proportional to X;_,. Failure occurs when the
crack size is X,. The proportionality factors, I1;, are independent but not neces-
sarily identically distributed random variables. Hence, skipping the intermediate
steps and equations yields

nX, =Y I;+InXo (126)

where X, is the initial size of minute flows, voids, and so on. By the CLT
(Section 1.3.13), the I1; converge in distribution to the normal distribution, and
hence In X,, is asymptomatically normally distributed.
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How to Generate Random Numbers from a Lognormal p.d.f.

Method 1: Law of Large Numbers One follows the same steps for the normal
random number generator presented above. The relationship of a lognormal vari-
able with median m = exp(xt) and shape parameter o to the standard normal
deviate N (0, 1), and the relationship of N (0O, 1) to the uniform random number
u; will give

12
x* ~me’VOD = mexpo (Z u; — 6) 127)

i=1

Method 2 See method 2 for the normal generator. One can apply the same
derivation for the lognormal deviate y, where y = Inx, y ~ normal, and x ~
lognormal.

1.3.15 Logistic p.d.f.

X is logistic if its p.d.f.

exp[—(x —a)/k] sech’[—(x — a)/k]
£y = p[—( )/ - ( / (128)
k{1 4+ exp[—(x — a)/k]} 4k
and its c.d.f., reliability, and hazard functions are
F(x)=1—[1+4 e ¥ 0/kl (129)
R(x) = [1 4+ e~ &~ ®/k~1 (130)
e~ (x—a)/k
h(x) = ———— (131)

k[l + ef(xfa)/k]

Also, E(x) = mode = median = a and Var(x) = b*> = k?>x?/3. For a standard
logistic, if a =0, k = 1,

b=3"Ykn (132)

How to Generate Random Numbers from a Logistic p.d.f.

By the inverse transform technique, u; = R(x) = [1 + e~ ®~9/¥]71 Jeads to
[(1 —u;)/u;] = e~ *~9/k Then taking the In of both sides, In[(1 — u;)/u;] =
—(x —a)/k; we get x' =a —kIn[(1 —u;)/u;l.
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1.3.16 Cauchy p.d.f.
X is Cauchy if

—00 <X <00 (133)

1O = G —ar b+ 11

as the ratio of two independent N (0, 1) random variables with a (location param-
eter) and b (scale parameter). The standard Cauchy is

1

_ =0, b=1 134
a(x2+1) “ (134)

fx) =

Symmetrical about x = 0, odd moments about the origin are zero and the mode is
at x = 0. The reciprocal of a Cauchy(a, b) random variable is also Cauchy(a’, b'),
where a' = a/(a®> + b?) and b’ = b/(a®> + b?).

How to Generate Random Numbers from a Cauchy p.d.f.

A Cauchy(0, 1) uses the ratio of two independent N (0, 1) standard random vari-
ables:

12
o u; —6
Xt = 72;21 : (135)

ijluj -6

where u; and u; are independent uniform variates, i, j =1,2,3,..., 12,

1.3.17 Hypergeometric p.m.f.

The probability of x many successes in a sample size of n out of X many
successes in a population of total N many elements is hypergeometric with a

p.m.f. given as
X N-X
n n—x

Px) = N (136)
n
with mean and variance
Eey < X 137
(x) = 5 (137)
Var(x) — nX/N)(1 — X/N)(N —n) (138)

N -1
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How to Generate Random Numbers from a Hypergeometric p.m.f.

Select n rectangular (uniform) independent random numbers, i = 1,2, ..., n, in
sequence. If u; < p;, record a success, and sum the successes to obtain x*, where
X .
= Ny =N, pi+1 = (Nipi —d)(N —i); and

d=1ifu; >p;, d=0ifu; < p; (139)

1.3.18 Extreme Value (Gumbel) p.d.f.’s

1. Smallest extreme value. Consider a sample of n independent identically
distributed random variables from a distribution with c.d.f. F(x). Then the c.d.f.
of x=minX;,i=1,...,nis

Gx)y=1—-[1-F)]" (140)

As n gets larger there are three possible resulting distributions (as in a series
system based on the principle that the system cannot get stronger than its weakest
or minimum element):

a. Type I distribution. If f(x) tends to zero exponentially as x — oo (i.e.,
normal distribution), then

G(x):l—exp[—exp(u)], —o<x <o, y,aa>0
o
(141)
b. Type II distribution. If the range of x is unlimited from below and if for
some o, B > 0, lim (—x)*F(x) = B, then

xX—y i
Gx)=1—exp (—) , —co<x <y, opf>0 (142
o

c. Type III distribution. If the range of x is bounded from below, that is,
F(x) =0,x <y < 00, and F(x) behaves like a(x — y)? for some o, B >
0, as x — y, which denotes uniform, exponential, and Weibull p.d.f.’s, then

xX—y p
G(x):l—exp(T), y<x<oo, «pf=>0 (143)

Type I asymptotic distribution of the smallest extreme results from defining
the hazard rate to be of the form e*. The type I function may also be used as a
failure model for a series system when the underlying distribution is exponential.
Type 1II distribution is not very useful in reliability since it is also defined in the
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negative domain. Type III functions include the Weibull distribution. If x =In T,
where T has the Weibull distribution, X has a type I extreme value distribution.
2. Largest extreme value. Consider a sample of n many i.i.d. (independent
identical distributed) random variables each having a c.d.f. of F(x). The distri-

bution of the largest is
U) =[FX)I" (144)

As n gets large, there are again three possible resulting distributions (as in a
parallel system based on the principle that the system cannot get weaker than its
strongest or maximum element):

a. Type I distribution. If f(x) tends to zero exponentially as x — oo (i.e.,
exponential), then

r=v

U(x):exp[—exp( )], —0o<x <oo, y,a>0 (145)

b. Type II distribution. If the range of x is unlimited from below and if for
some «, B > 0, lim (x)*[1 — F(x)] = B, then

_ —B
U(x) = exp <¥> . x>y (146)

c. Type Il distribution. If the range of x is bounded above F(x) =1,x > «
and for finite y, 1 — F(x) behaves like a(x — y)? as x — y (i.e., uni-
form), then

_ B
U(x) = exp (u) . x<y, @ B>0 (147)
07

Type 1 asymptotic distribution of the largest value may be used for corrosive
processes and for time to failure in parallel systems.

How to Generate Random Numbers from the Smallest Type I Extreme Value

Using the inverse transform technique for the smallest extreme value, x* = y +
aln(Iny;), oo < x < oco. For the largest extreme, the sign of x will be reversed.

1.3.19 Summary of the Distributions and Relationships
Most Commonly Used

Figure 1.6 shows the relationships among the distributions in Chapter 1.
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Relationship among most statistical distributions in Chapter 1
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1.4 LIFE TESTING FOR COMPONENT RELIABILITY

If the random variable X is for the lifetime or time to failure of a unit, then
study of this variable is defined to involve life testing or reliability theory. The
reliability of a component surviving until time X, is defined as the reliability
of the component at time X, and is denoted as R(X). Even though the ran-
dom variable is referred to as representing time, one may have other variables,
such as distance in the case of a vehicle. However, the same concepts would
apply [24].

1.4.1 Estimation Methods for Complete Data

We consider next the estimation of reliability and the parameters of the failure
distributions. There will be two situations: (1) when the failure distribution is
not known (i.e., the nonparametric case), and (2) when the failure distribution
is known (i.e., the parametric case). In each case, there will be another two
situations: (1) when the exact failure times are known, and (2) when the only
information available is the number of survivors at different points in time [1,2].
The data used in the estimation procedures are obtained primarily from life tests.
Life testing is a procedure in which the failure data are obtained from a sample
of N items put into the projected operating environment. If all units fail before
the test is terminated, it is a complete test. Otherwise, the test is incomplete
and censoring exists where the usual statistical calculations for MTTF (mean
time to failure) or u (average of failure times) no longer make sense. Type
I censoring occurs when a life test is terminated at a specified time, say Ty,
before all N items fail. Type II censoring occurs when the life test is terminated
at the time of a particular rth failure, r < N. A more complicated multiple
censoring scheme contains some items removed during the test, in addition to
failing.

In most reliability studies, the form of the distribution of the variable (time to
failure or an operational characteristic such as distance traveled) is assumed or
known. Occasionally, however, it is not possible to make an assumption concern-
ing the form of the distribution, in which case the nonparametric distributions
come into play. Both parametric and nonparametric methods will be studied. For
both analyses, data may be grouped or ungrouped. Ungrouped data occur when
individual component failures are recorded in a laboratory setting when the sam-
ple size is not large and sufficient instrumentation and personnel are available
to measure the exact failure times. The opposite is true when many data exist
with no adequate funds for personnel or equipment to record all failure times,
and the only way to accommodate the failures is to stop at equal or unequal time
increments to group them. Therefore, if the data consist of the number of failures
within each time period with no information about the exact times of failure, they
are classified as grouped data. Let’s now look at these two types of empirical
data [1,2,25,27,34].
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Ungrouped Data Ungrouped data consist of a series of failure recordings, ¢;,
i=1,...,N, for the N units available. The order statistics are given in ascend-
ing order of magnitude: f() < tp) <t3) < ... <1 <...<ty). An estimate
of the reliability function is denoted by Ié(t([)) =1— p; with jumps at f;),
where pg) = F(1)). There are a number of formulas for D) for example, all
but the first formula shown below are cases of the general formula (i —a)/
(N —2a+1) [4,26]

i—1 i i—03
, s (small samples),
N N +1 N+04
i—3/8 i—044 i—0

N+1/4 N+0.12° N

.5
(Hazen’s for N > 20) (148)

are variations. For simplicity we will use the one with o« = 0, which gives us the
second formula in the series. We will show ways to plot the reliability,

Rt)=1-F@t)=———— —=e¢ (149)
and the cumulative hazard,
H(t)=—logR(t) =In(N + 1) —In(N + 1 — i) (150)

From a plot of H (), it is possible to judge if the hazard function is increasing,
decreasing, or constant. A linear plot implies a constant hazard function, a con-
vex plot an increasing hazard, and a concave plot a decreasing hazard. Direct
estimation of the hazard function is given by

N 1
h — 151
= o — )N — i1 (151)

where « takes the same value as that used to estimate R(¢). The density function
is given by f(t) = h(¢)/R(t) as in equation (2) in Section 1.1. The example
below best explains use of the formulas above.

Ungrouped Example The failure times in months were recorded on certain
equipment for i =1,...,9 as 7.2, 9.7, 12.3, 13.5, 16, 18.2, 18.6, 19.8, and
21.3. The descending reliability and ascending cumulative hazard estimates at
times #; are, respectively, {R(0) = 1.00, H(0) = 0.0}, {R(7.2) =09, H(7.2) =
0.105}, {R(9.7) =0.8, H(9.7) =0.223}, {R(12.3) = 0.7, H(12.3) = 0.357},
{R(13.5) = 0.6, H(13.5) = 0.511}, {R(16) = 0.5, H(16) = 0.693}, {R(18.2) =
0.4, H(18.2) =0.916}, {R(18.6) =0.3, H(18.6) = 1.204}, {R(19.8) =0.2,
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TABLE 1.2 Ungrouped Complete Data Example

i T; n; R(t)=n;/N  H(;)=—1InR()

0 0.0 9 1.00 0.0

1 72 8 0.90 0.105
2 9.7 7 0.80 0.223
3 12.3 6 0.70 0.357
4 13.5 5 0.60 0.511
5 16.0 4 0.50 0.693
6 18.2 3 0.40 0.916
7 18.6 2 0.30 1.204
8 19.8 1 0.20 1.609
9 21.3 0 0.10 2.303

H(19.8) = 1.609}, {R(21.3) = 0.1, H(21.3) = 2.303}. Note that n; represents
the remaining units at the ith stage and R(0) = 1 as in Table 1.2.

Grouped Data As mentioned above, the data are monitored such that the only
failure information available is the number of surviving items at times that
are recorded in ascending order of magnitude, #j) <t < - <fpH <+ <
{n).» such that R(r) =n;/N,i =1,..., K. Therefore, combining into H (t;) =
loglé(ti) = —In N — Inn;, we acquire plots for both the reliability and cumula-
tive hazards. Additionally, we may want to estimate the mean and variance of
the failure distribution for grouped data. Whereas for ungrouped data, the mean
w was simply the arithmetic average of the time intervals (differences) of the
individually recorded failures and variance o> denotes the sum of squares of
the deviations of these time intervals from the mean all divided by N — 1; for
the grouped data it is a different story. We approximate f(¢) by a histogram in
which there are K intervals and the midvalue of each interval between i and
i — 1 is M;, with a frequency of f;, where Zf fi = N; then, G denoting the
group

K
no =1/N)_ fiM; (152)

K
o6 =1/NY_ fi(M; — pg)’ (153)
1

To calculate the percentile, or the quantile of order P, we must locate the
observation with rank » = Pn + 0.5. Then obtain the cumulative frequencies and
determine the class that includes the percentile; it is the class whose cumulative
frequency is the first to exceed r. Denote the lower and upper limits of this class
by L and U, the frequency of this class by f, and the number of observations that
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TABLE 1.3 Grouped Complete Data Example
i T n; R(@) =ni/N  H() =—InR(1)

0 10 100 1.00 0

1 20 60 0.60 0.51082
2 30 40 0.40 0.91629
3 40 25 0.25 1.38629
4 50 10 0.10 2.30259
5 60 5 0.05 2.99573
6 70 0 0.00 —

are smaller than L by m; of course, m < r [27]. Then the (100P)th percentile is
given by

r—m
L+ T(U —L) (154)

Grouped Example In equal increments of 10 hours, the data in Table 1.3 were
compiled in seven intervals with N = 100 units starting and n; remaining units
at the ith stage, where R(0) = 1.

1.4.2 Estimation Methods for Incomplete Data

Rather than wait for all N items to fail, it is often advantageous to halt the testing
procedure earlier. This is done either by stopping to test when, for type I, the rth
(r fixed) failure occurs, or for type II, at a given time 7,. Censoring types I and
IT are singly censored from the right, as we assume no censoring from the left in
this section, like starting at a nonzero threshold value. We define the data to be
multiply censored if units are removed at different times during the time of life
testing. There may be a couple of reasons for multiply censored data. Either the
units are removed, thus becoming unavailable (e.g., the death of a cancer patient,
who is thus no longer available for clinical tests), or because a new or irrelevant
mechanism that is not under analysis, and not known to us, caused the failure. In
this section we assume negative exponential density governing the distribution
of failure times. The point and interval estimates for the reliability are

t 1 <&
R(t) = exp (—7> where (= — Zti (155)
® —
2n i 2ni
an <M< 27,1“ (156)
X(a/2).2n X(1-a/2).2n

which is a 100(1 — @)% confidence interval.

Singly (Right)-Censored Data for Replacement and Nonreplacement Data To
summarize the formulas given below, note that all situations command that the
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estimate of p be given by the total good time divided by the number of failures,
depending on the rule used for stopping the test. Rep. denotes replacement and
NRep. denotes nonreplacement.

1. Type I (NRep.). The estimator of © = MTTF when testing stops at a pre-
determined time Ty:
l r
L= — t; — )T 157
i r[; + (n V)0i| (157)

A 100(1 — @)% confidence interval for p is given by

~To —Tp

nd—py) T (= pp) (158)

where p; and py are the confidence limits for a binomial parameter p = 1 —
R(Ty) with a nonparametric estimator p = 1 — r/n (good for p <0.5), or if a
negative exponential (constant failure rate) is assumed, use p = 1 — exp(—t/[1).

2. Type I (Rep.)
.1
= -(NTo) (159)

is the type I (Rep.) estimator for the censored MTTF.
3. Type II (NRep.). The estimator of © = MTTF when testing stops at the

rth failure is
1 r
L= — t — )t 160
i r[; +(n r)} (160)

A 100(1 — @)% confidence interval for u is given by

2rji 2rj

< U< (161)

2 2
X(a/2),2n X(1—-a/2),2n

4. Type Il (Rep.)
1
= —Nt, (162)
n

is the type II (Rep.) estimator for the censored MTTF.

Equations are presented below for obtaining unbiased estimators of R(¢) for
NRep. and Rep. tests. Even though /i is an unbiased estimator of u, their func-
tions, such as A (rate) = /i~! and reliability, ﬁ(t) = exp(—t/[i) are not unbiased
estimators of A and R(f), respectively. An unbiased estimator of R(¢) for the
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nonreplacement and replacement tests stopped at the rth failure is respectively
given by

r—1
t o
Rty = (1 - a) o I<Ti (163)
0, elsewhere
1 Ay t T
Rt = n) o T (164)
0, elsewhere

For MLE, by invariance property, the functions of [ are still the MLE.

Multiply Censored Data 'We study the nonparametric analysis of multiply cen-
sored data where some units are removed from the test before failure for many
different reasons, especially in the biomedical and medical (cancer) research com-
munity. The estimation technique used most to calculate the reliability function
(or survival function, in human-related tests) is the product-limit or Kaplan—Meier
estimate.

Ungrouped Data As in the individual failure times given below, the sequence
consists of a series of times, f() < tp) < --- <ty < - - < tn). Each of these
times signifies either the failure or censored removal (indicated by an asterisk).
To start estimating reliability, we need to derive a recursive relation for R(¢;) in
terms of R(z;_). With no censoring, as noted earlier,

A N+2—1i
R(ti—1) = N1l (165)

By taking the ratio
Rt) N+1-i

= . (166)
R(ty) N+2—i
one obtains the recursive relationship
R N+1—-i,
R(t;) = ——R(#- 167
() = 3y R (167)

an equation of conditional reliability. That is, the probability that a unit survives

up to time # is the product of the probability that it survives up to time #_;

multiplied by the conditional probability (N 4+ 1 —i)/(N + 2 — i) that it will not

fail between #;_; and #; given that it is operating at time #;_;. Now if a censoring

action occurs at #;, the reliability remains the same, such that I@(t,-) = Ié(t,-_l).
Therefore,

N+1-i

R |tim) =y N+2—i

1, censoring at t;

fail tt
, failure at f; (168)
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This leads to the product-limit or Kaplan—Meier estimator as follows [1]:

R(t) = R |t )Ry | ti )Rt 2 |t;3)---R(t,|0)  where R(0) =1
(169)

Ungrouped Example The following failure data are from a mechanical engi-
neering experiment: {30, 53, 54*, 68, 83,99*, 107, 116, 149*, 158}. The corres-
ponding conditional reliabilities for the 10 sequential activities are calculated
to be

R(; | ti—y) = {0.909, 0.900, 1.0, 0.875, 0.857, 1.0, 0.8, 0.75, 1.0, 0.5} (170)
Finally, the Kaplan—Meier (reliability) product limits are

R(1)) = {0.909, 0.818, 0.818, 0.716, 0.614, 0.614, 0.491, 0.368, 0.368, 0.184}
(171)

Grouped Data Contrary to individual failure times, all the analyst has is the
number of failures recorded at separate (disjoint) intervals. Suppose that the
number of failed and removed (nonfailed) items is recorded. New expressions
are derived for conditional reliability to apply to grouped data. Let d; be the
number of defectives (or failures) during the ith interval, and with ¢; censored
(unfailed but removed), there would be n; (remaining) = n;_; — d; — ¢;, where
ng = N:

~ d;

R |tii)=1— ———— (172)

nij—1 — {qiCi

If removed items are recorded, a g; = 50% fraction of the items removed are
universally assumed to fail. However, the ¢; proportions of failure (or death)
may be entered differently at varying intervals at will, or a generic 50% for
all intervals may be used. To estimate the reliability, the point reliability and
conditional reliability values are updated at the termination of time intervals
where failures have occurred. The removals will not change the reliability value.

TABLE 1.4 Grouped Multiply Censored Data Example

it (CPUseconds) n_, d;i ¢ ni  Rtl|ti_y) R(@t;) H(t;)
0 0 —  —  — 150 — 1.0 0.0

1 1000 150 5 0 145 0966667 0966667  0.033902
2 2000 145 19 0 126 0.868966 0.84 0.174353
3 3000 126 66 10 50 0.454545 0.381818  0.962811
4 4000 50 30 6 14 0361702 0.138104  1.97975
5 5000 14 10 4 0 0.166667 0.023017 3.77152
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Grouped Example The preceeding censored grouped data in Table 1.4 were
collected by an independent quality-focused nonprofit organization on the failure
of identical commercial software modules sold on the market for 0 < ¢ < 5000
CPU seconds at 1000-second intervals. The nonparametric reliability and cumu-
lative hazard functions were asked (g; = 0.5 for convenience).

1.5 REDUNDANCY IN SYSTEM RELIABILITY

In earlier sections of this chapter we dealt with life testing and reliability evalua-
tions of the individual components that constitute a system. The same techniques
could be expensive, inaccurate due to environment change, and mathematically
intractable to perform and apply during a system analysis. Also, positive or
negative correlations exist—even though hard to evaluate—between the indi-
vidual components. This prohibits the convenient assumption of independence.
Therefore, when more than one component is included to form a system and also
to improve the reliability of a system, the concept of redundancy begins. But
whether the type of redundancy preferred and designed is beneficial to the aims
of the system analyst is a different matter.

Next we study a variety of systems in terms of their reliability. However,
another way of looking at the quality of system performance is through its avail-
ability, defined as the proportion of time that a system is ready to be used. One
can upgrade instantaneous reliability by adding reliability or by improving repara-
bility and maintainability [28,29]. In the following subsections, the components
are assumed to be statistically independent.

1.5.1 Series System Reliability

Series reliability simply assumes that the product of individual reliabilities in
a system will result in lower reliability than that of the weakest component
reliability in the system. Sometimes such systems are called nonredundant due
to this negative effect. The formula depicts this reality:

R=RRR3R,---Ry, O<Ri <l (173)

If R = 0.9, then R = R /R, = 0.81. If R; = 0.99, then [["%} R; = 0.134, or
down to 13.4% from 99% for a single component. However, series systems are
sometimes good for purposes other than reliability, such as usability or conve-
nience. Before the advent of calculators and computers, charts were the only
means available to calculate the system reliability of N components in series. In
the earlier stages of space missions, practitioners did not understand why pay-
loads stacked on top of each other in a series format would not result in a more
reliable performance in space [29]. This mystery lasted until someone figured out
that the system reliability of series systems was worse than its weakest link. This
indicates openly that reliability modeling should start in the design stage, not
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after the fact, when it is both too late and too expensive to redeem. Eventually,
reliability analysts turned to parallel redundancy to upgrade system reliability.

1.5.2 Active Parallel Redundancy

In these designs, two or more components will form a system without a switch,
such that the failure of one will not lead to system breakdown as it did in series
systems. The phenomenon of such duplication is defined as redundancy. There
exist four basic active parallel topologies. Assume that independence prevails
between components.

Simple Active Parallel System A simple parallel system is one in which if any
individual component is a success, the system input—output or ingress—egress
connection is a success. In a simple active (i.e., ready to operate without the
need of a switch) parallel system, the individual components are positioned in
parallel topology, where with n components, each of R;, the system reliability is
given as

R,=1-JJa-R)=1-(1-R)" (174)
i=1

1—R,=(1—R)" (175)

Reorganizing (174) as in (175) and taking the natural logarithm of both sides
yields

In(1 — R,)
n=-——— (176)
In(1 — R;)
If R; = 0.95, then to raise the active parallel system to 99.5% reliability,
In(1 —0.995) —-53 _
= = =2 77

T In(1=0.95 ~ =3.0

Therefore, if Q = 1 — R for all, a measure of improvement called relative effi-
ciency is given by
1-Q"
E = (178)
-0

and the maximum improvement potential (or relative efficiency) as n goes to co

is then
1 1 100%

Emax — - 5

“1-0 R R

179)

Series-in-Parallel System The series-in-parallel system is composed of k
separate series subsystems arranged in active parallel in that if any series branch
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with n components is a success, the overall system is a success. Such systems
are also called high-level redundant (HL). The reliability is

Ry, =1—(1—=RH (180)

For example, given Ry =Ry, =R3=R; =09 and k=2,n =2, Ry, =1 —
(1 —0.9%)2 =0.9639. For six identical components, for example, Ry = 1 —
(1— R™F = 2R3 — RS = (2)(0.9)3 — 0.95 = 0.9266.

Parallel-in-Series System The parallel-in-series system is one for which maxi-
mum reliability can be obtained but in which reliability is hardest to maintain. In
this system an individual component is replaced by k components in an active
parallel system to increase reliability in a series of n branches. Such systems
are also called low-level redundant (LL). This structure is to be used when very
high reliability is necessary for a given length of time, as in a missile firing. The
reliability is

Ru=[1-(1~-R"T (181)

For example, given Ry =Ry, =R3=R4=09 and k=2,n =2, R =[] —
(1 —0.9)%]?> = 0.9801. For six identical components this time, R =1 — (1 —
R = (2R — R?)® = (2)(0.9)* — 0.9 = 0.9703. We have Ry — Ry =
6R*(1 — R)?> = 0.0437 for our example of six identical components. Conse-
quently, Ry > Ryr.

Partial Parallel Topology This structure is designated by a group of n compo-
nents in parallel, out of which any k are required to operate for the system to be
successful. A popular example is when of three parallel engines in a jet plane,
where R 4+ Q = 1, at least two (k = 2) must work for the jet to operate. If one
expands (R + Q)® = R® +3R?>Q +3RQ? + Q°, the probability of success is
given by R* +3R*Q. In the case of n unlike components, [["_,(R; + Q;) = 1.
We then get rid of those terms that represent failure scenarios for the defined “at
least k” statement of system reliability.

1.5.3 Standby Redundancy

Standby redundancy is identical to the structure of an active parallel system except
that it is termed “standby” redundant when a switch exists to direct the flow
of current as desired [3]. Provided that the switch operates perfectly in a more
efficient two-component standby system, the second unit is not activated until the
first unit fails. The MTTF (reciprocal of A, which is the rate of failure) of an active
two-unit system is 1.5 times higher than that of a single component. On the other
hand, the MTTF of a standby system is twice as high as that of a single unit.
However, for At < 1, R(t) =1 —exp(—At) & 1 — At for a single component,
R(t) ~ 1 — (At)? for an active parallel system, and finally, for a standby system,
R(t) &~ 1 — 0.5(A)%. This can be interpreted as follows: For short time intervals
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where t < 1, the standby system failure probability, F = 1 — R, is only one-half
of the reliability of an active parallel system. That is, F, ~ (At)*> and Fpy ~
0.5(1t)%. See equation (67) for a general statistical treatment of n components in
standby [1-3].

n—1

e (A)F
Ruy(t) =™y o 1Z0 a>0 (182)
k=0 '

As an example, consider a system of two units with A = 0.01. The reliability
at t =10 hours wusing equation (67) is Rgpy = [exp(—0.01 x 10) + 0.1]
[exp(—0.01 x 10)] = 0.90484 + (0.90484)(0.01) = 0.995324. On the other
hand, the reliability of two identical units in an active parallel system,
when R(10) = 0.90484, is R,(10) = 1 — (1 — 0.9048)> = 0.99095. In this two-
component example, the advantage of a standby system over an active parallel
structure is not significantly higher. This advantage is forfeited if the switching
reliability is not perfect (Rys < 1). For a two-unit standby,

Rawyy = (1 + RyAt) exp(—At) (183)

Further, the reliability of an n-unit standby system with imperfect switching
reliability [2,3] is

k!

n—1 k

At

Rypy () = e [1 LRSS ) ] >0, A>0 (184)
k=0

Additionally, a component in standby mode may fail before primary system
failure. Such standby component failures can happen very rarely when the sec-
ondary, tertiary, or kth standby unit is necessitated, and may have deteriorated
while waiting its turn of duty in the standby mode. For two components, the
system reliability is then calculated as

A
Ry = {1 + RSSA—I[I - eXp(—)»zt)} exp(—Ai1) (185)
2

where A; is the failure rate of the second unit while standing by. What happens
when the failure rate A3 of the second component, while standing by, differs from
the first, A;? Then

Rgpy = exp(—A1t) + Rg[exp(—Az — A3)f —exp(—A; — Ay —A3)t]  (186)

Finally, if a system consists of a number of equal components in series supported
by one or more spares, it cannot fail until the failure after the last spare is replaced.
In this case, the system failure rate would be NX, with N components in series
with a constant failure rate A. If n spares were on hand, however, the system
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would not be operable until n 4 1 failures happened. This results in a system
MTTF of (n + 1)/NA. Then

R(t) = exp —& (187)
n+1

Example A jet plane has an airborne radar system with 30 identical integrated
circuits (ICs), and the pilot has three spares for a 1-hour flight. If the IC hourly
failure rate is A = 0.01, the series system reliability with no spares at time ¢ =
1 hour is R (1) = exp[—NAt/(n + 1)] = exp(—0.3) = 0.74082 ~ 74%. With
n = 3 spares, the reliability will be increased to

Nt 0.3
R;(1) =exp e = exp e = 0.928 ~ 93% (188)

When the standby component is too cold to be called upon, it may experience
switching problems when activated. Therefore, in equation (188), the switching
reliability Ry and standby failure rate A, will both be reduced. At the other
extreme, when the standby is hot, the switching failure will be reduced, and
switching reliability Ry is higher. Also, when too hot, the standby reliability A,
will equal that of the primary component, A;. In that instance, when A| = A, = A,
the reliability equation for two components will change to

Rstby = {l + Rss[l - GXP(—M)]} eXP(—M)
= (1+Ry) eXP(—M) — R eXP(—z)»l) (189)
From this equation, if the switching reliability is almost perfect (Rss = 1) due to

hot standby, the equation converts to that of an active parallel equation, as if no
standby switch existed:

Rgpy = 2exp(—At) —exp(—2At) = R, (190)

1.5.4 Other Redundancy Limitations: Common-Mode Failures
and Load Sharing

The positive advantages of redundant systems are forfeited when dependencies
between components create unexpected disadvantages [1].

Common-Mode Failures These occur when common connections or stresses
influence the redundant components such that they fail simultaneously. This may
be due to a bird fracturing a jet engine, in turn causing a commercial jet liner to
crash. This would be like installing a component having a reliability R’ in series
with a parallel structure. This can be displayed as follows if R = exp(—At):

R, = (2R — R>)R (191)
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In the example of a twin-engine aircraft, if each engine had probability p = 1076,
the common mode failure being p’ = 1077, the system failure probability, P~
107°, is dominated entirely by common-mode failure. If a subscript I denotes
“independent” and C denotes “common mode”, and if for A = A; 4+ A¢, we define
a factor 8 = A¢/A, then for an active parallel system,

R), = [2exp(—A;t) — exp(—2A;1)] exp(—Act) (192)
and using A¢c = A and (1 — B)A = A, we can reformulate this as
R, = {2 — exp[—(1 — B)At]} exp(—At) (193)

The system reliability decreases with the increase in B, as in the rare event
approximation

2
R, ~1— Bt — (1 —2ﬂ+%)(—m2+--- (194)

as compared to 1 — (A#)> when no common-mode failure was present. Also,
MTTE, =[2 — (2 — B)"!1- MTTF (195)

Load Sharing This limitation is another factor that degrades system reliability
in active parallel systems. The failure rate of the second component, A, will
increase due to the stress of the first, which fails with A, resulting in A, > A.
With no common-mode failures,

R, = 2exp(—Art) + exp(—2Art) — 2exp[— (A + Ap)t] (196)

which defaults to the original equation for the active parallel structure if A, = A.
Now if A, — 00, equation (196) reduces to the reliability of two components
placed in series:

R, = eXP(—ZM) = Rseries (197)

This means that if any component causes an instantaneous failure of the second
component shared, the active parallel system failure rate will be great as that of
a single unit.

1.6 REVIEW OF SOFTWARE RELIABILITY GROWTH MODELS

There are hundreds of papers and tens of models in a multitude of references
on the subject of software reliability, a subject that has risen to unimaginable
dimensions as the information age galloped full speed with a “fin de siecle”
(end of the century) spirit [30—32]. It would be impractical to explain relevant
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methods on an individual basis. However, for the general purpose of introducing
first-time readers to these techniques, a classified breakdown of methods is in
order. Due to space limitations, a sample handful of pioneering and represen-
tative techniques with mathematical —statistical modeling applications leading to
applicable and practical software reliability engineering solutions are carefully
chosen and included. Although the author would have liked to include them all,
software reliability is only a piece of the puzzle of trustworthy computing con-
cepts taken up in this book. In this chapter we describe reliability models based
on the time domain only. The effort (time-independent) domain is studied later.

Software reliability models do not consider the same statistical techniques as
those used in the hardware reliability models described earlier. Simplicity and
practicality are two key factors in bridging the gap between the state of the
art and that of applied software reliability modeling. The assumptions must be
realistic and testable as well as applicable and accurate and valid from a predictive
viewpoint. One should perform goodness-of-fit tests to assess how reasonably the
model fits the data given. Examples are provided to help readers understand the
comparisons.

A software reliability model is an essentially mathematical—statistical tech-
nique used to model an engineering phenomenon: specifically, obtain a quantita-
tive measure of reliability such as the expected number of failures within a given
or residual time interval, the failure intensity during operation, or the mean time
between failures. These models are not simply a cookbook approach but require
academic expertise in statistics and mathematics [33]. Some of these modeling
concepts are outside the general discipline of computer science and therefore can-
not easily be appreciated or interpreted by software developers. By reliability in
software we mean the probability that the software will fulfill its intended func-
tion without failure(s) in a specified time interval. This definition is no different
from that of its hardware counterpart when hardware is replaced by software.
However, as the reader will observe, software models are considerably different
from hardware models. Again, there have been many books and thousands of
journal and conference proceeding papers on this broad topic since the inception
of software reliability science and engineering in the early 1970s [34—40]. In a
pioneering software reliability study in 1967, Hudson modeled software devel-
opment as a Markovian birth (fault generation during the design or debugging
stages) and death (failures resulting from the triggering of faults) process with
transition probabilities from one to another [41]. He showed that the number
of faults detected, which increased with time, displayed a binomial distribution
whose mean value function had the form of a Weibull p.d.f. Other studies fol-
lowed with the advances in software that took place in the late 1970s. Leading
software reliability taxonomists have broken down the multiplicity of research
papers into several general areas [31,34]:

1. Time-between-failures models. Some of the earliest examples of research
on times between failures are those of Jelinski Moranda (1972, 1975), Shooman
(1972), and Shick and Wolverton (1978) [42-45].
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2. Failure-counting models. A representative group of failure-counting
models is that of nonhomogeneous Poisson processes, where predictions can be
made for future epochs. The eailier leading models in this category are the pop-
ularly used model of Goel and Okumoto of 1979 [46], and the Musa—Okumoto
logarithmic Poisson in 1984 [47]. Discrete versions of this type of model have
been studied by Ohba [48], Duane [49], and Littlewood [50], all in 1984; Yamada
et al. in 1986 [51]; Knafl and Sacks in 1991 [52]; and Sahinoglu through his
CPSRM (compound Poisson software reliability modeling) techniques [12—-16]
and Zhao and Xie [53], both in 1992. Musa’s basic execution model of 1975 is
also in this category [54].

3. Bayesian models. This type of model, a Bayesian estimation technique for
models already studied, uses prior distribution to represent the view from past
behavior, and thus a posterior distribution to integrate current data with past
judgment. By way of posterior distributions, after deciding on the choice of loss
functions and minimizing the loss expected, estimates of the unknown parameter
are substituted in the reliability or hazard functions. For example, for a squared-
error loss function, the best estimate is the mean of the posterior distribution;
and for an absolute-value loss function, the median of the posterior is the best
estimate. However, if the empirical Bayesian approach is used to derive more
appropriate models, they can be classified as another modeling technique. The
most popular model in this category is the Littlewood—Verral (1973) empiri-
cal Bayes model [55], which Mazzuchi and Soyer (1988) later modified using
Bayesian principles [56]. There are many other papers on Bayesian treatment
of the Jelinski—Moranda model: for example, those of Langberg and Singpur-
walla [57] and Jewell [58], both in 1985. These models are difficult to apply
without parameter estimation solutions.

4. Static (nondynamic) models. These models, which include complexity mea-
sures, failure injection, and fault seeding, do not deal with time. One of the first
models was that of Nelson in 1978 [59]. An excellent must-read review paper
for all interested beginners is that of Ramamoorthy and Bastani published in
1982 [60]. Bastani and Ramamoorthy later (1986) emphasized correctness esti-
mation of software failures rather than time-dependent probability [61]. The latter
publication describes a detailed study of correctness probability, which is esti-
mated using a type of continuity assumption. Also discussed is a fuzzy set—based
input domain model that is focused on developing more theoretical models.
The earlier model of Nelson [59] was a special case of an input domain—based
model, extended by Munson and Khosgoftaar in 1981 [62]; Hamlet [63] and Scott
et al. [64], both in 1987; and Weiss and Weyuker in 1988 [65], in the area of soft-
ware fault tolerance, a subject also studied by Littlewood and Miller in 1989 [66]
and by Butler and Finelli in 1993 [67]. Software fault trees used as a conven-
tional reliability engineering method were studied by Stalhane in 1989 [68], and
Wohlin and Korner (1990) proposed a fault-spreading model [69]. The original
seeding model discussed by Mills [70] has never been formally published other
than as an IBM report, although Huang in 1984 [71], Duran and Wiorkowski in
1981 [72], and Schick and Wolverton in 1978 [45] have written on the topic.
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5. Others. This group combines all the other topics, such as papers on the
release time of software after testing by Xie in 1991 [30] and by Sahinoglu in
1995 and 2003, to name a few [13,15]. Model comparison papers have also been
published, such as those by Keiller and Miller in 1991 [73], Khoshgoftaar and
Woodcock in 1991 [74], and Lyu and Nikora in 1991 [75], in addition to Bendell
and Mellor in 1986 [76] and Littlewood in 1987 [77]. A complete stochastic
treatment that compared the predictive accuracy among competing reliability
models using Bayesian principles was published by Sahinoglu in 2001 [16].

1.6.1 Software Reliability Models in the Time Domain

Next we study time-domain (not effort-based) models, in which time is either
continuous (nonstop) or discrete (in distinct time units, such as days, weeks, or
years). The basic goal is to model past failure data to predict behavior in the
future (i.e., reliability projection) before software is released to the customer at
the end of the development cycle. Reliability models are also useful to model
failure patterns and provide input to maintain software before faults (defects) are
triggered, causing failures.

The data consist of failures per time period, meaning the number of failures
discovered in a time period, or time between failures, denoting the calendar or
CPU time actually observed between software failures. We take up nontime- or
effort-based models in Chapter 2, where efforts are made at equal intervals (e.g.,
days or weeks or months) or simply effort by effort, where the effort can be a
test case or any input in a calendar time period. This approach can be likened to
a time domain if efforts are made at equal intervals.

Any model used for prediction has to be tested for goodness of fit. In this
book we do not distinguish between failures and faults, but recorded failures are
actually triggered faults inherent in the software. There is another classification
that may be used with respect to the type of statistical distribution that underlies
the finite failure count within a given period. We consider the Poisson process
over time for the countable finite quantity of failures, the binomial model, or
other types. In the Poisson model we have a Poisson process over time where
the total number of failures is not known in advance.

Poisson-type models assume that the number of failures detected within dis-
tinct time intervals are independent with separate means: (1) with the same rate
of failure, the homogeneous Poisson process; (2) with a varying rate of failure,
the nonhomogeneous Poisson process (NHPP), or (3) comprising a compound
Poisson process beyond the HPP and NHPP if the failures occur in sizes or clus-
ters rather than in terms of the conventional assumption of a single failure at
a time.

Binomial-type models are based on similar assumptions: a binomial setting in
which (1) a software defect will be removed whenever a failure occurs, (2) there
is a known quantity of embedded defects or faults independent in the program in
advance, and (3) the hazard rates are identical for all defects. Models that differ
from these two types of count processes we call “other types.”
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1.6.2 Classification of Reliability Growth Models

Again, for failure distribution over time, whether the distribution is negative expo-
nential, Weibull, or other, the models differ from one another. Let’s first study
the negative exponential class of failure time models in Poisson, binomial, and
other types. In software reliability we employ the mean value function, p(t) =
E[M(t)], to represent the expectation of failures with respect to time, where
M (t) is a random process to denote the number of failures achieved until time ¢.

On the other hand, the failure intensity function, A(¢) = u/(¢), is the first
derivative of w(t) with respect to (w.r.t.) time. A(¢) denotes the instantaneous
rate of change of the expectation of failures w.r.t. time 7. Note that the hazard
rate h(t) = f(t)[R(t)]~! is the conditional failure density given that there were
no failures up to time ¢. Equations (20) and (25) to (29) showed these facts.

Negative Exponential Class of Failure Times In this class, the failure intensity
A(?) is in the form of a negative exponential. The binomial types for this class
have a constant hazard rate 2 (t) = ¢ and A(#) = Ncexp(—ct). The Poisson types
in this class also have a constant hazard rate of h(t) = c, but with a negative
exponential time to failure f(¢) = ¢ exp(—ct). However, the number of failures
that occur over a given period of time for either a HPP or an NHPP is Poisson.
Next, let’s look at models contained in this class.

Jelinski—Moranda (J-M) De-eutrophication Model (Binomial Type) A very early
model proposed in 1972 by Jelinski and Moranda is the J-M time-between-failures
(i.e., negative exponential) model [42]. The model assumes N faults (or potential
failures) triggered randomly with equal probability. One also assumes that the
failure fix (“as good as new”) time is negligible, and this leads to the software’s
improvement by the same amount at each fix. Now the hazard function during
the time x; = f; — f;_; between the (i — 1)st and ith failures is given by

h(x;) = ¢[N —i +1] (198)

where N is the total count of software faults at the very beginning, with ¢ a pro-
portionality constant. The hazard function remains a constant between the failures
but decreases in steps of ¢ after the removal of each fault, a fact that results in
the improvement of the time between failures. Now, let’s study the mathemati-
cal—statistical model in which x; = #; — #,_ are i.i.d. with a negative exponential
p.d.f. with mean @ = [¢(N —i + 1)]7' f(x;) = (1/6) exp(—x;/0) is the p.d.f. of
interarrival times. w(t) = N[1 — exp(—¢1)] is the finite mean value function,
since lim;_, o 1 (t) = NA(t) = Nkexp(—¢t) is the failure intensity function.

For the model above, the estimates of the parameters and reliability prediction
are given by

‘ 1 n
> % — (199)

SNt N-(yy v [ - x]
n

b= (200)

N (Zzl x,») - [Z?_l(i - 1)x,-]
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First, N is estimated from the first nonlinear equation and then installed in
the second nonlinear equation to estimate k. Then, after n =i — 1 faults have
been observed, the estimate of the MTBF for the (n + 1)st fault is {z()}~! =
L1 /¢?(1\A/ — n)]. Shooman’s safeguard reliability model (1972) is very similar to
the J-M model [37]. These pioneering models have inspired others in sequence
and have since been replaced by more modern methods.

Moranda’s Geometric Model (Poisson Type) The geometric model proposed
by Moranda is a variation of the original J-M model [43]. The interarrival
time for failures is also a negative exponential, f(x;) = D¢'~!exp(—D¢'~'x;),
whose mean decreases with respect to a geometric trend [i.e., h(t) = D¢i -l =
1,2,...,n;0 < ¢ <1 at the (i — 1)st failure]. The expected time between fail-
ures is E(X;) = h~'(#i_;). The hazard rate decreases in a geometric progression
as each failure occurs. The functional form of the failure intensity (in terms of the
expected number of failures) is geometric. The mean value and failure intensity

functions, where 8 = —In¢, 0 < ¢ < 1 in an infinite failure model, are
1
u() = E In{[DB exp(B)]t + 1} and tlim u() = oo (201)
D
A1) exp(p) (202)

~ [DBexp(B)lt + 1

To estimate the parameters, we take the natural logarithm of the likelihood
function []_; f(X;) and the partial derivatives with respect to ¢ and D. The
maximum likelihood estimators (MLEs) are then solutions of the following pair:

nooa
on Z'—1l¢ X _n+1

D=——— and = )
D X D X
Using these MLEs and their invariance property, the MLE of the failure inten-

sity and mean value function can be estimated by inserting these MLEs in the
equations for w(¢) and A(%).

(203)

Goel—Okumoto Nonhomogeneous Poisson Process (Poisson Type) This Poisson-
type model was proposed by Goel and Okumoto in 1979 using the number of
failures observed per unit time in groups [46] (see Goel’s 1985 paper [78] for
a well-done overview). They suggested that the cumulative count of failures
N (t) observed at time t can be modeled as an NHPP, a Poisson process with
time-varying failure rate, which follows a negative exponential distribution:

PIN(1) =yl =

HIY
Me—/t(t)’ y=0,1,2,... (204)

where
w(t) = N1 —e™) (205)
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is the mean value function for b, the per-fault detection rate. N, the expected
number of faults, is not known (hence not of binomial type) and has to be
estimated. The failure intensity function,

At) = @ (t) = Nbe™ (206)

is strictly decreasing for # > 0. It is not difficult to see that (¢) and A(¢) are the
cumulative function, F(¢), and probability density function, f(¢), of the negative
exponential, respectively. The MLEs of N and b can be estimated as solutions
for the following pair of equations:

" L 75[/1 " X — bt Py
Zi:] fi and Ine Z,‘:] fi N fitie bt — ti—1e ht‘fl)

1 — e—bn 1 — e—bt e—btioi — o—bt;

N = (207)

The second equation is solved for b by numerical (nonlinear) techniques. Then it
is substituted into the first equation to calculate N. One can then substitute these
MLEs to find others, such as

) = N(1— ey and A@t) = /(1) = Nbe (208)

and hence the estimated expected number of faults to be detected in the (n 4 1)st
observation period is given by

]\A/(efét" _ efﬁtm) (209)

Okumoto and Goel also determined an optimal release time (ORT) of observation
for a software product if the reliability desired is R for a specified operational

period of T, [79]:
ORT = ! In[a(l — e~ % In(1 ! 210
=3 nla(l —e )—|(In{In z (210)

Earlier, Schneidewind (1975) adopted the same model by assuring that each time
period T during which the software is observed is of the same length [80]. That
is,t; =iT,i =1,2,...,n for some constant T > 0, and N = «/8, where « and
B are Schneidewind’s model parameters for his ith time period: u(t) = o/B(1 —
e~ P). Therefore, Schneidewind’s model defaults to Goel—Okumoto’s NHPP and
therefore does not need a repetitious coverage of the same principles [81].
There is a trend toward diminishing defect rates or failures with the negative
exponential assumption. However, in real life, there have been cases where the
failure rate first increases (due to adding code, etc.) and then decreases (due
to fixes) or sometimes cruises at a constant rate (adding code, and at the same



52 FUNDAMENTALS OF COMPONENT AND SYSTEM RELIABILITY

time, an equal effect of fixes). Goel’s 1985 paper generalized the Goel —-Okumoto
NHPP model using a three-parameter Weibull model [78]:

w(t) = N(1 — e @11)
A1) = W () = Nbde ™" 14! (212)

where the shape parameter d = 1 gives a negative exponential with a constant
hazard rate, and d =2 for the Rayleigh model. The shape parameter d < 1
denotes infancy, d = 1 denotes useful life, and d > 1 denotes the wear-out period
in the traditional bathtub curve of the hazard function for most electronic com-
ponents.

Example 1. For a generalized Goel-Okumoto NHPP model, given the data
N (the number of failures expected at the end of mission time) = 100 and b
(the fault detection rate per fault) = 0.02, calculate the mean value of failures at
80 hours. Take d = 1 and d = 2, respectively.

N(1 — e "y = 100(1 — 0260y — 100(1 — e~ 16)
= 79.8 failures d=1 (213)

1) =
wu(t) N(1— e = 100(1 — ¢~*026060)

~ 100 failures d=2 (214)

Musa’s Basic Execution Time Model (Poisson Type) John D. Musa’s model was
one of the earliest to use the actual central processing unit (CPU) execution time
rather than the clock or calendar time, which is actually irrelevant to the operating
stress of the software environment [54]. The fundamental assumptions are:

1. The cumulative number of failures, M (¢), follows a nonhomogeneous Pois-
son process where the probability distribution functions of the random
process, with mean value function p(¢) = Bo(1 — e‘ﬁf), vary with time. It
is a finite failure model: lim,_, o, w(t) = Bo.

2. The interfailure times are piecewise negative exponentially distributed,
implying that the hazard rate for a single fault is a constant:

A1) = 1/ (1) = Bofr(1 — e P) (215)

The conditional reliability and hazard functions after i — 1 failures have
occurred are

R(t[ti-1) = exp{=[Boexp(Biti-D][1 — exp(=pi1)]} (216)
h(t|ti-1) = BoBrexp(Biti—1)[exp(—pi1)] 217)

Assume that »n failures have occurred, that #, is the last failure time, and that
t, + x is the stopping time. The MLEs of 8, and §;, which possess the invariance
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property needed to estimate other functions, such as reliability, hazard, and failure
intensity, are given by

By = ~ (218)
1 —exp[—B1(t, + x)]
n(ly + x) -3 4=0 (219)

B eplfit+ 01+l =

Example 2. Let us consider a software program with an initial failure density
of 10 failures/hour and 100 total failures to be experienced in an infinite time.
Determine the failure intensity, A(z), and number of failures predicted, w(t), at
t = 10 and 100 hours. Use the basic execution model.

SOLUTION At =10, A(t) = Agexp(—io/vo)t = 10exp[—(10/100)(10)] =
10exp(—1) = 3.68 failures/CPU hour. Note that Ao = Byf; = 10, and g; = 0.1,
and the initial number of failures By = 100. ()= Bo(1 — e Py =
10(1 — 72109y = 100(1 — e~ ') = 100(1—0.368) = 63 failures.

At =100, A@t) = rgexp[—(ro/vo)t] = 10exp(—(10/100)(100)] = 10
exp(—10) = 0.454 x 107®  failures/CPU  hour.  u(t) = Bo(l — e Bi) =
100(1 — ¢~ 01090y — 100(1 — ¢71%) & 100 failures.

Musa—Okumoto Logarithmic Poisson Execution Time Model (Poisson Type)
This is similar to the G-O NHPP model, in which the number of failures experi-
enced by a certain time ¢, M(t), also follows a nonhomogeneous Poisson process
with a negative exponentially decreasing intensity function, A(t) = Ay exp[6u(t)],
where w(t) = (1/6) In(Ao0t + 1) is the mean value function, 6 > 0 is the fail-
ure decay parameter (or rate of reduction in the normalized failure intensity per
failure), and X is the initial failure rate [47]. Hence, when w(¢) is substituted,
we obtain A(f) = Ag/Xo0t + 1, since lim,_, o, A(t) — oo. This is an infinite fail-
ure model compared to the basic execution model’s finite behavior. The rate of
decrease explains the fact that earlier fixes of the failures detected reduced the
failure rate of the latter part, thus causing fewer fixes by the end. The difference
from the G-O NHPP is that its mean value function is different. It is defined to be
logarithmic Poisson since the number of failures expected over time is a logarith-
mic function. The logarithmic Poisson process is thought to be superior for highly
nonuniform distributions. The data needed are actual times, #;,,i =1,2,..., or
interfailure times, x; = ; — t;_1.

If we let By = 6~ and B, = Aof, which is the same as Ao = Byp; in the basic
execution model, the failure intensity and mean value functions become

ko Pob
Mo = MOt +1 " Bir+1 (220)

p(t) = foln(it + 1) (221)




54 FUNDAMENTALS OF COMPONENT AND SYSTEM RELIABILITY

The conditional reliability and hazard rate functions at time ¢ after the (i — 1)st
failure are

o Pitioi+1 7%

R(t|tiy) = |:—,31(ti1 P 1} (222)
_ BoBi

h(t|ti—y) = FRCEETE ] (223)

Note that “|” denotes “given that” or “conditional upon.” Use the reparametrized
model to find the MLEs from the failure intensity and mean functions:

A n
"7 I + ity
1 & 1 n(t,)
B S 1+ Bt (4B in(l+ Biry)

(224)

(225)

As in the basic execution model, these MLEs calculated using their invariance
property can be substituted in the failure intensity and mean value functions to
estimate A(r) and [1(2).

Example 3. Let us consider a software program with an initial failure density
of 10 failures/hour and 100 total failures to be experienced in infinite time. Find
the failure intensity, )A\(t), and number of failures predicted, ji(¢), at + = 10 and
100 execution hours. Also, 8 = 0.02 (two defects per 100 hours will decrease
with time). Use the logarithmic Poisson model.

SOLUTION At ¢t = 10 hours,

Ao 10

A = 10) = 20+ 1 (10)(0.02)(10) + 1

= 3.33 failures/CPU hour

Note that 1o = BpB1 = 10 and B; = 10/50 = 0.2, since By = 6! = 50. Then

2 1
Pobr_ GOO2) 10 4o ires/CPU hour

At = 10) = = -
Bit+1  (02)(10)+1 3

Also, pu(t =10) =6 In(A0t + 1) = 501n[(10)(0.02)(10) 4+ 1] = 501n(3) =
55 failures, or w(t = 10) = BoIn(Bit + 1) = 501In[(0.2)(10) 4+ 1] = 50In(3) =
55 failures.

At t = 100 hours,

o 10
Bt +1  (10)(0.02)(100) + 1
10

1 = 0.476 failure/CPU hour

At =100) =
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Also, Ag = BoB1 = 10 and B; = 10/50 = 0.2, since By = 0! = 50. Then

50)(0.2 10
Pobr . G0O2) 10 _ 5 o5 ilures/CPU hour
Bir+ 1 (02)(100) +1 21

At = 100) =

Also, u(t = 100) = 6~ In(roft + 1) = 501n[(10)(0.02)(100) + 1] = 501In(21)
=152 failures, or w(t =100) = By In(Bit+ 1) =501n[0.2(100) + 1] =501n(21)
= 152 failures.

Littlewood—Verral Bayesian Model This model is a result of a Bayesian app-
roach by Littlewood and Verral (1973) in which they regarded software reliability
measures as representing the strength of belief that a program is operating suc-
cessfully [55]. This opposed the classical view taken by the majority of models
in which the reliability is a measure of goodness or success in a given number
of random trials. Whereas the hazard rate is a function of the number of defects
remaining, the L-V model assumed that it was a random variable, a fact that
has caused uncertainty in the effectiveness of the fault correction or failure pre-
vention process. Therefore, even though failure time distributions are negative
exponential (assumed in earlier classical models to behave with a certain fail-
ure rate), that rate is a random variable under the principles of Bayesian prior
and posterior analysis. The distribution of this random failure rate powered by a
gamma prior is also a gamma posterior distribution.

An identical Bayesian approach was adopted independently by Sahinoglu
for the failure and repair rates of power generators [82] and was used in later
research [11,21] to estimate their FOR (forced outage rate) in the estimation of
the electric power system reliability index, LOLE (loss of load expected). Little-
wood’s differential fault model (1981), a variant of the original L-V model that
uses the hazard rate as a random variable in a Bayesian framework [83], was a
binomial model using a Pareto class of interfailure time distributions. However,
the reliability growth is modeled in a process of two mechanisms, such as fault
detection and fault correction, similar to some earlier models that adopted the
same approach of differing stages. Later, Keiller et al. (1983) proposed a varia-
tion of the model very similar to their initial model, using the same randomness
of hazard rate but employing a different parameter (the shape parameter, «,
rather than the scale parameter, &) of that prior distribution to explain the effect
of change on reliability [84]. Although their model used a negative exponential
class of failure time distributions, it was neither of Poisson or binomial type,
but “other.” There are many other Bayesian approaches, such as Liu’s Bayesian
geometric model and Thompson and Chelson’s Bayesian model, to name but
two [85,86].

Formulation of the L-V model can be summarized as follows. The sequential
failure times are assumed to be independent exponential random variables with
parameter A;:

f(x;) = Aexp(—Ax;), i=1,2,...,a, A>0, x;,>0 (226)
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Now let the software failure rate A have a prior distribution from the gamma
family:
5 e

01(A) = F()

Lexp(—1£), A>0 (227)

The joint distribution of data and prior, assuming that all shape and scale param-
eters are identical, is given by

kX, A) = f(xg,x2, ..., X3 A) = 5 2 pnta- 1e:xp[ —A(xr + &)] (228)

['(a)

where n is the number of occurrences and x7 = ) ._, x; represents the total
sampled failure times for n occurrences. Thus, the posterior distribution for A
can be derived as

B0 = e = Gy X expl-Aer + )] (229)
e fxf(X,)»)d)» o I'(n+a) xr +§ exp xr + &

which is Gamma(n + a, (x; + £)~']. For h(A | x;) ~ Gammala + 1, (x; + &)7!
E(A) = (¢ + 1/x; + 1) using a quadratic loss function. Recall that x denotes a
vector of x;. Then the marginal distribution of the random variable, x; > 0,i =

1,2,...,n, given the gamma prior, can be derived as
a(&)"
o) = —— 230
filed) = =25 (230)
which is a Pareto distribution with joint density
FOL X0 ) = = LI 60 (231)

[T, (i + &)t

For model and reliability estimation, if one assumes that & = By + S;i (the lin-
ear form) or & = By + B1i> (the quadratic form), then by using the foregoing
marginal distribution for the x;’s, we calculate the MLEs for «, B¢y, and B, as
solutions to the following system of equations:

Z+) g =Y In(x +£) =0 (232)
i=1 i=1
aZ——(a+1)Z =0 (233)
l i=1 'xl + l
&Zé——(&+ =0 (234)
i=1 Si J
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where & = By + Bii’ and i’ =i or i’ = i*. Using a uniform prior U (a, b) for the
shape parameter «, Littlewood and Verrall derived the marginal distribution of
the x;’s as a function of By and B; only. Once the three unknowns «, By, and §;
are estimated, the linear intensity function is, for example,

-1
Alinear () = < (235)

JB 2@~ 1)

A final procedure is to estimate the least-squares estimates using the fact that for a
Pareto p.d.f., E(X;) = & /(o — 1). Once the parameters are estimated, reliability
measures such as reliability and failure intensity functions can be estimated.
Additionally, the mean time to failure for the ith failure can be estimated as
E(X;) = MTTF = &;; /(¢ — 1), where i’ is the linear or quadratic assumed term
for i. Again, recall that & = By + i’ and i’ =i or i’ = i°.

A later paper by Mazzuchi and Soyer (1988) suggested that «, By, and B, are all
random variables with selected priors to estimate these unknown parameters [56].
Musa and Okumoto in 1984 proposed that & be a function related inversely to
the number of failures remaining, inspired by an efficient debugging process:
& = N(a+ 1)/1(N — i), where N is the number of defects expected as the
time lengthens, Aq is the initial failure intensity function, i is the failure index,
and « is the shape parameter of the gamma prior for the rate A [87]. It shows
that the scale parameter increases as the number of remaining failures decreases
with diminishing i.

Sahinoglu’s Poisson” Geometric and Poisson”Logarithmic Series Models A
generalized compound Poisson process model is proposed for estimation of the
residual count of software failures in references 12 to 16. It is observed that
conventional nonhomogenous Poisson process models do not allow for the pos-
sibility of multiple counts, and the compound Poisson model is superior when
clumping of failures exists at any given epoch [31]. Specifically, a model called
Poisson”geometric (or stuttering Poisson) is studied in which the underlying fail-
ure process is assumed to be Poisson while a geometrically distributed number
of failures may be detected at each failure epoch. The model proposed is vali-
dated using a few of Musa’s data sets. Further, the Poisson”logarithmic series
(equivalent to negative binomial given certain assumptions) is studied similarly,
where the compounding p.d.f. is logarithmic whereas the counting process is the
the same as before, NHPP [12,15]. The CD-ROM comprises both programs used
to calculate the reliability and failure functions. The results from these programs
can easily be used to obtain compound Poisson plots [88].

GENERALIZATIONS OF THE POISSON MODEL ~ The Poisson theorem asserts that a count-
ing process is a Poisson process if the jumps in all intervals of the same length
are identically distributed and independent of past jumps (an assumption of
stationary and independent increments), and the events occur singly at each
epoch (an assumption of orderliness) [89]. Failure interarrival times may be
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negative-exponentially distributed, but this is not sufficient to prove that the
counting process is Poisson [90, p. 434]. Let us observe two generalizations
(sometimes called degenerations) of the Poisson process [91,92]: The first is the
well-known NHPP, obtained by dropping the “stationary increments” property
in the Poisson theorem and replacing it with the “time-dependent increments”
property, where the Poisson failure arrival rate 8 varies with time 7 (e.g., in soft-
ware testing or unexpected ambulance calls on an ordinary day). The second is
the less popularly known compound Poisson process (CPP), which is the process
obtained if the orderliness property is dropped from the conventional Poisson
theorem and replaced with that of stationary jumps: Let Z,, be the size of the nth
jump, where {Z,,n = 1,2, ...} are i.i.d. random variables. Let J(¢) be the size
of jumps that occur during (0,¢]; then N (¢) is a compound Poisson process with
NT)Y=Z\+Zy+---+Zju,t =0[89].

The discrete compound Poisson p.d.f. in this section is one of two types. It
may be of geometric density type with its forgetfulness property to govern the
failure size (x > 1) distribution, whereas the conventional Poisson is a special
case when ¢ (= variance/mean) = 1 [93-96]. The symbol " designates that the
parent Poisson distribution to the left of * is compounded by the compound-
ing distribution to the right of * [12]. A similar publication by Sahinoglu on
the Poisson”geometric p.d.f. reports on a study of the limiting sum of Markov
Bernoulli variables [17]. Or, if the forgetfulness property does not exist, there is
a positive or negative correlation between the failures in a clump upon arrival.
The author uses a logarithmic-series distribution (LSD) for jump sizes with a
true-contagion property (positive correlation). The sum of LSD random variables
governed by a Poisson counting process results in a Poisson”logarithmic series,
which simply defaults to a negative binomial distribution (NBD) given that a
certain mathematical assumption holds [97,102].

TRUNCATED POISSON"GEOMETRIC (STUTTERING POISSON) A compound Poisson with a
specific compounding distribution has negative exponentially distributed failure
interarrival times with rate 8. This implies that the p.d.f. of negative exponen-
tial interarrival times is independent of or not influenced by the earlier arrival
epochs—hence the forgetfulness property of the Poisson process. Suppose that
each Poisson arrival dictates a positive discrete amount x of failures that are i.i.d.
as {f.}. Then the total number of demands follow a CP distribution within an
affixed time interval given by [88]

0 Y ,—Bt
P(x)ZZ%JCY*(X)X=O,1,2,..., B >0 (236)
Y=0 ’

where fY"(x) is the Y-fold convolution of {f.} when f, =1 for x =1 and
fx =0 for x =0 for a conventional Poisson process. Therefore, this equation
reduces to a Poisson distribution in the case of a single failure per arrival. On
the other hand, the geometric distribution is given as

fex) =1 —ryr L, x=1,23,... (237)



REVIEW OF SOFTWARE RELIABILITY GROWTH MODELS 59

Thus, a special case of CP distribution is the Poisson”geometric. The rate 8 of
the Poisson process is the average number of arrivals per unit time, and r is the
probability of finding the next independent failure in the batch or clump within
each arrival. Then p =1 — r is the probability of starting the Poisson process
for the next arrival. In summary, the total count of failures X = ) x; within
time interval ¢ is a Poisson”geometric distribution [12], where P(X =0|Y =
0)=e P, orefifr=1:

X

_ B (X —1Y xy Y
P<X|Y>—;T v )ra=n"
X=123..., 0<r<l1, B<0 (238)

From equation (238), the joint distribution of P[X (¢), Y (¢)] for unit time ¢ = 1
is given in Table 1.5. The expected value of the compound Poisson random
variable for the marginal distribution of X is obtained by multiplying the first
row by 0, the second row by 1, the third row by 2, and so on, and adding the
columns. Summing over X rows of 1 to Y columns, we get

B B

EX)= = 5 (239)

TABLE 1.5 Joint Distribution of Poisson” Geometric X and Poisson Y

Y

Expected,
X 0 1 2 3 ... E(X)=) XP(X)
0 e P — — — 0
1 —  Be -1 — — Be P(1—r)
2,8
2 —  Betrl—r) pe <1>(l—r)2 — 2BeFr(l —r) +
AN BreP(1 — ry?
2,-B 3 ,-B
30— Betril-r) ’3; (f)ra—r)z ’3; G)(l—rﬁ 3BePri(l —r) +
’ : 3% Pl —r) +
3-8
£ —a-r
_ Bre’ (3 Be (3
_ Br3(1 — 201 _ )2 e _ a3
4 Be Pr(1—r) =1 <1>r 1=r) 3 <2>r(1 r)
2,-B 3,-B
s o— perca-n S (Dras B (f)ra-n
Sum* 0 Be P[(1—1r)] Be P (1 —r2(1+ E(X) = li by
(I4+2r + 3r 4 6r2 + 1073 math series
3r2 +4r® + +) expansion

Srt 4

Source: [12].
“Each term in the summation is the product of Poisson p.d.f. and geometric p.m.f. values that add
up to E(X) = B/(1 — r) of the Poisson” geometric.
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pd+r) Bl +r) B

_ 2y 2 _
Var(X) = E(X) — [EQOT = A-r2 (A=rl+r) 1-—r

(240)

which is identical to E (X). Therefore, E(X?) = B/p + B%/p>. Similarly, E(Y) =
Var(Y) = B in the Poisson process. Note that geometric p.m.f. is a discrete analog
of the continuous negative exponential p.d.f. and has a similar nonaging Markov
forgetfulness property. Consequently, for the X ~ Poisson” geometric, and x ~
geometric(r) processes,

variance  E(x?) (¢ +¢*)p~?

mean  E(x) gp~!
g+q*> 1+q 1+1-p _
= = = =Q-pp! (241)
qp P

The probabilities and moments of the zero-truncated P G(u, Q) are (1 — e~ B!
times the nontruncated:

pw=EX)=ptl(1 —r)(1—e ]! (242)

TRUNCATED POISSON" LOGARITHMIC SERIES ~ Of a number of chance mechanisms gen-
erating the negative binomial distribution (NBD), it can also be defined to be a
Poisson sum of logarithmic-series-distributed (LSD) random variables [101,102].
Let X = x; +x, + x3 + - -+ + x,, where the x; are LSD random variables with
a p.m.f.

ab* 1
fo=—, x=1,23,..., a=——,
X In(1 — 0)

0<6<1 (243)

Then a randomly stopped sum of x; ~ LSD(0) has an NBD(k, ¢) with parameters

B

k=—
Ing

(or B=klng) (244)
g=——o (245)

where E(x) = af/(1 — 6). The stopping rule N (¢) is a compound Poisson. Let
x ~ LSD be reparametrized. Let § = p/q, and g =p+1=(1-6)"!, p=
6(1 —0)"', and a = —1/In(1 — ¢q) = 1/ Ingq; therefore, inserting for p = (1 —
6)~! =g — 1 and a in equation (245), E(x) = (g — 1)/ Inq. Therefore,

X
1
fxz(xlnq)_l(g) x=1.23..... a=—. 0<0<1,
q Ing

g=p+1>1, g=01-6)" (246)
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Then E(X) = kp for X ~ NBD, where k = B(Ing)~'. Therefore, the probability
of X failures for the decapitated (truncated) NBD is

k+X-1D! pX

POO = Xy gox — g

(247)

See Tables 1.6 and 1.7.

Gamma, Weibull, and Other Classes of Failure Times In the classes in which
the failure intensity A(¢) is not in the form of a negative exponential but gamma,

TABLE 1.6 Cross Section of Historical Failure Times of Data Sets T1(X,Y) to
T5(X,Y) in CPU*

T1: 21,700 object instructions delivered in 92 calendar days and 24.6 exec. hours of
real time (X = 136, Y = 133): 130 singletons, 3 doubles

3, 33, 146, 227, 342, 351, 353, 444, 556, 571, 709, ..., 5089, 5089, ..., 11811,
12559,12559, . .., 42188, 42996, 42996, . .., 81542, 82702, 85566, 88682 (last)

T2: 27,700 object instructions delivered in 72 calendar days and 30.2 exec. hours of
real time (X = 54, Y = 52): 51 singletons, 1 triplet

191, 413, 693, 983, 1273, 1658, 2228, 2838, 3203, 3593, 3858, 4228, 5028, 6238,
6645, ..., 62361, 62361, 62361, 62661, 71682, 74201, 81091, 84339,..., 108708 (last)

T3: 23,400 object instructions delivered in 55 calendar days and 18.7 exec. hours of
real time (X = 38, Y = 37): 36 singletons, 1 double

115, 115,..., 198, 376, 570, 706, ..., 36818, 37381, 40151, ..., 58065, 64789,
67335(last)

T4: 33,500 object instructions delivered in 71 calendar days and 14.6 exec. hours of
real time (X = 53, Y = 50): 47 singletons, 3 doubles

5,78, 219, 710, 715, 720, 748, 886, 1364, ..., 3148, 4572, 4572, ..., 4664, ..., 12850,
13021, 13021, 13664, 14551, ..., 15885, 16489, 16489, 17263, ..., 50896, 52422 (last)

TS: 2,445,000 object instructions delivered in 173 calendar days and 1785 exec. hours
of real time (X = 831, Y = 810): 794 singletons, 13 doubles, 2 triplets, 1 quintiplet
37320, ..., 2712322, 2715360, 2715360, 2715360, 2861760, ..., 3014160, 3014160,
3104338, ..., 3277760, 3291260, 3291260, 3291260, 3291260, 3291260, 3294140,
3296120, 3299960, 3337820, 3337820, 3369440, ..., 7108021, 7249520, 7249520,
7251320,..., 7407920, 7488620, 7488620, 7493936, ..., 10712788, 10712788,
10729436, ..., 15491208, 15566088, 15566088, ..., 15573288, ..., 15837888,
15837888, 16073188, 16139088, 16139088, 16175088, ..., 16277688,16277688,
...,16279488, 16502688, 16502688, . .., 16750473, 16754343, 16754343, 16754343,
..., 16847943, 16847943, ..., 18855143, 18696039, 18747761, 18772252,
19608286, . .., 27080864, 27080924, 27080924, 20901716, 20901716, . .., 21120288
(last)

“The underlined entries are the failure repetitions upon one arrival, where X = total number of
failures, Y = total number of arrivals [12,103,104].
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TABLE 1.7 Statistical Analysis of Data Sets T1 to T5 for Poisson”Geometric and
Poisson”Logarithmic

q (NBD)
No. No. Geometric ~ Empirical: fro.m
of of First Second  Variable: q= q(Poisson” Nonlinear
Data fail- stops Moment: Moment: p =1—r: Var/Mean, Geometric): E(x_) 1:
Set uress:X Y E@x) =X/Y E®x? p=Y/X EGY)H/Ex) q=Q—p)/p qln—q
T1 136 133 1.0226 1.0677 0.9779 1.0441 1.0451 1.0219
T2 54 52 1.0385 1.1539 0.9630 1.1111 1.0769 1.0546
T3 38 37 1.0270 1.0841 0.9737 1.0555 1.0541 1.0275
T4 53 50 1.06 1.18 0.9434 1.1132 1.12 1.0556
T5 831 810 1.0259 1.0975 0.9747 1.0698 1.0523 1.0345

Weibull, or other distributions, the number of failures to occur over a given period
of time is either homogeneous or nonhomogeneous Poisson, binomial, or other.
Next, we look at the models that fall in these classes.

Yamada’s Delayed and Ohba’s Inflection S and Hyperexponential Models (Pois-
son Type) The interfailure distribution is gamma p.d.f., but the failure count
per unit time is a Poisson type of model, not binomial. Ohba, Yamada, and joint
authors proposed a software reliability growth model based on the assumption
that there exist two types of defects, one of which is easier to detect [48,51].
Yamada et al. (1986) claimed that a testing process is a combination of a defect
detection process and a defect isolation process. They indicated that their model
is more reasonable and useful when defects can be classified into two such cat-
egories. Since the model employs more parameters than those of the simple
Goel-Okumoto model, it becomes more complicated to apply this technique in
practice.

With this method there can be a significant delay between the time of the first
failure observation and the time of reporting it. The authors proposed a delayed
S-shaped reliability model where the experienced growth curve of the cumulative
count of defects that are detected becomes S-shaped. Their model is based on an
NHPP to govern the failure count process, but their mean value function (similar
to the Goel-Okumoto), whose limit is finite [i.e., lim,_, o @ (#) = « (total count
of defects) < oo], reflects the delay in reporting the defects, as the team members
become familiar with the software, usually followed by growth and then decay
as the residual defects get more difficult to discover. This results in an S-shaped
curve, unlike the exponential growth of the Goel-Okumoto model:

w®) =«[1— (14 Art)e '] (248)
and the inter-failure-time distribution is gamma:

f@t) = 2*te™ (249)
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where ¢ is the time of occurence, A is the error detection rate, and « is the
total count of defects. Ohba later (1984) proposed another S-shaped reliability
model, also an NHPP, which he called the inflection S model [48]. The new
model explains a software failure detection process, where the defects detected
are mutually dependent. This implies that the more failures that one detects, the
more undetected failures become easily recognizable. This proposal introduces a
more practical approach than that of earlier models, which invariably adopt the
independence assumption of defects in a software program by default. The mean
value function for this approach, on the other hand, is

1 — e*).t

_ 250
14+ie ™ (250)

u(t) =«

where ¢ is the time, A is the error detection rate, i is the infection factor, and «
is the total count of defects, or total cumulative defect rate (count per unit time).
On the other hand, the failure intensity function can be found to be A(¢) = ©/(¢)
for the first derivative of w(¢) with respect to time.

Yamada’s delayed S and Ohba’s inflection S model are both considered to
account for the learning or training period (reflected as delayed or inflection
patterns of the respective methods) that analysts experience at the infancy level
of the software testing process. The mean value function (c.d.f.) and failure
intensity function (p.d.f.) curves of both models are different from the negative
exponential model. The exponential model assumes that the peak defect arrival
is time zero (beginning) of the test phase and decays afterward. The delayed S
model assumes a slightly delayed peak, and the inflection S model assumes a
sharper peak later in a symmetrical shape.

The hyperexponential model is an extended exponential model. That is, the
various sections of the software experience varying rates of failure, as when
differing groups of people do too many different things in different languages
under different circumstances. In mathematical-statistical analysis, the sum of
these varying exponential curves can best be formulated by a hyperexponential.
The cumulative count of failures by time 7, M (), follows a Poisson process with
a mean value function u(t) = N Zle pill —exp(—p;t)], where 0 < §; < 1,
ZLI pi=1,and 0 < p; < 1; N is finite in a finite failure model. The defect
counts in each testing interval, the f;’s, are given as input data, as well as the
completion time of each period of software observation, #;’s. If k = 1, it is an
NHPP. Since A(¢) = u/(¢) and Np; is the expected number of faults for the ith
class,

k
M) =NY_ pifill — exp(—pit)] (251)

i=1

is strictly decreasing for r > 0. For model estimation and reliability prediction,
estimate N; as the number of defects in each class from the MLE equations
presented in the NHPP model. The MLE of N is then the sum of the MLEs
over the k classes. If the practice suggests that there exist only two classes,
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such as new versus old or easy versus difficult, the new model is called the
modified exponential software reliability growth model [51]. Also, Laprie and
Kanoun designed a hyperexponential model for k = 2 with an equivalent failure
rate function [105], identical to h(¢) formula on page 46 in 1.3.3.

p1Bie P + prpre P
pre Pl + pre=ht

A1) = (252)

and then they derived a system availability model to integrate the two classes:
k =1 for hardware and k = 2 for software.

Schick—Wolverton Model (Binomial Type) Schick and Wolverton modified the
J-M model by assuming that the failure rate is not only proportional to the number
of operating errors, but also increases linearly with operating time #, where the
hazard function is [45]

h(t) =k(N —i+ 1)t (253)

The interfailure times are assumed to be with respect to the Weibull p.d.f., with
the negative exponential being a special case. Later, they proposed a more general
model [106] in which the per-fault hazard rate is parabolic instead of a linear
function as in their original model:

h(t) = k(N —i + 1)(=by1> + bat + b3) (254)

Critics have pointed out that the model is no longer valid since A(¢) should
decrease over time. The main reason is that the latter errors are hidden and
difficult to encounter in operation in modern software operations.

Duane and AMSAA Model (Poisson Type) This model was originally proposed
as a hardware design by Duane [49], who discovered that the cumulative failure
rate or cumulative hazard function H (), versus the accumulated testing time,
resulted in a straight line on log-log plotting paper [49]. It is also an NHPP,
where the fact that the failure intensity function has the same rate for a Weibull
p-d.f. has been used for some software systems. It is a reliability growth model
later adopted by AMSAA (Army Material Systems Analysis Activity), which
uses a relationship between a cumulative test time and cumulative failures. It is
an infinite failure model, since lim,;_, o, i (#) = 00. The reason it is also referred
to as a power model (Section 1.3.3) is because the mean value function for the
cumulative number of failures by time ¢ is taken as a power of :

w()=at®  fora>0,b>0

(b = 1 implies a homogeneous Poisson process) (255)

The actual times to failure need to be given or the elapsed time between failures,
where 7y = 0. The cumulative count of failures, M (t), follows a Poisson process
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with a mean value function p(t) = at”. If we divide the right- and left-hand
sides by total testing time 7 and take the natural log of both sides, we obtain

t t?
#zln%:lna—i—(b—l)lnT (256)

Y=In
One plots this equation versus 7 on In-In plotting paper to get a straight line. On
the other hand, A(t) = abt’~! is the failure intensity function strictly increasing
for b > 1 (no reliability growth recorded), strictly decreasing for 0 < b < 1 (reli-
ability growth recorded), and constant for » = 1 (homogeneous Poisson process
with a constant rate). Ref. 107 derived the MLEs for a and b to be, where t, = T,

. n N n—1
a= i and b= —5—— (257)

Y In(T/n)

which when inserted in /i(r) = ar® and A(r) = abr~! give the MLEs for their
respective functions. In 1974 in the AMSAA model, Ref. 107 also derived the
MLE for MTTF = i = t(n)/nI; for the time to the (n + 1)st failure, and con-
structed confidence intervals for the MTTF reliability measure for unrepairable
systems.

S

APPENDIX 1A: 500 COMPUTER-GENERATED RANDOM NUMBERS

0.6953 0.5247 0.1368 0.9850 0.7467 0.3813  0.5827 0.7893 0.7169  0.8166
0.0082 0.9925 0.6874 0.2122 0.6885 0.2159 0.4299 0.3467 0.2186 0.1033
0.6799  0.1241 0.3056  0.5590 0.0423 0.6515 0.2750 0.8156 0.2871  0.4680
0.8898 0.1514 0.1826 0.0004 0.5259 0.2425 0.8421 0.9248 09155 0.9518
0.6515 0.5027 09290 0.5177 03134 09177 0.2605 0.6668 0.1167 0.7870
0.3976  0.7790 0.0035 0.0064 0.0441 0.3437 0.1248 0.5442 0.9800 0.1857
0.0642 0.4086 0.6078 0.2044 0.0484 0.4691 0.7058 0.8552 0.5029 0.3288
0.0377 0.5250 0.7774 0.2390 09121 0.5345 0.8178 0.8443 0.4154 0.2526
0.5739 05181 0.0234 0.7305 0.0376 0.5169 0.5679 0.5495 0.7872 0.5321
0.5827 0.0341 0.7482 0.6351 09146 0.4700 0.7869 0.1337 0.0702 0.4219
0.0508 0.7905 0.2932 04971 0.0225 0.4466 0.5118 0.1200 0.0200  0.5445
0.4757 0.1399 0.5668 0.9569 0.7255 0.4650 0.4084 0.3701 0.9446 0.8064
0.6805 0.9931 04166 0.1091 0.7730 0.0691 0.9411 0.3468 0.0014 0.7379
0.2603  0.7507 0.6414 0.9907 0.2699 0.4571 0.9254 02371 0.8664 0.9553
0.8143  0.7625 0.1708 0.1900 0.2781 0.2830 0.6877 0.0488 0.8635 0.3155
0.5681 0.7854 0.5016 0.9403 0.1078 0.5255 0.8727 0.3815 0.5541 0.9833
0.1501 0.9363 0.3858 0.3545 0.5448 0.0643 0.3167 0.6732 0.6283  0.2631
0.8806  0.7989 0.7484 0.8083 0.2701 0.5039 0.9439 0.1027 0.9677 0.4597
0.4582 0.7590 0.4393 04704 0.6903 0.3732 0.6587 0.8675 0.2905 0.3058
0.0785 0.1467 0.3880 0.5274 0.8723 0.7517 0.9905 0.8904 0.8177 0.6660
0.1158 0.6635 0.4992 09070 0.2975 0.5686 0.8495 0.1652 0.2039  0.2553
0.2762 0.7018 0.6782 0.4013 0.2224 0.4672 0.5753 0.6219 0.6871  0.9255
0.9382 0.6411 0.7984 0.0608 0.5945 0.3977 04570 0.9924 0.8398 0.8361
0.5102 0.7021 0.4353 0.3398 0.8038 0.2260 0.1250 0.1884 0.3432  0.1192

(Continued)
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0.2354  0.7410  0.7089  0.2579  0.1358 0.8446 0.1648 0.3889  0.5620  0.6555
09082 0.7906  0.7589  0.8870 0.1189 0.7125 0.6324 0.1096 0.5155 0.3449
0.6936  0.0702 09716  0.0374 0.0683 0.2397 0.7753 0.2029 0.1464  0.8000
0.4042 0.8158 0.3623 0.6614 0.7954 0.7516  0.6518 0.3638 0.3107 0.2718
0.9410 02201  0.6348 0.0367 0.0311 0.0688 0.2346  0.3927 0.7327  0.9994
0.0917 02504 0.2878  0.1735 0.3872 0.6816 02731 0.3846 0.6621  0.8983
0.8532  0.4869 0.2685 0.6349 09364 0.3451 0.4998 0.2842 0.0643 0.6656
0.8980 0.0455 0.8314 0.8189 0.6783 0.8086 0.1386  0.4442 0.9941 0.6812
0.8412 0.8792  0.2025 0.9320 0.7656 0.3815 0.5302 0.8744 0.4584  0.3585
0.5688 0.8633  0.5818  0.0692 0.2543 0.5453 0.9955 0.1237 0.7535 0.5993
0.5006  0.1215  0.8102 0.1026 0.9251 0.6851 0.1559 0.1214 0.2628 0.9374
0.5748 0.4164 03427  0.2809 0.8064 0.5855 02229 0.2805 0.9139 0.9013
0.1100  0.0873  0.9407 0.8747 0.0496 0.4380 0.5847 0.4183 0.5929 0.4863
0.5802 0.7747  0.1285 0.0074 0.6252 0.7747 0.0112 0.3958 0.3285  0.5389
0.1019  0.6628  0.8998  0.1334  0.2798 0.7351 0.7330  0.6723  0.6924  0.3963
0.9909 0.8991 0.2298  0.2603  0.6921 0.5573 0.8191 0.0384 0.2954  0.0636
0.6292  0.4923 (1.0276 0.6734 0.6562 0.4231 0.1980 0.6551 0.3716  0.0507
0.9430 02579  0.7933  0.0945 0.3192 03195 0.7772 0.4672 0.7070  0.5925
0.9938 0.7098  0.7964  0.7952 0.8947 0.1214 0.8454 0.8294 0.5394 0.9413
0.4690 0.1395 0.0930  0.3189 0.6972 0.7291 0.8513 0.9256 0.7478  0.8124
0.2028 0.3774  0.0485 0.7718 0.9656  0.2444  0.0304 0.1395 0.1577  0.8625
0.6141 0.4131 0.2006 0.2329 0.6182 0.5151 0.6300 0.9311 0.3837 0.7828
0.2757 0.8479  0.7880  0.8492  0.6859 0.8947 0.6246 0.1574 0.4936 0.8077
0.0561 0.0126  0.6531  0.0378 0.4975 0.1133 03572 0.0071 0.4555 0.7563
0.1419 04308 0.8073  0.4681 0.0481 0.2918 0.2975 0.0685 0.6384  0.0812
0.3125 0.0053 09209 09768 0.3584 0.0390 0.2161 0.6333 0.4391  0.6991
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EXERCISES

1.1 At the end of one year of service, the reliability of a certain software

product during its useful life period after the debugging process (assuming
a constant failure rate) is 0.8.

(a) What is the failure rate of this software product in hours?
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(b)

(¢

(@)

(e)

1.2 (a)

(b)

FUNDAMENTALS OF COMPONENT AND SYSTEM RELIABILITY

If four of these products are put in series and active parallel inde-
pendently, what are the annual reliability figures in series and active
parallel systems, respectively?

For active parallel, if 30% of the component failure rate may be attri-
buted to common-mode failures, what will the annual reliability become
for the two components in parallel?

Suppose that the failure rate for a software component is given as 0.08
per hour. How many components must be placed in active parallel form
if a distributed system of modules will have to run for 100 hours with
a system reliability of no less than 95%?

Assuming now that the annual reliability of the software module is
improved to 0.95, a series system of four components is formed. A
second set of four components is bought and a redundant system is built.
What is the reliability of the new redundant system with (1) high-level
redundancy by drawing the representation in numbered blocks, and
(2) low-level redundancy by drawing the representation in numbered
blocks?

A wear test is run on 10 PC hard drives and the following times in
months found:

27,39+, 40, 54, 68+, 85, 93, 102, 135+, 144

Using the product limit (Kaplan—Meier) technique to account for cen-
soring, make a nonparametric plot of the reliability and hazard func-
tions.

A nonreplacement test is run for 60 hours on 40 microprocessors. Five
failures occur at 12, 19, 28, 39, 47 hours. Estimate the value of the
constant failure rate.

Also find approximate upper and lower bounds for the MTTF.

1.3 The reliability of an operating system in time is given by

(1 —0.20)2, 0<t<5

R =
® {O,t >5

where the original p.d.f. of failure time was f(¢) = (0.4)(1 — 0.2¢) for
0<rt<5.

(a)
(b)

Verify R(t) using f(¢). Calculate the MTTF.

Find the failure or hazard rate h(¢) Is the failure rate increasing or
decreasing? Justify your result.
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14

1.5

1.6

1.7

(¢) How often should it be updated if failures are to be held to no more
than 5%?

A constant-failure-rate device (a desktop PC) has a MTTF of 2000 hours.
The vendor offers a one year warranty. What fraction of the PCs will fail
during the warm-up period?

A software module being marketed is tested for two months and found to
have a reliability of 0.99; the module is known to have a constant failure
rate.

(a) What is the failure rate?

(b) What is the MTTEF?

(c) What is the reliability of this product four years into its operation if it
is in continuous use?

(d) What should the warranty time be to achieve an operational reliability
of 95%?

The reliability growth models are outlined in Section 1.6.2. Among the most
popular are the generalized Goel—Okumoto NHPP (when ¢ = 1, the Weibull
becomes exponential, and when ¢ = 2, it becomes the Raleigh model) and
the Musa—Okumoto logarithmic Poisson execution time model, which have
different mean value functions to predict the number of failures at the end
of a mission time 7. Given the following input data, calculate and compare
the mean values of the number of failures expected to be predicted by
the end of a time ¢ for each model. These models are all NHPP. Use the
following data as necessary: ¢ (the time at which to predict) = 80 CPU
hours; a (the number of failures expected at the end of the mission time)
= vy = k = 100; b = O (the fault detection rate per fault) = 0.02; and A¢
(the initial failure intensity) = 10 per hour.

Table E1.7 lists uncensored grouped data on the failure of identical com-
mercial software modules collected by an independent quality focused non-
profit organization. Draw a nonparametric plot of the reliability and cumu-
lative hazard functions versus time.

TABLE E1.7
Interval (CPU seconds) Number of Failures
0 <t <6000 5
6000 < ¢ < 12,000 19
12,000 < ¢ < 18,000 61
18,000 < ¢ < 24,000 27
24,000 < ¢ < 30,000 20

30,000 < t < 36,000 17
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1.8 Calculate the source—target (s-¢) reliabilities of the following systems:

(a) Take s = 1, t = 13 in Figure E1.8(a).
(b) Take s =5, t =9 in Figure E1.8(D).

FIGURE E1.8(b)

1.9 A disk drive has a constant failure rate A with an MTTF of 5000 hours.
What is the probability of failure for one year of operation? What is the
probability of failure for one year of operation if two of the drives are
placed in active parallel mode with failures assumed to be independent?
What if in series?
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1.10

1.11

1.12

1.13

1.14

1.15

What is the probability of failure for one year of active parallel operation
if the common-mode errors are characterized by g = 0.2?

Suppose that a system consists of two components placed in series, each
with a failure rate A = 1 per year. A redundant system is built consist-
ing of four identical components. Derive and calculate expressions for the
system’s failure rates after # = 1 year of operation:

(a) for high-level redundancy
(b) for low-level redundancy

Suppose that without preventive maintenance, the failure (hazard) rate of a
computer hard drive is given by A(t) = (1.1)(107)z 4 (1.0)(10~°)#?, where
t is given in CPU hours and A(?) is per year.

(a) Calculate the design-life reliability of the hard drive for a design life
of 10,000 CPU hours assuming that no preventive maintenance is per-
formed.

(b) Suppose that by overhaul the hard drive is returned to as-good-as-new
condition. How frequently should the PC company perform overhauls
to accomplish a design reliability of at least 0.90?

Suppose that a computer keyboard is life-tested and has an MTTF of
68 hours and an MTTR (mean time to repair) of 1.5 hours. What is the
availability with corrective maintenance? If the MTTR is reduced to 1
hour with extra measures, what MTTF can be tolerated without altering the
machine availability?

An annual life test revealed that 92% of computer hard disks were found
to be operable. According to these data, what is the long-term availability
of these disks? If one is not happy with this availability figure and desires
to reach an availability value of 0.98, how often must one perform testing
and replacement procedures?

At the end of one year of service, the unreliability of certain General Electric
light bulbs, assuming a constant failure rate, is 10%.

(a) What is the failure rate in hours?

(b) If two bulbs are put independently in series and active parallel, what
are the annual reliability figures, respectively?

(¢) For active parallel, if 20% of the component failure rate may be attributed
to common-mode failures, what will the annual reliability become for the
two components in active parallel?

(d) Suppose that the design failure rate for the component is given to be
0.008 per hour. How many bulbs must be placed in active parallel if a
system of lamps will have to run for 100 hours with a system reliability
of no less than 95%.

(e) Assuming now that the annual reliability of the bulb is improved to
0.96, a series system of three bulbs is formed. A second set of three
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components is bought and a redundant system is built. What is the
reliability of the new redundant system with (1) high-level redundancy;
(2) low-level redundancy?

1.16 Let us consider a software program with an initial failure intensity of 10
failures/hour and 100 total failures to be experienced in infinite time. What
is the failure intensity A(t) going to be at 7 = 10 and 100 execution hours
(a) for Musa’s basic execution model and (b) for the Musa—Okumoto log-
arithmic Poisson model? Having calculated those, estimate the predicted
number of failures, p(7) at t = 10 and v = 100 execution hours for parts
(a) and (b).

1.17 For the grouped (clustered) failure data formulated in Table E1.17(a) and
presented in Table E1.17(b) for system T38 [34], use Sahinoglu’s com-
pound Poisson software reliability model to estimate the number of failures
to be expected by the end of the mission time (at the end of eleventh inter-
val) at step 7 by applying (a) the Poisson” geometric distribution model; (b)
the Poisson”logarithmic series distribution model; (¢) the Goel-Okumoto
model; (d) the Musa—Okomoto model.

TABLE E1.17(a) Grouped Failure Data Format

Total Test Duration Number of Cumulative
Interval Time After of the Failures in Number of
Number the Interval Interval the Interval Failures
1 X1 X1 Y1 21
X2 X2 — X1 Y2 22
p Xp Xp — Xp_i Yp Zp

1.18 Consider the following multiply censored data without replacement for the
computer hard disks in months:

30 39 40+ 54 68+ 85 93+ 102 135 144+

(a) Prepare a spreadsheet for these ungrouped data showing time, reliability
function, and hazard function columns. Make a nonparametric plot of
the reliability and hazard functions. Estimate the MTTF for the pumps.

(b) Suppose that these were the initial n = 10 failures recorded at the end of
the experiment (type II: stop at nth failure) for a total of N = 20 disks.
Estimate the MTTF and find the upper and lower 90% confidence inter-
val estimates. Calculate for (1) nonreplacament and (2) replacement.

1.19 Given the failure times 5.2, 6.8, 11.2, 16.8, 17.8, 19.6, 23.4, 25.4, 32.0, and
44.8 hours.
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TABLE E1.17(b) Grouped Failure Data for System T38

Total Test Time

at the End of Duration of the Number of Cumulative
Interval the Interval Test Interval Failures in Number of
Number (CPU hours) (CPU hours) the Interval Failures
1 5 5 1 1
2 15 10 0 1
3 25 10 16 17
4 35 10 1 18
5 45 10 1 19
6 50 5 0 19
7 65 15 1 20
8 75 10 3 23
9 95 20 2 25

10 120 25 7 32

11 125 5 0 32
(a) Using a Weibull probability p.d.f., determine the scale and shape para-

meters.
(b) Using a negative exponential p.d.f., estimate the failure rate, 6.
(¢) Which is a better estimate? Why?

1.20 A constant-failure-rate device (PC monitor) has MTTF = 2000 hours. The
vendor offers a one-year warranty. What fraction of the PC monitors will
fail during the warranty period?

1.21 Given the time-domain data sets T1, T2, T3, T4, and T5 in the data bank of
this book’s CD-ROM use five software reliability models of your choice to
predict the expected value and hazard functions at the end of the mission.
Explain which is best, and why.

1.22 Given the grouped data for WD1, WD2, WD3, WD4, and WDS5 in the data
bank of the CD-ROM, use five software reliability models of your choice
to predict expected value and hazard functions at the end of the mission.
Which is best, and why?

1.23 Given g = 3 and mean (M) = 10, plot two curves for the p.d.f and survival
function using the CD-ROM for both Poisson”geometric and Poisson”log
series.

1.24 Using the uniform random table in Appendix 1A from right to left, gen-
erate at least a pair of random variables from each of (a) the p.m.f.’s in
Section 1.3 and (b) the pdf’s in Section 1.3 from Table 1.1 only.

1.25 Generate a pair of random deviates from all the rest of p.d.f.’s and p.m.f.’s

not covered in Exercise 1.24 using Appendix 1A.



