Understanding the SEC’s
Guidance for Management

Key Topics:
® The purpose of internal control over financial reporting
® The SEC’s recommendations for internal control evaluations

® Guidance for management’s reporting considerations

¢ Rule amendments and other SEC guidance related to internal control
over financial reporting

PURPOSE OF INTERNAL CONTROL OVER
FINANCIAL REPORTING

As most people involved with Section 404 already know, the overall purpose
of internal controls over financial reporting is to prepare reliable, materially
accurate financial statements. The rationale of Section 404 is to identify any
material weaknesses that have more than a remote likelihood of leading to
a material misstatement in a company’s financial statements and ultimately
to produce more reliable reporting. Since only material weaknesses need to
be disclosed, the focus of Section 404 is on issues that could cause material
errors in the financial statements.

Public companies have been required to establish and maintain
internal accounting controls since the enactment of the Foreign Corrupt
Practices Act of 1977. Now under Section 404 of the Sarbanes-Oxley Act
(SOX), public companies must attest to the effectiveness of their inter-
nal controls over financial reporting when they file their annual report.
Although laws on internal controls are not new, Section 404 was meant to
spotlight the connection between strong internal controls and reliable
financial statements.

Effective internal controls can also help to deter or detect fraudu-
lent financial reporting practices and perhaps reduce any adverse effects.
Internal controls are not meant to prevent or detect every instance of fraud,
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especially when there is collusion of two or more people. However, Section
404 has increased awareness and put structures in place to help reduce the
risk of fraud in financial reporting.

After the Sarbanes-Oxley Act (SOX), including the infamous Section
404, was enacted in 2002, the Securities and Exchange Commission (SEC)
adopted final rules implementing the requirements of Section 404(a) in June
2003. The final rules did not prescribe any specific method or set of proce-
dures for management to follow in performing its evaluation of internal con-
trol over financial reporting (ICFR). From an optimistic viewpoint, this gave
public companies some flexibility for their assessment of internal control. In
reality, the lack of guidance caused many companies confusion on what con-
stituted “reasonable support” for their assessments. In the absence of specific
guidance, management relied on Auditing Standard No. 2 (AS No. 2) and
other guidance for auditors to help guide their own SOX programs.

Finally in June 2007, the SEC issued the first guidance for manage-
ment in an attempt to enable public companies to conduct a more effective
and efficient evaluation of ICFR. Further, under the SEC’s rule amend-
ments, auditors would express only a single opinion on the effectiveness
of the company’s internal controls in the attestation report rather than
expressing separate opinions on the effectiveness of the company’s ICFR
and on management’s assessment.

Also in 2007, the Public Company Accounting Oversight Board
(PCAOB) issued a new auditing standard to supersede AS No. 2. Although
much more robust, the PCAOB’s new Auditing Standard No. 5 complements
the SEC’s guidance for management and supports the SEC amendments.

The SEC gives companies the option to follow its new guidance for com-
pliance with Section 404. Managers may choose to rely on the interpretive
guidance as an alternative to what is provided in existing auditing standards
for two key reasons:

1. The rule would give managers who follow the interpretive guidance
comfort that they have conducted a sufficient ICFR evaluation.

2. Elimination of the auditors’ opinion on management’s assessment in
the auditors’ attestation report should significantly lessen the pressures
that managers have felt to look to auditing standards for guidance.

The SEC has high hopes for its guidance and rule amendments, believ-
ing they will promote competition and capital formation in the U.S. mar-
ketplace. The amendments should also increase efficiencies with the effort
and resources associated with an evaluation of ICFR, facilitate more efficient
allocation of resources within a company, and be scalable depending on the
size of the company.

These claims may in fact be true. Although the information in the
SEC’s guidance for management is not novel, the SEC states, “The guidance
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sets forth an approach by which management can conduct a top-down,
risk-based evaluation of internal control over financial reporting. An evalu-
ation that complies with this interpretive guidance is one way to satisfy the
evaluation requirements.”! However, the SEC’s guidance for management is
very general and may create more confusion that efficiency.

The SEC believes it is impractical to prescribe a single methodology
that meets the needs of every company and that management must bring its
own experience and informed judgment to bear in order to design an evalu-
ation process that meets company needs and provides reasonable assurance
for its assessment. This guidance is intended to allow management the flex-
ibility to design such an evaluation process.

Just as in the PCAOB’s standards, the SEC identified the Internal
Control—Integrated Framework created by the Committee of Sponsoring
Organizations of the Treadway Commission (COSO) as an example of a suit-
able framework on which management can base its assessment of internal
control. The SEC also states that while the COSO framework identifies the
components and objectives of an effective system of internal control, it does
not set forth an approach for management to follow in evaluating the effec-
tiveness of a company’s ICFR. It distinguishes between the COSO framework
as a definition of what constitutes an effective system of internal control and
guidance on how to evaluate ICFR.

The SEC points out the establishment and maintenance of internal
accounting controls has been required of public companies since the enact-
ment of the Foreign Corrupt Practices Act of 1977. Section 404 of SOX
reemphasizes the important relationship between the maintenance of effec-
tive ICFR and the preparation of reliable financial statements.

The SEC and its staff issued guidance in May 2005 emphasizing that
management, not the auditors, is responsible for determining the appropri-
ate nature and form of internal controls for the company as well as their
evaluation methods and procedures. Certain concepts from the May 2005
Staff Guidance have been incorporated into this new guidance for manage-
ment, and the May 2005 Staff Guidance remains relevant. For more infor-
mation on the May 2005 Guidance from the SEC, see Chapter 3.

The SEC advises management to conduct an evaluation of its internal con-
trols that is sufficient to provide it with a reasonable basis for its annual assess-
ment. Exchange Act Section 13(b)(7) defines “reasonable assurance” and
“reasonable detail” as “such level of detail and degree of assurance as would sat-
isfy prudent officials in the conduct of their own affairs.” The SEC believes “rea-
sonableness” is not an “absolute standard of exactitude for corporate records.”
In addition, the SEC recognizes that “reasonableness” is an objective standard,
and there is a range of judgments that an issuer might make as to what is “rea-
sonable” in implementing Section 404. Hence, the term “reasonable” in the
context of Section 404 implementation does not imply a single conclusion or
methodology, but a full range of appropriate conduct, conclusions, or method-
ologies upon which an issuer may reasonably base its decisions.
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Keeping in line with the PCAOB’s AS No. 5, the SEC’s guidance for

management is organized around two broad principles:

1.

Management should evaluate the design of the controls that it has
implemented to determine whether they adequately address the risk
that a material misstatement in the financial statements would not be
prevented or detected in a timely manner.

Management’s evaluation of evidence about the operation of its con-
trols should be based on its assessment of risk.

This guidance addresses a number of the common areas of concern

that have been identified over the past two years by companies of all sizes.
For example, the guidance:

Explains how to vary approaches for gathering evidence to support the
evaluation based on risk assessments

Explains the use of “daily interaction,” self-assessment, and other ongo-
ing monitoring activities as evidence in the evaluation

Explains the purpose of documentation and how management has
flexibility in approaches to documenting support for its assessment

Provides management significant flexibility in making judgments regard-
ing what constitutes adequate evidence in low-risk areas

Allows for management and auditors to have different testing approaches

To accomplish these goals, the SEC’s guidance for management is

broken into two sections:

1.

2.

The Evaluation Process

¢ Identifying Financial Reporting Risks and Controls

® Evaluating Evidence of the Operating Effectiveness of ICFR

® Multiple Location Considerations

Reporting Considerations

® Evaluation of Control Deficiencies

® Expression of Assessment of Effectiveness of ICFR by Management
® Disclosures about Material Weaknesses

® Impact of a Restatement of Previously Issued Financial Statements
on Management’s Report on ICFR

® Inability to Assess Certain Aspects of ICFR
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EVALUATION PROCESS

The objective of an evaluation of ICFR is to provide management with a rea-
sonable basis for its annual assessment of internal control as of the end of
the fiscal year. To meet this objective, management should identify the risks
to reliable financial reporting, evaluate whether the controls are designed
with a reasonable possibility of addressing those risks, and evaluate evidence
about the operation of the controls. The evaluation process will vary from
company to company, but the SEC guidance uses the top-down, risk-based
approach, which is widely regarded as the most efficient and effective.

Identifying Financial Reporting Risks and Controls

According to the SEC, the identification of financial reporting risks typically
begins with evaluating how the requirements of generally accepted account-
ing principles (GAAP) apply to the company’s business, operations, and
transactions. Management should use its knowledge and understanding of
the business and its processes to consider the sources and potential likeli-
hood of errors in financial reporting and identify those errors that could
result in a material misstatement to the financial statements. Risk factors to
consider could include:

¢ Internal and external risks that impact the business, including the
nature and extent of any changes in those risks

® Errors in the initiation, authorization, processing, and recording of
transactions and other adjustments that are reflected in financial
reporting elements

® The vulnerability of the entity to fraudulent activity (i.e., fraudulent
financial reporting, misappropriation of assets, and corruption)

Identifying Controls that Adequately Address Financial Reporting
Risks The determination of whether an individual control, or a combi-
nation of controls, adequately addresses a financial reporting risk involves
judgments about the likelihood and potential magnitude of misstatements
that could arise from the risk. Controls are not adequate to address finan-
cial reporting risk if they are designed to allow a reasonable possibility that
a material misstatement of the company’s financial statements would not be
prevented or detected on a timely basis. Judgments about the characteristics
of controls, such as the level of expertise needed to operate them or their
complexity, will affect the evaluation of risks that controls will fail to operate
as designed.

Consideration of Entity-Level Controls Some entity-level controls are
designed to operate at the process, transaction, or application level and
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might adequately prevent or detect a material misstatement in the financial
statements. However, some entity-level controls may be designed to identify
possible breakdowns in lower-level controls but not in a manner that would,
by itself, sufficiently address an identified financial reporting risk. The more
indirect the relationship to a financial reporting element, the less effective
a control may be in preventing or detecting a misstatement. It is unlikely
that management would identify only indirect, entity-level controls as ade-
quately addressing a financial reporting risk identified for a financial report-
ing element.

Role of General Information Technology Controls Only those general
information technology (IT) controls that are necessary to adequately
address financial reporting risks should be evaluated for management’s
assessment of internal control. Although general IT controls usually would
not directly prevent or detect a material misstatement in the financial state-
ments, automated or IT-dependent controls rely on effective general IT con-
trols to operate properly.

Evidential Matter to Support the Assessment As part of its evaluation of
ICFR, management is required to maintain reasonable support for its assess-
ment. The form and extent of the documentation will vary depending on
the size, nature, and complexity of the company, but should include docu-
mentation of the design of the controls management has placed in opera-
tion to adequately address the financial reporting risks. Documentation
of the design of controls supports other objectives of an effective system of
internal control, such as providing evidence that controls and changes to
those controls have been identified, communicated to those responsible for
their performance, and are capable of being monitored by the company.

Evaluating Evidence of the Operating Effectiveness of ICFR

The SEC states that evidence about the effective operation of controls may be
obtained both from direct testing of controls and ongoing monitoring activi-
ties. The risk associated with a certain control should dictate the nature, tim-
ing, and extent of the evaluation procedures necessary for management to
obtain sufficient evidence of the effective operation of that control. In deter-
mining whether the evidence obtained is sufficient to provide a reasonable
basis for its evaluation of ICFR, management should consider not only the
quantity of evidence (i.e., sample size) but also qualitative characteristics of
the evidence. Qualitative characteristics of the evidence can include:

® The nature of the evaluation procedures performed
® The period of time to which the evidence relates

® The objectivity of those evaluating the controls
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® For monitoring controls, the extent of validation through direct testing
of the underlying controls

Different combinations of the nature, timing, and extent of evaluation
procedures may provide sufficient evidence for any individual control.

Determining the Evidence Needed to Support the Assessment Management
should evaluate the ICFR risk for each control to determine the type of evi-
dence needed to support its assessment. The risk assessment should consider
the possibility of the control failing as well as the potential impact the failure
could have on the company’s financial statements. This concept is demon-
strated in Exhibit 1.1.

As the risks surrounding a certain control increase, management
should obtain more evidence that the control is effective. Financial report-
ing elements generally would have higher risks when they include transac-
tions, account balances, or other supporting information that is prone to
misstatement, such as elements that:

¢ Involve judgment in determining the recorded amounts
® Are susceptible to fraud
® Have complex accounting requirements

® Experience change in the nature or volume of the underlying transactions

® Are subject to environmental factors, such as technological and/or
economic developments

High4

More
Evidence*

Medium

Less
Evidence*

Misstatement Risk of
Financial Reporting Element

Low Medium High
Risk of Control Failure

* The references to “more” or “less” include both the quantitative and
qualitative characteristics of the evidence (i.e., its sufficiency).

Exhibit 1.1 SEC Grid for Determining the Sufficiency of Evidence Based on
ICFR Risk
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When considering the likelihood that a control might fail to operate
effectively, management should consider:

® The type of control (i.e., manual or automated)
® The complexity of the control

® The risk of management override

® The judgment required to operate the control

® The competence of the personnel who performs or monitors the
control

® Where there have been changes in key personnel who either perform
or monitor the control

® The nature and materiality of misstatements that the control is
intended to prevent or detect

® The degree to which the control relies on the effectiveness of other
controls (i.e., general IT controls)

® Evidence of the operation of the control in the prior year

Certain financial reporting elements, such as those involving signifi-
cant accounting estimates, related party transactions, or critical accounting
policies, generally would be classified as high risk for both the risk of mate-
rial misstatement and the risk of control failure. When the controls related
to these financial reporting elements are subject to the risk of manage-
ment override, involve significant judgment, or are complex, they generally
should be assessed as having even a higher ICFR risk.

The existence of entity-level controls, such as controls within the
control environment, may influence management’s determination of the
evidence needed to sufficiently support its assessment. Strong entity-level
controls may reduce the sufficiency of evidence needed for a control that
normally would be considered high risk. For example, management’s judg-
ment about the likelihood that a control could fail to operate effectively
could be influenced by an effective control environment, which reduces the
sufficiency of evidence needed for that control. However, a strong control
environment would not eliminate the need for some type of testing to deter-
mine if the control was effective.

Implementing Procedures to Evaluate Evidence of the Operation of
ICFR The evidence management evaluates to determine if its ICFR are
effective may come from a combination of ongoing monitoring and direct
testing of controls.

Ongoing monitoring includes activities that provide information
about the operation of controls and is commonly performed through
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self-assessment procedures or the analysis of performance measures
designed to track the operation of controls. The SEC describes self-assessment
procedures in this way:

Self-assessment is a broad term that can refer to different types of procedures
performed by individuals with varying degrees of objectivity. It includes assess-
ments made by the personnel who operate the control as well as members of
management who are not responsible for operating the control. The evidence
provided by self-assessment activities depends on the personnel involved and
the manner in which the activities are conducted. For example, evidence from
self-assessments performed by personnel responsible for operating the con-
trol generally provides less evidence due to the evaluator’s lower degree of
objectivity.?

However, the SEC goes on to explain that for situations where a com-
pany’s ongoing monitoring uses personnel who are not adequately objec-
tive, evidence obtained from the monitoring activities would normally be
supplemented with direct control testing by people independent of the con-
trols being tested.

Practice Tip

Although self-assessment procedures can be used as evidence for management
to evaluate whether its ICFR controls are effective according to the SEC, the
evidence provides low assurance and generally will not be relied on by your
auditors. Self-assessment procedures can be time consuming and hard to doc-
ument as well. Be sure to evaluate whether these types of procedures are truly
efficient for your company.

Ongoing monitoring can also be achieved by the evaluation of key per-
formance indicators (KPIs), where management reconciles operating and
financial information with its knowledge of the business. If analyzing KPIs
can indicate a potential misstatement in a financial reporting element, then
the process is relevant for addressing financial reporting risks. However, if
KPIs monitor operational results and do not address the effective operation
of financial reporting controls, they may not be a useful tool for monitoring
ICFR.

Direct tests of controls can be performed periodically to provide evi-
dence as of a point in time and may provide information about the reliabil-
ity of ongoing monitoring activities. Management can also vary the nature
of evidence obtained by adjusting the period of time covered by direct
testing. For high-risk areas, management’s evaluation would ordinarily
include evidence obtained from direct testing over a reasonable period of
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time during the year, including the fiscal year-end. For lower-risk areas, man-
agement may decide evidence from ongoing monitoring is sufficient and no
direct testing is required.

In smaller companies, management’s daily interaction with its finan-
cial reporting controls may provide it with sufficient knowledge about their
effective operation. However, this can be a tricky situation because knowl-
edge from daily interaction would have to be obtained by those people
responsible for evaluating the effectiveness of ICFR (not process owners)
through their ongoing direct knowledge and supervision of control opera-
tion. Also, management would have to have sufficient evidence of the daily
interaction and monitoring to conclude that these controls were effective.

For example, daily interaction may be an effective control when the
operation of controls is centralized and the number of personnel involved
in their operation is limited. Companies with multiple management report-
ing layers or operating segments, however, may not be able to rely on daily
interaction to provide sufficient evidence because those responsible for assess-
ing the effectiveness of ICFR may not be sufficiently knowledgeable about the
operation of the controls. In these situations, management may have to rely
on direct testing or ongoing monitoring procedures.

Management should evaluate the evidence it gathers from ongoing
monitoring or direct testing to determine whether the operation of a con-
trol is effective. This evaluation should consider:

® Whether the control operated as designed
® How the control was applied
® The consistency with which the control was applied

® Whether the person performing the control possesses the necessary
authority and competence to perform the control effectively

Evidential Matter to Support the Assessment The SEC believes the nature
of the evidential matter that management uses to evaluate its internal con-
trols will vary based on a company’s assessed level of financial reporting risks
and other circumstances unique to each company. A company’s evidential
matter to support its assessment should include documentation of the meth-
ods and procedures used to gather and evaluate evidence. For example,
management could document its overall ICFR program in a comprehensive
memo describing its evaluation approach, the evaluation procedures, and
the basis for its conclusions for each financial reporting element.
The SEC states:

If management determines that the evidential matter within the company’s
books and records is sufficient to provide reasonable support for its assess-
ment, it may determine that it is not necessary to separately maintain copies of
the evidence it evaluates.’
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For example, at a small company where management is relying on its
daily interaction with the operation of its controls to provide the basis for
its assessment, there may be limited documentation created specifically
for the evaluation of ICFR. Management needs to consider the type of rea-
sonable support that would provide sufficient evidence for its assessment
and whether reasonable support would include documentation of how its
interaction provided it with sufficient evidence. This documentation might
include memoranda, emails, and instructions or directions from manage-
ment to company employees.

Practice Tip

Although the SEC’s guidance on the matter of evidence for management’s
daily interactions with financial reporting controls strives to remain open and
flexible, it does not imply that a company can have no evidence for these con-
trols. If a company has no evidence that financial reporting controls are moni-
tored daily by those responsible for assessing the company’s internal control,
the company may have to implement procedures to create the evidence, such
as signoffs, emails, or meeting documentation.

According to the SEC, when management is evaluating the type of
supporting evidential matter needed for the operation of controls, it should
consider the degree of complexity of the control, the level of judgment
required to operate the control, and the risk of material misstatement in
the financial statements. As these factors increase, management may deter-
mine that it must maintain evidential matter supporting the assessment
separately.

If management believes entity-level and other pervasive controls
address the elements necessary for an effective system of ICFR, then the evi-
dential matter for reasonable support of management’s assessment should
include documentation of how that belief was formed.

Multiple Location Considerations

A company’s overall consideration of its financial reporting risks should
include all of its locations or business units. In its evaluation of risks, man-
agement may decide that financial reporting risks are adequately addressed
by controls operating at a central location. In this case, the company’s
approach to its ICFR program would be similar to a business with a single
location or business unit. However, when the controls necessary to address
financial reporting risks are in place at more than one location or business
unit, management has to evaluate evidence of the operation of those con-
trols at the individual locations or business units.
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In situations where management determines that the financial report-
ing risks for controls that operate at individual locations or business units
are low, it has more flexibility in its approach for documenting and testing
controls at those locations. For example, management may determine that
evidence gathered through self-assessment routines or other ongoing moni-
toring activities, when combined with the evidence derived from a central-
ized control that monitors the results of operations at individual locations,
constitutes sufficient evidence for the evaluation.

When performing its risk evaluation of noncentral locations, manage-
ment should consider whether location-specific risks may cause a control
to not operate effectively. Additionally, there may be pervasive factors at a
given location that cause some controls there to be considered higher risk.

When deciding whether the nature and extent of evidence that con-
trols are operating effectively is sufficient, management should consider the
risk for each financial reporting element rather than making a single judg-
ment for all controls at a location.

REPORTING CONSIDERATIONS

The objective of the reporting process is to inform investors and other users
of financial statements about the status of companies’ internal control over
financial reporting. In order to successfully communicate to the market,
companies need a strong evaluation process for deficiencies and clear dis-
closures regarding management’s assessment.

Evaluation of Control Deficiencies

The evaluation of a control deficiency should include both quantitative and
qualitative factors. Management can evaluate a deficiency in ICFR by con-
sidering whether there is a reasonable possibility that the company’s ICFR
will fail to prevent or detect a misstatement of a financial statement amount
or disclosure on a timely basis even though an actual misstatement may not
have occurred. Management should also consider the magnitude of the
potential misstatement that could result from the failed control(s).

Similar to the PCAOB’s approach, the SEC mentions the “prudent offi-
cial test” and states:

If management determines that the deficiency, or combination of deficien-
cies, might prevent prudent officials in the conduct of their own affairs from
concluding that they have reasonable assurance that transactions are recorded
as necessary to permit the preparation of financial statements in conformity
with generally accepted accounting principles, then management should treat
the deficiency, or combination of deficiencies, as an indicator of a material
weakness.
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Similar again to the PCAOB’s approach, the SEC advises management,
when aggregating deficiencies, to evaluate individual control deficiencies
that affect the same financial statement amount or disclosure to determine
whether they collectively could result in a material weakness. An approach
to aggregating individually insignificant control deficiencies was used by the
American Institute of Certified Public Accountants (AICPA) in Statement
on Auditing Standard No. 112, Communication of Internal Control Related
Matters Identified in an Audit.

Management should also evaluate the effect of compensating controls
when determining whether a control deficiency or combination of deficien-
cies is a material weakness. The SEC defines compensating controls as con-
trols that serve to accomplish the objective of another control that did not
function properly, helping to reduce risk to an acceptable level. To have a
mitigating effect, the compensating control should operate at a level of pre-
cision that would prevent or detect a material misstatement.

The PCAOB and SEC list the same factors to help management (and
auditors) evaluate if there is a reasonable possibility of a material misstate-
ment and the potential magnitude of a misstatement for control deficien-
cies. Additionally, guidance from the PCAOB and SEC list the same four
indicators of a material weakness. For more information on these topics, see
Chapter 11 on evaluating deficiencies.

Expression of Assessment of Effectiveness of Internal Control over
Financial Reporting by Management

Management should clearly disclose its assessment of the effectiveness of the
company’s ICFR and should not qualify its assessment by saying the com-
pany’s ICFR is effective subject to certain qualifications. For example, man-
agement should not state that the company’s controls are effective except
for certain material weakness(es) that have been identified. However, man-
agement may state that controls are ineffective due solely to, and only to
the extent of, the identified material weakness(es). However, management
should consider the nature and pervasiveness of the material weakness prior
to making this statement. Management may disclose any remediation efforts
that it has made or plans to make to the identified material weakness(es)
in Item 9A of Form 10-K, Item 15 of Form 20-F, or General Instruction B of
Form 40-F.

Disclosures about Material Weaknesses

Disclosures about material weaknesses will be more useful to investors if
management differentiates the potential impact and importance to the
financial statements of the identified material weakness(es), including dis-
tinguishing those material weaknesses that may have a pervasive impact on
ICFR from those that do not. According to the SEC, “The goal underly-
ing all disclosure in this area is to provide an investor with disclosure and
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analysis beyond the mere existence of a material weakness.” See Chapter 11
on evaluating deficiencies for specific recommendations for disclosing mate-
rial weaknesses.

Impact of a Restatement of Previously Issued Financial Statements on
Management’s Report on Internal Control over Financial Reporting

When a material misstatement in previously issued financial statements is
discovered, the SEC requires the company to restate those financial state-
ments. However, the restatement of financial statements does not, by itself,
necessitate management to consider the effect of the restatement on the
company’s prior conclusion on the effectiveness of its internal control.

While there is no requirement for management to revise its conclusion
on the effectiveness of its internal control for the period of restatement, the
SEC advises management to consider whether its original disclosures are still
appropriate. Management may have to modify or supplement its original dis-
closures to include other material information that is necessary for the disclo-
sures not to be misleading. For statements concerning ICFR and disclosure
controls and procedures, the company may need to report in this context
what impact, if any, the restatement has on its original conclusions regarding
the effectiveness of ICFR and disclosure controls and procedures.

Inability to Assess Certain Aspects of Internal Control
over Financial Reporting

There may be circumstances where management is unable to assess cer-
tain aspects of its ICFR. For example, management may outsource a sig-
nificant process to a service organization and determine that the controls
over that process should be evaluated. However, the service organization
may be unwilling to provide a Type II Statement on Auditing Standard No.
70 report or provide management access to the controls in place at the ser-
vice organization for management to assess their effectiveness. Additionally,
management may not have compensating controls in place that allow it to
conclude in an alternative manner that controls over the outsourced process
are effective.

The SEC does not permit management to issue a report on ICFR with
a scope limitation. Therefore, management must determine whether the
inability to assess controls over a particular process is significant enough to
conclude in its report that ICFR is not effective.

RULE AMENDMENTS AND OTHER SEC GUIDANCE RELATED
TO INTERNAL CONTROL OVER FINANCIAL REPORTING

According to the SEC, the guidance for management and amendments
related to internal control over financial reporting would not limit the abil-
ity of management to use its judgment to determine a method of evaluation
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that is appropriate for each company. The amendments would be similar to
a nonexclusive safe harbor in that they would not require management
to conduct the evaluation of internal control in accordance with the inter-
pretive guidance but would provide certainty for management that chooses
to follow the guidance that it has satisfied its obligation to conduct an evalu-
ation for purposes of the requirements in Rules 13a-15(c) and 15d-15(c).

Newly Public Companies

The SEC’s new rule, RELEASE NOS. 33-8760; 34-54942; File No. S7-06-03
provides a transition period for newly public companies before they become
subject to the ICFR requirements. Under the new rule, a newly public com-
pany will not become subject to the ICFR requirements until it either had
been required to file an annual report for the prior fiscal year with the SEC
or had filed an annual report with the SEC for the prior fiscal year. See
Release No. 33-8760 (December 15, 2006) available at www.sec.gov/rules/
final/2006,/33-8760.pdf.

Revision to the Auditor’s Opinions on Internal Control
over Financial Reporting

Because of the feedback the SEC received that auditors’ opinions may not
effectively communicate their responsibility in relation to management’s
evaluation process, auditors have to express only one opinion directly on the
effectiveness of a company’s ICFR.

Previous Staff Guidance and Staff Frequently Asked Questions

The SEC states that its May 2005 guidance remains relevant and has no
plans to revise it. However, as of September 2007, the SEC staff reviewed
its frequently asked questions as a result of the guidance for management
and has updated them as appropriate. See Appendix E for a summary of the
SEC’s FAQs.

Cost-Benefit Analysis of the Rule Amendments and
Guidance for Management

The SEC is very optimistic about its guidance for management and pro-
posed rule amendments and believes that they will provide many benefits
to investors as well as public companies in complying with Section 404.
Although there are not many, if any, “new” ideas about complying with
Section 404 in the guidance for management, the SEC believes the guidance
and rule revisions will provide these benefits:

® Management can choose to follow guidance that is an efficient and
effective means of satisfying the evaluation requirement.
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® All public companies, especially smaller ones, that choose to follow the
guidance would be afforded considerable flexibility to scale and tai-
lor their evaluation methods and procedures to fit their own facts and
circumstances.

® Management would have the comfort that an evaluation that complies
with the SEC interpretive guidance is one way to satisfy the evalua-
tion required by Exchange Act Rule 13a-15(c) and Exchange Act Rule
15d-15(c). This reduces any second-guessing as to whether manage-
ment’s process was adequate.

® There may be reduced risk of costly and time-consuming disagreement
between auditors and management regarding the extent of documenta-
tion and testing needed to satisfy the ICFR evaluation requirement.

® Companies are likely to save money and reduce the amount of effort
and resources associated with an evaluation by relying on a set of
guidelines that clarifies the nature, timing, and extent of manage-
ment’s procedures and that recognizes the many different types of
evidence-gathering methods available to management (such as direct
interaction with control components).

® Management would have greater clarity regarding the SEC’s expecta-
tions concerning an evaluation of ICFR.

Some larger public companies may face a transitory increase in compli-
ance costs if they choose to follow the guidance. This is because many larger
companies that have already evaluated their internal controls have reported
cost reductions, or the anticipation of cost reductions, in the second and sub-
sequent years of compliance with the internal control reporting provisions.
The SEC believes that some accelerated and large accelerated filers that have
completed one or more evaluations of their ICFR may adjust their evaluation
procedures in order to take advantage of the proposed rule amendments,
which could lead to an increase in compliance costs. This increase could hap-
pen if companies totally revamp their Section 404 programs, but it is unlikely
since large companies already are using much of the SEC guidance for
management.

In addition, the benefits of the SEC’s guidance for management may be
partially offset if the company’s auditors obtain more audit evidence directly
rather than using evidence generated by management’s evaluation process;
such direct evidence could lead to an increase in audit costs. This offset would
certainly be expected if companies began using less sufficient testing methods
and evidence for forming an opinion on their internal controls.

Although the methods are not new or innovative, the SEC guidance
does reinforce a flexible, risk-based approach to compliance that is tailored
to the unique circumstances of each company. Time will tell if the overly
broad guidance will help management in their compliance programs. More



Notes 17

likely, the SEC’s guidance for management will have the most impact on
compliance programs when it is applied in conjunction with the more
robust PCAOB Auditing Standard No. 5.

NOTES

1. Commission Guidance Regarding Management’s Report on Internal
Control over Financial Reporting Under Section 13(a) or 15(d) of the
Securities Exchange Act of 1934, by the security and Exchange Commis-
sion’s RELEASE NOS. 33-8810; 34-55929; FR-77; File No. S7-24-06.
Summary, p. 1.

2. Commission Guidance Regarding Management’s Report on Internal
Control Over Financial Reporting Under Section 13(a) or 15(d)
of the Securities Exchange Act of 1934, by the Securities Exchange
Commission, RELEASE NOS. 33-8810; 34-55929; FR-77; File No. S7-24-
06, pages 28-29.

3. Commission Guidance Regarding Management’s Report on Internal
Control Over Financial Reporting Under Section 13(a) or 15(d)
of the Securities Exchange Act of 1934, by the Securities Exchange
Commission, RELEASE NOS. 33-8810; 34-55929; FR-77; File No. S7-24-
06, page 31.






