Deploylng and LESSON
Managing Server
Images

70-411 EXAM OBJECTIVE

Objective 1.1 — Deploy and manage server images. This objective may include but is not limited to: install the Windows
Deployment Services (WDS) role; configure and manage boot, install, and discover images; update images with patches,
hotfixes, and drivers; install features for offline images.
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Before beginning this course, you should have some experience installing Windows,
including installing Windows Server 2012. In an enterprise environment, many adminis-

trators will need to install Windows numerous times. In addition, administrators in many
enterprise environments will have a need to deploy servers to remote site. Therefore, as a
server administrator, you must be familiar with the various methods to install and deploy
Windows.

Using Windows Deployment Services

In the 70-410 course, you learned how to install Windows from a Windows installation
disk. It is not difficult to figure out that installing 100 computers using an installation disk
¥ is a daunting task. In these situations, rather than do a manual install on each computer,
THE BOTTOMLINE  you can use Windows Deployment Services to automatically deploy Windows to multiple
computers. While Windows Deployment Services takes a little bit of work up front, it can
save you a lot of work later.

Windows Deployment Services (WDS) is a software platform and technology that allows
you to perform automated network-based installations based on network-based boot and
installation media. In other words, you can perform an installation over a network with no
operating system or local boot device on it. The WDS server will store the installation files
and help you manage the boot and operating system image files used in the network installa-
tions. Although WDS is included with later versions of Windows Server, including Windows
Server 2012, it can be used to deploy Windows XP, Windows Vista, Windows 7, Windows 8,
Windows Server 2003, Windows Server 2008, and Windows Server 2012.

An image file is basically a snapshot of a computer’s hard drive taken at a particular moment
in time. The image file is sometimes referred to as an install image and is used to install an
operating system. It contains the following:

¢ All of the operating system files on the computer
* Any updates and drives that have been applied
* Any applications that have been installed

* Any configuration changes that have been made

For client computers to communicate with a WDS server without an operating system, the
client computer must have support preboot execution environment (PXE), pronounced
“pixie.” PXE is a technology that boots computers using the network interface without a
data storage device, such as a hard drive or an installed operating system. For a computer
to perform a PXE boot, you must configure the BIOS setup program to perform a network
boot. Depending on your system, you must enable the PXE boot and/or change the boot
order so that the PXE boot occurs before the system tries other boot devices to boot from.

When PXE is used with WDS, the client computer downloads a boot image that loads Windows
Preinstallation Environment (Windows PE). Windows PE is a minimal Windows operating
system with limited services. Windows PE is then used to install the operating system using an
operating system image file. Windows PE 4.0 is based on the Windows 8 operating system.

Installing the Windows Deployment Services Role
WDS is a server role that is included with Windows Server 2012. Therefore, before you

can use WDS, you must install the WDS role and configure the services. Then you need
to create and add the images that you want to deploy.
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WDS is a standard server role that can be installed using the Server Manager console and
includes the following two role services:

CERTIFICATION READY
Install the Windows

Deployment Services * Deployment Server: Provides full functionality of WDS. It includes an image repository
(WDS) role. (including boot images, install images, and other files necessary for remote installation
Objective 1.1 over a network), PXE server for remote computers to boot, and a Trivial File Transfer
Protocol (TFTP) server to transfer files over the network. TFTP is similar to FTP, but
uses User Datagram Protocol (UDP) instead of Transmission Control Protocol (TCP)
for less overhead (simpler packets that can be processed faster than TCP packets because
UDP does not require the use of acknowledgments). In addition, the Deployment Server
includes tools to create and customize images.

* Transport Server: While required by the Deployment Server, the Transport Server
role is a subset of WDS functionality, but can also be used for custom solutions. The
Transport Server can also use multicasting, which allows one set of packets to be sent to
multiple computers simultaneously.

© DpepLOY WDS
GET READY. To deploy WDS on Windows Server 2012, perform the following steps:

1. Open Server Manager by clicking the Server Manager button on the task bar. The
Server Manager opens.

2. At the top of Server Manager, click Manage and then click Add Roles and Features.
The Add Roles and Feature Wizard opens.

3. On the Before you begin page, click Next.
Select Role-based or feature-based installation, and then click Next.

5. Click Select a server from the server pool, click the name of the server to install
WDS to, and then click Next.

6. Scroll down and select Windows Deployment Services (see Figure 1-1).

P

Figure 1-1 B Add Roles and Features Wizard [=[o [
Selecting Windows Deployment
Services Select server roles el

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server Selection . . . A Windows Deployment Services
[ Active Directory Rights Management Services provides a simplified, secure means
[] Application Server of rapidly and remotely deploying
Features [] DHCP Server Windows operating systems to

~ i § computers over the network.
DNS Server (Installed)

[] Fax Server

3 File And Storage Services (Installed)
[ Hyper-v
[] Metwork Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services

[ Volume Activation Services
[ Web Server (I15)

indows Deployment Services

[] Windows Server Update Services

W

< Previous | | Next > | | Install | | Cancel
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7. When the Add Roles and Features Wizard dialog box opens, click Add Features
(see Figure 1-2).

Figure 1-2

Adding Required Features
for WDS Add features that are required for Windows
Deployment Services?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools
4 Role Administration Tools

[Tools] Windows Deployment Services Tools

Include management tools (if applicable)

‘AddFeatl.lrsH Cancel ‘

8. Click Next.

9. Back on the Select server roles page, click Next.
10. On the Select features page, click Next.

11. On the WDS page, click Next.

12. On the Select role services page, make sure that the Deployment Server option and
the Transport Server option are selected (see Figure 1-3), and then click Next.

Figure 1-3

Selecting the WDS Role
Services

DESTINATION SERVER

Select role services W e

Before You Begin Select the role services to install for Windows Deployment Services

Installation Type Role services Description

Server Selection P Deployment Server provides the full
eployT: e Vi - -
Server Roles functionality of Windows

Transport Server Deployment Services, which you can
Features use to configure and remotely install
Wwos Windows operating systems, With
Windows Deployment Services, you
can create and customize images
and then use them to reimage
computers, Deployment Server is
dependent on the core parts of
Transport Server.

Confirmation
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13. On the Confirm installation selections page, click Install.
14. When the installation finishes, click Close.

Configuring the WDS Server

Before you can use WDS, you must configure the WDS server, including performing the
initial server configuration, adding a default startup and install images, and configuring a
boot menu.

WDS is inactive until you perform the initial configuration of the service and add images to
the server. To use WDS, your system must meet the following requirements:

* The server is a member of an Active Directory Domain Services (AD DS) domain, or a
domain controller for an AD DS domain.

¢ There is an active DHCP server on the network.

* There is an active DNS server on your network.

* The WDS server has an NTES file system partition to store images.

PERFORMING THE INITIAL CONFIGURATION OF WDS

Before you can use WDS, you must configure WDS by determining if the server will be
part of Active Directory, determining where the boot and install images will be stored, and
configuring the DHCP server so that clients can boot to the WDS server. To perform the
initial configuration using the Windows Deployment Services Configuration Wizard, open
the Windows Deployment Services console, right-click the WDS server, and then select
Configure Server.

PERFORM THE INITIAL CONFIGURATION OF WDS

GET READY. To perform the initial configuration of WDS on Windows Server 2012, perform
the following steps:

1. Open Server Manager by clicking the Server Manager button on the task bar. The
Server Manager opens.

2. At the top of Server Manager, click Tools > Windows Deployment Services (see
Figure 1-4). The Windows Deployment Services console opens.

3. Expand Servers, right-click the WDS server, and then select Configure Server (see
Figure 1-5).
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Figure 1-4

Opening the Windows
Deployment Services console

Active Directory Administrative Center

== SERVERS Active Directory Domains and Trusts
I Dashboard Bl icenes |1 total Active Directary Module for Windows PowerShell
_i Local Server e o - ©- Acm Dilzﬂ:tnry Sites and Services
BF All Servers Active Directory Users and Computers
i ADDS Server Name  IPvd Address  Manageability L4 e ;
‘Component Services
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g File and Storage Services P Defragment and Optimize Drives
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Event Viewer

Group Policy Management
iSCSI Initiator

Local Security Policy

'ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)

<] "

EVENTS Performance Monitor
All events | 0 total Resource Monitor
Security Configuration Wizard
Fitter o > @~ : ey i
Services

System Configuration

System Information

Task Scheduler

| Windows Deployment Services
Windows Firewall with Advanced Security
‘Windows Memory Diagnostic
Windows PowerShell
Windows PowerShell (x36)
Windows PowerShell ISE
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Figure 1-5

Starting the Initial
Configuration Wizard for WDS

File Action ‘iew Help

@ 21(m Q=

! Windows Deployment Serdces Servers

b Servers Server Name Server Mode

b [m Active Directory Prestaged Devices -
| Configure Server |

Remove Server

Refresh

Help

Configures this server for the first use,




Figure 1-6

Selecting the Integrated with
Active Directory option

Figure 1-7

Specifying the location of the
remote installation folder

B Windows Server 2012

4.. When the Before You Begin page appears, click Next.

5. On the Install Options page, select the Integrated with Active Directory option

(see Figure 1-6), and then click Next.

Deploying and Managing Server Images

L7 Windows Deployment Services Configuration Wizard -
Install Options
[
Select one of the following options:
(®) Integrated with Active Dirsctony
Thiz zerver iz a member of an Active Directary Domain Services [AD DS) damain,
or a domain contraller for an AD DS domain.
() Standalore server
Configure the server so that it is standalone, operating independently of Active
Directory.
< Back || Mext » | | Cancel

6. On the Remote Installation Folder Location page, specify the location of the

remote installation folder (see Figure 1-7) and then click Next.

] Windows Deployment Services Configuration Wizard 5
Remote Installation Folder Location
I
The remate installation falder wil contain boat images, install images, PXE baot files.
and the Windows Deployment Services management toole. Chooze a partition that is
large enough to hold all of the images that vou will have. This partition must be an
MTFS partition and should not be the spstem partition.
Enter the path ta the remaote installation folder.
Path:
C:MPemaotelnstall | | Browse...
< Back || Iext = | | Cancel

7
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Figure 1-8

Specifying the DHCP Server
options

7. If you use the C drive, you will be warned that you have selected the
Windows system volume and that you should use a separate volume. To
continue, click Yes. Of course, in a production environment, for performance
and system reliability, you should create a separate volume to store the
WDS images.

8. If your WDS server is also a DHCP server, another page appears (see Figure 1-8),
enabling you to configure the server so that there is not a port conflict.

L7 Windows Deployment Services Configuration Wizard -

Proxp DHCP Server

If Dynamic Hozt Configuration Protocol [HCP) iz running on thiz server, check both of
the following check boxes and use DHCP tools to add appropriate F<E options to all
DHCF and DHCPYE scopes.

It & non-Microsoft DHCF server is running on this server, then check the first box and
manually configure DHCP option B0 and DHCPYE Yendor Class for Prosy DHCP,

The Windows Deployment Services Configuration ‘Wizard detected Microzoft DHCP
zervice Iunhing on the zerver. Pleaze selact fram the following options:

Do not lizten on DHCF and DHCPwE ports
Configure DHCF aptions for Prasy DHCP

< Back || Mext > || Cancel

By default, when a DHCP client is looking for a DHCP server, it will perform
a broadcast using UDP port 67. If the WDS server is also the DHCP server,
you must tell WDS not to listen on port 67 so that DHCP can function
properly. To do this, select the Do not listen on DHCP and DHCPv6 ports
check box.

If the local DHCP server is a Microsoft DHCP server, you should select the
Configure DHCP options for Proxy DHCP check box so that the DHCP server
is automatically configured to forward the PXE requests to the WDS server.
If the local DHCP server is not a Microsoft DHCP server, you will have

to manually configure the DHCP server to forward the request to the

WDS server.

9. Click Next.
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Specifying how WDS/PXE
Server responds to clients
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10. On the PXE Server Initial Settings page (see Figure 1-9), select the appropriate

options:
¢ Do not respond to any client computers: By selecting this option, WDS cannot

perform installations. You would typically use this option to keep WDS disabled
until you are ready to use it.

Respond only to known client computers: A known client computer is a computer
that has a computer account pre-staged or created in Active Directory before you

perform the installation. By selecting this option, WDS responds to computers that
you have prestaged; it does not respond to unstaged or rogue systems. This option

is selected by default.

* Respond to all client computers (known and unknown): By selecting this
option, WDS responds to any client system that makes an installation request.
Because it responds to any computer that attempts a PXE boot, it is the least
secure option.

L

FXE Server Initial 5ettings

Windows Deployment Services Configuration Wizard -

Y'ou can use these settings to define which client computers this server will respond to. Known clients are
the clients that have been prestaged. “when the physical computer performs a F<E boat, the operating
system will be installed bazed on the settings that you have defined.

Select one of the following optiongs:

() Do ot respond to ary client corputers

(® Respond only to known client computers

() Reszpond to all client computers [known and unknown)

Fiequire administrator approval for unknown computers. hen pou select this option, you must
apprave the computers uzing the Pending Devices node in the snap-in. Approved computers will be
added ta the list of prestaged clients.

Tao configure this server, click Mext,

< Back || Mext > || Cancel

11. Click Next.
12. When the task is completed, click Finish.

CONFIGURING THE WDS PROPERTIES

After you perform the initial configuration, you must reconfigure the WDS server
by accessing the WDS Properties (right-click the server in the Windows Deployment
Services console and then select Properties). The WDS properties include the following
tabs:

* General: Displays server name, mode, and location of the remote installation folder

where images are stored. (See Figure 1-10.)
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Figure 1-10

Viewing the General tab

Mulhicast | Advanced | Metwork | TFTP
Genersl | PEResponse | ADDS | Boot | Clent | DHCP

% WIN20125RY

Computer name: WIMN20T25RY contoso. com

Remote installation C:\Rematelnstall
folder:

Server mode: Mative [windows Deployment S ervices)

| o]

* PXE Response: Enables you to specify which types of computers (known or unknown)
can download and install images from the server. In addition, you can determine the
PXE boot delay in seconds (zero by default). (See Figure 1-11.)

Figure 1-11

Viewing the PXE Response tab

Multicast I Advanced | MHebwork | TETE
Genersl | FPXEResponse | #DDS | Boot | Clent | DHCP

F+E Reszponze Palicy

Diefine which client computers this server will respond to. Known
clients are clients that appear in the list of prestaged devices,

() Do mot respond to any client compbers
® Respond only to known clisnt computers

() Riespond to all client computers [known and unknowr)

[] Require administrator approval for unknown computers, When
wou select this option, you must approve the computers using
the Pending Devices node in the shap-in. Approved computers
will be added to the list of prestaged clients.

F+E Response Delay
Adjust haw quickly this server responds to clients.

. .
[relay in seconds:

(1]:4 || Cancel || Apply
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Viewing the AD DS tab

Figure 1-13

Viewing the Boot tab
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* AD DS: Allows you to determine the automatic naming format for WDS clients in AD
DS that are not prestaged, and it allows you to specify where the computer account will
be created in Active Directory. (See Figure 1-12.)

[ Mubicast | Advanced [ Mewek | TFTP
| Genersl | PXEResponse | ADDS | Boot | Clest | DHCP |

Client Maming Policy

Drefine how unknoven client computers will be named. Unknown clients
are chents that you have not prestaged in Active Directory Doman
Services (AD DS),

Forrmat: | #E1Usemanmelt

Computer Account Location

Create computer accounts in the folowing location:

® Same domain as the Windows Deployment Services server.
O Same domair s the user parforming the installation,

O Same crganizational urit as the user pesforming the installation.
O The following location:

| | | Browse...

| ok || cancel || Apow |

* Boot: Allows you to specify the default network boot image for each architecture type (x86,
x64, and ia64) and the PXE Boot Policy settings for known and unknown clients. It also
allows you to specify if a user must press F12 to continue the PXE boot. (See Figure 1-13.)

[ Mubicast | Advanced [ Mewek | TFTP |
| General | PxEResponse | ADDS | Bost | Cient [ DHCP
FE Boot Policy

After a network boat is initisted, define when a FE boat vl continue.
Enown clients:

(®) Require the uzer to press the F12 key to continue the PXE boot
) tlways continue the PXE boot

O Continue the FXE boot unless the user presses the ESC key

O Mever continue the FXE boat

Unknown clients:

(®) Require the uzer to press the F12 key to continue the PXE boot
O Blways continue the FXE boot

O Continue the FXE boot unless the user presses the ESC key

O Never continue the FXE boot

Default boot image [optional]

4836 architecture: [ | [eeeet |
ia4 architecture: | | [ sekeet.. |
464 aichitectue: [ | [select.. |
aimn architectuse: | || Select,., |
436 UEFI) architecte: | | [ sekeet.. |
464 UEFI) architectre: | | [Seket. |
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Figure 1-14

Viewing the Client tab

Figure 1-15
Viewing the DHCP tab

* Client: Allows you to enable and configure unattended installations of the WDS clients.
In addition, if you do not want to add a computer to the domain, you can select the Do
not join the client to a domain after an installation option. (See Figure 1-14.)

| Multicast I Advanced I Metwark, | TFTF

| General I F+<E Fiesponse I AD DS I Boat | Cligrit | DHCP |

Unattend file

‘wihen enabled, installation options on the client computer are defined
uzing the zettings in the Windows Deployment Services client unattend
file that you specify here.

[+ Enable unattended instalation

%36 architecture: |stEIientUnattend\intsall.xm\| | Browse...

iabd architecture: | | | Browse. .

w64 architecture: | | Browse...

arm architecture: | | Browse...

#BE [UEF!] architecture: | ||Br0wse...
#B4 [UEFI] architecture: |

| | Browse...

Jaining & Domain
[ Do ot jain the client to & domain after an installation.

Client Logging
[ Enable client logging

Logging Level: Log eror, warning and informational messages v

ak. || Cancel || Apply

e DHCP: Allows you to enable or disable if a server listens on the DHCP ports (port 67)
and to automatically configure DHCP option 60 on a DHCP server. (See Figure 1-15.)

| Multicast I Advanced I Metwork I TFTF
| General I F<E Responze I AD DS I Boot I Client | DHCP

It Dynamic: Host Configuration Protocol [DHCPY] is rnning on this server,
check. both of the following check boxes and use DHCP tools to add
appropriate FEE options to all DHCF and DHCPYE scopes.

It & non-ticrozoft DHCF server iz running on this server, then check the first

bow and manually configure DHCF option 60 and DHCPYE Wendor Class for
Frosy DHCP.

I DHCF iz installed on a server that is located in a different subnet, click the
lirk. bielow for mare infarmation.

[ Do ot listen an DHCP ports

[ Configure DHCF options to indicate that this is also a PXE
sErver

ak. || Cancel || Apply




Figure 1-16

Viewing the Multicast tab

Figure 1-17
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* Multicast: Allows you to use one set of packets to install operating systems on multiple

computers simultaneously. As a result, you minimize network traffic. The Multicast tab
also allows you to configure Transfer Settings. (See Figure 1-16.)

Genersl | PXEResponse | ADDS | Boot | Clent | DHEP |
Mulicast | Advanced | Newok | TFIP |

Multicast |P Address

O Dbtain IP address from DHCP

® Use addresses from the following range:

IPvd From; (23913202 | 7o [233.1320.254 |
IPvE From: |FF15::I:1 | Te: |FF15::I:FF |

Mote: Werify that there iz no overlap between this range and IP
addresses being used by other multicast servers on your netwark,

Transfer Settings
® Keep all multicast clients in a session at the same speed
O Separate clisrlts into thies sessions (slow, medim, fast)

O Separate clients into two sessions [slow and fast).

O Automatically discannect clierts below this speed (in KBps):

Viewing the Advanced tab

[ ok || cancel || Apow |

* Advanced: Allows you to authorize your WDS server in DHCP. It also allows you to

specify a domain controller and global catalog or to allow WDS to discover them on its
own. (See Figure 1-17.)

Genersl | PXEResponse | ADDS | Boot | Clent | DHEP |
Mulicast dvanced [ Newok ]

TFTP |

Domain Controller

® Allow Windows Deployment Services to dynamically dizcover valid
domain servers [recommended)

O windows Deplopment Services should use the following servers:

Domain controlles: || Browse... |

Global catalog: | | Browse... |

DHCP Authorization

@® Do not authorize this Windows Deployment Services server in
DHCP

O tuitharize this \Windows Deployment Services server in DHCP

ok || cancel || Appy |
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* Network: Allows you to specify the UDP port ranges WDS uses. Typically, you would
leave the default setting (Obtain dynamic ports from Winsock) selected. You should note
that the Network profile option is grayed out in Windows Server 2012, which would
allow you to specify the bandwidth of your network. Instead, the bandwidth is deter-
mined automatically. (See Figure 1-18.)

Figure 1-18

Viewing the Network tab [ Genersl | PAEResporce | ADDS | Boot | Ciet | DHCP |
Mubicast |  Advanced | Metwork TFTP
UDP Port Policy

(®) Obtain dynamic ports from Winsock
O Use User Datagram Pratocal (UDP) parts from the following range;

From: |B«tuu1 | 1a;|sauuu |

Metwork Profile
(O 10Mbps O 100 Mbps O 1 Gbps (O Custom

| ok || cance || Apow |

e TFTP: Allows you to configure the maximum block size used for FTP transfers. The
TFTP option is new to Windows Server 2012. (See Figure 1-19.)

Figure 1-19

Viewing the TFTP tab | Generdl | PXEResponse | 4DDS | Boat | Cient | DHCP |
Multicast | Advanced | Metwark | TFTF
b awimum Block Size

Specify the masimum block size that the Trivial File Transfer Protocal
[TFTF) server should allow. If a client requests a block size larger than
thig, the server will instead reply with this value,

Mainum Block Sie: [0 |

Wariable Window Extension

Enable the TFTF server to negotiate variable window size requests from
TFTF clientz. Uzing the vanable-window extenzion, TFTF clients can
specify the next desied window size in their ACK, packet.

[+ Enable Variable Window E stension

ok || cancel || Appy |




Figure 1-20
Starting WDS

File  Action  Wiew Help
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STARTING WDS

After you perform the initial configuration, you reconfigure the WDS server by accessing
the WDS Properties. To access the WDS Properties, right-click the server in the Windows
Deployment Services console, choose All Tasks, and then choose Start (see Figure 1-20).
Then you will need to add the images that you want to deploy, which is discussed in the
next section.

Y EEERE

! Windows Deployment Services
4 JF Servers

WINZ20125RY.contoso.com

“ Lé—WIwaSRV' Properties ages

B [0 Install lma
[P Boot Imag

Rernowe Server ages

b [ Pending D All Tasks Start

Fulticast ]
b EE} u e Wigwy
b [ Drivers

Stop

Is [; Active Directory P Refres

Export List..,

Restart

h

Help

Starts Services,

CONFIGURING THE CUSTOM DHCP OPTION

As previously mentioned, if you have a separate server that is running the DHCP server, you
must configure it manually to include the custom option that provides the WDS clients with
the name of the WDS Server via DHCP. If this option is not performed, the WDS clients
will not be able to find the WDS server to boot from.

CONFIGURE THE CUSTOM DHCP OPTION

GET READY. To configure the custom DHCP Option on the DHCP server, perform the
following steps:

1. Open the Server Manager by clicking the Server Manager button on the task bar.
The Server Manager opens.

2. Click Tools > DHCP. The DHCP console opens.

3. Expand the server node.

4. Right-click IPv4 and then select Set Predefined Options (see Figure 1-21). The
Predefined Options and Values dialog box appears.
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Figure 1-21

Selecting Set Predefined
Options

Figure 1-22
Setting option types

Figure 1-23

Specifying the PXE Client
Option 060

2 DHCP
File  Action  View Help
@ 3| 8

Mews Scope..,

Mewe Multicast Scope...

Configure Failover..

Replicate Failower Scopes.,

Define User Classes..

Define Wendar Classes..,

Reconcile &1l Scopes..,

‘? DHCP Cantents of DHCP Actions

A j win212sre.contoso.com E] wiin 20 2spe contosouco DHCP ~
b % Ip ] i
" i} Py Display Statistics,.. More Actions »

Set Predefined Options,.,

Refresh

Add, remove o Praperizs

I e

5. Click Add. The Option Type dialog box opens (see Figure 1-22).

Predefined Options and Values ? =

ry
Option clazs: IDHEF' Standard Options LI z Option Type
Option name: IDD2 Time Offget ;I
Class: Global
fdd. Edt. || Deletz |
Marme: ||
Description: IUTE offzet in seconds Dt e m I Ay
~Value Code: I
Long:
00 Description: I

]

Canecel

6. In the Name text box, type PXEClient.
7. For the Data type, select String.
8. In the Code text box, type 060 (see Figure 1-23).

Option Type

Class: Global

(> I

Meries IF’XECIient

IString 'I [ Aray
Code: I 0Ed

D ata type:

Dezcription: I

o]

Cancel
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9. Click OK to accept your settings.

10. Click OK to close the Predefined Options and Values dialog box.
11. Expand the IPv4 node, and then click Server Options.

12. Find and then click the 060 PXEClient option.

13. In the String value text box, type the name or IP address of your WDS server (see
Figure 1-24).

Server Options _

Figure 1-24
Typing the name of your

WDS server General | Advanced

Available Options | Description | ~
[ 002 Time Offsst UTLC offzet D
[ 003 Router Array of roul
[ 004 Time Server Array of time
[ 005 Mame Servers Array of nan v
<| mn >

— D ata entry

String walue:

win2 01 2srv. contaso. com|

| ok || Cancel || Apply |

14. Click OK to accept your settings and to close the Server Options dialog box.

Configuring and Managing Boot, Install, and Discover Images

To deploy Windows, you must create two types of images: a boot image and an install
image. Just as the name implies, the boot image boots the computer. In addition, the booz
image starts the operating system installation. The énstall image contains the operating
system that WDS installs.

There are two types of image formats:

CERTIFICATION READY

Configure and manage * Sector-based image formats, whereby each sector is stored within the file and each
boot, install, and discover sector is the smallest unit of information. One common example of a disk image is the

g. o SO file used for a CD image and a DVD image.
ective 1.
' J o File-based image formats, whereby cach file is the smallest unit. The advantage of

using a file-based image is that it is hardware-independent and a file can be referenced
multiple times within the file system tree. A common example is a WIM image used

with WDS.

The boot images and the install images use the Windows Imaging Format (WIM), a file
formact that allows a file structure (folders and files) to be stored inside a single WIM database.
By using a database, the system does not have to open and close several individual files during
the data transfer.
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ADDING BOOT IMAGES

The Windows Server 2012 installation DVD includes a boot image file named booz.wim,
located in the \sources folder (see Figure 1-25), which loads Windows PE 4.0 on the
client computer. Since it is used to boot the computer and start the installation of an
operating system, it can be used for virtually any operating system deployment without

. modification.
Figure 1-25
Viewing the sources folder
Hame Share Wiewy v @
@@ < 4| L << DVD RW Drive (D:) HRC_SSS XGIFRE EN-UIS DVS » sources v & | | Search sources o |
‘i} e L~ Marme Date modified Type Size
B Desktop | 4 Files Currently on the Disc (176)
& Downlosds U] installawirn D012 T4 AN WIM File 2,907,022 KB
“El Recent places 3 ;
__| bootawirm 5/19/2012 3:04 AW WM File 106,503 KB
ey migcare.dll 51942012 2 AW Application extens.., 7517 KB
‘Eﬁi”ﬂ“”” v spizirng.di SAL202 04 AM  Application extens... 5,503 KB v
176iterns | 2 items selected 3.04 GE H==| =)
© ADD A BOOT IMAGE
GET READY. To add a boot image file to WDS, perform the following steps:
1. Open Server Manager.
2. Click Tools > Windows Deployment Services. The Windows Deployment Services
console opens.
Figure 1-26 3. Expand Servers and then expand the server so that you can see the Install Images
Viewing the Install Images folder and the Boot Images folder (see Figure 1-26).

folder and the Boot Images
folder

File  Action  “iew Help
& =|[m o

[80 “indows Deployment Services | Windows Deployment Services

4 53 Servers

Fi ﬂ) WINZ0T 23RV . contoso.com Wind Deol 5
i t Services
b [0 Install Irmages @ Indows Lieploy men
b [l Bootlmages
B E% Pending Devices Windows Deployrment Services enables you to deploy Windows operating systemns owver the netwark,

[+ [a kAulticast Transmissions

b [ Drivers This Microsoft Managernent Consale (MMC) snap-in enables you to manage and configure
b Eﬁ Active Directory Prestaged Devices Windowes Deployment Services, You can perform tasks including adding images, configuring
raulticast transmissions, and configuring server properties, You can also manage your server using
the WDEUTIL command-line tool, For rmore information, press F1.

To rnanage a server from this snap-in, you must add it first, To add a server, right-click the Sercers
node, and then click &dd Sercer,
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4. To add a boot image, right-click the Boot Images folder and choose Add Boot
Image. The Add Image Wizard opens.

] 5. Browse to the location of the image file (such as the Sources folder located on the
Figure 1-27 installation DVD), click the boot.wim file (see Figure 1-27), and then click Open.

Opening the Boot.wim file

_ - wal Select Windows Image File x

x
L] Add Image Wizard I— @@ =7 @'| ). < DVD R Drive (D). » sources v G| | Search sources p |
Image File E _ -
"If'?,' Organize ~ =-[®
— - =
4%y Favorites A Name Date modified Type
Enter the location of the “Windows image fle that contains the images to add, B Desktop 4 Files Currently on the Disc (11)
RN I_‘" Dowmloads ) dimanifests 5/19/2012 :04 AM  File folder
g il Recent places i :
L en-us 5/19/2012 3:04 AN File folder
E .. :
| | foe 3 L etwproviders 5/19/2012 2:04 AWM  File folder
4 Libraries ; £ 159017 i
X % Ay H J inf 5/19/2012 3:04 AM File falder
Mote: The default boot and install mages [Boot.wim and Installwim] are located an the b @ Docurnents = i = dls !c R
installation DVD in the Y\Sources folder. ey 8 L migration 5/19/2012 104 AW File folder
o Musnc L replacementmanifests 5/19/2012 3:04 A File folder
i i : bE Pf‘t”res W sxs 5/19/2012 04 AM  File folder
b Videos I vista 5/19/2012 :04AM  File folder
= M oxp 3/19/212 .04 AM  File folder
grECamputey [] bostuwim 5/19/2012 L04AM WM File
Vil ocaLDEKIC) [ ] installwirn 5/19/2012 L4 AM WM File
b B8 DVD RYY Drive (D
= v <] m | >
ciBar flisohed s | File name; [ bootawim v| [Windows image files i) v
_‘ H | = | | = |

6. On the Image File page, click Next.

7. On the Image Metadata page, type a name and description of the image and
then click Next. Most of the time, you can use the default values shown in
Figure 1-28.

Figure 1-28 o Add Image Wizard |

Specifying the image name Imade Metadata =

and description ? .t_ lf
i

Enter a name and description for the following image:
‘Microzoft 'Windows Setup [<64]'

Image name:

Image description:

Microzoft Windows Setup [64) |

Irmage architecture:
wEd

| < Back ” Mest > || Cancel

8. On the Summary page, click Next.
9. When the image is added to the server, click Finish.
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ADDING IMAGE FILES

As previously mentioned, the image file contains the operating system that WDS will install
on the client computer. Included in the Sources folder on the Windows Server 2012 installa-
tion disk is an install.wim file for Windows Server 2012 that allows you to perform a standard
Windows Server 2012 installation similar to performing a manual installation from disk.

When you create image files, you place the image file in an image group. An image group is a
folder within the image repository of WDS that shares security options and file resources. The
image group consists of the following two components:

* The resource .wim file (Res.rwm). This contains the file resources for all of the images
in an image group. Although the file name seems to indicate otherwise, the .rwm file is
actually a .wim file.

* The <imagename>.wim files. Each .wim image file contains the metadata that describes
the image, but the actual file resources for the image reside in Res.rwm.

Any permission assigned to an image group is inherited by all of the images in the
group. By default, authenticated users are granted read access to image groups and
images while administrators have full control. You can control who can receive specific
images by modifying the permissions of the images or by placing the images in image
groups and modifying the permissions of the groups.

O ADD AN INSTALL IMAGE FILE
GET READY. To add an install image file to WDS, perform the following steps:

1. Open Server Manager.

2. Click Tools > Windows Deployment Services. The Windows Deployment Services
console opens.

3. Expand Servers and then expand the server so that you can see the Install Images
folder and the Boot Images folder (see Figure 1-26).

4. Right-click the Install Images folder and select Add Install Image. The Add Image
Wizard page opens (see Figure 1-29).

Figure 1-29 @ Add Image Wizard S

Creating an Image Group Image Group ﬁ;,.q

=

Thiz wizard adds an inztall image to your server. You must have at least one install
image and one boot image on wour zerver in order to boot a client using Pre-Boot
Execution Environment [FXE] and install an operating swstem.

Animage group iz a collection of images that share common file rezources and
zecuity. Enter the image group for the inztall image that vou want to add.

Select an existing image group

(®) Create an image group named ImageGroupl

< Back | et > || Cancel |

5. On the Image Group page, the Create an image group named option is selected. If
desired, type a different name of the image group and then click Next.



Figure 1-30

Specifying the images you
want to include
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6. Browse to the location of the image file (such as the Sources folder located on
the installation DVD), select the install.wim file, and then click Open.

On the Image File page, click Next.

=

8. On the Available Images page, select the images you want to include (see Figure
1-30), and then click Next.

& Add Image Wizard ]

Awvailable Images @

The file that you specified contains the following images. Select the images that you
wart to add to the server.

Mame Architect. . Description

&l irdows Serve 2012 SeRVERS TANDARDCORE (OSSN Y
[ Windows Server 2012 SERVERSTANDARD x64 Windows Serv
[ Windows Server 2012 SERVERDATACENTERCO... x64 Windows Serv
[¥] Windows Server 2012 SERVERDATACENTER x64 Windows Serv

<] [T [ >

[#] Use the default name and description for each of the selected images

<Back || Net> | [ Cancel

9. On the Summary page, click Next.
10. When the images are added to the server, click Finish.

CREATING AN IMAGE FILE WITH WDS

The install images that are included on a Windows installation disk are images of a basic
Windows installation, with no patches, updates, or additional drivers. If you would like to cre-
ate your own image files, you must first set up a master computer with all of the patches, driv-
ers, applications, and configurations applied. Then use WDS to create your own image file by
modifying an existing boot image, booting the master computer with the modified boot image,
and running the Windows Deployment Services Capture Utility. The Windows Deployment
Services Capture Utility will create an image file and write it to the computer’s drive, which will
eventually be copied to the WDS server. You can then use it to be deployed to other computers.

CREATE AN IMAGE FILE

GET READY. To create an image file, perform the following steps:

1. Open Server Manager.

2. Click Tools > Windows Deployment Services. The Windows Deployment Services con-
sole opens.

3. Expand Servers and then expand the server so that you can see the Install Images
folder and the Boot Images folder.

4. If you have not done so already, add the Windows Server 2012 boot.wim image to the
Boot Images store by following the steps provided in the Add a Boot Image exercise.
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Figure 1-31

Starting the Create Capture
Image Wizard

File  Action ‘iew Help

5. Right-click the boot image and choose Create Capture Image (see Figure 1-31).
The Create Capture Image Wizard opens.

Y

XE B

! Windows Deployment Services

4 HF servers

4 % WN20T25RY, contoso.com
B[] Install Irmages
] Bootlrnages
I [ Pending Devices
I+ [a. tulticast Transmissions

I g Dirivers

I [E Active Directory Prestaged Devices

Boot Images 1 Bootlma

Image Marme

Architecture Status

61
Properties

Disable
Export Image...

Replace Image...

Expanded Size Date

QS Wersion Priarity
00 500000,

Create Capture lrmage..,

Create Discover mage..,

Add Driver Packages to lrmage..,

Delete

Help

Creates a capture image.

Figure 1-32

Specifying the location and file
name

6. Specify a name and description for the new image. Then specify the Location and

file name for the new image file (see Figure 1-32). Click Next.

Metadata and Location

This wizard creates & capture image from & boot image, and saves it to the location that yvou
specify. Ak the end of this wizard, you will have the option to add the image back to the server.

Enter the Following information For this capture image,

{Mote: You cannok use an x64-based capture image for an x86-based computer, )

Image name:

| Microsoft Windows Setup (x64)

Image description:

| Microsoft Windows Setup (x64)

Image architecture:

*dh
Location and file name:
| Ciheapture.wim I| Browse...
To creste this capture image, click Mext,
More information about capture images
<Back || Mext> | | cancel

7. When the task is complete, you can select Add image to the Windows Deployment
Server now (if desired). Then click Finish.
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Before capturing a computer with WDS, you must prepare a master or reference computer
with the Sysprep.exe utility and reboot the computer using the capture image. Microsoft’s
System Preparation Utility (Sysprep.exe) prepares a Windows computer for cloning by
removing specific computer information such as the computer name and Security Identifier
(SID). On Windows Server 2012, the Sysprep.exe is located in the C:\Windows\System32\
Sysprep folder. When you reboot the computer with the capture image, a Wizard guides
you through the process of capturing an image of the computer and uploading it to the
WDS server.

When running sysprep on the master computer, use the following syntax:
sysprep /generalize /oobe

The /generalize parameter removes the unique values, such as the computer name
and the SID, so that they are not captured in the image file and replicated to the

target workstations. The /oobe parameter configures Windows to present the Windows
Welcome Wizard the next time the computer starts. The Windows Welcome Wizard
allows you to name the computer and generate a SID and any other required unique
information.

CREATING A DISCOVER IMAGE

If you have a computer that does not support a PXE boot, you can boot the computer
from disk using a discover image. A discover image is an image file that you can burn to a
CD-ROM or other boot medium. When you boot the client computer using the discover
image disk, the computer loads Windows PE, connects to a specified WDS server, and
proceeds with the operating system installation process.

CREATE A DISCOVER IMAGE
GET READY. To create a discover image file, perform the following steps:

1. Open Server Manager.

2. Click Tools > Windows Deployment Services. The Windows Deployment Services
console appears.

3. Expand Servers and then expand the server so that you can see the Install Images
folder and the Boot Images folder.

4. To create a discover boot image, right-click a boot image in the Windows Deploy-
ment Services console and choose Create Discover Image (see Figure 1-33). Click
Next.
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Figure 1-33

Creating a discover image

File  Action ‘iew Help
e #[m X = B
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Delete
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Creates a discover image,

5. On the Metadata and Location page, leave the default Image name and Image
description as-is. Then specify where you want to store the discover image file. In
addition, you can Enter the name of the Windows Deployment Services server... (see
Figure 1-34). Click Next.

Figure 1-34

Specifying the image name, the
image description, and where
to store the discover image file

Metadata and Location

This wizard creates a discover image from & boot image and saves it to the location that you
specify,

Enter the Following information For this discover image.
({Mote: You cannot use an x64-based discover image for an x86-based computer.,)

Irmage name:
| Microsoft Windows Setup (x64)

Image description:

| Microsoft Windows Setup (x64)

Image architecture:
w64

Location and file name:

|C:'|,Disc0ver.wim || Browse, .. |

Enter the name of the Windows Deployment Services server that you want to respond when you
boot & computer into this image {optional):

| WIMZ0125RY, contaso,com | Browse, ..

Ta create discover image, click Mext,

More information about discover images

< Back ” ek = || Cancel
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6. On the Summary page, click Next.
7. When the images are added to the server, click Finish.

To convert the discover image to a bootable .ISO image, you first must download and install
the Windows Assessment and Deployment Kit (ADK) for Windows 8. ADK is a set of tools
provided by Microsoft to customize, assess, and deploy a Windows operating system to new
computers. It is located at Microsoft's Download Center. Then use the oscdimg.exe command
to create the .ISO image.

O INSTALL THE WINDOWS ASSESSMENT AND DEPLOYMENT KIT (ADK)
GET READY. To install the ADK, perform the following steps:

1. Start the Windows Assessment and Deployment Kit by double-clicking adksetup.exe.
2. On the Specify Location page, leave the default settings, and then click Next.

3. When you are prompted to join the Customer Experience Improvement Program
(CEIP), click Next.

4. On the License Agreement page, click Accept.

5. With the Deployment Tools and Windows Preinstallation Environment (Windows PE)
already selected, click Install.

6. When the installation is complete, click Close.

© CREATE A BOOTABLE 1SO IMAGE
GET READY. After you have installed the ADK for Windows 8, perform the following steps to

create a bootable ISO Image:
1. Create a folder named C:\WinPE_x64\ISO.

2. Copy the contents of the C:\Program Files (x86)\Windows Kits\8.0\Assessment
and Deployment Kit\Windows Preinstallation Environment\amd64\Media folder to
C:\WinPE_x64\ISO0.

Create the C:\WinPE_x64\ISO\Sources folder.
Copy the discover image to the C:\WinPE_x64\ISO\Sources folder.
Rename the discover.wim file in the C:\WinPE_x64\ISO\Sources folder to boot.wim.

Copy the etfsboot.com file from the C:\Program Files (x86)\Windows Kits\8.0\
Assessment and Deployment Kit\Deployment and Imaging Tools\amd64\0scdimg
folder to the C:\WinPE_x64 folder.

7. Create the bootable ISO by running the following command:

oscdimg -b"c:\WinPE_X64\etfsboot.com” -n C:\WinPE_X64\ISO C:\
WinPE_X64\WinPE_X64.1so

o0 ko

USING WDSUTIL

Different from most of the components that are included with Windows, you cannot install
and configure Windows Deployment Services by using Windows PowerShell. Instead, the
wdsutil command is used for managing the Windows Deployment Services server. To use the
wdsutil command line, you will need to open a Command Prompt as an administrator.

The wdsutil commands include:

* /add — Adds prestaged computers, images, or image groups.

* /approve-AutoAddDevices — Approves computers that are pending administrator
approval.
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* /convert-RiprepImage — Converts an existing Remote Installation Preparation (RIPrep)
image to a Windows Image (.wim) file.

¢ /copy — Copies an image or a driver group.

* /delete-AutoAddDevices — Deletes computers that are in the Auto-Add database (which
stores information about the computers on the server).

¢ /disable — Disables all services for Windows Deployment Services.

¢ /disconnect-Client — Disconnects a client from a multicast transmission or namespace.

* /enable — Enables all services for Windows Deployment Services.

* /export-Image — Exports an image from the image store to a .wim file.

e /get — Retrieves properties and attributes about the specified object.

* /initialize-Server — Configures a Windows Deployment Services server for initial use.

* /new — Creates new capture and discover images, multicast transmissions, and namespaces.

* /progress — Displays the progress status while a command is being executed.

* /reject-AutoAddDevices — Rejects computers that are pending administrator approval.

* /remove — Removes objects.

¢ /replace-Image — Replaces a boot or installation image with a new version of that
image.

* /set — Sets properties and attributes on the specified object.

* /start — Starts all services on the Windows Deployment Services server, including multi-
cast transmissions, namespaces, and the Transport Server.

* /stop — Stops all services on the Windows Deployment Services server.
* /uninitialize-Server — Reverts changes made during server initialization.
* /update-ServerFiles — Updates server files on the Remotelnstall share.

e /verbose — Displays verbose output for the specified command.
For example, to show the WDS configuration, you can use one of the following commands:

wdsutil /get-server /show configure
wdsutil /get-server /show:all /detailed

To show the WDS configuration, you can use one of the following commands:

wdsutil /get-server /show configure
wdsutil /get-server /show:all /detailed

To stop or start the WDS server, use the following commands:

wdsutil /stop-server
wdsutil /start-server

To show the WDS configuration, you can use one of the following commands:

wdsutil /get-server /show configure
wdsutil /get-server /show:all /detailed

To show the WDS configuration, you can use one of the following commands:

wdsutil /get-server /show configure
wdsutil /get-server /show:all /detailed

To add a computer by using a MAC address, you would use the following command:
wdsutil /Add-Device /Device:PCl /ID:00-C1-46-8A-1F-EB
To add a boot image, use the following command:

wdsutil /Add-Image /ImageFile:"C:\Data\Boot.wim" /ImageType:Boot
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Figure 1-35

Viewing the Windows System
Image Manager console

File  Edit Insert Tools  Help
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To add an install image, use the following command:

Wdsutil /Add-Image /ImageFile:"C:\Data\Install.wim" /ImageType:Install

PERFORMING AN UNATTENDED INSTALLATION

So far, we've discussed deploying Windows over the network. However, the installations cov-
ered thus far have been a manual process whereby you have to step through the installation
Wizard. To streamline the installation process, you need to automate the Windows instal-
lation by using answer files, which provide responses to the prompts that would normally
appear during the Windows installation. Besides clicking the standard Next button used on
most screens, the answer file can also be used to partition and format disk, install additional
device drivers, and specify what Windows features to install.

You can create an answer file with a text editor or XML editor, but Microsoft recommends
that you use the System Image Manager (SIM), a tool used to create and manage unat-
tended Windows setup answer files using a graphical interface. SIM can also be used to check
answer files. SIM is also part of the Windows Assessment and Deployment Kit.

CREATE AN ANSWER FILE

GET READY. To create an answer file, log on to the computer where you installed the ADK and
then perform the following steps:

1. Click Start > All Ap ps > Windows System Image Manager. The Windows System
Image Manager console opens (see Figure 1-35).

feEd 4 RAX P IVE O

Select a Distribution Share

Create or open an answer file

Mo available properties

Windows image or catalog file

HML 0] | Yalidation i Configuration Set

[reszcription Location
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Figure 1-36

Viewing the distribution share
subfolders in the Distribution
Share pane

Figure 1-37

Edit Inseit Tools Help

2. Click Tools > Create Distribution Share. The Create Distribution Share dialog box

opens.

3. Browse to the folder where you want to create the distribution share and then
click Open. The distribution share subfolders appear in the Distribution Share pane
(see Figure 1-36).

Selecting an Image

. Insert a Windows 2012 installation disk into the computer’s DVD drive.
. Click File > Select Windows Image. The Select a Windows Image dialog box opens.

. Browse to the folder where you are storing an install. wim file, select the install
.wim image file, and then click Open. The Select an Image dialog box opens (see
Figure 1-37).

Select an image in the Windows image file:

{You must be an administrator of the local machine to create catalogs.)

[ ok [[ Conce
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7. Select the image that you want to use, and then click OK.
If you are prompted to create a catalog file, click Yes.

®

9. Click File > New Answer File. The answer file elements appear in the Answer File pane
(see Figure 1-38).

Figure 1-38
Viewing elements in the File Edit Inset Tools Help

Answer File pane BB B A XL 0B e
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El-| ) Components
[ | Packages
Description Location

After you create the answer file, you are ready to start configuring the elements or settings
that you want to include in the answer file. As Windows is installed, the installation is
divided into seven configuration passes. Each pass specifies what actions can occur during
the installation process. For example, if you need to partition and format your disk, you

must do that at the very beginning of the installation process, which happens to be the
Windows PE pass.

The seven configuration passes in an answer file are as follows:

* windowsPE: Configures Windows PE options and basic Windows Setup, including the
initial boot options. Options can include specifying the product key and configuring a
disk (partitioning and formatting).

e offlineServicing: Applies updates to a Windows image using DISM.exe, including
software fixes, language packs, and other security updates.

* generalize: If you used the sysprep /generalize command, generalize
removes system-specific information, such as computer name and security ID.



30 | Lesson 1

* specialize: Creates and applies system-specific information, such as network settings,
international settings, and domain information (including joining a computer to the
domain).

* auditSystem: Applies settings to the system if the computer is started in audit mode as
specified with the sysprep command.

* auditUser: Applies settings to the user if the computer is started in audit mode as
specified with the sysprep command.

* oobeSystem: Applies settings to Windows before the Windows Welcome starts.

To add a configuration setting to the answer file, browse through the available settings in the
Windows Image pane, right-click the setting you want to add, and then select the configuration

Figure 1-39 pass specifying when you want the setup program to configure the setting (see Figure 1-39).

Selecting a configuration pass
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The setting then appears in the Answer File pane and the properties specific to that setting
appear in the adjacent Properties pane (see Figure 1-40). After the setting has been added,
you modify the values in the properties. If you need clarification on a setting, press F1 while
a property or setting is highlighted to open the Unattended Windows Setup Reference Guide
(see Figure 1-41).
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Figure 1-40
Configuring setting properties

File  Edit Insert  Tools  Help

B EWEY RO XL B e

a E\F!umt:ln:lal\ﬁnmus Properties
. li J0EME Falders Compoants AppledCenligualionPass 4 specidizs
8 1 windowsPE Enabled Tue
2 alfineSericing Id amdfd_Microsoitwindows-Shell Setup__neuiral 31023
3 geranalize Sellings
-2 4 specialiez BluctoothT askbarlcorE nabled
= amdis_Micmsaftwindaws-Shel-Sel ComputeriName
() AutoLogon CoppFrofle
1] Clleritappicalions DisablefutoDayightTimes st
Displey DoMolCleanT szkEa
- Hotificatizedrea DEMHame
{77) DEMIrfcemation Productiey AAMAMM-BBBEE-CCCCC-DDDDD-EEEEE
g DEMWelcomelenter Fegslzieddiganization Contoso.com
OEMw eicomeCenteilinks Regsteredd wner ‘irdos User
SteriPanelLinks Showwindowslive
StariTiles TireZone
Taskballinks
Themes
WindowsFeatures
T audiSpstem
6 auditllazr
- 7 obeSystem RegisteredOwner
Type Shing, Maxlength 256

amdBd Ml;lusd'l-\\l'ndo\wScc.uuly-SPF‘-LN 5

amde4 ! Surh

amded_Micoeofthwindows-Setup_B 2 B4000_rg ], Package:
<00 amdfia_Miciosofiwindows-Sheredboesss 828
' amEﬂ_MncmwﬂWndmwSl’\elhseluD B2 240 n
-0 amdEa_Mi bove_B.2.8400.
- ' amdid_Meiosch i ndowsS W05 e 2 B40 - .

amded_Micoschiw ndows-SHMP-tgent Service Vabdaton 0] | Configuation Set (0]
(0 amdfd_Mieiosoitwndows-S0kagi_B 28400 P

amidG4_Microsch W ndews-stebject_6 2 640010 £10ipion

amdEd_| Mnclowﬂ-WndehmeClmtul BZB

amdB_Mciosof orth
“ amded_Mictosof W ndows T atletPC Flatbomrdng
) amdEa_Micscitiwindows-T apiSelup_6.2 8400
-0 amdbd_McisofwindowsTCPIP_E 2 84000_n

amdEd_MictosofiW ndows Teminals envices Ces
) amdBa_Miciosoiiwndows-Teminal enicesLio
<0 amdB4_Mciozcftwindows Teminals evacesLo

amdBﬂ_MlcmwﬂanTeimlnaEemcssPd
- amdBd M

Figure 1-41

Opening the Unattended g e a6
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After you configure the answer files, you can validate the answer file by clicking 7ools >
Validate Answer file. If SIM finds any discrepancies (such as incorrect values or omitted

Microsoft recommends values), you are notified in the Messages pane (see Figure 1-42).

using SIM to create and
validate answer files.

Figure 1-42
Validating an answer file
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To create a configuration set from the answer file, click Zools > Create Configuration Set. This
action copies the files to a distribution share, including the answer file (Autounattend.xml).
These files are then used to perform an unattended installation. Figure 1-43 shows the Create
Configuration Set dialog box.

Figure 1-43
Creating a configuration set
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The configuration set could be copied to a removable medium, such as a CD-ROM, a DVD-
ROM, or a USB flash drive. To perform an unattended installation, boot the computer from
a Windows installation disk. Once the system has begun to boot from the disk, insert the
removable medium containing the configuration set. The Windows Setup program auto-
matically scans all of the removable drives on the computer for an answer file. If it finds the
answer file, it will use the answer file to perform the installation. If you are performing a net-
work installation using the Windows PE command prompt, you can specify the location of
the answer file at the command prompt:

setup.exe /unattend:\\server\share\configset

By using the standard Windows image files and boot files, you will only be perform-

ing a standard operating system installation over the network through the WDS server.
Unfortunately, this installation is still a manual installation whereby you have to go
through the installation wizard. If you have hundreds of installations, the easiest and
quickest way to install all of the computers the same way is to perform an unattended
installation, whereby you boot the computer and it automatically starts and completes the
installation.

To install an operating system on a client using WDS with no interactivity, you must have the
following two unattend files:

* WDS client unattend file: This unattend file automates the WDS client procedure that
begins when the client computer loads the boot image file.

* Operating system unattend file: This is an unattend file for a standard operating system
installation, containing responses to all of the prompts that display after the client com-
puter loads the install image file.

DEPLOY A SERVER USING AN UNATTEND FILE
GET READY. To deploy a server using an unattended installation, perform the following steps:

1. Open Server Manager.

2. Click Tools > Windows Deployment Services. The Windows Deployment Services con-
sole opens.

3. Expand the Servers node.

4. Right-click the node for your server and choose Properties. The server’s Properties
dialog box opens.

5. Click the Client tab.
6. Select the Enable unattended installation checkbox.

7. Click the Browse button corresponding to the processor architecture of the client
computer, and then browse to your unattend file. Click Open.

8. C(lick OK to close the server's Properties sheet.
9. Expand the Install Images node.

10. Right-click the image for which you want to perform an unattended installa-
tion and then choose Properties. The Image Properties dialog box opens (see
Figure 1-44).
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Figure 1-44 iy -
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11. Select the Allow image to install in unattended mode checkbox.

12. Click Select File. The Select Unattend File dialog box opens.

13. Browse to the unattend file you want to use, and then click OK.

14. Click OK to accept your settings and to close the Image Properties dialog box.

Updating Images with Patches, Hotfixes, and Drivers

CERTIFICATION READY When you create an image file, you install Windows on a master computer, update and
Update images with configure the computer, and then install any applications — all of which can take many
patches, hotfixes, and hours to get everything just right. When Microsoft releases updates that you want to
LB include in the new image, instead of going through the entire process of creating and set-
. Objective 11 ting up a new master computer, you can update the image file using Deployment Image

Servicing and Management (Dism.exe).

Deployment Image Servicing and Management (Dism.exe) is a command-line tool that can
be used to service a Windows image or to prepare a Windows PE image. With Dism, you can
mount an image offline and then add, remove, update, or list the features, packages, drivers,
or international settings stored on that image. Dism.exe is not included with Windows.

To make changes to an image, you must mount the Windows image in the Windows file
structure using the Mount-Wim option. To mount the D:\Remotelnstall\install.wim file to the
C\Offline folder, use the following command:

Dism /Mount-Wim /WimFiTle: D:\RemoteInstall\install.wim /index:1 /
MountDir:C:\OffTline
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Install features for offline
images.
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After you make changes to the image, you need to commit the changes by using the /
Commit-Wim option:

Dism /Commit-Wim /MountDir:C:\Offline

To unmount the image, use the /Unmount-Wim option. If you want to commit the changes
while you unmount the image, add the /Commit option. To discard the changes, use the /
Discard option. For example, to unmount the image mounted to the C:\Offline folder while
saving the changes, execute the following command:

Dism /Unmount-Wim /MountDir:C:\offline /commit

To get information about an image or WIM file, use the /Get-WimInfo option. For example,
in the previous WIM file, execute the following command:

Dism /Get-WimInfo /WimFile:C:\offline\install.wim /index:1

Packages are used by Microsoft to distribute software patches, hotfixes, service packs, language pack-
ages, and Windows features. If a Windows package is provided as a cabinet (.czb) file or as a Windows
Update Stand-alone Installer (.7725) file, you can add the package using the /Add-Package com-
mand. For example, to add the C:\Update\Update.cab file, execute the following command:

Dism /image:C:\offline /Add-Package /Packagepath:C:\Update\Update.cab

To remove a package, use the /Remove-Package option. For example, to remove the update.
cab file, execute the following command:

Dism /image:C:\offline /Remove-Package /PackagePath:C:\Update\Update.cab

You can use the /Add-Driver option to add third-party driver packages that include a valid
INF file. For example, to add mzydriver to the Windows image, execute the following command:

Dism /image:C:\offline /Add-Driver /driver:C:\Drivers\mydriver.INF

If you point to a path and use /Recurse, all subfolders will be checked for valid drivers. For
example, to add drivers from the C:\Drivers folder, execute the following command:

Dism /image:C:\offline /Add-Driver /driver:C:\drivers /recurse

To remove a third-party device driver, use the /Remove-Driver option to specify the name of
a device driver (such as oem0.inf; oem1.inf, and so on). For example, to remove the second third-
party driver (oem1.inf) that has been added to the system, execute the following command:

Dism /image:C:\offline /Remove-Driver /driver:oeml.inf

Installing Features for Offline Images

Features are a set of Windows programs that can be enabled or disabled by an admin-
istrator and are included with Windows. Examples of features include FreeCell, Hearts,
Solitaire, FTP Server, World Wide Web Service, and Microsoft .NET Framework 3.5. To
add or remove features in Windows Server 2012, you would use Server Manager. To add
or remove features in Windows 8, you would use Control Panel > Programs and Features.
Similarly, you can use Dism.exe to add to or remove features from of offline image.

Similar to adding or removing packages, you can use Dism.exe to mount an image offline and
then use Dism.exe to add, remove, update, or list the Windows feature. For example, to list
the features, execute the following command:

Dism /image:C:\offline /Get-Features

To enable a feature, use the /Enable-Feature option. For example, to install the Hearts
game, execute the following command:
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Figure 1-45

Dism /image:C:\offline /Enable-Feature /FeatureName:Hearts

To remove the Hearts game, use the /DisabTle-Features option. For example, to remove
the Hearts game, execute the following command:

Dism /Image:C:\offline /Disable-Feature /FeatureName:Hearts

Of course, after you add or remove features, remember to commit the
changes with the Dism /Commit-Wim command that was discussed previously.

Deploying Driver Packages with an Image

Starting with Windows Server 2008 R2, WDS includes dynamic driver provisioning, which
allows you to add driver packages to WDS and then deploy them when you deploy an image.

Using dynamic driver provisioning requires the following:

* The boot image from either Windows 7, Windows 8, Windows Server 2008 R2, or
Windows Server 2012 (from \Sources\Boot.wim on the DVD).

* The install images for Windows Vista SP1, Windows 7, Windows 8, Windows Server
2008, Windows 7, Windows Server 2008 R2, or Windows Server 2012.

To deploy drivers based on the plug-and-play hardware of the client, you must extract the
drives; they cannot be an .si file or an .exe file.

CREATE A BOOTABLE I1SO IMAGE

GET READY. To add drivers to an image, perform the following steps:
1. Open Server Manager.

2. Click Tools > Windows Deployment Services. The Windows Deployment Services console
opens.

3. Expand the server node.
4. Right-click the Drivers node and then choose Add Driver Package (see Figure 1-45).

Selecting the Add Driver
Package option
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Delete Driver Packages...
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m this snap-in, you must add it first. To add a server, right-click the
click Add Server,

Help

5. On the Driver Package Location page, select either the Select driver packages from
an .inf file option or the Select all driver packages from a folder option. Specify
the location of the .inf file or folder, and then click Next.
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6. On the Available Driver Packages page, select the drivers that you want to include
(see Figure 1-46), and then click Next.

Figure 1-46

Selecting driver packages
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7. On the Summary page, click Next.
8. When the tasks are completed, click Next.

9. Select a current driver group or create a new driver group (see Figure 1-47), and
then click Next.

Figure 1-47

Selecting a driver group Driver Groups ! q

A driver groupis a collection of driver packages that are available to a select group
of clients,

In order to deploy these packages to clients, you must add them ko a driver group. &
package can be in many driver groups, but it must be in at least one group in order ta
be available ko clients,
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(®) Select an existing driver group: |DriverGr0up1

(0 Create a new driver group named: |
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10. On the Tasks Complete page, click Finish.
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SKILL SUMMARY

IN THIS LESSON, YOU LEARNED:

Windows Deployment Services (WDS) is a software platform and technology that allows
administrators to perform automated network-based installations based on network-based
boot and installation media.

For client computers to communicate with a WDS server without an operating system, the
client computer must support the preboot execution environment (PXE).

PXE (pronounced “pixie”) is a technology that boots computers using the network interface
without a data storage device, such as a hard drive or an installed operating system.

Windows Preinstallation Environment (Windows PE) is a minimal Windows operating
system with limited services.

Before you can use WDS, you must configure WDS server, including performing the initial
server configuration, adding a default startup and install images, and configuring a boot
menul.

To deploy Windows, you must create two types of images: a boot image and an install
image. Just as its name implies, the boot image boots the computer. In addition, the boot
image starts the operating system installation. The install image contains the operating
system that WDS will install.

The boot images and install images use the Windows Imaging Format (WIM). While the
architecture is file-based, the files are actually stored inside a single WIM database.

The Microsoft's System Preparation Utility (Sysprep.exe) prepares a Windows computer for
cloning by removing specific computer information such as the computer name and
Security Identifier (SID).

If you have a computer that does not support a PXE boot, you can boot the computer
from a disk using a discover image. A discover image is an image file that you can burn to
a CD-ROM or other boot medium.

To streamline the installation process, you must automate the Windows installation by
using answer files, which provide responses to the prompts that would normally display
during the Windows installation.

Although you can create an answer file with a text editor or XML editor, Microsoft
recommends that you use the System Image Manager (SIM) to generate the answer file.

Deployment Image Servicing and Management (Dism.exe) is a command-line tool that can
be used to service a Windows image or to prepare a Windows PE image.

Starting with Windows Server 2008 R2, WDS includes dynamic driver provisioning, which
allows you to add driver packages to WDS and deploy them when you deploy an image.

Knowledge Assessment

Multiple Choice

Select the correct answer for each of the following questions.

1. Which of the following is used to boot a computer over the network?

a. Multicast Transmitter

b. System Preparation Utility
c. PXE

d. Answer File
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Which of the following is used to load a minimum version of Windows to troubleshoot-
ing and installation?

a. PXE

b. Windows PE

c. System Preparation Utility

d. WDS Server

. Which two roles are available in WDS? (Choose two answers.)

a. Deployment server
b. Boot Server

c. File Archive Server
d. Transport Server

Which of the following are necessary for deploying WDS? (Choose all that apply.)
a. AD DS

b. FAT32 or NTES

c. DHCP

d. DNS

. The answer file is made as a(n) file.

a. XLS
b. SIM
c. XML
d. RTF

Which of the following allows you to package drivers together and deploy them with
images?

a. DISM

b. SIM

c. PXE

d. Dynamic Driver Provisioning

Which command allows you to modify an offline image?
a. DISM

b. SIM

c. PXE

d. Dynamic Driver Provisioning

. Which program is used to remove the computer name and SID from a computer?

a. PXE
b. Windows PE

c. System Preparation Utility
d. WDS Server

Which of the following is the filename extension for install images and boot images?
a. WIM

b. FTP

c. TIP

d. XML

Which of the following is used to convert a master computer to an image file?
a. Deployment Image Servicing and Managing utility

b. Discover Utility

c. System Preparation utility

d. Windows Deployment Service Capture utility
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Best Answer

Choose the letter that corresponds to the best answer. More than one answer choice may achieve the
goal. Select the BEST answer.

1.

You are an administrator of several regional offices. You install WDS on Serverl and

create three images for each regional office. You want to deploy the images using WDS,

but you want to ensure that the administrator for each regional office can view only the

images for his or her regional office. Which of the following actions should you perform?

a. Grant each administrator administrative permissions to the images assigned to the
regional office.

b. Create an OU for each regional office and place the computers in the appropriate
regional OU.

c. Place the images for each regional office into a separate image group on the WDS server.
Then grant each administrator permission to his or her regional office’s image group.

d. Add all images to an image group and assign administrator permissions to the image

group.

Which of the following is used to convert a discover image to an ISO file?
a. oscdimg.exe

b. sim.exe

c. oobe.exe

d. sysprep.exe

. Which term best describes computers that have computer accounts created in Active

Directory before the installation is completed with WDS?
a. dynamic computers

b. sysprep computers

c. MAC-defined computers

d. prestaged computers

You are preparing 30 computers for classroom instruction. Which of the following is the
quickest way to redeploy all 30 computers?

a. Use WDS to deploy each computer at a time.

b. Use WDS to deploy all of the computers at once while using unicast transmissions.
c. Use WDS to deploy all of the computers while using multicasting.

d. Use TFTP to copy the image to each computer manually.

. You are administering a computer that does not support PXE boot. Which action should

be taken to start the computer and install an image using WDS?
a. Use a boot image.
. Use an install image.

b
c. Use a discover image.
d. Boot with a DOS floppy disk.

Which of the following ports is used by a DHCP client to contact a DHCP server?
a. 23

b. 67

c. 341

d. 387
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Matching and Identification

1. Match the configuration pass with its respective function when creating an answer file
with Windows SIM.
a) Specialize
b) Windows PE
c) Generalize
d) OobeSystem
e) OfflineServicing

1. Includes initial boot options including specifying the product and key and configuring
a disk

Applies updates using DISM.exe

Applies settings to Windows before the Windows Welcome starts

Configures network settings and join a computer to a domain

Removes the system-specific information, such as computer name and security ID

£ VAN

2. Write the DISM command that is used to perform each respective function.

a) Remove a package.

b) Mount a WIM image.

c) Add a driver.

d) Commit the changes to the image.
e) Unmounts a WIM image.

Build a List

1. Specify the correct order in which to prepare a WDS server to deploy Windows to
multdiple computers. (Not all steps will be used.)
Install an image to a DVD image.
Add an image file.
Create an WDS Client unattend file.
Run DISM to deploy the image.
Add a boot image.
Create a system unattend file.
Boot the computer using a PXE boot.

2. Specify the correct order in which to create an image file.
Run the sysprep command.
Boot the master computer with the modified boot image.
Use the WDS Capture Utility.
Install all Windows patches, applications, and drivers.
Install Windows.
Modify a boot image.

Business Case Scenarios

Scenario 1-1: Deploying Servers Using WDS

Your organization decides to build a second data center to be used as a backup site. You need
to deploy roughly 150 servers. What steps will you need to take to deploy 150 servers at the

new data center?

Scenario 1-2: Adding a Service Pack to WDS Install Image

Several months ago, you deployed a WDS server to deploy computers running Windows 2012.
Service Pack 2 was just released and you need to add Service Pack 2 to your image so that future instal-
lations will automatically have the service pack. What steps will you need to take to make this happen?



