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10/100/1000 Mbps components, 114
100 Mbps Ethernet, 114

802.11 standards, 139-140
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A

accelerometer, 308
Access databases, networking, 67-68
access points, 152
access switches, 129-130
accounting services, cloud vs. traditional, 400
account restrictions, 329
account status, 329
Active Directory (AD)
about, 214
creating new user, 217-220
domains, 215
forests, 216
objects, 214-215
organizational units, 215
trees, 216
user accounts, 216-217
address classes, 91
ad-hoc networks, 135, 145
administrative installation image, 301-302
administrative password, 151-152
Administrator account
about, 330
securing, 328
advertisements, 351
agent, 368
aggregation switches, 129
agility, of hybrid cloud, 412
AlohaNet, 138
Amazon, 406
Amazon CloudFront, 406
Amazon Elastic Compute Cloud (Amazon EC2), 406
Amazon Simple Queue Service (Amazon SQS), 406
Amazon Simple Storage Service (Amazon S3), 406
Amazon Virtual Private Cloud (Amazon VPC), 406
Amazon Web Services, 416
AND operation, 89

Android devices
about, 306
Android OS, 314-315
core applications, 315-316
integrating with Exchange, 316
managing, 314-316
ANSI/EIA Standard 568, 116
antennas, 137
antispam appliances, 357-358
antispam software
about, 352
antispam appliances, 357-358
Bayesian analysis, 354
blacklisting, 354-355
cloud-based antispam services, 358-359
false negatives, 353
false positives, 353
filters, 353-355
graylisting, 355-356
keyword checking, 353-354
on-premises, 356-357
Sender Policy Framework, 354
types of, 356-359
whitelisting, 355
antivirus program, 345-346
Apache, 82
application gateway, 342-343
applications, cloud-based, 404
application servers, 83
App Store, 309
archive bit, 369
ARCnet, 112
arson, 379
AutoCAD, 83, 297
average/mean resolution time, 278
Azure Active Directory (AAD), 413-414
Azure Stack, 417

backing up data
backup appliance, 364-365
backup copy, 373
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backing up data (continued) blocks, 232

backup source, 364 bringing up, 10

backup target, 364 broadband connections, 156-157

in business continuity plan, 383 broadcast domain, 95

cloud backups, 365 built-in accounts, 330

copy backups, 370 bus, 112

differential backups, 371 business-class cable Internet, 157-158

file-based backups, 368-371 business continuity plan (BCP)

forward incremental backup, 372 about, 378

full backups, 369, 372 developing, 382-383

how often, 363-364

incremental backups, 370-371

local hard drives, 45 c

maintaining equipment, 374-375 cable Internet, 156-157

network address translation (NAT), 364 cables

offline files, 362 about, 114-115

off-site, 362 categories, 116-117

options for, 364-365 crossover, 124

recovery point objective, 365 installing, 119-120

recovery time objective, 365 network, 15, 84

as responsibility of network administrator, 256 patch, 118, 436

reverse incremental backup, 372 patch panels, 124-125

setting security, 375 plenum, 118

software for, 367-368 PVC, 118

storage area network (SAN), 364 RG-58, 115

synthesized full backup, 372 RJ-45 connectors, 122-123

to tape, 365, 366-367, 373-374 solid, 118

3-2-1rule, 361-363 station, 118, 125

virtualization and, 371-373 STP (shielded twisted-pair cable), 117
backscatter, 352 stranded, 118
backup appliance, 364-365 tools for installing, 120-121
backup copy, 373 UTP (twisted-pair cable), 115-117
backup Internet connection, 163-164 wall jacks, 124-125
backup selection, 369 cable tester, 120
backup source, 364 cable ties, 436
backup target, 364 carrier sense multiple access with collision detection

(CSMA/CD), 138
Cat5e cable, 84
Cat6 cable, 84, 116
certifications, 260-261
channels, 135

backup window, 364
bands, 137, 138-139
bandwidth, 138

bare metal, 168

Barracuda Backup, 368
BarracudaWare, 368

Basic Service Set (BSS), 143
Bayesian analysis, 354

checkpoints, 182

child partition, 179
circuit-level gateway, 342
Class A IP addresses, 92-93
Class B IP addresses, 93
Class C IP addresses, 93
classless IP addresses, 91

binary system, 88-90
bits, 88-89

BlackBerry, 306-307
blacklisting, 354-355
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cleaning up, as responsibility of network administrator, 257

client access licenses (CALs), 196-197
client/client computers
about, 13, 45, 57-58
physical security, 323
versus servers, 13
virtual private network (VPN), 391-393
cloud backup, 365
cloud-based antispam services, 358-359
cloud computing
about, 400
accessing the cloud, 408
accounting services, 400
applications, 404
disk storage, 400
drawbacks, 402-403
email services, 400
hybrid cloud, 405-406
infrastructure, 405
platforms, 404
providers, 406-407
public vs. private, 405-406
types of, 403-405
virtual servers, 400
coaxial cable, 115
computer equipment
in business continuity plan, 382
failure, 380
computer name, 38-40
Cone of Silence syndrome, 322-323
connections. See also Internet connection
broadband, 156-157
cable, 114-125
Ethernet, 112-114
Power over Ethernet (PoE), 130-131
routers, 8, 143, 158, 161
switches, 126-130
contact information, changing, 220
copy backups, 370
copy protection, 294
core switches, 129
CradlePoint, 164
crimp tool, 120
crossover cables, 124
cybersecurity
about, 319-320
approaches to, 322
closed-door approach to, 322

human firewall, 322

open-door approach to, 322

pillars of, 321-322

prevention technology, 321

reasons for, 320-321
recovery technology, 321

D

daisy-chaining switches, 128

database servers, 83
data stores, 172
dedicated lines, 157

dedicated servers, 13-14, 80-81

deep packet inspection, 343

default gateway address, 102

deliberate, 379-380

deliberate disasters, 379-380

DES encryption, 222

DHCP (Dynamic Host Configuration Protocol), 105-106

about, 87,99-100
configuring, 146-147

configuring networks for, 99-104

exclusion, 102
lease length, 104
options, 100
reservation, 103
scopes, 101-102
servers, 100-101

Diagnostic and Statistical Manual of Mental Disorders, 257

diagrams, drawing, 84-85
dial-in permissions, 329
differential backups, 371
disaster planning, 378
disaster recovery, 175
disasters

about, 378

deliberate, 379-380

disruption of services, 380

earthquakes, 379

environmental, 379

equipment failure, 380

fire, 379

flood, 379

impact analysis, 381-382

intentional damages, 379

lightning, 379

terrorism, 380
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disasters (continued)
theft, 380
weather, 379
disk storage
attaching to servers, 235-236
cloud vs. traditional, 400
hard disk drives, 231-233
RAID arrays, 234-236
solid state drives, 234
disruption of services, 380
distribution switches, 129-130
DNS (Domain Name System)
about, 87, 106
domains and domain names, 106-108
fully qualified domain name (FQDN), 108-109
documents, 368
domain
parent, 107
root, 107
subdomain, 107
top-level, 107
domain accounts, 217
domain names, 40, 106-108
domain networks, 40
domains
Active Directory, 215
creating, 208-212
Domain Name System, 106-108
joining Mac computer to, 33-35
joining Windows computer, 27-29
Windows Server, 197-198
dotted-decimal notation, 91
downtime, reducing, 175
drives
mapping, 43
network, 43
DSL Internet connection, 156-157
duct tape, 435

earthquakes, 379

eavesdroppers, 150

eBay, 314

802.11 standards, 139-140
elasticity, of hybrid cloud, 411-412
e-mail
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cloud vs. traditional services, 400
communicating with users, 268
digest, 353
servers, 82
endpoint, 10
energy cost, as benefit of virtualization, 174
Enterprise license plan, 296
entitlement model, 321
environmental disasters, 379
equipment failure, 380
Ethernet, 112-114, 138
Exchange
ActiveSync, 309-310
configuring iOS devices for, 311-314
integrating Android devices with, 316
integrating iOS devices with, 309-310
junk folder, 353
Online, 82
Server, 82
Extended Service Set (ESS), 144

F

facilities, in business continuity plan, 382
failover, 164
false negatives, 353
false positives, 353
Fast Ethernet, 114
Federal Communications Commission (FCC), 137
fiber optic, 158
Fibre Channel, 236
files
accessing, 64-65
backing up offline, 362
copying from servers, 429
deleting on servers, 429
offline, 69-71
sharing, 11
storing, 43-45
file servers
about, 81, 237
granting permissions, 248-249
managing, 240-249
New Share Wizard, 241-245
permissions, 237-239
shares, 239-240
sharing folders manually, 245-247



file sharing, enabling, 58-59
fire, 379
fire drill, 383-384
firewall appliance, 159, 338
firewalls
about, 158, 337-339
application gateway, 342-343
built-in Windows Firewall, 161-163, 339
circuit-level gateway, 342
next-generation, 343
packet-filtering, 339-341
perimeter, 160, 339
placing access points outside, 152
vs. residential gateways, 161
routers, 161
stateful packet inspection, 341-342
types of, 339-343
using, 159-160
fish tape, 121
flashlight, 121
flash memory, 234
Flexera Software, 297
flexibility, of hybrid cloud, 412
FlexNet Publisher, 297
flood, 379
folders
junk, 353
permissions, 238
public, 61-62
folders, shared
about, 42-43
manually, 245-247
with New Share Wizard, 241-245
in Windows 7, 59-61
in Windows 10, 59-61
forests, 216
forward incremental backup, 372
freeloaders, 150
frequency, 135-136
friends, 91
full backups, 369, 370, 372
fully qualified domain name (FQDN), 108-109

G

get-rich-quick schemes, 352
gigabit Ethernet, 114
Google, 314, 407

Google App Engine, 407
Google Apps, 404, 407
Google Cloud Connect, 407
Google Cloud Print, 407
Google Maps, 407
graphics, 368
graylisting, 355-356
Gregory, Peter, 378
group account, 332-333
group membership, 217, 329
Group Policy
about, 281-282
enabling on Windows Server 2019, 282-283
forcing updates on, 292
pushing out software with, 301
Group Policy Object (GPO)
about, 282
creating, 283-289
filtering, 289-292
groups
about, 227
adding members to, 227-228
creating, 227-228
membership, 329
guest, 168
Guest account, 330
guest mode, disabling, 152
guest operating system, 168, 173

H

hackers, 321, 322, 324-325, 341, 431
HAL (hardware abstraction layer), 168
Halper, Fern, 408
hammer, 121
hard copies, in business continuity plan, 383
hard disk drives
about, 231
blocks/sectors, 232
disadvantages of, 232
history, 232
partition, 78
read/write head, 232-233
size, 78
hardware
cost as benefit of virtualization, 174
skimping on, 427-428
hardware abstraction layer (HAL), 168
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help desk
about, 263-264

communicating with users, 265-267

creating knowledge base, 275

creating self-service help portal, 275-276

e-mail, 268

establishing charter, 264-265
management software, 279-280
online chat, 268

phone, 267-268

remote assistance, 269-275
tracking performance, 278
tracking support tickets, 265-267

using satisfaction surveys, 276-277

Hertz (Hz), 136
high-speed private lines, 157-158
home directory, 329
home folder, 224
hosted antispam, 358-359
hosts
host ID, 90
IP addresses, 90-91
virtualization, 168, 175
Hotfix Checker, 258
HTC, 314
human firewall, 322, 334-335
Hurwitz, Judith, 408
hybrid cloud
about, 405-406, 409-411
agility of, 412
Azure Active Directory, 413-414
benefits of, 411-412
elasticity of, 411-412
flexibility of, 412
innovation, 412
integrating identity in, 413-416
operational efficiency of, 412
single sign-on, 414-416
virtualization platforms, 416-418

Hybrid Cloud For Dummies (Hurwitz, Kaufman, Halper and

Kirsch), 408
Hyper-V hypervisor
about, 178
backups, 371
enabling, 180-181
managing, 181-182
panes, 182
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partitions, 178-179

virtual disks, 179-180
hypervisor. See also virtualization

about, 168

functions, 169-170

types, 170

identity, 413
incremental backups, 370-371
Independent Basic Service Set (IBSS), 145
InformationWeek, 259
InfoWorld, 259
infrastructure, planning, 84
Infrastructure as a Service (laaS), 405
infrastructure mode, 135, 142-143
intentional damages, 379
intermediate distribution facility (IDF), 131
Internet, 10
Internet Assigned Numbers Authority (IANA), 93
Internet connection
about, 155
backup, 163-164
cable, 156-157
DSL, 156-157
high-speed private lines, 157-158
reliability for cloud computing, 403
security issues, 430-431
sharing, 158
Internet Information Services (lIS), 82

Internet Protocol, routers. See TCP/IP (Transfer Control
Protocol/Internet Protocol)

Internet Protocol Security (IPSec), 391
intruders, 149-150
iOS devices
about, 306
configuring for Exchange mail, 311-314
integrating with Exchange, 309-310
iPad, 309
iPhone, 308-309
managing, 308-314
iPad, 309
IP addresses
about, 90
Class A, 92-93
Class B, 93



Class C, 93
classifying, 91
classless, 91
dotted-decimal notation, 91
multicast, 92
networks and hosts, 90-91
iPhone, 308-309
IP phones, 130
IP spoofing, 341
IPv4, 94
IPv6, 84-85

IT Disaster Recovery Planning For Dummies (Gregory), 378

Ivanti Patch, 347

J

junk folder, 353
junk mail, 350

K

Kaufman, Marcia, 408
Kerberos, 222

keyhole saw, 121

keyword checking, 353-354
Kirsch, Daniel, 408
knowledge base, 275

L

ladder, 121
Layer 2 Tunneling Protocol (L2TP), 391
libraries, building for network administrators, 259-260
license
about, 294
borrowing, 298
client access licenses (CALs), 196-197
original equipment manufacturer, 295
per-device client access licenses, 197
per-user client access licenses, 197
restrictions, 294-295
retail, 295
server, 83, 196, 297-298
subscription, 296
types, 295-296
volume, 296
lightning, 379
linear tape open (LTO), 366-367

linking the drive, 49
Linux
about, 14
Ethernet connection, 114
firewall, 159, 338
Platform as a Service (PaaS), 404
VPN server, 391
local accounts, 216-217
local area networks (LAN), 10, 159-160, 337-338, 390
local disk storage
attaching to servers, 236
backing up on shared network folder, 45
virtual disks, 171-172
local resources, 37

locking up, as responsibility of network administrator, 256

logging off, 41, 54

logging on, 40-42

logical map, 84-85

logical operations, 89-90
logon hours, 223

logon script, 224, 230, 334
Lucidchart, 85

M

MAC address filtering, 152
Macintosh
configuring network settings, 29-32
joining computer to domain, 33-35
magnetic tapes, 365
mail servers, 82
main distribution facility (MDF), 131
mainframe computers, 16
main point of entry (MPOE), 131
managed switches, 126-127
mapping network drives, 43, 47-50
Mbps (megabits per second), 114
members, 227-228
memory, 78
messages, sharing, 12
Microsoft, 407
Microsoft Azure, 416
Microsoft Business Productivity Suite, 407
Microsoft Exchange
ActiveSync, 309-310
configuring iOS devices for, 311-314
integrating Android devices with, 316
integrating iOS devices with, 309-310
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Microsoft Exchange (continued) part-time, 255-256

junk folder, 353 securing administrator account, 328
Online, 82 “Three Ups of Network Management”, 256-257
Server, 82 username, 40
Microsoft Office network attached storage (NAS), 172, 237
about, 64 network cable, 15, 84
accessing network files, 64-65 Network Computing, 259
networking Access database, 67-68 network connections, configuring in Windows 10, 22-27
workgroup templates, 65-67 network drive
Microsoft Office 365, 407 about, 43
Microsoft Outlook, 82 mapping, 47-50
Microsoft System Information, 80 network ID, 90
Microsoft Windows user accounts. See user accounts network interface, 8, 15
middleware layer, 315 Network Monitor, 258
migration path, 254 network plan
mistakes, network, 427-433 about, 75-77
mobile devices diagrams, drawing, 84-85
about, 305-306 infrastructure, 83
Android, 306 inventorying current computers, 77-78
BlackBerry, 306-307 reasons for network, 76-77
configuring for Exchange mail, 311-314 network printers
integrating iOS with Exchange, 309-310 about, 50-51
i0S, 306 adding, 51-52
iPad, 309 printing to, 52
iPhone, 308-309 print queue, 53-54
managing iOS devices, 308-314 network resources, 37, 39
mobile phones, 306 network rooms, 131
security for, 307 networks
smart phones, 306 about, 7-8
types, 306-307 blaming, 433
mobile phones, 306 configuring for DHCP, 99-104
Motorola, 314 defining, 8-10
multicast addresses, 92 domain, 40
multifunction WAPs, 143 logging on, 40-42
mistakes, 427-433
reasons for having, 11-12, 76-77
N rules, 421-425
National Institute for Standards and Technology (NIST), 328 ten networking commandments, 421-425
NetBIOS, 341 upgrading, 76-77
network address translation (NAT), 98-99, 364 workgroup, 40
network administrators network security, 16
about, 17-18, 254 network software
acquiring software tools for, 257 about, 15
building libraries for, 259-260 deploying, 298-302
certifications, 260-261 software patch, 302-303
duties of, 254-255 updating, 302-303
helpful bluffs and excuses, 261-262 network switch, 15
managing network users, 257 network topologies, 112-114
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Network World, 259

New Share Wizard, 241-245
next-generation firewalls, 343
nodes, 10

nondelivery reports (NDRs), 352
NOT operation, 90

(0

obfuscation, 324-325
objects, 214-215
offline, 10
offline files, 69-71
Okta, 414-415
online, 10
online chat, 268
on-premises antispam software, 356-357
Open Handset Alliance (OHA), 314
Open License plan, 296
Open Value plan, 296
operating system
about, 14
installing, 192-194
versions, 78
operational efficiency, of hybrid cloud, 412
organizational units, 215
original equipment manufacturer (OEM) license, 295
OR operation, 89
Outlook Web App (OWA), 387-389

P

packet-filtering firewall, 339-341

packets, 114

packet sniffer, 258

parent domain, 107

parent partition, 179

partition, 178

password
account options, 221
creating good, 325-326
generating, 326-328
logging on to network, 40
resetting, 225-226
security, 325-326
user accounts, 217, 329
wireless, creating, 151

patch cables, 118, 436

patches, 302-303
patch panels, 124-125
peers, 14
peer-to-peer networks, 14
per-device client access licenses, 197
perimeter, 160, 339
permissions, 237-239, 248-249, 331-332
permissions model, 322
per-user client access licenses, 197
phishing, 351
phones
in business continuity plan, 383
communicating with users, 267-268
physical security, 323-324
pinouts, 121
Platform as a Service (PaaS), 404
plenum cable, 118
plenum space, 118
policy, 281
pornographic websites, 352
power failure, 431-432
Power over Ethernet (PoE), 130-131
prevention technology, 321
printers, network
about, 50-51
adding, 51-52
printing to, 52
print queue, 53-54
printer sharing
enabling, 58-59
network mistakes, 430
in Windows 8, 62-64
in Windows 8.1, 62-64
in Windows 10, 62-64
print servers, 81-82
private addresses, 98
private cloud, 405-406
processors, 77-78
profile path, 224
programs
information-gathering, 79-80
sharing, 11-12
protocol analyzer, 258
proxy server, 342
public addresses, 98
public cloud, 405-406
PVC cable, 118
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R

RAID (Redundant Array of Inexpensive Disks), 171, 234-236

RAID O, 235
RAID 1, 235
RAID 5, 171, 235-236
RAID 6, 236
RAID 10, 171,172, 235
ransomware, 319
recoverability, as benefit of virtualization, 175
recovery point objective (RPO), 365
recovery technology, 321
recovery time objective (RTO), 365
Remote Assistance
about, 268-269
enabling, 269-270
inviting someone to help you, 270-272
responding to invitation, 273-275
Remote Desktop Connection
about, 387, 393
connecting remotely, 395-397
enabling, 394
keyboard shortcuts, 397-398
remote users, accommodating
about, 387-388
Outlook Web App (OWA), 387-389
Remote Desktop Connection, 393-398
virtual private network (VPN), 389-393
replacement parts, 437
RescueAssist Service Desk, 280
reservation, 103
residential gateways, 161
resources
accessing, 45-47
local, 37
network, 37, 39
shared, 11-12, 17
restore points, 362
retail license, 295
reverse incremental backup, 372
reverse lookup, 109
RG-58 cable, 115
rights, 331
ring, 113
RJ-45 connectors, 122-123
roaming with wireless networks, 144-145
rogue access points, 150-151
root domains, 107
routers, 8, 158
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S

sabotage, 379
Salesforce, 280
satisfaction surveys, 276-277
scams, 351-352
scopes, 101-102
sectors, 232
security
Administrator account, 330
backup, 375
cybersecurity, 319-322
firewall, 159-163
group account, 332-333
Guest account, 330
human firewall, 334-335
logon script, 334
for mobile devices, 307
permissions, 331-332
physical, 323-324
reasons for, 320-321
Service account, 330
software patch, 346
threats of cloud computing, 403
user accounts, 329
user profiles, 333-334
user rights, 331
virtual private network (VPN), 390-391
wireless networks, 149-153
security cameras, 130
Select License plan, 296
self-service help portal, 275-276
Sender Policy Framework, 354
server license, 196, 297-298
license, 83
server operating system
about, 14
choosing, 83
server room, 131
servers
about, 13, 45, 57-58
application, 83
backing up, 430
benefits of, 401-402
copying files from, 429
database, 83
dedicated, 13-14, 80-81
deleting important files on, 429

DHCP (Dynamic Host Configuration Protocol), 100-101



file, 81
firewalls, 159
license, 83, 297-298
mail, 82
print, 81-82
proxy, 342
restarting, 428
roles and features, 203-208
running out of space on, 432
turning off, 428
virtual, 400
virtualization, 182
virtual private network (VPN), 391-393
web, 82
Service account, 330
service disruption, 380
shared folders
contributor, 61
manually, 245-247
with New Share Wizard, 241-245
owner, 61
reader, 61
uses for, 43-45
in Windows 7, 59-61
in Windows 10, 59-61
shared resources, 11-12, 17
shares, 239-240
sharing
files, 11
folders in Windows 10, 59-61
folders manually, 245-247
Internet connection, 158
messages, 12
printers, 58-59, 62-64, 430
programs, 11-12
single sign-on, 414-416
smart cards, 222
smart phones, 306
sneakernet, 8
software
antispam, 352-359
backup, 367-368
copy protection, 293
licenses. See license
network, 15, 298-303
updating, 302-303
Software as a Service (SaaS), 404
software deployment

creating administrative installation image, 301-302
installing silently, 300-301
manually, 298-299
running setup from network share, 299-300
using Group Policy, 301
Software Developers Kit (SDK), 315
software patch, 302-303, 346-347
software stack, 315
solid cables, 118
solid state drives (SSD), 234
spam
about, 349-351
advertisements, 351
antispam software, 352-353
backscatter, 351-352
categories, 351-352
get-rich-quick schemes, 351-352
junk mail, 350
minimizing, 359-360
phishing, 351
pornographic websites, 351-352
scams, 351-352
spectrum, 137-139
spinning disks, 232
spoilers, 150
Sprint-Nextel, 314
SSID (service set identifier), 134, 143, 152
stackable switches, 128-129
staff
in business continuity plan, 383
performance, 278
star, 113
stateful packet inspection (SPI), 341-342
station cable, 118, 125
stationery, in business continuity plan, 383
storage area network (SAN), 172, 236, 364
STP (shielded twisted-pair cable), 117
stranded cables, 118
striping, 235
subdomain, 108
subnetting
about, 94-95
private and public addresses, 98
restrictions, 97
subnet masks, 96-97
subnet octet values, 98
subnets, 95
subscription license, 296
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support tickets
average/mean hours spent per ticket, 278
average/mean resolution time, 278
categories, 278
successfully resolved, 278
total ticket count, 278
tracking, 265-267
surveillance cameras, 130
switches, 8, 15
about, 126-127
access, 129-130
aggregation, 129
core, 129
daisy-chaining, 128
distribution, 129-130
inexpensive, 438
managed, 126-127
stackable, 128-129
unmanaged, 126-127
virtual, 181-184
synthesized full backup, 372
System Information, 258

T

T1 lines, 157

T3 lines, 157

taking down, 10

tape backups, 365, 366-367, 373-374

TCP/IP (Transfer Control Protocol/Internet Protocol)
about, 85
binary system, 88-90
built-in commands, 258
configuring DHCP client, 105-106
configuring for DHCP, 99-104
configuring for Windows Server, 197
configuring Mac network settings, 30-31
configuring settings, 26-27
configuring Windows DNS client, 110
diagnostic commands, 259
domain name system, 106-109
IP addresses, 90-93
network address translation (NAT), 98-99
ports, 340
subnetting, 94-98

Telnet, 342

terrorism, 380

theft, 380
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thicknet, 115
3-2-1rule, 361-363
T-Mobile, 314

token ring, 112

tools, 436

top-level domains, 107
topologies, 112-114
transitive trusts, 216
trees, 216

Trojan horse, 344
Twinkies, 437
twisted-pair cable. See UTP (unshielded twisted-pair cable)

U

Ultrium, 366
uninterruptible power supply (UPS), 431
unmanaged switches, 126-127

unshielded twisted-pair cable. See UTP (unshielded twisted-
pair cable)

updating software, 302-303

user accounts
about, 216
changing user’s contact information, 220-225
creating logon script, 230
creating new users, 217-220
deleting users, 226-227
disabling, 226
domain accounts, 217
enabling, 226
groups, 227-230
local accounts, 216-217
obfuscating user names, 324-325
passwords, 221, 329
properties, 217
restricting, 223-224, 329
securing, 324-328
setting account options, 221-222
setting profile information, 224
setting user properties, 220-225
specifying logon hours, 223

user ID, 39, 329

usernames
about, 39-40
obfuscating, 324-325
for user accounts, 217, 329

user profiles, 333-334

user rights, 331



users
communicating with, 267-268
contact information, 220
creating, 217-220
deleting, 226-227
profile information, 224-226
resetting passwords, 225-226
user satisfaction, 278
UTP (unshielded twisted-pair cable)
about, 115
categories, 116-117
extra pairs, 117
pinouts for, 121
RJ-45 connectors, 122-123
shielding, 117

\'

vandalism, 379
Veeam, 372-373
Velcro, 436
virtual disks
about, 171-173
creating, 184-188
dynamically expanding, 179
fixed-size, 179
Hyper-V, 179-180
virtualization
about, 167-168
backups and, 371-373
benefits of, 174-175
choosing hosts, 175
creating virtual disks, 184-188
creating virtual machines, 188-192
creating virtual switches, 181-184
history, 168, 169
hybrid cloud, 416-418
hypervisor, 169-170
installing operating system, 192-194
network, 173-174
servers, 182
terminologies, 168
virtual LAN, 184
virtual machine (VM)
about, 168
creating, 188-192
Hyper-V, 182

virtual private network (VPN)
about, 387, 389-390
clients, 391-393
connecting to network, 297
for remote users, 389-393
servers, 391-393
virtual servers, 400
virtual switches, 181-184
viruses, 17, 343-345
virus protection
about, 343-345
antivirus program, 345-346
safe-computing practices, 346
VM operating system, 169
VMWare, 371
VMWare Cloud, 416, 417
volume license, 296
volumes, 172
vSphere, 416

w

wall jacks, 124-125
wavelength, 137
weather, 379
web servers, 82
whitelisting, 355
wide area network (WAN)
about, 10
firewall, 161, 339
Wi-Fi
about, 134
access points, 130
routers, 161
Windows 7
accessing network resources in, 45-47
logging off network in, 55
mapping network drives in, 47-50
sharing folders in, 59-61
Windows 8
logging off network in, 55
mapping network drives in, 47-50
printer sharing in, 62-64
Windows 8.1
logging off network in, 55
mapping network drives in, 47-50
printer sharing in, 62-64
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Windows 10
accessing network resources in, 45-47
configuring network connections, 22-27
joining computer to domain, 27-29
logging off network in, 55
mapping network drives in, 47-50
printer sharing in, 62-64
sharing folders in, 59-61
Windows Azure, 407
Windows DHCP client, configuring, 105-106
Windows DNS client, configuring, 110
Windows DNS server, 109-110
Windows Firewall, 161-163, 339
Windows Server 2019
creating new domains, 208-212
Datacenter Edition, 177
DHCP server, 104-105
domains, 197-198
editions, 177, 199
enabling on Group Policy on, 282-283
Essentials Edition, 177
licensing, 176-178, 196-197
release notes, 196
server roles and features, 203-208
setting up, 198-202
Standard Edition, 177
system requirements, 196
workgroups, 197-198
Windows Server Backup (WSB), 367-368
Windows user accounts. See user accounts
wire cutters, 120
wireless access point (WAP)
about, 8, 135
configuring, 145-147
infrastructure mode, 142-143
multifunction, 143
plugging in without asking, 431
setting, 142-143
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wireless bridging, 144-145
wireless local area network (WLAN), 134
wireless network adapters, 139-140
wireless networks
about, 133-134
antennas, 137
connecting to, 147-149
frequencies, 135-137
range, 140-141
roaming with, 144
security of, 149-153
spectrum, 137-139
terminologies, 134-135
wavelength, 137
waves, 135-137
wireless PCl card, 141
wireless providers, 158
wireless router, 143-144
wireless USB adapter, 141
wire stripper, 120
wiring closet, 131
workgroups
choosing, 197-198
names, 40
networks, 40
templates, 65-67
Windows Server, 197-198
worm, 344

X

XOR operation, 89

Z

Zendesk, 279-280



